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Abstract. Micciancio and Sorrel (ICALP 2018) proposed a bootstrapping algorithm that can refresh
many messages at once with sublinearly many homomorphic operations per message. However, despite
the attractive asymptotic cost, it is unclear if their algorithm could ever be practical, which reduces
the impact of their results. In this work, we follow their general framework, but propose an amortized
bootstrapping that is conceptually simpler and asymptotically cheaper. We reduce the number of ho-
momorphic operations per refreshed message from O(3” - n'/? . log n) to O(p - nl/p)7 and the noise
overhead from O(n?*3*) to O(n'*?). We also make it more general, by handling non-binary messages
and applying programmable bootstrapping. To obtain a concrete instantiation of our bootstrapping al-
gorithm, we propose a double-CRT (aka RNS) version of the GSW scheme, including a new operation,
called shrinking, used to speed-up homomorphic operations by reducing the dimension and ciphertext
modulus of the ciphertexts. We also provide a C++ implementation of our algorithm, thus showing
for the first time the practicability of the amortized bootstrapping. Moreover, it is competitive with
existing bootstrapping algorithms, being even around 3.4 times faster than an equivalent non-amortized
version of our bootstrapping.

1 Introduction

Since the introduction of the first Fully Homomorphic Encryption (FHE) scheme, by Gentry [17],
there has been a quest to improve the efficiency and the security of FHE. The main efficiency bot-
tleneck of any FHE scheme is the bootstrapping, which is an operation that refreshes the ciphertexts
after they have been involved in a few homomorphic operations, allowing us thus to perform fur-
ther operations on them. Hence, most works aiming to make FHE more efficient directed the efforts
towards designing faster bootstrapping algorithms. For this goal, there are two main strategies:
Heavy-packed bootstrapping and fast single-message bootstrapping.

In the first strategy, one tries to pack several messages into a “large” ciphertext, then the
bootstrapping becomes complex and very costly, but refreshes several messages at once, thus, the
amortized cost per message is expected to be reasonably low. This type of bootstrapping was
proposed for many schemes, [10,16,9,18], obtaining good amortized costs, however these schemes
generally were not very efficient regarding noise management, thus, their bootstrapping algorithms
often incur quasi-polynomial noise growth, which implies that their security is based on worst-case
lattice problems with superpolynomial approximation factors. Ideally, we would like to have FHE
with assumptions as weak as the ones used for general lattice-based public-key encryption, namely
worst-case lattice problems with polynomial approximation factors only.

On the other front, one encrypts a single message into a “small” ciphertext, thus, hugely sim-
plifying the bootstrapping, making it possible to execute it much faster, in many cases, in a few
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Table 1: Comparison of number of homomorphic operations and moise growth of bootstrapping
algorithms of different schemes based on worst-case lattice problems with polynomial approzimation
factor. The notation O hides polylogarithmic factors in n.

Scheme Total cost Messages Amortized cost [Noise overhead
[15] O(n) 1 O(n) O(n*?)

[12] O(n) 1 O(n) O(n)

[29] 037 -n**/*)y 10(n) 037 -n*?)  |O(n*+*7)

This work O(p-n't/?)  |O(n) O(p-n'/?) O(n'*?)

milliseconds on a common commercial computer [15,12,31,8]. The downside now is the need for one
bootstrapping per gate of the circuit being evaluated homomorphically and, since each bootstrap-
ping refreshes a single message, the amortized cost is still high. One advantage of this bootstrapping
strategy is that it introduces only a polynomial noise overhead, allowing to base the security of
those schemes in worst-case lattice problems with polynomial approximation factors.

Then, in [29], Micciancio and Sorrell try to obtain the advantages of these two approaches, by
proposing a bootstrapping algorithm that follows the blueprint of [15], but packs several messages
into a single ciphertext to amortize the cost of the bootstrapping. Therewith, they obtain the first
FHE scheme whose security is based on the hardness of worst-case lattice problems with polynomial
approximation factors that at the same time is bootstrappable with amortized sublinearly many
homomorphic operations. Their main idea is to describe the bootstrapping as a polynomial multi-
plication, then to evaluate it homomorphically using some fast polynomial multiplication algorithm.
For technical reasons, due to the limitations of the functions one can evaluate homomorphically,
they cannot simply evaluate a Fast Fourier Transform, thus, they adapt the Nussbaumer Trans-
form [30] to work over power-of-three cyclotomic rings, then use it in their algorithm to bootstrap
O(n) messages in time O(3?-n'T1/?), where p is a free parameter, and the notation O hides polylog-
arithmic factors on n. Therefore, their amortized cost is only O(3p -nt/ ) homomorphic operations
per message.

Following the blueprint of [29], we propose a simpler and more efficient amortized bootstrap-
ping. Our first contribution is to remove the Nussbaumer Transform, replacing it by a standard
(homomorphic) Number Theoretic Transform (NTT). By doing so we do not only make the whole
bootstrapping algorithm more straightforward, but we also gain important asymptotic factors de-
creasing the number of homomorphic operations per message from O(37-n'/?-logn) to O(p-n'/?),
and the noise introduced by the bootstrapping from O(n?37) to O(n'**). Moreover, instead of just
working with bits, we can handle n messages in Z;, for small ¢. This also means that we support
programmable bootstrapping, where we reduce the noise and simultaneously apply any function
f :Zs — Z4 to the message. In Table 1, we present a comparison of our work with previous ones.

Although [29] obtains a significant asymptotic improvement over previous works, it is unclear
how (in)efficient it would be in practice, since the hidden constants are hard to estimate. Thus, as
a second contribution, we present a concrete instantiation of our method. For this, we propose a
double-CRT (RNS) variant of the GSW scheme [19], including a new operation, called shrinking,
that allows to efficiently reduce the ciphertext size, and thus, the cost of the homomorphic opera-
tions, as the noise grows. We stress that this contribution is also of independent interest, as many
primitives or protocols that use the GSW scheme can benefit from a double-CRT version of it.



This also allows us to present a concrete cost analysis, in terms of polynomial multiplications (or
NTTs), which gives us a much better idea of the practical cost of the amortized bootstrapping and
makes it easier to compare with other works, since the number of times that the NTT is executed
is already used to estimate the cost of several previous schemes, such as [15,12,8].

Finally, we also implemented our bootstrapping in C++ and made it publicly available.Thus, as
a third contribution, we present baseline running times and memory usage for this type of amortized
bootstrapping and we show that it is actually doable in practice, with running times comparable
to some existing schemes.

Now we show more technical details about the amortized bootstrapping, our techniques, and
our results.

1.1 Overview of the amortized bootstrapping from [29]

The bootstrapping strategy of [2], improved and made practical in [15], works as follows: the
whole FHE scheme is organized in two layers, each one composed by one homomorphic scheme.
The first one is an LWE-based scheme that can perform very limited number of homomorphic
operations, then has to be bootstrapped. We call it the base scheme. Then the second scheme,
called the accumulator, is used to evaluate the decryption of the base scheme homomorphically,
i.e., to bootstrap it. For the accumulator, one uses the GSW scheme [19] instantiated with the
RLWE problem, so that it can encrypt polynomials. Because of the slow noise growth of GSW, the
noise overhead of the bootstrapping is just polynomial in the security parameter. Essentially, to
decrypt an LWE ciphertext ¢, one has to multiply it by the secret key s. Thus, starting with GSW
encryptions of powers of X with the secret key in the exponent, i.e., X*, the GSW homomorphic
multiplications are used to compute [, X% = X°° Finally, there is an extraction procedure
that maps this power of X to the message encrypted by c. Notice that the bootstrapping costs
O(n) homomorphic operations, more specifically, GSW multiplications.

The main idea of [29] is to combine O(n) LWE ciphertexts into one single RLWE ciphertext
c € R? encrypting O(n) messages. Then, because, in the RLWE problem, the secret is a polynomial
s instead of a vector, decrypting ¢ now boils down to performing a polynomial multiplication
on R, which can be done in time O(n - logn) via standard techniques, such as the Fast Fourier
Transform (FFT). Thus, if one could use the accumulator to evaluate an FFT, the amortized cost
of such bootstrapping would be only O(logn) homomorphic operations per message. However, due
to limitations in the noise growth of this bootstrapping strategy, it is not possible to evaluate all
the O(logn) recursive levels of the FFT. Thus, [29] sets the recursion level as a parameter p.

Moreover, since the GSW scheme is instantiated over the ring R := Z[X]/(X" +1) and working
only with powers of X, whose order is 2N in R, there is a limited set linear operations over Zsyn
available as homomorphic operations. So, for example, we cannot take an encryption of (X to the
power of) m and produce an encryption of —m or of m~!. Therefore, [29] cannot evaluate an FFT.
To overcome this limitation, they pack the LWE ciphertexts into an RLWE ciphertext defined over
a power-of-three cyclotomic ring, i.e., defined modulo @4 (X) = 2- 381 +3¥=1 4 1 and adapt the
Nussbaumer transform to replace the FFT and perform polynomial multiplications modulo @4 (X).
The radix-r Nussbaumer transform works as the FFT, by dividing the input by r in each recursive
level. However, in their adapted algorithm, there is an expansion by 3, i.e., they obtain r inputs of
length 3n/r instead of length n/r. Since this expansion happens in all recursive levels, the factor 3
accumulates exponentially and, at the end, their bootstrapping costs O(3p -pitl/ ) homomorphic
operations and the noise introduced by the bootstrapping is O(n2+3’p).



1.2 Overview of our contributions and techniques

Simpler and more efficient amortized bootstrapping Micciancio and Sorrell accepted that
the accumulator constructed with GSW just provides a limited set of operations over Zsy, where
N is a power of two, and tried to adapt the fast polynomial multiplication algorithms to work with
that instruction set. We diverge from this by trying to adapt the accumulator to the algorithm we
want to evaluate, instead of trying to adapt the algorithm to the accumulator. That is, we know
that the Number Theoretic Transform (NTT) is the algorithm choice to perform multiplications
modulo X~ + 1, typically used in the RLWE problem, thus, our goal is to obtain an accumulator
that can evaluate NT'Ts.

To obtain that, we use the results from [7] to instantiate the GSW scheme modulo X? —1, where
p is a prime number, but with security based on the RLWE problem. This gives us essentially the
same instruction set of [29], but over Z,. Then, we set p =1 (mod 2N), so that we have a 2N-root
of unity in Z, and the NTT of dimension N is well-defined. Then, we extend recent results about
using automorphisms on bootstrapping algorithms [7,27] to the GSW scheme, which expands the
instruction set of our accumulator. In Table 2, we compare both accumulators. Putting it all together
we obtain a GSW-based accumulator that allows us to homomorphically evaluate a standard NTT.
The only limitation we have then is that the noise overhead of the bootstrapping is still exponential
in the number of recursive levels of the NTT, thus, as in [29], we only have p recursive levels, so
that the noise overhead is still polynomial in V.

With a more powerful accumulator, the bootstrapping algorithm becomes much simpler, as its
main step is essentially the same as a well-known NTT. Moreover, there is no longer the expansion
by 3 within the recursions, which allows us to save a factor of 3” in the time complexity and to
reduce the noise overhead from O(n?+3°) to O(n'*?).

Additionally, our accumulator also allows us to replace the algorithm used in [29] to perform
the entry-wise vector multiplication in the FFT domain, called SlowMult, by a cheaper and simpler
procedure, which yields an additional gain of a logn factor. Therefore, we reduce the number of
homomorphic operations from O(37 - n'*/? .logn) in [29] to O(p-n't1/?). In Figure 1, we present
the main steps of our bootstrapping.
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Fig. 1: Main building blocks of our amortized bootstrapping. Firstly, we pack high-noise ciphertexts
into a single ciphertext encrypting a polynomial having all the original messages as the coeffi-
cients. Then we evaluate the Number Theoretic Transform homomorphically, obtaining encryptions
of powers of X having the messages plus some small noise in the exponent. Finally, we erecute
a message exrtraction procedure, which removes these small noise terms and also apply any set of
desired functions to the messages.



Table 2: Comparison of the accumulator proposed in [29] and ours. The notation [a] means en-
cryption of (X to the power of ) a. Negation is not natively supported by [29], thus, for any message
m, they actually encrypt (m, —m), which requires two ciphertexts. Negation is then implemented by
swapping the ciphertexts so that they encrypt (—m,m). However this doubles the memory and time
of all their operations.

. Size of enc. Available operations
Variable type
message [a], [b] = [a + b]|[a] — [—a]|]a],w — [a - w]|Key switching|Shrinking
[29] T 2 GSW ciphertexts v’ *
Ours| Z,, prime p | 1 GSW ciphertext v’ v’ v’ v’ v’

Double-CRT version of GSW FHE schemes implementing single-message bootstrapping, such
as [15,12,8], can use very small parameters when compared to other FHE schemes thanks to the
almost linear noise overhead of the bootstrapping. In particular, the ciphertext modulus, Q, is
typically an integer smaller than 232. Since all homomorphic operations are defined modulo @,
these schemes can be implemented using 32-bit integers, which are native types of most CPUs.

For other schemes the ciphertext modulus, @, is much larger, normally with more than one
thousand bits. Thus, implementing the operations modulo () requires more care: one represents ()
as a product of small primes ¢;’s, typically with less than 32 bits, then uses the Chinese Remainder
Theorem (CRT) to express operations modulo @ as independent operations modulo each g;, allowing
thus to use again the native integer types. Moreover, all the polynomials composing the ciphertexts
are stored in the FFT domain. Since the FFT can be seen as a type of CRT, this representation is
often called double-CRT [24]. An alternative name for this is the RNS representation [22].

Since the amortized bootstrapping has at least quadratic noise overhead, it also typically requires
() with more bits than native types of CPUs. Therefore, to obtain a practical implementation, we
propose a double-CRT version of the accumulator, i.e. the GSW scheme. This includes all common
operations already existing for GSW, such as homomorphic multiplication and external product,
and also new operations, like Galois automorphisms and key switchings.

One optimization that is commonly used for GSW is to ignore least significant bits of the
ciphertexts during the multiplications, as they correspond to the noise of the RLWE samples. For
example, in the TFHE scheme [12], this is called approximate decomposition and it is used to
speed up the bootstrapping. However, on the double-CRT representation, there is no notion of
least significant bits, and this technique no longer applies. Thus, we propose a ciphertext shrinking,
which introduces the implementation of approximate gadget decompositions over the double-CRT
representation. It takes a GSW ciphertext, which is a 2d x 2 matrix where each entry is a polynomial
modulo @, and outputs another GSW ciphertext as a 2d’ x 2 matrix and defined modulo @Q’, where
d < dand Q' < @, with basically the same (relative) noise. Reducing simultaneously d and @
enables a cubic performance improvement in all core homomorphic operations.

The shrinking operation has the side effect of multiplying the message by some integer scaling
factor. Thus, we have to generalize the definition of the GSW ciphertexts to keep track of these
scaling factors, which can be removed during the homomorphic evaluation without any impact on
the noise or on the efficiency of the scheme.



We notice that any protocol or scheme that uses GSW can benefit from our double-CRT repre-
sentation. Thus, this contribution is of independent interest. For example, the algorithms presented
in [27] could exploit double-CRT representation to obtain bootstrapping for large messages.

Thanks to this lower-level description of the GSW scheme, we can also estimate the cost of our
amortized bootstrapping in a more concrete way, namely, in terms of NTTs and integer (modular)
multiplications. This simplifies the comparison with other bootstrapping strategies and also clarifies
the practicability of the amortized bootstrapping.

Proof-of-concept implementation in C+4-+ We provide the first implementation of a bootstrap-
ping algorithm for FHE based on the worst-case hardness of lattice problems and with polynomial
approximation factors with amortized sublinearly many homomorphic operations. We show that
our construction is practical, being up to 3.4 times faster than the non-packed approach we tested.

Our source code is publicly available, since we believe that this can help the academic community
to understand our techniques and also simplify comparisons in future works. We stress that the
description of [29] is very high level and also that any implementation of their bootstrapping must
be far from practical, even if our double-CRT GSW scheme is used, due to all the hidden constants
in the asymptotic costs. As an example, it is not clear how much memory they would need, since
it is hard to estimate practical parameters for their scheme. Thus, one could reasonably wonder if
the amortized bootstrapping would ever be practically feasible, and our algorithms together with
our implementation provides a positive answer.

2 Preliminaries

For aq,...,ax,m1,...,mp € 7Z, with m;’s being pairwise coprime, let M = Hle m; and define
CRTy,...me (a1, ..., ax) as the unique a € Zjs such that a; = a mod m;. Also, for any a € Zyy,
define CRT,_nll,m,mk (a) = (a mod my, ...,a mod my). For an element a(X) of any polynomial ring of
the form Z[X]/(f(X)), we extend CRT and CRT~! by applying it coefficient wise.

For any vector u, we denote the infinity norm by ||u| and the Euclidean norm by ||ul|,. For
any polynomial a = Z;‘i:o a; - X', we define the norm of a as the norm of the coefficient vector
(ag, ...,aq). If a is an element of a polynomial ring like Z[X]/(f (X)), we consider a’ € Z[X] as the
unique canonical representation of a, and thus the norm of a is simply the norm of a’.

2.1 Rings

We use power-of-two cyclotomic rings of the form Z[X]/(X"™ + 1), where N = 2* for some k € N,
which we denote by R, and circulant rings of the form Z[X]/(X? — 1), for some prime number p,
which we denote by R. For any positive integer Q, we define 7%@ = 7@/(@7@) and 7~2Q = R/(QR),
i.e., the same rings as before but with coefficients of the elements reduced modulo Q.

2.2 Plain, ring and circulant LWE

In the well-known learning with errors problem (LWE) [32] with parameters n, ¢, and o, an attacker
has to find a secret vector s € Z™ given many samples of the form (a;, b;), where a; is uniformly
sampled from ZZL and b; := a; - s+ ¢; mod ¢, with e; following a discrete Gaussian distribution with
parameter o.



The ring version of LWE, known as RLWE [28], is used to obtain more efficient cryptographic
schemes, since it typically allows us to encrypt larger messages when compared to similar schemes
instantiated with LWE. In the RLWE we fix the ring R = Z[X]/(®n (X)), where &,,(X) is the
m-th cyclotomic ring, and we are given samples of the form (a;, b;), where a; is uniformly sampled
from R4 and b; := a; - s + ¢; mod ¢, for some small noise term e;, and we have to find the secret
polynomial s. Most schemes are constructed on top of the RLWE problem with a power-of-two
cyclotomic polynomial, @on (X) = XV + 1, where N = 2% for some k € N*.

In this work, we also use a variant of the LWE called circulant-LWE (CLWE), which was
introduced in [7] and was proved to be as hard as the RLWE on prime-order cyclotomic polynomials.
Hence, we restrict ourselves to prime p. Instead of using the ring R = Z[X]/(®,(X)) we use the
“circulant ring” R = Z[X]/(X? — 1). Then CLWE samples are obtained essentially by projecting
RLWE samples from R to R. This is done by fixing some integer @ prime with p and by defining
the map Lg : Rg — 7i’,Q as

p—1 p—1 p—1 p—1
Lg: Zai~Xi — Zai-Xi —p L. (ZGZ) -ZXi mod @
=0 =0 =0 =0

Finally, given an RLWE sample (a’,b' = a’ - s’ + €/) € R2, we define the corresponding CLWE
sample as (a,b) := (Lg(d’), Lo((1—-X) b)) € 7~QQQ Thanks to the homomorphic properties of L,
we have b = a-s+e mod @, where e = Lo((1—X)-¢’) is a small noise term and s = Lo((1—X)-¢')
is the CLWE secret. Then, using the CLWE problem, the GSW instantiated over the circulant ring
R is CPA-secure if the message space is restricted to powers of X, that is, if one just encrypts
Xk eR for ke Z[7).

In Section 3.5 we extend the results [7] so that we can also encrypt non-powers of X (un-
der some conditions), as this is needed in our bootstrapping algorithm, especially, to use Galois
automorphisms on GSW ciphertexts.

2.3 Subgaussian distributions

A random variable X is subgaussian with parameter ¢ > 0, in short o-subgaussian, if for all
t € R it holds that E[exp(27tX)] < exp(mo?t?). The name subgaussian comes from the fact
that the “tails” of X are bounded by a Gaussian function of standard deviation o, that is, X
is o-subgaussian == Vt € R, Pr[|X| > t] < 2exp(—nt?/0?). This allows one to bound the
absolute value of X with overwhelming probability. Namely, by setting ¢ = o1/\/m, we see that
Pr[|X| > oy/\/7] < 2exp(—7(s\/A/7)?/s%) = 2exp(—A) < 27>, In other words, the Gaussian
tails tell us that |X| is smaller than o\/\/7 with probability at least 1 — 27*, which is expo-
nentially close to 1. If X is a B-bounded centered distribution, then X is (o - v/27)-subgaussian.
Linear combinations of independently distributed subgaussians are again subgaussians, i.e., given
independent o;-subgaussian distributions X;’s, then for any ¢ = (cy,...,¢,) € R, it holds that
Y :=>" 66X is (w/Z?:l c?aiz)-subgaussian. In particular, if all o; are equal to some o, then, Y
is (o - ||c||)-subgaussian. Also, since ||c||, < /1 - ||c||,,, we have Y is (o - y/n - ||c||, )-subgaussian.
We say that a polynomial a is o-subgaussian if its coefficients are independent o;-subgaussian, with
0; < 0. For any n € N*, given f equal to X™ + 1 and two polynomials a and b of degree less than
n following subgaussians with parameters o, and oy, we can see that for ¢ = a - b mod f, we have
¢i is (v/n - 04 - 0p)-subgaussian. However, the coefficients ¢;’s are not necessarily independent, thus,
to say that c is (y/n - 04 - 0p)-subgaussian, we use the independence heuristic.



2.4 Independence heuristic

To derive average bounds for the noise growth of the ciphertexts, we will use the well-known and
commonly used independence heuristic: All the coefficients of the noise terms of the LWE and
RLWE samples appearing in the linear combinations we consider are assumed to be independent
and concentrated. In more detail, they follow o-subgaussian, where o2 is their variance.

2.5 Double-CRT (RNS) representation for polynomial arithmetic

Homomorphic operations of commonly used FHE schemes are composed of some operations over
polynomial rings Rg = Zq[X]/(f(X)), where f(X) is a degree-N polynomial over Zg[X]. Here,
we suppose that f(X) = XV +1 or f(X) = X — 1. These operations essentially boil down to
adding and multiplying polynomials of degree less than N then reducing them modulo f(X), and
finally reducing each coefficient modulo Q.

Because () generally has much more than 64 bits, working with elements of R requires libraries
that implement arbitrary precision integers, which is inefficient. To overcome this the residual
number system (RNS), aka double-CRT, is typically used. It exploits the decomposition of @ to
work with several polynomials modulo each ¢;, which then fit in the 32- or 64-bit native integer
types of current processors.

In more detail, because @) = Hle @;, by using the Chinese remainder theorem coefficient-wise

we have
L

Rq = ZolX]/(f(X)) = [ [ Za,[X]/(f(X))

i=1

Thus, additions and multiplications over R¢g can be implemented with ¢ independent operations
over Ry,. Moreover, since multiplying polynomials modulo f(X) requires fast Fourier transforms or
number-theoretic transforms (NTT), it is common to go one step forward and represent elements
of Rg in the “NTT form”, i.e., given a(X) € R, instead of simply storing its list of coefficients,
we define a;(X) := a(X) mod ¢; and precompute a; = NTT,, (a(X)), for every ¢;. Notice that we
need to choose g; such that a suitable primitive root of unity w; € Z,, exists.

So, given a(X) € R, we store the matrix

NTqu (CL mod Qi) aljo N a17N_1
Mat(a) := : = - e 72N

NTTg, (a mod gqy) ago --- G N-1

With this representation each addition and multiplication over R¢ is implemented with point-
wise operations of the corresponding matrices. For example, a-b € Rg is

aio-bio...a1,N—1-b1,N=1
Mat(a) ® Mat(b) = : : e z*N

ago-beo ... apN—1-bpN_1

where the operations in the i-th row are performed modulo g;.



Cost of operations in double-CRT representation: We estimate the cost of our algorithms
by the number of NTTs and multiplications performed modulo the small primes ¢;’s. We assume
that all those primes have about the same bit length, thus, operations modulo any of them cost
essentially the same. Moreover, we assume that a forward and a backward NTT modulo ¢; have
the same cost, thus, we do not distinguish them in our cost estimations.

2.6 Gadget matrix

Consider three positive integers @}, B, and d such that d € O(log@). Let g be a d-dimensional
column vector, Is be the 2 x 2 identity matrix, and ® denote the Kronecker tensor product. We
say that G = I, ® g € Z%¥*? is a gadget matrix for the base g with quality B if there is an
efficient decomposition algorithm G~! : Zé — Z**% such that, if A = G~1(a,b), then ||A]| < B
and A - G = (a,b) mod Q. We naturally extend G~! to a polynomial ring of the form Rq =
Zo[X]/{f(X)) by applying G~ coefficientwise. That is, given (a,b) € R%, we define G~*(a,b) =
Zi:%ffl G~ Y(ai, b;) - X*. We also extend G~! to matrices C € Réd“ by applying it to each row.
Thus, for C € RE™*?, we have G~1(C) € R¥**%.

The main example of a gadget matrix is the one defined by some base B € Z, which corresponds
to d = [logg(Q)], g = (B% B',..., BN, and quality B. In this case, the decomposition G~!
corresponds to the integer decomposition in base B. For instance, if B = 2, then G~!(a,b) =
(agy .-y @g—1,bo, ..., bg—1), where a;’s and b;’s are the bits of a and b, respectively.

Another example, which will be of central importance in our double-CRT GSW scheme, pre-
sented in Section 3, is the gadget matrix with respect to a CRT base.

Let q1,...,q¢ be prime numbers and @ := Hle q;- Let d € N be the “number of digits”. For
simplicity, assume that d|¢ and define k := £/d € Z. Then, for 1 < i < d, define the i-th “CRT digit”
as D; = H;’ﬁ(i—l)- k41 %> that is, a product of k consecutive primes. Finally, define Q; := Q/D; and
Q; = (Q/D;)~! mod D;. This gives us the following gadget matrix:

[Q1-Q1 0

Qa-Q4 O 2dx2
G = ~ | €Z .
0 Q1-Q

[ 0 Qa-Qal

Then, we define G~'(a,b) := (CRTp'  , (a),CRTLE  , (b)). It follows that G~!(a,b) - G =
1y--5/d 1,--94/q
(a,b) mod Q. Moreover, since each entry of G~(a,b) is of the form a mod D; or b mod D;, we see
that the quality of this gadget matrix is D := max (D, ..., Dyg).

Because of the ciphertext shrinking that we present in Section 3, we need a more general
definition of gadget matrices, which includes an integer scaling factor. Namely, we say that G, is
a scaled gadget matriz with factor o if G™'(a™' - a, ™' - b) - G4 = (a,b), in other words, we have
to multiply the input (a,b) by the inverse of @ modulo @ before decomposing it.



2.7 Base extension

In some situations, we may want to operate on polynomials defined modulo different values ) and
D. Then we first need to represent both operands on a common modulus. This is done with an
operation called base extension.

For simplicity, let’s assume that D = [[;”; d; divides @ so that we have @ = P - D for some
P =TT;_, pi- Then, given a € Rg and b € Rp, both in double-CRT form, we want to lift b to R.
This is done by reconstructing each coefficient of b modulo D, then reducing them modulo each
p;. However, to avoid arbitrary precision integers we try to reconstruct b; € Zp already performing
all the operations modulo the p;’s. This means that the conversion is not exact and we obtain
[bi]p + u; - D in base P with |u;| < 1/2 instead of exactly [b;]p. So, overall we have the residues of
b(X)]p +w(X) - D in the basis P - D, with ||Ju(X)]|, < 1/2 [25].

We show this operation in detail in Algorithm 16, in Appendix D. It costs v + w NTTs and
O(v - w - N) modular multiplications, and it is defined as follows:

v
w

FastBaseExtension(b, D, P) := Z (b (D/dj)fl}d -(D/dj) mod p;
J
=1 i=1

2.8 Basic encryption schemes based on LWE, RLWE, and CLWE

We define the set of LWE encryptions of a message m € Z;, where t > 2, under a secret key s € Z",
with FE-subgaussian noise and scaling factor A € Z as

LWEZL (A -m, E) :={(a,b) € Z’é“ :b=la-s+e+ A-m]g where e is E-subgaussian }.

For a power-of-two cyclotomic polynomial R, the set of RLWE ciphertexts encrypting a message
m € R, with scaling factor A € N, under a secret key s, and with F-subgaussian noise is

RQLWE(A -m, E) := {(a,b) € 7%262 :b=[a-s+e+ A-m]g where e is E-subgaussian }.
Basically the same definition applies to CLWE ciphertexts:
RQLWE,(A -m, E) := {(a,b) € 7@22 :b=[a-s+e+ A-m]g where e is E-subgaussian }.

In any of the three types of ciphertexts, the decryption is done by multiplying the term a (or a)
by the secret key and subtracting it from b modulo ), which produces ¢ = e + A -m mod Q, then
we output |e¢//A] mod t. If |le — A - m|| < Q/2, then the decryption correctly outputs m mod ¢.

Modulus switching Here, we just consider the case where we want to switch the ciphertext
modulus @ = Hf;é g; to a smaller Q' by removing some primes, say, qo, ..., ¢x—1. Thus, Q' = Hf;,i .
It is possible to switch to a larger modulus Q' by adding new primes to the moduli chain, but since
we do not use this in our work, we do not discuss it here.

Let ¢ :=Q/Q = qo-...-qi—1. Given ¢ := (a,b := a-s+e+Am) € RIWE; g(m) where A = |Q/t]
for some ¢, the modulus switching from @ to @’ consists in computing

¢ = [le-Q/Q1]y = (la/allg - [b/allg).
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Generally, ¢’ is an RLWE encryption of the same message m, but with ciphertext modulus @’
and noise close to e/q. Because rounding is not compatible with double-CRT representation we
avoid it by first subtracting [c], from c, so that the result is a multiple of ¢, then we can divide
by ¢ and no rounding is needed. In more detail, we define d, := a mod ¢ and &, := b mod ¢, then
compute ¢ = (a — d4,b — ). Notice that all the coefficients of ¢ belong to ¢Z. Finally, we output
¢ :=[¢/dlg = ((a—04)-¢ " (b—=6)-¢ ") mod Q.

To subtract &, from a we first need to use FastBaseExtension from ¢ to Q' to obtain ¢, in
base ). The same is needed for b. Each FastBaseExtension costs ¢ NTTs and O(k¢N) modular
multiplications, where N is the degree of the modulus polynomial. Multiplying by ¢~ modulo @’
means that we have to multiply each residue of ¢’ modulo ¢;, for k < i < £ — 1 by the inverse of
g modulo ¢;. This step just costs O(N - (¢ — k)) integer modular multiplications. Thus, the overall
number of operations 2¢ NTTs and O(k¢N) multiplications on Z,.

Algorithm 1: ModSwitch Algorithm

Input: ¢ = (a,b) € RLWE; o(m), Q' such that Q'|Q
Output: ¢’ € RLWE, g/ (m)

Complexity: 2 NTT, O(klN) multiplications on Zg,
Noise growth: £ — O(E/q+ VN - 5)

0, = FastBaseExtensiong: 4(a) mod g

0» = FastBaseExtensiong: ,(b) mod ¢

¢ = (a—éa,b—éb)

< =[/do=((a=8) g7, (b=5) ¢') modQ

LI VI

After modulus switching, there is a € such that [|e|| ,, < 1 and the noise changes from e to
e =(e+0,-5—0)/qg+m-e.

Because both a and b are (indistinguishable from) uniform modulo @, both ¢, and 4, are
uniform modulo ¢, thus, they are (q - v/27)-subgaussians. Therefore, if e is E-subgaussian and s is
S-subgaussian, we have ¢’ is (E/q + v/N - S - /21 4 2v/27)-subgaussian. Simplifying, the modulus
switching changes the noise from an E-subgaussian to a O(E/q 4+ v/N - S)-subgaussian.

Key switching The key-switching procedure can be divided into two steps, where the first step
uses the secret key to generate a public key-switching key, and the second step consists of using the
key-switching key to actually perform the key switching.

We denote by ﬁQng(z, E) the set of key-switching keys from a key z to a key s, having E-
subgaussian noise. Given s and z, we generate K € 7~2Q KSg(z, E)asK =la; | bp:=a;-s+e,+
z-g| € RZXQ, where g = (Q1 - Q1,...,Qq - Qd) is the CRT gadget vector, that is, for 1 < ¢ < d,
row;(K) € kQLWES(Ai -z, E), where A; := Q; - Q;.

To key switch a ciphertext, ¢ = (a,b) € 7@@ LWE_(A-m), we basically have to compute the CRT
decomposition of a and multiply it by both columns of K. This is shown in detail in Algorithm 2.

2.9 Automorphism

Given a ciphertext ¢ = (a,b) € 7A€QLWES(A -m) and an integer u € Z;, we apply the Galois

automorphism X — X" to both a and b. This operation maps ¢ to another RLWE ciphertext

11



Algorithm 2: Key switching

Input: c = (a,b) € RoLWE.(A-m, E) and K € RgKS?(z, E), both in double-CRT form.
Output: ¢’ € RgLWE (A - m, E')
Complexity: d- ¢ NTTs and O(£? - p) products on Zg,
Noise growth: E' = O(E + /dp - D - Ey), where D = max(Dx, ..., Dq)
> Consider that Q = Hle ¢; and D; is a product of k primes, with {=k-d
1 for1<i<ddo

2 a; := a mod D;
> Each base extension costs ¢ NTTs and O(k-{-p) multiplications on Zg,
3 a; = FastBaseExtension(a;, Di,Q/D;) € 7@@

> The following lines cost zero NTTs and O(2-d-p) modular products

4 a:= (a1, ...,aq) € R

5 4 =a-coli(K)

6 b=a-coly(K) > Noise: O(v/dp- D - E})-subgaussian
7 ¢ =(—a,b—b) €RY

8 return c’

encrypting m(X*) mod X? — 1. It also has the side effect of changing the key to s(X*), thus, a key
switching is needed to go back to the original key s(X). Applying the automorphism itself is done
by simply rotations of coefficients, which is essentially for free, thus, the cost and the noise growth
are only due to the key-switching step. We show it in detail in Algorithm 3. We are most interested
in the particular case where we encrypt an integer v as X%, since the automorphism allows us to
obtain an encryption of u - v mod p as X*".

Algorithm 3: Automorphism

Input: c = (a,b) € RoLWE(A -m, E), u € Zy, and K € RoKS%(s(X"), Ey). Both ¢ and K in
double-CRT form.
Output: ¢’ € RoLWE (A - m(X"), E)
Complexity: d-£ NTTs and O(£? - p) products on Z,
Noise growth: E' = O(E + /dp - D - E}), where D = max(Dx1, ..., Da)
1 Let 1 be the mapping X — Xvmed?
(@,0) = (n(a),n(b)) € RQLWE,(xu)(A - m(X™), E)
¢’ = KeySwt(a, b, K) € RoLWE,(A - m(X"¥), E')
return c’

B W N

2.10 Ring Packing

In [29], Micciancio and Sorrell present a ring packing method to transform a set of N LWE samples
(a;,b; :=a;-s+e;+ Aw;) € Zgﬂ into a single RLWE ciphertext encrypting u = Zfiﬁl wi - Xt To
do so, they define a “packing key” composed of n - L RLWE ciphertexts as

K := (a,b::al-z—&—e—i—Gr-s)67@(3]:X2

where L := [logp(Q)] and G = I, ® (B°, ..., BT ¢ Z"I*" is a gadget matrix such that
g 1 (u)G = u for any u € Zgy. We recall this packing procedure in Algorithm 4. Note that it

requires O(n - L) multiplications on 7@@.
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Algorithm 4: PackLWE Algorithm from [29]
Input: [(a®,b)];cx € LWEZ(A - my, E), packing key K := (a,b) € 7%25“2 with Er-subgaussian error.
Output: (a,b) € RoLWE.(A - m)
Complexity: O(n - N log(Q)log(N)) multiplications over Zg
Noise growth: (E, Er) — O(VN - E + \/m -B-ER)

1 for 0<i<ndo

2 L a; = Z;.V:_Ol agj) ¢

a=(ao,...,an—1) € RY

b=YN1p0 . X

u=g'(a) e RY*"

(a,b) = (—u-a,b—u-b) 67@%2

e ok @

3 Double-CRT GSW encryption scheme

In this section, we propose a double-CRT version of the GSW scheme supporting all the standard
operations, like the external product and homomorphic multiplication. We also present two key
switching algorithms for GSW, making it possible to evaluate automorphisms on GSW ciphertexts.
Moreover, we also include a new operation, which we call shrinking.

We present our scheme over the circulant ring R := Z[X]/(X? — 1), where p is prime, and base
its security on the circulant-LWE problem, which is as secure as the standard RLWE problem over
the prime-order cyclotomic polynomial. Moreover, since our main goal is to use the GSW scheme
to run the amortized bootstrapping, we just define the encryption function to powers of X and
do not present the decryption. We stress that is trivial to adapt our scheme to the usual RLWE
problem using power-of-two cyclotomic rings and encrypting other types of messages.

We define the GSW ciphertexts in a more general way, by including a correction factor o € Z,
which is introduced by the shrinking operation. In more detail, the set of GSW encryptions m with
a scaling factor « is denoted by 7~2QGSW§(04 -m). Any element of this set has the form

C:[a\a‘s+e]+m~Ga€7~3édX2,

where s € R is the secret key, e € R2? is the noise term, and G, is the scaled gadget matrix, as
described in Section 2.6. We can write 7~€QGSW§(04 -m, E) to specify that e is E-subgaussian.

Saying that C is in double-CRT form means that each entry c;; is stored as Mat(c;;), as
described in Section 2.5.

— GSW.ParamGen(l)‘): Choose a prime number p, standard deviations gerr, 05k € R, and an integer
Q= Hle qi, where q1, ..., g are small primes (say, with 32 bits), such that the (p, @, Oerr, Osk)-
RLWE problem offers us A bits of security. Moreover, p and () must be coprime.

Let d € N be the “number of CRT digits”. For simplicity, assume that d|¢ and let v := ¢/d € Z.
Then, for 1 < i < d, define each “CRT digit” as D; := Hj-'z(ifl).uﬂ q;, that is, a product of u
consecutive primes. Output params = (p, Q, Terr, osk, d, {qi }o 1, {Di },).

— GSW.KeyGen(params): Sample 3, ..., 5,—1 following a discrete Gaussian over Z with parameter
osk- Let § = Zf:_ol 5; - X' then project 5 as s := L((1 — X)5) € R. Output sk := (s, 5).

— GSW.Enc(p, sk): To encrypt p € Zy,, generate a matrix V € 7~€2QdX2 where each row is a sample
from the Circulant-LWE distribution with secret s and noise terms following a discrete Gaussian
with parameter oe,. Output V 4+ X* - G € RoGSWY(1 - X*).
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Lemma 1 (Security of GSW). If the decisional (p, Q, Oerr, 0sk)-RLWE problem is hard, then the
GSW scheme over the circulant ring R is CPA-secure for messages of the form X*.

Proof. Lemma 4 of [7]. O

We now present the homomorphic operations that can be performed with GSW. Apart from
the usual external product and GSW multiplication, we also define a new operation, which we
call shrinking and whose main purpose is to reduce the size of the ciphertexts so that the next
homomorphic operations become cheaper.

3.1 Shrinking gadget matrices

As explained in Section 2.6, let ¢q,...,q; be prime numbers, ) := Hle gi, and D1, ..., Dy be the
digits of the CRT basis. Define Q; := Q/D; € Z and Q; = (Q/D;)~t mod D;. Also, let a € Zg
and «a; := a mod D;. Then, the scaled gadget matrix is

_Ql 'Ql s

0
: 0
G, = Qd - Qd - 0 c 720x2.
0 Q1-Q1-

~

L 0 Qdq - Qq - gl

Notice that each CRT digit D; defines two rows of G. Ideally, we would choose k digits, say,
D, ..., Dy, remove the two 2k rows corresponding to them, and obtain a new gadget matrix with
respect to the digits D41, ..., Dg. However, by doing so, we obtain a scaled gadget matrix Gz with
respect to a new scaling factor S.

For this shrinking operation, we define the projection 7 : R2¥% — REZIF*2 os the function
that takes a matrix C and outputs C’ such that for 1 < i < d—k, row;(C’') := row;1;(C)
and rowg r4+;(C') := row;14:k(C). Essentially, we just have to apply m, divide the result by
D®) .= D; - ...- Dy, and compute the new scaling factor 8. This procedure is shown in detail in
Algorithm 5. In Lemma 2, we prove its correctness.

Algorithm 5: Shrink matrix

Input: C € Réd”, CRT digits D1, ..., Dq, a scaling factor «, and k € Z such that 1 < k < d.
d—k)x2

Output: C' ¢ Ré(, and o’ € Z.
D® .= Dy ... Dy

Q :=qQ/D"

C = 1(C)

C’':=C/D"™ mod Q’
o :=a CRTp, ....0,(D™, .., D®)"" mod Q'
return C’, o/

[ I N VN
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Lemma 2. Let Q) := H?Zl D; for coprime D;’s and k be an integer such that 1 < k < d. Define
Q' = Q/(D1 - ...- Dy). Then, given a scaled gadget matriz G, with respect to the CRT basis
D1, ..., Dy, Algorithm 5 outputs G’ € Z24=F)*2 and o/ € Z such that CRT (a,b) - G' = o’ - (a,b)
mod @', for any (a,b) € Ré,, where CRT ™1 is the decomposition with respect to Dyi1, ..., Dyq.

Proof. Let Q) :== Q'/D; € Z and Q; = (Q'/D;)"! mod D;, for k+1 < i < d. We want to write G/
in terms of @)} and Q; to show that it is indeed a scaled gadget matrix with respect to the CRT
digits Dg.1, ..., Dy and the modulus @Q’.

First, notice that

[Qr1 - kaJrl C Qg1 0 i
: 0
G = 14 (G) Qd - Qa-ag 0 c 72d-k)x2.
0 Qr1 - Qr1 - 1
i 0 Qi Qi-ag |

But we see that for k+1 <i < d, Q; = Q/D; = (Q'/D;) - D) = Q- D®) thus all entries are

divisible by D),
Also, Q; =

[(Q/Di)~ ',

defining o, := a; - (D®*))~1 mod D;, we have

roy/ A1 /
Qi1 - Qi1 Vg

Q- Q- o
0

0

0

0
0

Q1" Q1 Wiy

Q- Q4o |

[(Q,/Di)_l : (D(k))_l]Di = Q; : (D(k”))_1 mod D;. Therefore, by

e ZQ(d*k)XQ.

Now, let y := CRT !(a,b). To show that y - G’ = o/ - (a,b) mod @', notice that the product
by the first column of G’, modulo @', gives us

d
y-coli(G) = > (Qi-Q))-af-[alp,
i=k+1
= CRT([o - alDyy s s [ -alp,)
= CRT((DW)™" - alp, s, [(DW) ! - alp,) - CRT([a] by, -+ [a] D)
=d-a
The same argument shows that y - coly(G') =/ -b mod Q. O

3.2 Shrinking a ciphertext

Let C=[a|a-s+e|+m- Gy e R¥**2 be an encryption of m with scaling factor a. We define
the operation GSW.Shrink(C, k) essentially by applying Algorithm 5 to C, except that dividing
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Cc ﬁgdik)w by D®*) is done by applying the modulus switching to every row of C. This is
necessary because we are assuming that C is stored in double-CRT form. We show this procedure
in detail in Algorithm 6 and prove its correctness in Lemma 3.

Algorithm 6: Shrink ciphertext
Input: C e 7@2de2 in double-CRT form, scaling factor «, CRT digits D1, ..., D4, and k € Z such that
1<k<d.
Output: C’' ¢ ’R 2 and new correction factor o/ € Z.
Complexity: 4 - ( k)-£ NTTs and O(k - £2 - p) multiplications on Z,.
Noise growth: E — O(E/D"® + /p- S)
1 D® =Dy ... Dy
2 Q= Q/D®
3 C:=m(C) GRQ(d k)x2
for 1 <i<2. (d k) do
| ci := ModSwtq_, ¢/ (row;(C))
Define C’ such that row;(C’) = c;.
5 =CRTp, ,,...,D4 (D<k), ey DU“))*1 mod @’.
o :=a- B modQ’

return C’, o/

2(d k)

S

© N o

Lemma 3 (Correctness and cost of ciphertext shrinking). Let C € RoGSW(a - m, E),
k € N* such that k < d, and C', o’ be the output of Algorithm 6. Assume that s is S-subgaussian
for some S. Then, C' € RoGSW%(«/ - m, E') with E' = O(E/D® + /p- S).

Moreover, assuming that each CRT digit D; is a product of £/d primes, the cost of Algorithm 6
is4-(d—k)-€ NTTs and O(k - (2 - p) multiplications on Zg,.

Proof. Firstly notice that C = m,(C) = mi([a | a-s+€]) +m -m,(Go) = [a | a-s+€]+m-DF) .Gy,
where a = m,(a) and € = 7wy (e). Thus, each row of C can be seen as an RLWE sample encrypting
A -y, where € {m,—s} and A = D®) . Q- Q) - o, for some i. Thus, ModSwtg_, ¢ (row;(C))
outputs an RLWE sample encrypting A -y / D) = Q.- Q; o - p. Grouping these rows to define C’
givesus C'=[a’' |a' -s+€]+m- -Gy

To analyze the error growth, first, notice that 7, does not increase the noise, thus, € is
E-subgaussian. Then, the final noise €’ is just provenient from the modulus switching over RLWE
samples with E-subgaussian noise, thus, we have E = O(E/D®) + VP S).

Over the ring 7~QQ, one modulus switching to remove u primes out of £ costs 2¢ NT'Ts and O(u-£-p)
products modulo ¢;. Since we are removing D*) | which is a product of k¢ /d primes, and we execute
modulus switching 2(d — k) times, in total we need 4(d — k)¢ NTTs and O(2(d — k) - k- % - p/d) =
O(k - €% - p) multiplications on Z,. O

3.3 External product in RNS representation

The external product is a homomorphic multiplication between a CLWE ciphertext and a GSW
ciphertext. While this is a fairly well-known operation, the introduction of the double-CRT repre-
sentation and of the scaling factor bring a few considerations to light that we must address. We
present this operation in detail in Algorithm 7 and prove its correctness in Lemma 4.
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Algorithm 7: RNS-friendly External product

Input: c € RQLWE,(A - mo, Eo) and C € RgGSW2(ar - m1, E1) both in double-CRT form.
Output: ¢’ € ﬁQLWES(A -mg -m1, E’)
Complexity: 2-d-¢ NTTs and O(¢? - p) products on Z,.
Noise growth: E' € O(\/dp- D - E1 + Ey) if m1 = X* for some u and
E' € O(\/dp-D-Ei+/p-Eo-|mil|) otherwise
1 Denote ¢ = (a,b)
> Almost for free in double-CRT form. Just group entries corresponding to prime factors of
each D; and multiply them by o'
2 for1<i:<ddo
L Let u; ;= a~ ' amod D;

Let %44 := a ' -bmod D;
5 for 1 <i<ddo
Let v; := FastBaseExtension(u;, D;, Q/D;) € Ro
Let v;4 4 := FastBaseExtension(uia, Di, Q/D;) € Ro
8 Let v:= (U1,...,’U2d) e ﬁ%d > it is already in double-CRT format
o c=v-Cc 7i2Q
10 return ¢’

Lemma 4 (Correctness and cost of external product). On input ¢ € RgLWE(A - mq, Ep)

and C € RoGSW(a - my, Ey), Algorithm 7 outputs ¢’ € RoLWE(A - mg - my, E') where E' =

O(Vdp- D - Ey+ Ey) if my is a power of X and E' = O(\/dp- D - E1 + \/p- Eo - |mu1]|) otherwise.
Moreover, it requires 2-d - NTTs and O(£? - p) products on Lg; .

Proof. Remember that we can write C=[a|a-s+e]+m -G, € ﬁszxz for some a € 7@%‘1 and
E-subgaussian e. Let u = (uq, ..., usq) be the vector defined by the first loop. It is easy to see that
u =G (a7t c). Therefore, it holds that u- G, = ¢ mod Q.

Applying the fast base extension to u; outputs v; = u; + w; where ||w;|| < D;/2. Thus, by
defining D := max(Dy, ..., Dg), we have v = u+ w where |w|| < D/2.

Firstly, we claim that w - G, = (0,0) mod Q. Indeed, remember that Q; = Q/D;, Q; =
Q' mod D;, g = (Q1-Q1 - [alpy, -, Qa- Qa - [alp,) and G, = ( (g 0)T (0 g)7 ) € Z>¥*2, thus,
by writing w = (w1, wy) we can see that (w1, wa) - G, = (w1 - g, ws - g). But for both i = 1,2, we

have
d d

wi-g=Y (wi; D) (Q;-Q;-lalp) =) wi;-Q Q;-lalp, = 0mod Q.

j=1 j=1
Therefore, modulo @, it holds that

d=v-C=[v-a, vica-s+v-e|+u-G, -m

=[v-a, vca-s+v-e|+a, a-s+e+ A -mg]-my

=[v-at+a-my, d-s+v-et+e-mi+A -mg-m].
—————

a’ e/

Hence, c is indeed an RLWE encryption of mg - my.
Moreover, since ||v|| < D, we have that v-e is (v/dp - D - Ey)-subgaussian. If m; = X* for some
z, the product e-m; mod X?—1 just rotates the coefficients of e, but do not change the distribution,
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thus, ¢’ is (v/dp - D - E1 4+ Ep)-subgaussian. In general, e - my is (y/p - Eo - |[m]|)-subgaussian, and
¢ is (\/dp- D - E1+ /p- Eg - ||m1||)-subgaussian.

It remains to analyze the cost of the algorithm. The first loop costs only 2¢ modular multi-
plications. Since each CRT digit D; has ¢/d prime factors, each base extension costs £ NTTs and
O((¢/d) - (¢ — ¢/d) - p) modular multiplications. Thus, the second loop costs 2 - d - ¢ NTTs and
O(f?-(1—1/d)-p) = O(f? - p) modular multiplications. Since the output of FastBaseExtension
is already in double-CRT format, the product v - C does not require any NTT and is performed
via pointwise multiplication, thus, it costs 4d¢p modular multiplications. Therefore, the total cost
is 2-d-¢ NTTs and O(¢* - p) products on Zg,. O

3.4 Homomorphic multiplication

This operation® takes GSW encryptions of two messages and outputs a GSW encryption of their
product. This is done by performing one external product for each row of one of the ciphertexts,
therefore, the cost is exactly 2-d times the cost of one external product. Since each row is multiplied
independently, the noise growth is the same as in the external product. We show it in detail in
Algorithm 8. The only caveat is the scaling factor of the output. Both input ciphertexts have scaling
factors, say ag and «aq, so one could expect that the output would be scaled by «g - a1. However,
since external products output CLWE encryptions that do not depend on the scaling factor of the
GSW ciphertext, the output of the GSW multiplication is scaled only by, say, ag.

Algorithm 8: RNS-friendly GSW homomorphic multiplication
Input: Cy € RoGSWY(ag - mo, Fo) and C1 € RoGSW?(a - ma, E1) both in double-CRT form.
Output: C € RoGSW?((ao) - mo - m1, E)
Complexity: 4-d? ¢ NTTs and O(d - £* - p) products on Z, .
Noise growth: £ € O(\/dp- D - E1 + E) if mi = X" for some u and E' € O(y/dp- D - E1+ /p- Eo - |m1]))
otherwise
> Consider A, :=(Q; - QZ - ap mod D;
1 for 1 <i<ddo
2 Let ¢; := row;(Co) € 7~€QLWES(A¢ - mo, Eo)
¢, =c¢;DC; € RoLWE(A; - mo - m1, E)
4 ford+1<i<2-ddo
5 Let ¢; := row;(Co) € 7~€QLWES(—AZ- -mo - s, Eo)
L c,=c;0C; € ﬁqLWES(fA,‘ “mo -mq -5, E)

7 Let C' € 7@22‘“2 such that row;(C’) = ¢
s return C’

3.5 Key switching for GSW

In this section, we present two methods to switch the key of GSW ciphertexts. They represent
memory-noise tradeoffs, as the first method requires less key material, but introduces more noise
than the second one. These key-switching algorithms allow us to use Galois automorphisms on GSW
ciphertexts and give us a simple and efficient algorithm to perform the pointwise multiplication
needed at the beginning of the bootstrapping.

31In [13], a homomorphic multiplication between two GSW ciphertexts is called internal product.
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Encrypting non-powers of X under the CLWE problem If one instantiates our double-CRT
GSW scheme over the usual power-of-two cyclotomic ring, i.e., modulo XV + 1, then there is no
security issue and one can freely choose the keys that will be switched. However, because we are
using the circulant ring, defined modulo X? — 1, we have to be more careful.

In [7], it was proved that the GSW scheme over circulant rings is secure if one just encrypts
powers of X. But to key switch from a secret key s € R to another secret key z € R, we have to
encrypt z, which is not a power of X. Thus, we extend the results of [7] to show that it is also safe
to encrypt z.

The main idea is the following: using a circular ring introduces a security issue because an
attacker can interpret an element a € R as a polynomial ¢’ € Z[X]. In this case, it holds that
a=a+u-(XP—1) for some u € Z[X]. Then, evaluating o’ at one yields a/(1) = a(1) € Z. Thus,
taking a ciphertext (a,b:= a- s+ e) defined modulo X? — 1 and evaluating it at one would produce
the pair (a(1),b(1) = a(1) - s(1) + e(1)) € Z?, which could leak information about s.

Bonnoron, Ducas, and Fillinger [7] prove that the Circulant LWE (CLWE) is as hard the RLWE
over prime-order cyclotomic rings by applying to the RLWE samples a function that fixes the values
of the polynomials when they are evaluated at one, such that (a(1),b(1)) is always equal to zero,
thus, independent of the secret key. Then, adding messages of the form m(X) = X* to the CLWE
samples produces ciphertexts of the form (a,b+ A-m) € R? that also have a fixed value when
evaluated at one, namely, (0, A). Therefore, they leak no information about the message. The
crucial property here is that m(1) = 1 for any k. But we notice that one can use a more general
property, namely, if there is a constant ¢ such that for each message m, it holds that m(1) = ¢, then
evaluating the ciphertexts at one produces (0, A - ¢), which is still independent of the messages.
Thus, we can generalize the results of [7] to argue that the GSW over circulant rings is CPA-secure
for any message m, as long as m(1) is already known.

In the case of the key-switching keys, we are only encrypting the secret polynomials of the
CLWE problem, but they always result in zero when they are evaluated at one, because they are
always of the form s = L((1 — X)-s’), as explained in Section 2.2. Therefore, it is secure to encrypt
them under the CLWE problem. We prove this result formally in Appendix B.

GSW key switching via two-layer reconstruction Given C € 7~€QGSWZ(0¢ - m), remember
that for 1 <i < d, row;(C) € 7~€QLWEZ(AZ- -m), where A; := Q; - Qi - . Also, for d+1<i<2-d,
row;(C) € 7~2QLWEZ(—A,- -m - z). Thus, to switch C to a key s, we just need to use the first d rows.
Namely, we use the RLWE/CLWE key switching to obtain CLWE encryptions of A; - m under s,
then we multiply these ciphertexts by —s to construct the last d rows. This procedure is shown in
detail in Algorithm 9.

From the costs of the external product and of the key switching, algorithms 7 and 2, we see that
we need 3 - d? - ¢ NTTs and O(d - £2 - p) products on Z,,. From the noise growth presented in these
algorithms, we see that after key switching, the noise is E—subgaussian, where E € O(E++/dp-D-Ey,)
and D = max(D, ..., Dg). Thus, after the external products, we have an E’-subgaussian, where

E'€O(dp-D-Es+\/p-E-|s|) =O0(dp-D-Es+/p-|s|- E+p-Vd-D-Ej-|s])

Noise-reduced GSW key switching via parallel reconstruction When we key switching
the first d rows from z to s, we generate CLWE samples with a larger noise. Then, when we use
these samples to reconstruct the other d rows, we accumulate more noise over them, generating
thus samples with even larger noise, proportional to p.
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Algorithm 9: GSW key switching

Input: C € RoGSWe(a-m, E), K € RoKS%(z, Ei), Ks € RoGSW(1 - (—s), E,), all in double-CRT form.
Output: C’ € RgGSW(a - m, E'),
Complexity: 3-d?- ¢ NTTs and O(d - £* - p) products on Z, .
Noise growth: E' € O(/dp-D-Es+/p-||s||- E+p-Vd-D-Ex-|s])
1 for 1 <i<ddo
2 L ci = KeySwt(row;(C), K) € RoLWE,(A4; - m)

cari = ¢; DK, € RQLWE (—A; - m - )

a Let C' € 7@25”2 such that row;(C’) = ¢;
5 return C’

The key switching that we present in this section avoids that “double accumulation” by pro-
ducing independent CLWE samples that can be subtracted to reconstruct the remaining rows.
Because subtraction increases the noise linearly, we accumulate less noise in the last d rows of the
GSW ciphertext. In the end, we save a factor |/p in the final noise. For this, we need an extra key
encrypting the s - z and we replace the GSW encryption of s by a key-switching key from s to s
itself. We present this procedure in detail in Algorithm 10

Algorithm 10: NoiseReducedGSWKeySwt

Input: C e RoGSW(a-m, E), K. € RoKS%(z, E.), K, € RoKS%(s, E.), and K. € RoKS%(s - z, Es.),
all in double-CRT form.

Output: C’ € RgGSW(a - m, E'),
Complexity: 3-d?- £ NTTs and O(d - £* - p)) products on Z,,.
Noise growth: E' € O(v/dp- D - Es. ++/dp-D-Es+ /- 5] - E)
> Construct the first d rows of the GSW ciphertext

1 for1<i<ddo

2 | ¢ = KeySwt(row;(C),K.) € RoLWE,(A; - m)
> Now construct the last d rows

3 for 1 <i<ddo

Let (a,b) = row;(C) € RQLWE.(4; - m)

5 for 1 <i<ddo
> Each base extension costs £ NTTs and O(p-¢°/d) multiplications on Z,
6 h; = FastBaseExtension(a mod D;, Di, Q/D;) € Rq
7 y; = FastBaseExtension(b mod D;, D;,Q/D;) € 7%@
h:= (h1, ..., ha)

Y = (Y1, -, Ya)

10 a’ :=h-coli(Ks.) —y - coli(Ky)

11 b :=h-coly(Ks:) —y - cola(K;

12 | capii=(d,b) € RoLWE (—A; -m - s)
13 Let C' € 7”32de2 such that row;(C’) = ¢;
14 return C’

Lemma 5 (Correctness and cost of GSW key switching with parallel reconstruction).
On input C € RoGSWY(a-m, E), K, € RoKS%(2, Ey), Ks € RoKS%(s, E,), and K, € RKS%(s-
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z, Ey), Algorithm 7 outputs C' € RgGSW(«a - m, E') where
E'=0(yp (Vd-D-Ew+Vd-D B+ s]|- ).

Moreover, it requires 3-d*-¢ NTTs and O(d - £% - p) products on Lig; -

Proof. The correctness of the first d rows of the output C’ follows from the correctness of the key
switching for R/CLWE samples, Algorithm 2. For the last d rows, consider the following.
Write K := [as | bs := as-s+es+s-g| € 7~3de2 and K := [a; | by == ag-s+e,+s-2-g] € 7@%“,
where g € Z¢ is the CRT gadget vector. Also, write (a,b) = row;(C) with b =a -z +e+ A; - m.
Theny-cola(Ks) =y-as-s+y-es+s(az+e+A;-m)=y-as-s+y-e;+a-s-z+e-s+A;-m-s
and h - coly(Kg,) =h-a;-s+he,+a-s-z. Hence,

b :=h-coly(Ks,) —y-coly(Ks) =(h-a;, —yas)-s+h-e,.—y-e—e-s—4A;-m-s.

By defining D = max(Dy, ..., Dg), we have that ¢’ is E’-subgaussian, where

E'€ O(Vdp-D-Es. ++\/dp-D-Es+ /p-|s| - E).

Thus, (a/, ) € RQLWE(—A4; - m - 5, E').

Now, it remains to analyze the cost. The d RLWE key switchings executed in line 2 cost, in
total, d*- ¢ NTTs and O(d - £? - p) products on Zg,. All the fast base extensions cost in total 2-d? - ¢
NTTs and O(d - ¢? - p) modular products. The remaining operations just cost 4 - d - p modular
products. Therefore, the algorithm requires 3 - d? - ¢ NTTs and O(d - £2 - p) products on Z, . O

3.6 GSW automorphism

Given C € 7~€QGSW§(04 -m, F) and n: X — X", for some u € Z, we just have to apply 7 to each
row of C, then apply one of the GSW key switching algorithms described in Section 3.5.

Notice that the first d rows of C are regular CLWE encryptions, thus, automorphisms work
as usual producing new CLWE encryptions under the key 7(s). The other d rows can be seen as
CLWE encryptions of the —A; - m - s, therefore, the automorphism generates CLWE encryptions
of —A;-n(m) - n(s), which correspond to the last d rows of a GSW encryption of A; - n(m) under
the key 7(s). Moreover, n does not change the distribution of the noise. In summary, 7(C) €
RQGSWZ(S)(Q -n(m), E).

Then, applying GSW key switching on 7(C) gives us C’ € 7~3QGSW§(a -n(m), E’). Hence, the
noise growth and the cost are the same as the ones of the chosen key switching.

3.7 GSW evaluation of scalar products on the exponent

In this section we consider the problem of evaluating a scalar product between two vectors u, v € Z];,
when u is known in clear and each entry of v is encrypted as X" into a GSW sample. The output
is a GSW encryption of XV 4P This is a general operation and can possibly be used in several
scenarios, but we are particularly interested in using it during the homomorphic evaluation of the
inverse NT'T in our bootstrapping algorithm.
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Algorithm 11: EvalScalarProd: Evaluate scalar product in the exponent of X

Input: K, EﬁQGSWZ(l (—s), Es), K, € RoKS%(s(X"), Ey) for all v € Z,, and for 1 <i <k,
C; e RQ~GSW§(04 - X™ E;) and u; € Zp. All K, and C; in double-CRT form.
Output: C' € RoGSW?(a - XV, E') where y = Zle u; - m; mod p.
Complexity: 3-k-d?- £ NTTs and O(k - d - €% - p) products on Z, .
Noise growth: E — O (Zle (\/EDp~ Isl| - E) +dp-D-Es+ b |ls| - Br+ b |ls| - VEFI- EKS) :
where Exs € O(Vdp- D - Ex)
> Consider that A; :=Q; Q- «a;, where a; = a mod D;

1 Define ug41 =1
2 for1<i:<ddo

3 Let ¢; := row;(C1) € 7~€QLWES(A1- - X™ Eq)
4 c; = Auth(cs, u1 - u;l mod p) € 7~2QLWES(A¢ . Xml'“l'“gl,El + Eks)
> Let S = ujjl . 2:1 m; - u; mod p
5 for 2<j<kdo
6 ¢ = ¢; [ C; € RoLWE,(A; ~Xs(j71)+mf,23=2 (Vdp- D - E;) + (E1 + Exs))
7 ci = Auth(c;, u; - uj_il mod p) € RoLWE,(A; - XSU)7 I, (Vdp-D-E;)+ Ey++j+1-Eks)

> Now, construct the other d rows of the GSW sample
8 for 1 <i<ddo
o | Let cari =i DK, € RoIWE, (-4, - x5 .5, E)
10 Define C’' € RoGSW?(a - x5
11 return C’

, E) such that row;(C’) = c;

The straightforward way of implementing this scalar product is the following: apply the autor-
morphism X — X% to obtain GSW encryptions of X% m°dP then use the GSW multiplication &
times to obtain a GSW encryption of Hle Xuwivi = xuvmodp However, each GSW multiplication
costs 2d external products, so this naive implementation needs 2kd external products. We want to
reduce that to around k - d, thus, halving the cost.

Moreover, instead of using k automorphisms on GSW ciphertexts, which cost essentially 2-d- k
CLWE key switchings, we want to use automorphisms on the CLWE samples so that the cost of k
automorphisms also drops to k - d, that is, halving the cost compared to GSW automorphisms.

Hence, given C; € 7~2QGSW§(04-X vi), we define a trivial and noiseless ciphertext Cjj = X"i-G €
RoGSWY(1 - X¥), and for 1 < i < k, we want to compute C} = Auth(C;,u;) - C_,

The main idea is to extract the d rows of C} that correspond to the CLWE samples encrypting
X™ for some message m and ignore the other d rows. So, let ¢; € 7~3Q LWE(A;-X™) be the j-th row
of C;. Instead of applying the automorphism u; to C}, we can use a technique from [7] and apply
u; ! mod p to c;, then multiply it with C]_; via external product, and apply the automorphism u;
in the end. This gives us

L. ¢} = Auth(c;, u; ') (encrypts X“fl‘m)
2. ¢ =c}-C; (encrypts Xuimve)
3. ¢! = Auth(c],u;) (encrypts X™F4iv)

Repeating this k times, at the end, we have c;-” € 7~€Q LWE,(4; X2 “ivi) as desired. Notice that

for each 4, the first and the third step are automorphisms, so can compose them and run a single
key switching instead of two. Finally, repeating this d times, we obtain all the d first rows of the
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GSW ciphertext encrypting the X"V, and it remains to construct the other d rows essentially by
multiplying by —s, as it was done in the GSW key switching in Algorithm 9.

Since the whole algorithm uses k- d external products and d-k CLWE automorphisms, the total
cost is 3 - k- d? - ¢ NTTs. Notice that k& GSW multiplications plus & GSW automorphisms would
cost 7-k-d?- ¢ NTTs, therefore we are gaining a factor of around 2.33.

4 Bootstrapping

In this section, we show how we can use our circulant GSW scheme to evaluate a bootstrapping
algorithm with polynomial noise overhead and sublinear number of homomorphic operations per
refreshed message.

4.1 Homomorphic Number Theoretic Transform

With a more expressive accumulator in hand, namely, our circulant GSW scheme equipped with
Galois automorphisms and being able to work over Z,, we can finally replace the homomorphic
Nussbaumer transform and the SlowMult algorithm used in [29] by the Number Theoretic Trans-
form (NTT) and a simpler point-wise multiplication.

It is well known that over “cyclic polynomial rings” of the form R, := Z,[X]/(X" — 1), where
N is a power of two, we can multiply two elements a,z € R, in time O(N log N) by using the
NTT. For this, assume that p =1 (mod N), then there exists a primitive N-root of unity w € Z,.
The NTT is an algorithm that takes a € R, interprets it as a polynomial in Z,[X], and, in time
O(Nlog N), outputs the vector (a(w?),a(w!),...,a(wN"1)) € Zév. Now let ® : ZN — ZV be the
entrywise multiplication. Then it holds that

NTT (NTT(a) ©NTT(2)) =N -a-2z mod (XN —1,¢).

However, over “negacyclic polynomial rings” of the form 7@1, = Zp[X]/(XN + 1), to perform
this multiplication, we first have to multiply the coefficients of a and z by powers of some primitive
2N-root of unity 1 € Zjp, then apply the NTT and inverse NTT as usual, and finally multiply by
powers of ¢, In more detail, let ¢ := (¢°, 1, ...,V 1) and ! == (0,1, ..., p~ NV =1), where
1 is a 2N ’th root of unity as defined above, then

Y TONTT I NTT(v ©a) ONTT(p ©2z)) =N-a-z mod (XY +1,q)

Because we now need a 2N-root of unity modulo p, we need p =1 (mod 2N). Notice that the
NTT is of dimension N, not 2N. In particular, given v, the N-th root of unity used by the NTT
can be defined as w = 12 mod p.

This radix-m version of the NTT algorithm recursively splits the N-dimensional input into m
vectors of dimension % Then, after p recursive levels, we reach the base case of the recursion
and we apply a quadratic algorithm to compute the NTT of inputs of size % Typically, one sets
p = log,,(N), such that the quadratic step is executed over inputs of size one and are actually void,
obtaining the complexity O(N -log N). However, because the noise overhead of the homomorphic
NTT is proportional to N”, we restrict ourselves to instantiating the algorithm with small values
of p only.

We show the radix-m inverse NTT in detail in Algorithm 12, where the multiplication by 1"
and also by the inverse of N modulo p is already included in the last step, so that the output
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Algorithm 12: NTT,! - Inverse NTT in time O (p : NH%)

Input: (fo,...,fn-1) € Z;,V,p €7V, p€Z", where p starts at 1, m € Z" s.t. m | N
Output: NTT!(f)
1 if p =1 then
2 L u=v " 'N"'modp
3 else
| u=(,1,..,1)ez"
5 if p = p then
> Trivial quadratic algorithm, time O(NQ)
6 for 0 <j < N do

7 | ey =305 firuj-wy' mod p
8 else
> General case with recursive calls

9 for 0 <i<mdo

10 g= (fir frmtis oo Fin(/m—1)+i)

11 | h® =NTT.'(g,p+1)
12 for0§k1<%d0

13 for 0 < k2 < m do

14 j=k + % - ko

. m—1 h(l) . —i-ky —i-ko d

15 a; =>% kUi Wy * W mod p

16 return (ag,...,an—1)

already corresponds to the product of the two polynomials. We denote a k-th root of unity in 7Z,
by wg. At the beginning of the algorithm, we start with wp, then all the others roots of unity that
appear in all the recursive calls are just powers of wy.

Number of operations of homomorphic inverse NTT The time complexity of a radix-m
NTT is standard: the number of operations of lines 7 and 15 can be represented by T'(N) =
m-T(N/m)+m-N. Iterating it p times gives us T(N) = m?-T(N/m”)+ p-m- N. Finally, we reach
the end of the recursion and use the quadratic algorithm, thus, replacing T(N/m®) by (N/m*)?,
we have T(N) = N2/mP + p-m - N. By choosing m = N/, we obtain the optimal complexity:

0<p-N-m+ZZ>=o(p-N1+i) (1)

With this, it is now easy to prove the complexity and noise overhead of the homomorphic
evaluations of this algorithm.

Lemma 6 (Time complexity in terms of homomorphic operations). The homomorphic
1
evaluation of the inverse NTT, Algorithm 12, of dimension N, can be executed with O (NHE . p)

homomorphic operations (GSW multiplications and automorphisms).

Proof. The input of the algorithm is a vector of (circulant) GSW ciphertexts encrypting X /. To
add each term of the sums shown in lines 7, we just have to apply an automorphism, obtaining
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ujwn " mod P and one homomorphic multiplication, to accumulate the term in

an encryption of X7
the partial sum.

For the sum of line 15, we proceed in the same way, by applying the automorphism X +— X%,
where w = u; - w;, ¥ - w, k2 then one multiplication.

1
Thus, in total, we have O <N . ,0) homomorphic operations. ]

Since each GSW multiplication and automorphism can be implemented with O(d? - £) NTTs
and O(d- ¢*-p) products on Z,, using our double-CRT instantiation of GSW, we have the following
result.

Corollary 1 (Time complexity in terms of NTTs and modular multiplications). Let
Q = Hle q; be the ciphertext modulus. Let d be the number of CRT digits used in the GSW
ciphertexts. Then the homomorphic evaluation of the inverse NTT, Algorithm 12, of dimension N,

1 1
can be executed with O (NH; cp-d?- 6) NTTs and O (NHE cp-d-? -p) multiplications modulo
qi-
Finally, by assuming that each sum in lines 7 and 15 is implemented with Algorithm 11, we can
have a concrete instead of asymptotic estimation of the number of NTTs.

Lemma 7 (Number of NTTs used the homomorphic inverse NTT). Let Q = Hle q; be
the ciphertext modulus. Let d be the number of CRT digits used in the GSW ciphertexts. Consider
the Algorithm 12 with recursive level p, dimension N, and with lines 7 and 15 implemented with the
EvalDotProduct, Algorithm 11. If no ciphertext shrinking is used, then the total number of NTTs
18

N
. . 2 . . — .
3-N-d°-¢ ( S tp m) . (2)
If we use shrinking at the end of each recursive call, then the total number of NTTs is

2 2
3-N*d2-(

p—1 p—1
P p+3Nm<ZOd3fl)+4N<Zodzfz+1> (3)
where d, and ¢, define the dimension of the input ciphertexts (thus, d = d, > d,—1 > ... > dy and
C="L,> Ly 1> ...> ).

Proof. The proof follows trivially by defining a recursive formula for the amount of NTTs per
recursive call, then applying the number of NTTs already given in Algorithm 11. We provide a
detailed proof in Appendix C. O

Error growth of the homomorphic inverse NTT Assuming again that the sums in Algo-
rithm 12 are implemented with the EvalScalarProd (Algorithm 11), we have the following result.

Lemma 8. Consider the homomorphic evaluation of Algorithm 12 on input C; € 7~2QGSW§(04-
X7Fi E), where 0 < i < n. Let Ky € RgGSWE(1 - (—s), Es) and K, € RoKS4(s(X?), Ey) be the
keys to compute the sums with Algorithm 11. Moreover, assume that Es is constant. Then, the
noise of the output ciphertexts is bounded by

O((Va-D-p-|s|)- VN - (E+ Ey))

where p is the chosen recursive depth.
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Proof. Algorithm 12 can be divided into three distinct steps:

— The splitting step, where the vectors g passed to the recursive calls are defined. This does not
introduce any additional error.

— The base case of the recursion, where the NTT is computed with a quadratic algorithm.

— The recombination step, lines 12 to 15.

First consider the base case, where the quadratic step is applied to vectors of dimension NV, /m”. In
this step, each ay, is defined as the output of Algorithm 11 on ciphertexts C; € Rg GSWg(a-X fi E).

Thus, by the noise analysis done in Algorithm 11, at the end of the base case, we have GSW
ciphertexts with E(?)-subgaussian noise, where

[N [N
E@_O<<nww@mJ)M0-E+M@J)&+ mf¢ﬁwwEm>

where Exg = O(y/dp- D - Ey).

Now, for 2 < i < p, let E) be the subgaussian parameter of the noise of the ciphertexts
used in the recombination step of the i-th recursive level. At this stage, each a; is computed as
an inner product with m coeflicients, hence the noise in the output of the i-th recursive level is
EU=1_gubgaussian, where E(~1) is obtained by applying the noise growth formula of Algorithm 11
with input noise E() and vector dimension equal to m, that is,

gwn:OQ%Em+ﬁ»

where a = vVm -d-D-p-|s| and §:=+/dp-D-Es+ \/p-|s||- E1 + /- ||s]| - V/m - Exs. Iterating
this formula gives us

p—2
EM =0 -EP+8)=-..=0 <ap1 . E(®) +ﬁzai> )
By the definition of E(®), we have

p—2
B0 =0 (m.m.p.p. sl B+ o (\/%'D'Eﬁ\/n],\;'\/ﬁ s -EKS> +BZo/>-
=0

Finally, by absorbing the lowest terms in the big-Oh notation, assuming that F; is constant, and
recalling that Fxs = O(y/dp- D - Ey), we obtain

E(l):O<\/N.(\/g.p.p.us|)p.E+ap—l (@.\/g.p.p.nsn.gk))
=0 (VN (Vd-Dp- sl (E + E))
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4.2 Partial decryption using NTT;%1

Remember that to decrypt (a,b) € ﬁpLWEZ(m, E), we have to compute b* := b — a - z mod p,
then it holds that b* = e + A - m, where A = |p/t|. Then we can recover each coefficient m; by
taking the logt most significant bits. This step is cheap and easy to perform homomorphically. We
call it message extraction and present it in Section 4.3. In this section, we present an algorithm
that evaluates the main part of the decryption, that is, it uses the homomorphic inverse NTT to
compute b*.

The first part of the algorithm computes the forward NTT of a and of b, already scaled by the
vector 1 of powers of a 2N-root of unity, as described in Section 4.1. Then, given a := NTT (¢ ®a)
and the bootstrapping key encrypting z := NTT(— © z), we use GSW automorphisms to compute
the entrywise product a ® z = (ag - 2o, ...,an—1 - Zv—1). At this point, we also add NTT(¢p ® b).
Finally, we apply the inverse NTT homomorphically to obtain GSW ciphertexts encrypting b*.

Algorithm 13: NTTDec, the homomorphic partial decryption

Input: Encryption ¢ € R,LWE.(m, E(™). Bootstrapping keys K; € RoGSW2(1 - X% E), where
(Zo,...,2Zn—1) := NTT(3p © 2) € Z), and key-switching keys for all the Galois automorphims
Na : X +— X®. Vectors with powers of 2N-th root of unity ¢ in Z,, i.e., ¥ = (¥°,...,9" ') and
@t = (0, (VD)

Output: C; € RoGSWe(a - Xeit4™i B for 0 <i < N

Complexity: O (NH% cp-d? -() NTTs and O (NH% cp-d-f? ~p) products over Zg,
Noise growth: (E,Ex) — E” =0 ((\/3 D-p-|s|)?-vn-p-(E-|s|+ Ex-Vd- D))

1 Parse c as (a,b) € RZ where R, = Z,[X]/(XY +1)

2 (@, ...,an-1) < P ONTT(a) ; > NTT(a) € ZY
3 (bo,...,bv—1) P O NTT(b) ; > NTT(b) € Z))
a4 forie{l,...,n} do

5 K; = na, (Ki) ; > Kl-ie RQ~GSW‘f]ai<S)(1 S XTEE )
6 KSya. (5) s (Ki) ; > K; € RgGSWI(1- X %% E')
7 K, = X" K, ; b K; € RoGSWI(1- Xbi—a% E)
8 (Co,...Cn_1) =NTT Y (Ko,...,Kn_1) ; b Ci € RoGSWI(1 - xeitami B

> B =0 ((Va-Dp- [} VN - (& + B))

Lemma 9 (Correctness, cost, and noise overhead of NTTDec). Given a ciphertext
c = (a,b) € RYLWE,(A - m, EW), the bootstrapping keys K; € RoGSWI(1 - X% E),
where (Z1,...,2v-1) = NTT,(¢¥ ® —z), and the keys used by Algorithm 11, namely K, €
RoKS4(s(X?), Ey) for all v € Zy and K € RoGSWI(1 - (—s), Ey), where Ey is a constant, then
Algorithm 13 outputs GSW encryptions of X¢+4™i with E"-subgaussian noise, where

E'=0((Vad-D-p-|s|) VN -p-(E-|s|| + By-Vd-D)).

Moreover, Algorithm 13 costs O (NH% cp-d? -E) NTTs and O (NH% cp-d- 02 -p) multipli-
cation in L, .
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Proof. Let ¢ = (a,b) € RyLWE_(m, E0™), then a; and b; are computed with a single NTT each,
thus O(N log N) operations over Zj, in clear. These operations do not contribute to the complexity,
since the homomorphic operations dominate them.

In lines 5 and 6, we compute K; via GSW automorphism. Since this is done for each i, it
contributes a total of 3- N - d? - ¢ NTTs and O(N - d - £? - p) modular multiplications.

Then, we perform N plaintext-ciphertext multiplications to add b; to the exponent. This costs
zero NTTs and O(N - p-d - ¢) modular multiplications, thus, it is already dominated by the cost of
the automorphisms.

1
Finally, we apply the homomorphic inverse NT'T, which, by Lemma 6, costs O (N 5. p-d*- E)

NTTs and O (N 5 cp-d-0?- ) multiplications modulo ¢;. Thus, it is clear that this step domi-
nates the total cost.

As for the noise overhead, assuming that the ciphertexts defined in line 6 are obtained by
applying the GSW Galois automorphisms defined in Algorithm 10, we have

=O0(dp-D-Es+/p-|sl-E++/dp-D- Ey).

Then, multiplying by X b modulo X? — 1 only rotates the coefficients of the noise terms, but does
not increase them. Thus, the ciphertexts K; also have E’-subgaussian noise.
Finally, by Lemma 8, the homomorphic inverse NTT increases the noise from E’ to

0 ((\/& -D-p-|s|)?- VN - (E'+ Ek)> Therefore, using the definition of E’ and simplifying the

expression by ignoring lower terms, we obtain

=0 ((Va-D-p-|sl)* VN p- (B sl + By V- D))

4.3 Message Extraction

After executing Algorithm 13, we obtain ciphertexts of the form C e 7~€QGSW§(04 - XAmte) and
we want to extract the message m from the exponent, moving it to the coefficient and deleting
the noise term e, i.e., we would want to map X2"t€ to m. This message extraction procedure
was introduced in [15] and adapted to different settings in subsequent works [12,31,8]. Usually,
they assume we are working with negacyclic rings, i.e., modulo X + 1. Thus, in Algorithm 14, we
provide a version of the message extraction algorithm adapted to the cyclic ring, assuming messages
in Z; instead of in {0, 1}, and also applying a programmable bootstrapping, i.e., mapping X4™+¢
to f(m) for any given function f : Z; — Z;. Moreover, our algorithm also takes care of the scaling
factor « in the gadget matrix.

Lemma 10 (Correctness of MsgExtract). Let the input ciphertext be C € RoGSW(a
xAamte BY with ||le|| < A/2. Let the plaintext space be Z; for some t > 2. Let s € Z]\f be the
coefficient vector of s. For any function f : Z; — Z, define the “test polynomial” t(X) € R as

2A-1 tA—1
HX) = X4/2. Zf XPTE DY) X+ Y fE—1) - X
i=A i=(t-1)-A

Then, Algorithm 14, MsgExtract, outputs an LWE ciphertext LWEE(|Q/t] - f(m),E’) € Z%H,
where E' = O(\/dp- D - E).
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Algorithm 14: MsgExtract

Input: C € RoGSW(a - X2™*+¢ E), where A = |p/t] and |e| < A/2. A function f : Z; — Z;
Output: ¢ € LWEZ(|Q/t] - f(m),E') € Zg“
Complexity: d- £ NTTs and O(£2 - p) products on Z;,.
Noise growth: E+— O(y/dp- D - E)
1 Let ¢(X) = X2/ 320 S f(6)XP 47 mod XP — 1
Let € = (0, [Q/t] - t(X)) € R% be a trivial and noiseless encryption of ¢(X)
¢ :=(d,b)=cHC; b ¢ € RoLWE,(|Q/t] - t(X) - X2 ™*e E')
Let A € ZP*? be the circulant matrix of a’
Let b € ZP be the coefficient vector of v’
Let u:= (1,0,...,0) € {0,1}*
returnc=[u-A,u-b|; > € € LWEZ(|Q/t] - f(m), E)

B > B, B VI V]

Proof. The correctness follows from the standard observation that the constant term of g(X) :=
t(X) - XA™m+e is equal to f(m). This is essentially the same argument used in the extraction
algorithms of [13,8]. Thus, by the correctness of the external product, ¢’ encrypts g(X) such that
g0 = f(m).

The rest of the procedure just extracts from ¢’ an LWE sample corresponding to the first
coefficient, hence, encrypting gg.

The cost and noise growth are simply given by the external product, Algorithm 7, but with the
number of NTTs divided by two, since the first polynomial in the external product is zero. O

4.4 The Bootstrapping Algorithm

With all the sub-constructions in place, we can now fully define the bootstrapping algorithm and
analyze both the complexity and the error growth.

The algorithm takes in N LWE samples c; € LWE?(A -m;) € ZPT1 then packs them into
one RLWE ciphertext ¢ € RoLWE,(A - m(X)), where m(X) = 3 m; X*. It proceeds by modulo
switching ¢ from @) to p and running NTTDec, the partial decryption via homomorphic NTT, which
generates GSW encryptions of X A'mite; Finally, the messages m; are extracted back into LWE
ciphertexts. The bootstrapping is shown in detail in Algorithm 15.

Algorithm 15: Bootstrap — for plaintext space Z;

Input: ¢; € LWES (A-m;, E(i")) € ZP*! for 0 < i < N. All the bootstrapping and key-switching keys used
in Algorithm 13. Any function f : Z; — Z;.

Output: ¢ € LWEZ (A - f(m;)) € ZP T for 0<i < N

Complexity: O(NlJr% -p-d?- ) NTTs and O(Nl+% -p-d- % p) multiplication in Z,.

Noise growth: E(™ s O ((p Vd-D)Pt - |s||? - VN - (E - ||s|| + By - Vd - D))

1 (@™, M) = PackLWE (co, ...,en 1) ; > (e, b)) € RLWE, (A - m(X), EW)
2 (a®,6?) = ModSwitchg_p(a™®, b™M) ; > (a?,6?) € R, LWE. (A" - m(X), E®)
3 (Co,...,Cn_1) = NTTDec(a®,b®) ; > C; € RoGSWe(a - XG4 i F)
4 for 0 <i< N do

L c; = MsgExtract(C;) ; > ¢} € LWEZ(f(m.), E')

6 return cj,...,c_;
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Lemma 11. Given at most N LWE ciphertexts and the keys described in Lemma 9, Algorithm 15
outputs LWE ciphertexts with E'-subgaussian noise, where

E' =0 ((p- V- D) sl - VN - (B |s|| + By - Vd- D)) .

Moreover, it costs O (NH_% p-d*- E) NTTs and O (NH% p-d-0? 'p) multiplication in Zg, .

Proof. The cost is asymptotically dominated by the NTTDec, thus, it follows directly from Lemma 9.

Again from Lemma 9, it holds that the noise of the GSW ciphertexts C; output by NTTDec
satisfy £ = O ((\/&D p-|Isl)? - VN -p-(E-|s|]|+ Ek - \/&-D)), where E and Ej, are the pa-
rameters of the noises from the bootstrapping keys and the key-switching keys, respectively. From
Lemma 10, the final noise is then £’ = O(y/dp - D - E). Hence, it holds that

E'=0(dp-D-(Vd-D-p-||s|)”- /N p-(E-|sl| + B - Vd - D))
=0 ((p-Vd- Dy -||s|)* - VN - (- |s|| + Ex- vVd- D))

O

Corollary 2. The bootstrapping algorithm presented in Algorithm 15 has noise overhead of
O(AY5+P) where \ is the security parameter.

Proof. For a security level of A bits based on the RLWE problem, we can choose p, N € ©()\) and
E, Ey, |Is|| € O(1). Since d = O(log Q) = O(log A) and D is constant, we have

E =0 (/\p+1.5 . (10g /\)(P+2)/2 A ”S”p+1> _ O(/\1'5+p),
t

Theorem 1 (Correctness of bootstrapping). For a security parameter X, let Q = O(A\25F)
and consider that the input ciphertexts c; € LWE?(A -my, B e 7Pt satisfy B0 = O(Q/N).
Then, with probability 1 — 27>, the output of Algorithm 15 is correct, that is, it outputs valid LWE
encryptions of f(m;), with E'-subgaussian noise, where O(AN517) = O(Q/\), thus, it is composable.

Proof. From the description of the ring packing algorithm presented in Section 2.10, the parameter
E® shown in Algorithm 15 satisfy EV) = E(™).\/N+,/nNlogQ-Er = O(E™ .v/X) = O(Q/vV)),
where we used n, N,log @ € O()\) and Er = O(1).

Thus, after modulus switching, by using p = O()\) and ||s|| = O(1), it holds that E?) =
O(EWp/Q+VN -|s|) = O(p/VX+ VN -|s]|) = O(p/v/X). Therefore, from the noise bound of the
subgaussian distributions, as discussed in Section 2.3, the noise of the packed RLWE ciphertext is
O(E(2)\&) = O(p) with probability 1 — 27*, which means it is decryptable. In other words, with
overwhelming probability, the correctness condition of MsgExtract is satisfied, i.e., the restriction
lle]l < A/2 described in Lemma 10, since there A = |p/t] = O(p). Hence, the output indeed
encrypts f(m;).

Moreover, by Corollary 2, the final noise is E’-subgaussian with E' = O()\l'5+p), which is
O(Q/\), therefore, satisfies the same bound as the input, and thus, the bootstrapping is composable.

O
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Remark 1. One can trivially gain a factor v/A in the noise presented in Corollary 2 by partially
merging MsgExtract with the homomorphic inverse NTT, Algorithm 12. Namely, in the last homo-
morphic dot products, we can already start with encryptions of |Q/t]-t(X) instead of encryptions
of one. This does not change the noise growth of the inverse NTT. Then, MsgExtract receives an
encryption of £(X) - X Amte instead of simply X4 ™+¢. Thus, we just need the execute lines 4 to
7 of MsgExtract, which also do not change the noise. With this, the final noise in Corollary 2 is
improved to O(A'*?). In our C++ implementation, we applied this optimization.

5 Practical Results

Amortized bootstrapping algorithms introduce significant asymptotic gains compared to non-
amortized versions. However, they also introduce some performance overhead by requiring sig-
nificantly larger parameters. As parameters grow, the asymptotic gains start to materialize, but,
at the same time, memory requirements increase sharply to a point in which the implementation
might become prohibitive. This is the problem preventing the [29] method from being practical,
and, to a lesser extent, is also an issue in our method.

As such, our primary goal when developing a proof-of-concept practical implementation was to
find the smallest parameter set in which our amortized bootstrapping starts to present practical
gains. At first, we do not consider compression techniques in our search, as they generally would
provide similar advantages and costs for all parameter sets. After defining our parameter sets, we
discuss which compression techniques could be applied and present their gains in Section 5.3.

We implemented our scheme mostly from scratch using Intel HEXL Library [6] as the arithmetic
backend to provide fast polynomial multiplications. We also adapted some basic functions from
OpenFHE [3] and MOSFHET [21] libraries. We benchmarked our implementation in a mbzn.metal
instance on AWS, featuring an Intel Xeon Platinum 8252C CPU at 4.5 GHz with 192 GB of RAM
at 2933 MHz. We use Ubuntu 22.04 and G4+ 11.3.0. Compiling options and further details are
available in our repository. All parameter sets presented in this section consider the 128-bit security
level estimated using the Lattice Estimator [1].

5.1 Non-amortized version

We start with the implementation of the accumulator using the double-CRT CLWE variant of the
GSW scheme described in Section 3. This scheme is as versatile as its cyclotomic counterpart,
working with polynomials of any prime degree p. The main particularity is on how we implement
multiplications modulo X? — 1. Intel HEXL only provides fast polynomial multiplications based
on the NTT for power-of-two cyclotomic rings of the form R’ := Z[X]/(XN" + 1) while we need
multiplications in R = Z[X]/(X? — 1). The most straightforward way of implementing them is
to evaluate multiplications in R’ for some N’ > 2p — 2. In this way, since the product of two
polynomials from R has degree at most 2p — 2, there is no reduction by the modulus X "4+ 1. This
method presents two downsides. First, we need to execute the inverse NTT and manually evaluate
the modular reduction X? —1 after every multiplication. This is generally a minor issue, as, usually,
these multiplications precede gadget decompositions, which would already require polynomials to
be in coefficient representation. The second issue is that the size of our NTTs and the point-value
representations of our polynomials is now N’, which is slightly more than two times our RLWE
dimension, p. This increases memory usage and slowdowns our basic operations proportionally.
Optimally, we can choose values for p that are close to the next power of 2, minimizing the overhead
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costs to around two times. In Section 5.3, we discuss alternative ways of handling these issues that
could be more efficient depending on parameters and the arithmetic backend.

As in a typical double-CRT implementation, we are free to choose the number of primes (¢) that
compose the modulus and the number of digits (d) we group them. We use 49-bit primes, based
on the performance recommendations provided by HEXL [6]. Typically, we would use at least two
primes per digit to reduce the execution time of gadget decompositions at the cost of a higher noise
growth. However, the output noise of our amortized method relies heavily on the size of the digits
(denoted by D in Lemma 8), thus requiring us to use just one prime per digit for all parameter
sets that we tested.

Table 3 shows the parameter sets and the execution times when evaluating the bootstrapping
method defined in [27]. Their method is essentially the non-amortized version of our bootstrap-
ping but defined for cyclotomic rings and small modulus. We cannot compare our implementation
directly with theirs because they are using small parameters for bootstrapping binary messages.
While there is no intrinsic limitation to using double-CRT with small parameters, it is generally
less efficient than working with binary decompositions. Double-CRT is broadly adopted in FHE for
enabling larger precision messages and, thus, larger parameters. This is well exemplified in other
cryptosystems [11,23]. In [27], if they wanted to bootstrap larger messages, they would also even-
tually need a larger modulus, which would also require double-CRT or some other technique for
high-precision arithmetic.

Table 3: Ezxecution time for the non-amortized bootstrapping. The parameter n is the dimension
of the input LWE ciphertexts, optimized with p = 12289 for bootstrapping 7-bit or 8-bit messages.
Parameter set #3 is the baseline for comparing with the amortized version.

#lnl=d|l p N’ |Execution time (ms)

1] 16381|32768 4,168
12852 2 |32749|65536 9,630
3 12289|32768 4,081

On the other hand, we can compare the cyclotomic and circulant versions of this bootstrapping,
which we do in the first two rows of Table 3. Notice that the use of double-CRT is orthogonal to
the choice of rings. We are measuring performance for our scheme bootstrapping in R, but we are
still computing in R in our arithmetic backend. Therefore, our results also approximately represent
the performance of [27] over cyclotomic rings with dimension N’ (for large parameters that require
double-CRT). To be precise, the only differences between our implementation and a specialized one
for R would be the absence of the modular reduction X? — 1 and the presence of tricks [27] to
evaluate automorphisms with even generators. Both should be negligibly inexpensive and should
not affect the comparison. When implemented over the cyclotomic rings, [27] needs to deal with the
negacyclicity, which reduces their bootstrapping capabilities. Specifically, it requires a padding bit at
the beginning of the message unless they are using the bootstrapping to evaluate an anti-symmetric
function, i.e., f(x+ N') = — f(x). There are many different methods for avoiding negacyclicity and
enabling a full-domain evaluation [26,14,21], but, so far, all of them introduce slowdowns of at least
2 times and usually increase the output noise or probability of failure. Our scheme, on the other
hand, naturally avoids negacyclicity. In this way, despite working in double the dimension with the
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same execution time, the cyclotomic version has essentially the same bootstrapping capabilities
(assuming p ~ N’/2) and, hence, the same performance level when considering programmable
bootstrapping of arbitrary functions.

Parameter selection, cleartext space, and bootstrapping capabilities Although imple-
menting and optimizing the bootstrapping method of [27] to work with double-CRT (with and
without CLWE) would be an interesting contribution per se, our goal with this implementation is
to provide a comparison baseline for our amortized bootstrapping. As such, we choose parameters
that enable similar bootstrapping capabilities as the ones chosen for the amortized version. In gen-
eral, bootstrapping capabilities are defined by the three parameters: The output dimension p, the
input error o;,, and the output error o,,:. Specifically, a k-bit message is correctly bootstrapped

k
with probability erf (I; / 2\2), where erf is the Gauss error function. Let p* be the modulus of

the bootstrapping output and o the standard deviation of the secret key distribution of the in-
put, Equation 4 estimates the value of oy, considering a composed circuit (i.e., when we bootstrap
the result of a previous bootstrapping). The first term represents noise introduced by the previous
bootstrapping. In practice, it would also consider noise from possible arithmetic operations between
bootstraps, but we can assume it to be significantly smaller than the other terms, as we have full
control over it thanks to the double-CRT representation. The second term estimates the noise in-
troduced by the key switching from dimensions p to n. These first two terms are scaled down by z%
by the modulus switching procedure, which, in turn, introduces some rounding noise, represented
by the third term in the equation. As the rounding noise is the only one to be introduced directly
over modulus p, it is the main limiting factor for our bootstrapping capabilities. Taking the smallest
possible dimension for which the input ring is secure (n = 564, o, = 1, p = 12289), we could, at
most, bootstrap 7-bit and 8-bit messages with failure probabilities of 2738 and 271!, respectively.
Typical FHE applications work with a probability of failure of at most 2713 [4]. We note that we
could use a larger o, to reduce n, but, as we want to minimize the noise, it is advantageous to
avoid the quadratic impact of os compared to the linear impact of n. Although n = 564 is the
smallest dimension for which we have security with p = 12289, the key switching needs to run in
the same dimension with a larger modulus, thus we have to select a value for n such that it is also
secure modulo p* > p. We found that the smallest value of p* for our parameters is p* ~ 22!, which
requires n = 852 to be secure. Considering this dimension, the probability of failure for 7-bit and
8-bit messages increases to 27263 and 2778, respectively.

2
p n
5 < (05w + plogy (p") o) <p*) +o? (4)

5.2 Amortized Bootstrapping

Compared to the non-amortize version, our amortized method introduces one additional restriction
to the choice of parameters: There must exist a 2N-th root of unity modulo p, where N is the
dimension of the RLWE sample packing the input. Table 4 shows some of the possible values of p
for N € [512,32768], considering A\ = 128 bits of security (for N < 512, we could not reach this
security level). The minimum dimension for each value of p is defined by the security level of the
input ring while the maximum is defined by the existence of a 2N-th root of unity modulo p.
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Table 4: List of prime moduli and respective possible input dimensions for the amortized bootstrap-
ping.

N

P |logx(p) min.| max
12289| 13.59 | 512 | 2048
15361| 13.91 | 512 | 512
40961| 15.32 [1024| 4096
65537| 16.00 [1024|32768

INTT Performance The homomorphic evaluation of the INTT, Algorithm 12, is the core and
most expensive procedure in our amortized bootstrapping. Table 5 shows its execution time for
{=d =4, p=2,and m = 32, with and without shrinking. We choose these parameters only
for benchmarking the INTT implementation and shrinking technique. They are not optimized for
message bootstrapping.

Table 5: Ezecution time, in milliseconds, for the INTT for £ =4 and p = 2.

Without shrinking With shrinking C
p N Exec. Time|Amortized Time|Exec. Time|Amortized Time Shrinking Speedup
12289 512 | 1,639,917 3,203 1,079,466 2,108 1.52
12289|1024| 5,416,006 5,289 3,182,273 3,108 1.70

Remark 2 (INTT mazimum depth). Our homomorphic INTT, Algorithm 12, runs in time
1
o (N - p). Increasing the maximum depth p from 1 (quadratic) to 2 results in an 11 times

gain for N = 512 and 16 times for N = 1024. From 2 to 3, gains for both dimensions are just
around 1.8 ~ 2.1 times. After that, they only continue to decrease. On the other hand, every time
we increase p, we multiply the output error by at least v/dpD ||s|| (Lemma 8). The greatest factor
in this equation is D, which, by itself, requires us to use g more primes (¢) every time p increases.
Performance, in turn, degrades cubically in ¢, which starts in 2 (non-amortized version). Increasing
p from 1 to 2 increases ¢ from 2 to 3, introducing a slowdown of 3.4 times. This is significantly
below the 11 (or 16 for N = 1024) times speedup this change enables in the INTT. However,
increasing p from 2 to 3 enables gains of up to 2.1 times while increasing ¢ from 3 to 4 slowdowns
the implementation 2.4 times. This estimate does not consider hidden constants, but we verified it
experimentally for our parameters and concluded p = 2 is the optimal value in our case.

Bootstrapping Performance As we move to the complete bootstrapping, we introduce the over-
head of calculating several key switchings, but we also can further optimize the INTT evaluation.
As we defined, it outputs GSW ciphertexts, from which we extract CLWE samples in the message
extraction phase. A more efficient way of implementing it is to run the last recombination step
(Lines 12 to 15 in Algorithm 12) already using a CLWE as the accumulator for the summations,
replacing thus GSW multiplications by external products. Further, we can also initialize the accu-
mulator with the test vector at the beginning of this last recombination (similarly as introduced
in [12]), which simplifies the message extraction and reduces the output error, as explained in Re-
mark 1. This also allows us to use a smaller modulus, with ¢ = 3. Table 6 shows the results for
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complete bootstrapping, including key switchings, with p = 2. As we increase the input dimension
from 852 to 1024, the probability of failure for 7-bit and 8-bit messages increases to 27222 and
2767 respectively. We provide results for ¢ = 4 mostly for completeness, since it presents similar
bootstrapping capabilities to £ = 3. Nonetheless, we note that using ¢ = 4 reduces o, significantly
(in up 2% times for our parameters), enabling variations of our bootstrapping such as we describe
in Remark 3.

Table 6: Execution time, in milliseconds, for the amortized bootstrapping. Speedup is over the
fastest parameter of the non-amortized bootstrapping.

P n | = d|Total Time|Amortized Time|Speedup
3 | 1,234,403 1,205 3.4

4 | 2,427,203 2,370 1.7

12289{1024

Remark 8 (Bootstrapping with GSW output). For certain applications, it is useful to have a boot-
strapping with GSW output, as our INTT originally provides. For example, using techniques
from [20], outputting GSW ciphertexts could be used to evaluate private functions (i.e., pro-
grammable bootstrapping where we output f(m) without revealing f), evaluate multivariate func-
tions, and perform the multi-digit evaluation of very large LUTs. In this case, we refer to the
execution times we provided in Table 5, but we also note these techniques may require different
types of key switchings, which would also introduce some additional computation overhead.

5.3 Further Improvements

Our implementation is a proof of concept to show that efficient amortized bootstrappings are
possible and can be practical. As such, we present only the optimizations necessary for achieving this
goal. However, many other promising techniques could be applied to further improve performance.
In this section, we briefly discuss a few of them, leaving their actual implementation as future work.
We note that, although we estimate the impact for some of them using experimental data, we do
not present these techniques in our implementation.

Optimal Parameter Selection We choose parameters in Section 5.1 based on a manual search.
However, optimizing parameters is generally a complex task, requiring extensive parameter search,
application considerations, and testing [4]. As such, a more extensive and formal parameter opti-
mization could likely improve our results both for the amortized and non-amortized versions.

Memory usage The high memory requirements are certainly the main drawback of our con-
struction, but there already are several ways of mitigating it. Table 7 shows the detailed memory
requirements for our parameters. Compressed (Compr.) values consider different techniques that
we can use to reduce memory requirements, but that might affect performance. Performance Opti-
mal (Perf. Opt.) values do not consider any compression techniques, focusing solely on improving
performance. Our implementation and, hence, all execution times we present in this section do not
consider the compression techniques. LWE and Packing key switching keys are not included in this
comparison. The table considers the following techniques:
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— Temporary buffer. Our algorithm needs a temporary buffer because it does not calculate the
INTT in place. Instead of having a different buffer for each recursive call to the INTT, we can
have a single one shared among them. This restricts parallelization and does not allow memory
from shrunk ciphertexts to be freed.

— State buffer. This is the array of accumulators. To save memory, we can evaluate the INTT
directly over the bootstrapping key. This comes at the cost of having to load the bootstrapping
key before each bootstrapping.

— Automorphism key switching keys. We can use decomposed automorphism calculations, as we
further discuss in the next subsection.

Table 7: Memory requirements for p = 12289.
N =512 N = 1024

=3 (=4 =3 =14
Perf. Opt.| Compr. |Perf. Opt.| Compr. [Perf. Opt.| Compr. [Perf. Opt.| Compr.
Bootstrapping Key| 4.5 GiB | 4.5 GiB | 8.0 GiB | 8.0 GiB | 9.0GiB | 9.0 GiB | 16.0 GiB | 16.0 GiB
Automorphism key| 54.0 GiB |63.0 MiB| 96.0 GiB [112.0 MiB| 54.0GiB [63.0 MiB| 96.0 GiB |112.0MiB
Temporary buffer | 2.2 GiB [72.0 MiB| 4.0 GiB [128.0 MiB| 4.5GiB |72.0 MiB| 8.0 GiB |128.0MiB

State buffer 4.5 GiB 0 8.0 GiB 0 9.0GiB 0 16.0 GiB 0
Total 65.3 GiB | 4.6 GiB |116.0GiB | 8.2 GiB | 76.5GiB | 9.1 GiB [136.0 GiB|16.2 GiB

Decomposed Automorphisms In [27], they introduce an efficient way of reducing the number of
automorphism keys by representing the automorphism generators as a product of the powers of the
ring multiplicative generator. In their case, automorphism generators are in Z3,;, and they need to
map them to Zy/o X Zg to obtain a multiplicative generator. In ours, automorphism generators are
in Zj, for some prime p, so we always have a multiplicative generator of order p — 1. This technique
can reduce the number of automorphism key switching from p down to just [logs(p)|, which would
reduce the total size of the automorphism keys 877 times for our parameters. It is hard to estimate
the impact on the performance. In one hand, this technique could bring a slowdown of around 2 to
3 times, on the other, reducing drastically the memory usage reduces data movement, which speeds
up the running times in practice. In [27], they also introduce the concept of window size, which
defines the number of automorphism keys they actually use. In this way, they are able to provide
intermediary solutions, which require larger keys but introduce less performance overhead.

Reducing the size of NTTs When defining the accumulator for the non-amortized version, we
are able to select values for p that are very close to the next power of two. The same cannot be
done when defining p for the amortized method, as we are further limited by the necessity of a
2n-th root of unity modulo p. If the goal is just to reduce memory usage, we can use the Bluestein
NTT [5], which allows evaluating multiplications directly in R. However, Bluestein essentially turns
the transform in a convolution of size 2V, thus not improving itself. In fact, it might introduce
additional overheads to the transform computation. It also requires the existence of p-th roots of
unity modulo the primes @);, which further limits our parameter selection. Nonetheless, it would
reduce our memory requirements by around two times.
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A Glossary of parameters used in this work

Parameter Description Size
A Security level -
n Dimension of LWE samples o)
N Degree of RLWE samples (X% + 1). Power of two. O(N)
D Degree of CLWE samples (X? — 1). Prime. O(N)
) Recursive depth of the bootstrapping algorithm —
Qi Prime factor of ciphertext modulus @ < 2%0
Q Ciphertext modulus defined as Hﬁ:l i O(\5+p)
14 Number of prime factors of @ O(p-log M)
t Plaintext modulus O(1)
d Dimension of GSW ciphertexts. Number of CRT digits o)
D; Each CRT digit. Product of approx. £/d primes. O(q; - ¢/d)
D Upper-bound on the size of the CRT digits max (D1, ..., Dg)

B Generalization of circulant-LWE encryption

In [7], it was proved that we can use the circulant-RLWE problem to encrypt messages of the form
X% that is, powers of X. We now show that by slightly modifying their proof, we can prove that a
scheme that encrypts polynomials m(X) whose sum of coefficients is equal to 0 is also CPA-secure
under the RLWE assumption.

Lemma 12. If the decisional Ring-LWE problem is hard for the prime-order cyclotomic polynomial
D,(X), a modulus Q € Z, and standard deviation o, then the Circulant-LWE scheme is cpa-secure
for messages of the form m(X) = Zf;ol m; - X* where m(1) = 0.

Proof. Let Sq, = {Zf:—ol a; X" Zf:_& a; = 0 mod Q}. By Lemma 11 of [7], if the Ring-LWE prob-
lem is hard, then the Circulant-LWE distribution is indistinguishable from the uniform distribution
over Sé),p' Now, notice that for any A € Z and b € Sg ), if we define ¢ = b + A - m, then we have

p—1 p—1 p—1
Zcz- = Zbi —i—AZmi =0 mod Q.
i=1 i=1 i=1

Thus, Sg, + Am = Sg . Therefore, the circulant-LWE encryption of m is indistinguishable from
a uniformly random sample from S ), x (Sg, + Am) = Sép. O

Now, notice that the secret key of the Circulant-LWE scheme is obtained by projecting the
secret 5 from the RLWE to s = L((1 — X)5) € Sg,, therefore, it satisfies s(1) = 0. Moreover,
applying automorphisms to s modulo X? — 1 only reorder the coefficients, so, if s()(X) := s(X*),
we also have s(*)(1) = 0, therefore, encrypting s*)(X) for any k is secure and we conclude that it
is safe to publish the key-switching keys from s to s*). Finally, in Algorithm 10, we also need to
encrypt a product s - z, but both keys are also CLWE secrets, thus, we still have s(1) - z(1) = 0.
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C Number of NTTs in homomorphic inverse NTT

Let T(N) be the number of NTTs over Z,, that are executed during the homomorphic evaluation
of the inverse NTT, Algorithm 12. Firstly, let’s consider that no ciphertext shrinking is used, so d
and ¢ are constant in all the recursive levels. We can see that T(N) = m - T(N/m) + R(N) where
m-T(N/m) accounts for the m recursive calls on vectors of dimension N/m and R(N) is the number
of NTTs of the recombination step. Assuming that the sums are implemented with EvalScalarProd,
Algorithm 11, which cost 3-m -d?- ¢ NTTs, we have R(N) =N -(3-m-d*>-£)=3-N-m-d?- /.
Therefore,
T(N)=m-T(N/m)+3-N-m-d* (.

Iterating this up to p recursive levels, we have

T(N)=m-T(N/m)+3-N-m-d*-¢
=m-(m-T(N/m*) +3-(N/m)-m-d*-£)+3-N-m-d*- ¢
=m? - T(N/m*) +3-2-N-m-d*>-¢(

=m? -T(N/mP)+3-p-N-m-d* - (

Then, we run the homomorphic quadratic inverse NTT on dimension N/m?. Since on dimension
k, this algorithm executes k times the homomorphic scalar product of dimension k, its cost is
k-(3-k-d?-/). Therefore, using k = N/m?, the total number of NTTs is

T(N):mp-3-(N/mp)2-d2-E—l—3-p-N-m-d2-€:3-N-d2~€-<n]jp+p-m>.

To generalize this analysis to the case where shrinking is used, let’s assume that we shrink the
ciphertexts at the end of each recursive call. Thus, considering that we have recursive depth p, we
have different dimensions and number of primes, d; and ¢; for 0 < i < p, where £, is the number of
primes that we have in the very beginning (thus, d, > d,—1 > ... > dp and £, > {,_1 > ... > {p).

Now, the formula for the number of NTTs becomes

T(N,iy=m -T(N/m,i+1)+3-N-m-d? -£; +4-N-d; - l; 1,

where the last term, 4 - N - d; - £;11, accounts for the number of NTTs executed by the shrink-
ing algorithm to switch from dimension (d;y1,¥¢;+1) to (d;, ¢;) the n ciphertexts output by the m
recursive calls.
By starting with ¢ = 0 and iterating p times again, we have
T(N,0)=m-T(N/m,1)+3-N-m-d3-lo+4-N-dy-t,
=m? - T(N/m%2)+3-N-m-d? - 01 +4-N-dy - lo+3-N-m-d3-lo+4-N-dy-t,
=m? - T(N/m*2)+3-N-m-(df -1 +dj- ) +4-N-(di-lo+do- 1)

p—1 p—1
=mP-T(N/mP,p)+3-N-m- (Zd?-ez) +4-N- (Zdi-em)
=0 =0
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Now, using 3-(N/m?)? -dl%‘ﬁp for the number of NTT's of the quadratic step, i.e., T'(IN/m”, p), the
total number of NTTs used in the homomorphic inverse bootstrapping with one layer of shrinking
after each recursive level is

3N2d2€ p—1 p—1
T(N,0)=———LL 43 Nom- Y d? b | +4-N- [ di-lin
=0 1=0

mpP

D Algorithm to perform fast base extension

Algorithm 16: FastBaseExtension
Input: D =T[", di, P=]],_, pi, a € Rp in double-CRT form.
Output: o’ =a+u-D € Rpp in double-CRT form, where |lul| < 1/2.
Complexity: v + w NTTs and O(v - w - N) modular multiplications
// Assume that D; := (D/d;)"! mod d; are precomputed

1 for1 <j<wdo

2 Let a¥) := row;(Mat(a)) € ZV

3 a¥) = NTT;71(a(j)) € Ry,

for 1 <i<wvdo

aWt) =0 e R,,

for 1 <j<wdo
tmp = a9 . Dj mod d;
tmp := tmp - (D/d;) mod p;
a9 = (a™+) 4 tmp) mod p;

© 0 N o oo

10 for 1 <i<wvdo
11 L al ™ = NTT,, (™) € 2

12 Return (aV, ..., aw*)) ¢ Zw+v)xN,
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