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A key challenge behind the adoption of blockchain in the public sector is understanding the dynamics of 
blockchain governance. Based on a systematic literature review, this article analyzes different approaches to 
blockchain governance across disciplines and develops a comprehensive conceptual framework for the study of 
blockchain governance decisions in the public sector. The framework clusters nine types of governance decisions 
(infrastructure architecture, application architecture, interoperability, decision-making mechanism, incentive 
mechanism, consensus mechanism, organization of governance, accountability of governance, and control of 
governance) into three levels of analysis (micro, meso, and macro-levels). Drawing on public management the
ories and concepts, the article elucidates the implications of various governance choices in each level of 
governance and provides a primer for researchers and policy practitioners on the design of blockchain-based 
systems in the public sector.   

1. Introduction 

It is been more than a decade since the seminal paper by Nakamoto 
(2008) introduced Bitcoin and its underlying technology, i.e. block
chain. Since 2008, blockchain has evolved as a general-purpose tech
nology and found various areas of applications where a ‘trust’ problem is 
observed in a system of transactions. The public sector has become a 
principal area of application, in which governments and other actors 
have announced more than two hundred use cases all around the world.1 

Digital currency/payments, land registration, identity management, 
notarization, supply chain traceability, healthcare, education, corporate 
registration, data management, auditing, energy market, taxation, 
voting, and legal entities management are some areas where blockchain 
is currently being tested for public services. 

Notwithstanding this widespread interest, the actual implementation 
of the technology in the public sector remained limited.2 Previous 
studies highlighted several adoption challenges such as lack of regula
tion, security, and privacy concerns, insufficient and lack of interoper
able infrastructure, inefficient and energy- costly transactions, the need 
for value-driven transitions in administrative processes, and last but not 

the least, the absence of effective governance models (Janssen, Weer
akkody, Ismagilova, Sivarajah, & Irani, 2020; Ølnes, Ubacht, & Janssen, 
2017; Zachariadis, Hileman, & Scott, 2019). Multiple studies identified 
governance as a key challenge for the implementation of blockchain in 
the public sector (Atzori, 2017; Meijer & Ubacht, 2018; Ølnes et al., 
2017) and some notable studies explore the implications of blockchain 
in public governance (Atzori, 2017; Beck, Müller-Bloch, & King, 2018; 
de Filippi, Mannan, & Reijers, 2020; Werbach, 2018; Zachariadis et al., 
2019). Nonetheless, it appears that blockchain governance remains one 
of the most controversial aspects for public sector organizations and a 
systematic analysis tool is needed to address governance challenges for 
the design, operation, and maintenance of blockchain-based systems 
(Janssen et al., 2020; Ølnes et al., 2017). As a technology whose most 
salient feature is to build confidence in governance processes without a 
need of a trusted third party, understanding what to govern (or not to 
govern) and how to govern is fundamental to adopt blockchain in the 
public sector. 

In this article, we conduct a systematic literature review to map out 
the existing conceptual approaches toward blockchain governance in 
different disciplines and synthesize them into a comprehensive 
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conceptual framework for the study of blockchain governance. We apply 
this framework to the public sector context to explore the implications of 
different design choices in blockchain governance. Specifically, we 
address the following questions: (1) what governance decisions are 
needed to design a blockchain-based system in the public sector?, and 
(2) how contextual factors in the public sector may shape available 
choices in blockchain governance? Through these research questions, 
we aim to elucidate how blockchain governance can impact the rela
tionship between the governed and those governing, and how this 
technology can be used to provide innovative public services. 

The article is structured in six subsequent sections. In Section 2, we 
present the theoretical framework for blockchain governance. Section 3 
presents the methodological choices and the findings from the system
atic literature review. Section 4 presents the conceptual framework for 
blockchain governance and applies it in the public sector. In the last 
section, we present our concluding remarks and share recommendations 
for further research areas. 

2. Theoretical framework 

Blockchain is part of distributed ledger technologies (DLT) that give 
users confidence that archived information has not been tampered with 
(Beck et al., 2018). The main difference between blockchain and DLT is 
that the latter is a technology for the management of a distributed 
database, whereas the former is a confidence-building technology 
through the means of consensus mechanisms and sequential registry of 
information in a chain-type formation. 

Theoretically, by creating an autonomous, transparent, and secure 
distributed system, blockchain may enable the removal of in
termediaries in public management as trustees replacing them with an 
algorithmic confidence system (De Filippi et al., 2020). This techno
logical feature of blockchain is what makes blockchain governance 
contradictory and convoluted for the public sector. In that regard, two 
diverging views appear in the literature. The first view is that blockchain 
allows transparency, integrity, and traceability of data to authenticate 
the information, and thereby reduces the transaction costs and enhances 
the efficiency of public services (Beck et al., 2018; Ziolkowski, Miscione, 
& Schwabe, 2020). The second view, on the other hand, perceives 
blockchain as a disruptive technology that allows permissionless trans
actions in a truly decentralized manner, whereby the government loses 
its purpose as primus inter pares (Pierre & Peters, 2000) in the public 
sector, as a centralized authority is no longer required to coordinate, 
mitigate or govern public services (Atzori, 2017; Miscione, Ziolkowski, 
Zavolokina, & Schwabe, 2018). 

An additional level of complexity is that blockchain as a technology 
re-establishes the importance of trust and legitimacy in the initial policy 
and system design phase instead of the implementation. In both per
missioned and permissionless blockchains, the rules of transactions are 
set at the design phase, and once a decision is made a change in the 
system requires the consent of authorized users. Furthermore, block
chains can confirm the genuineness of a transaction but whether a given 
input in a transaction is genuine or the transaction rules are fairly 
established is beyond the technical scope of blockchains. Therefore, 
‘who will be authorized to make changes in the system?’, and ‘what are 

Table 1 
Coding scheme.a  

Category Codes Subcodes References 

Micro 
level 

Infrastructure 
architecture (37) 

public/ private (13), permissionless/− ed (12); blockchain 
protocol, blockchain architecture, hyperledger fabric network, 
chaincode, backend, frontend, system development, system 
updates, security, decentralization, immutability, traceability 

Alketbi, Nasir, and Abu Talib (2020); Angarita, Dejous, and Blake 
(2019); Carvalho, Merhout, Kadiyala, and Bentley (2021);  
Daluwathumullagamage and Sims (2020); Diniz, Cernev, Rodrigues, 
and Daneluzzi (2020); Dobler, Ballandies, and Holzwarth (2019); Ertz 
and Boily (2019); Flood and McCullagh (2020); Franke, Schletz, and 
Salomo (2020); Halaburda and Mueller-Bloch (2020); John and Pam 
(2018); Meunier (2018); Miscione, Goerke, Klein, Schwabe, and 
Ziolkowski (2019); Miyachi and Mackey (2021); Ozdemir et al. (2020);  
Razzaq et al. (2019); Rikken et al. (2019); Schaffers (2018); Singh and 
Michels (2018) 

Application 
architecture (14) 

smart contract (4), DAO (4), application (2), dApps, oracles, 
autonomous organization (2) 

Interoperability (5) standards (2), standardization, interoperability, measures 

Meso 
level 

Decision-making 
mechanism (33) 

on-chain/off-chain (14), community governance (2), voting (2), 
lobbying, idea-forming, enlighten despotism, open governance 
model, chain-governance, liquid democracy, delegative 
democracy, quadratic voting, on-chain governance, reputation- 
based governance, democratic, representative, decision-making, 
communication; participation in decision-making, 

Allen and Berg (2020); Beck et al. (2018); Benedict (2019); Bertolami 
and Francisco (2021); Brinkmann and Heine (2019); de Filippi et al. 
(2020); Dimitropoulos (2020); Dirose and Mansouri (2018); Dobler 
et al. (2019); Dursun and Üstündağ (2021); Erbguth and Morin (2019);  
Hermstrüwer (2019); Hsieh, Vergne, and Wang (2018); John and Pam 
(2018); Kaal (2020); Kavanagh and Ennis (2020); Kim and Huh (2020);  
Nicolae-Bogdan-Cristian, Luca, and Pungila (2020); Parkin (2019);  
Pimentel and Boulianne (2020); Reyes (2021); Shah and Jansen (2021); 
Tozzi (2019); Trbovich (2019); Van Pelt et al. (2021); Y. Wang (2019);  
Werbach (2018, 2020); Zachariadis et al. (2019); Ziolkowski et al. 
(2020) 

Incentive mechanism 
(8) 

incentives (5), incentive structure, nature of incentives, incentives 
intensity 

Consensus 
mechanism (14) 

consensus mechanism (6), consensus models (e.g. PoW, PoS) (5), 
consensus (2); consensus making process. 

Macro 
level 

Organization of 
governance (21) 

(de)centralized (7), distributed (3), hierarchy, hetrarcy, levels of 
decentralization, roles, membership, formation, central, shared, 
semi-centralized (supernodes), implementation of a governmental 
process, roles in collective decision-making 

Alketbi et al. (2020); Allen et al. (2020); Allen and Berg (2020);  
Allessie, Janssen, Ubacht, Cunningham, and van der Harst (2019); Arisi 
and Guarda (2020); Bagloee et al. (2021); Beck et al. (2018); Benedict 
(2019); Brinkmann and Heine (2019); Chen et al. (2021);  
Daluwathumullagamage and Sims (2020); Dimitropoulos (2020); Diniz 
et al. (2020); Dirose and Mansouri (2018); Erbguth and Morin (2019);  
Franks (2020); Gruin (2020); Hsieh et al. (2018); Jia and Zhang (2018); 
John and Pam (2018); Kaal (2020); Katina, Keating, Sisti, and Gheorghe 
(2019); Lacity (2018); Meijer and Ubacht (2018); Miscione et al. 
(2019); Nicolae-Bogdan-Cristian et al. (2020); Ølnes et al. (2017);  
Paech (2017); Rikken et al. (2019); Rodrigues, Meirelles, and Cunha 
(2018); Schaffers (2018); Shah and Jansen (2021); Shermin (2017);  
Trbovich (2019); Trump, Florin, Matthews, Sicker, and Linkov (2018);  
Van Pelt et al. (2021); Yeung and Galindo (2019); Zachariadis et al. 
(2019); Ziolkowski et al. (2020) 

Accountability of 
governance (47) 

accountability (5), rules in governance (4), forking (4), code-is- 
law/ lex cryptographia/ governance by code (4), quality 
assurance, dispute/conflict resolution (2), override (2), rule 
change(2), status recognition/identity of parties (2), algorithmic 
rules, on-chain protocol, off-chain development, contract 
framework, coordination mechanism, normative basis, policies, 
procedures, improvement proposals, community borders, rules of 
recognition, rules of change, adjudication concerning the violation 
of primary rules, collective scope, prohibitive approach, prudential 
enthusiasm, liberalized approach, data protection, good 
governance, transparent governance, citizen engagement 

Control of 
governance (16) 

decision rights (6), control mechanisms (informal/formal) (3), 
control of blockchain/infrastructure (3), control of the market 
through blockchain, control systems, direction, oversight.  

a The frequency of the codes is indicated in the brackets. 
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the rules/procedures to follow in the change of the system?’ are key 
governance considerations for blockchain-based systems. Vili Lehdon
virta calls these inherent contradictions of blockchain governance as 
‘governance paradox’ as once you address these problems of gover
nance, blockchain loses its value over conventional technologies and 
means where a trusted central party enforces the rules because you are 
already trusting some organization or process to make the rules (Wer
bach, 2018). 

Furthermore, theoretical foundations of what blockchain governance 
entails, and the key decisions associated with it appear to be varying 
within different disciplines. For instance, in the information and com
puter science literature, approximating to the open-source system (OSS) 
and Internet governance, blockchain governance often focuses on the 
way decision rights, incentives, and accountabilities are arranged in a 
blockchain network to encourage desirable behavior in the use of re
sources (e.g. Beck et al., 2018; Rikken, Janssen, & Kwee, 2019; Van Pelt, 
Jansen, Baars, & Overbeek, 2021). Especially, in public permissionless 
blockchains, game-theoretical approaches are used to ascertain the 
optimal rules in affirmative incentives and cryptographically enforced 
limits on a certain action. In business management literature, blockchain 
governance is conceptualized as the processes by which individuals and 
groups with ongoing relationships bargain about how to adapt to 
changes within an institutional environment (e.g. Allen, Berg, Lane, & 
Potts, 2020; Daluwathumullagamage & Sims, 2020; Gruin, 2020). In this 
literature, the theoretical lenses of corporate governance are often uti
lized to analyze governance decisions. In the economics literature, and 
more specifically commons scholarship, blockchain governance is 
associated with polycentric systems operating simultaneously at many 
different levels of interaction, and governance decisions are perceived 
similar to the governance of community-pool resources (e.g. Howell, 
Potgieter, & Sadowski, 2019). This non-exhaustive overview of theo
retical approaches to blockchain governance suggests that, first, a 
comprehensive conceptual framework of blockchain governance needs 
to accommodate various theoretical approaches in the extant literature, 
and second, the researchers need to reflect upon how a particular 
context and research focus influence policy decisions associated with 
blockchain governance. 

3. Methodology 

We conducted a systematic literature review to explore and analyze 
present knowledge in academic literature regarding blockchain gover
nance. According to Gusenbauer and Haddaway (2020), only 14 of 28 
academic search systems examined are well-suited to systematic reviews 
in that they met all necessary performance requirements for precision, 
recall, and reproducibility. By taking into account the disciplinary focus 
and the number of accessible hits, we selected ScienceDirect, Scopus, 
and Web of Science to run the search for research articles. In the con
struction of the review protocol, we followed the guidelines provided by 
Kitchenham and Charters (2007). The search query is constructed as 
follows: (Blockchain OR “block chain” OR distributed ledger) AND 
(governance). 

The inquiry is conducted on March 19th, 2021 through the search of 
title, abstract, and keywords of published journal papers, book chapters, 
and peer-reviewed conference proceedings. We did not select a specific 
timeframe and included all publications published until the date of in
quiry. The search result yielded respectively: Web of Science (380), 
Scopus (149), and ScienceDirect (72). After the removal of duplications, 
we constructed a consolidated list of 510 publications.3 15 articles were 
excluded additionally because of the inaccessibility to the full 
manuscript. 

The inclusion criteria for the final sample were set as follows: (1) the 
publication should contain a conceptualization for blockchain gover
nance, (2) the publication should contain a classification for blockchain 
governance. The selection of articles was conducted by two rounds of 
reviews separately by the authors. In the first round, authors categorized 
the publications as ‘yes’, ‘no’, ‘not clear’ according to the inclusion 
criteria.4 Following the first round, 45 publications were marked as ‘yes’ 
for both categories, and 37 publications were marked as at least with one 
‘not clear’. In the second round, after a careful re-read of those 37 
publications and joint consultation, a total of 67 publications were 
selected for the final list. The distribution of the publications in disci
plinary fields5 were as follows: Economics (12), information science/ 
library science (12), business (10), computer science/information sys
tems (10), engineering/electrical electronic (7), computer science/ 
interdisciplinary application (6), law (5), management (5), computer 
science/theory methods (4), earth and environmental sciences (1). 

To address our research questions, we followed the grounded theory 
approach and conducted a thematic analysis among selected articles to 
identify, develop, and relate the concepts in the extant literature to a 
conceptual framework of blockchain governance (Strauss & Corbin, 
1998). The grounded theory approach follows open, axial, and selective 
coding processes. The first set of codes was created referring to block
chain governance and applied to the data following an iterative process 
of open and axial coding. The open coding phase allowed us to identify 
relevant concepts concerning blockchain governance, while the axial 
coding enabled us to connect the identified concepts to specific sub
categories under blockchain governance. In selective coding, the sub
categories are integrated and developed into the theory. 

Through the open and axial coding, we identified three distinct 
categories in blockchain governance. The first category focuses on the 
infrastructure of the blockchain (e.g. Ertz & Boily, 2019; Ozdemir, Ar, & 
Erol, 2020). In those studies, blockchain governance is embedded in the 
technical design of blockchain infrastructure and the research focus is on 
elucidating how different choices by system designers about blockchain 
architecture, blockchain applications, and technical standards shape 
blockchain governance. This approach to blockchain governance is 
conceptualized sometimes as ‘governance by blockchain’ (Ølnes et al., 
2017) or ‘governance by infrastructure’ (de Filippi & Loveluck, 2016). 

The second category is about the operational processes of blockchain 
governance and captures the technical design choices and algorithms 
that affect the information exchanges, transactions, and collective ac
tions between users (e.g. De Filippi & Loveluck, 2016; Reijers et al., 
2018; Van Pelt et al., 2021). Decision-making through on-chain and off- 
chain methods, initiative, and consensus mechanisms are at the foci of 
this category. This approach to blockchain governance is conceptualized 
by some researchers as ‘governance of blockchain’ (Ølnes et al., 2017) or 
‘governance of infrastructure’ (de Filippi & Loveluck, 2016). 

In the third category, blockchain is treated as a governance tech
nology that allows decentralized, algorithmic, and automated forms of 
governance to implement policy decisions (e.g. Allen et al., 2020; Yeung 
& Galindo, 2019). In those studies, blockchain governance focuses on 
the regulation, organization, and control of the blockchain-based system 
in a particular institutional framework. Some related governance issues 

3 9 publications were in non-English language: 2 in Chinese, 1 in Russian, 2 in 
Portuguese, and 4 in Spanish. The accessible articles from non-English literature 
are also included in the analysis. 

4 Conceptualization: YES: a prescriptive definition of blockchain governance 
is provided. NOT CLEAR: not a prescriptive definition is provided, but in the 
text, there are references to the conceptualization of governance in the block
chain context. NO: no definition for blockchain governance is provided.Clas
sification: YES: The article contains clear categories for blockchain governance; 
NOT CLEAR: the article mentions specific elements as part of blockchain 
governance but does not provide clear categories; NO: the article does not 
provide any categories for blockchain governance.  

5 We used www.semanticscholar.org and the description of publishers for 
categorization. A few publications are categorized in multiple disciplinary 
fields. 
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are centralized versus decentralized structures (e.g. Chen, Pereira, & 
Patel, 2021), rules and regulations in policy implementation (e.g. 
Rikken et al., 2019), and control of blockchain governance (e.g. Gruin, 
2020). 

In selective coding, we labeled these three categories respectively 
micro, meso, and macro level of governance. These three levels are often 
used in social sciences to categorize the research subjects according to 
the size, scale, or location. In public administration scholarship, these 
levels correspond mostly to the individual, organizational, and institu
tional levels decisions and interactions (Roberts, 2020). In a nutshell, 
micro-level governance refers to the choices of systems designers con
cerning blockchain architecture and applications. Meso-level gover
nance refers to the group decisions and behaviors of users. Macro-level 
governance refers to institutional-level choices in a particular political- 
administrative environment. 

At the data synthesis level, we distributed the selected list of articles 
according to the identified categories. The articles with a wider scope on 
governance are categorized into multiple categories. Table 1 displays 
the overview of the codes and subcodes retrieved from the corre
sponding literature and arranged according to three levels of 
governance. 

4. Governance decisions for blockchain-based systems in the 
public sector 

In this section, we analyze the governance decisions needed for the 
use of blockchain technology in the public sector. Our analysis of 
blockchain governance literature suggests that blockchain governance 
decisions in the public sector can be analyzed at micro, meso, and macro 
levels. In our understanding, governance decisions at one level do not 
stand alone, and instead, they are interrelated levels of blockchain 
governance. Roberts (2020) underlines that governance strategies at 
micro, meso, and macro levels are tightly knitted in public administra
tion, and it is not possible to study one level of governance without 
awareness of other levels. Hence, we present in Table 2 the three levels 
of governance and nine types of governance decisions needed for the use 
of blockchain-based systems in the public sector. 

In addition to these governance decisions, some studies focus on 
policy aims in blockchain governance (e.g. public interest, media 
coverage), and the macro-level exchanges across political, socio- 
cultural, legislative, and market-based institutions in the governance 
of a blockchain-based system (e.g. Hsieh et al., 2018; Meijer & Ubacht, 
2018; Paech, 2017). In our framework, we do not include these elements 
as a separate category but presume their ubiquitous influence as 
contextual factors on each level of governance. For example, in the 
public sector, each decision about blockchain governance needs to be 
aligned with the policy objectives, public values, institutional frame
work, and societal expectations. Given this overall approach, in the 
following parts, we will elaborate on the governance decisions at each 
level in the design of a blockchain-based system in the public sector and 
reflect on how governance decisions at one level can affect decisions at 
another level. 

4.1. Governance at micro level 

Micro level governance concerns with the choices of system de
signers about the infrastructure of a blockchain-based system. The de
cisions concerning the infrastructure architecture of blockchain, 
modular applications of smart contracts and decentralized applications, 
and interoperability of the blockchain-based system with the existing IT 
infrastructure fall under this category. 

4.1.1. Infrastructure architecture 
Blockchains can have permissionless/permissioned and public/ pri

vate forms (Hileman & Rauchs, 2017). The difference between public 
and private blockchains is about who owns the data infrastructure. The 

difference between permissionless and permissioned systems is about 
the restrictions imposed on network participants in terms of read, write, 
and audit/commit functions. In the former, anyone can participate in the 
network and validate the transactions taking place in the platform, and 
in the latter, only selected entities are authorized to validate the trans
actions. These classifications are not exclusive to each other, and it is 
possible to have a public and private blockchain with varying degrees of 
permission models (see Hileman & Rauchs, 2017). For instance, the two 
most known blockchain platforms, Bitcoin and Ethereum, are public and 
permissionless blockchains. Hyperledger Fabric, R3Corda, and Quorum 
are some examples of technology developers that provide build-in tools 
for permissioned systems applicable to public and private blockchains. 
The merits of different types of blockchains vary technically concerning 
decentralization, security, scalability, speed, throughput, privacy/ 
confidentiality, trust, and finality dimensions. On the one hand, public 
and permissionless blockchains engender better trust and security for 
data infrastructure while experiencing a lack of scalability and perfor
mance issues. On the other hand, private and permissioned blockchains 
are largely developed and preferred by private enterprises (e.g. IBM, 
Microsoft) as they allow to a certain extent of control of the data privacy 
and the governance of the system. 

In the public sector, the choice of blockchain calls for the consider
ation of several trade-off conditions concerning policy priorities (e.g. 
privacy, throughput, security, etc.) and effects on other levels of 
governance (e.g. decision-making among network actors, organization 
of governance). These trade-off conditions are context-dependent and 
should not necessarily have the same significance for all types of public 
sector organizations. For example, the privacy of transactions and se
curity of data infrastructure could be the most vital factors for some 
public sector organizations (e.g. security and intelligence agencies), 
while for others, the transparency and immutability of public block
chains could be the main motivation. Similarly, higher throughput and 
scalability are vital concerns for enterprises, but in the public sector, 
often the volume of transactions and the number of users are bound to 
the jurisdiction area and administrative scope of the services. This 
network predictability may allow predetermination of the scalability 
and throughput needs. 

Moreover, Kannengießer, Lins, Dehling, and Sunyaev (2019) identify 
23 endogenous trade-off conditions among 7 DLT properties (usability, 
performance, flexibility, security, transparency, law & regulation, and 
community) that vary according to the design choice with infrastructure 
architecture. For example, if the purpose of the blockchain-based system 
is to enhance trust among users, the system architecture should priori
tize transparency, which can come at the expense of other properties (e. 
g. usability, performance, flexibility). Although Kannengießer et al. 
define governance as a sub-feature of law and regulation function and 
focus only on the trade-offs between the governance decisions and the 
security of the system, it is difficult to isolate other trade-off conditions 
from governance decisions. Therefore, any choice in infrastructure ar
chitecture is inherently a political act and involves optimizing the trade- 
off conditions among various DLT properties and permissioned and 
permissionless systems. 

4.1.2. Application architecture 
As previously said, blockchain infrastructures are predisposed to 

particular functionalities in blockchain governance. However, these 
functionalities can be modified through the use of decentralized appli
cations (DApps) and smart contracts. 

DApps are open source coded digital applications or programs that 
exist and run on a blockchain or P2P network of computers. Through 
DApps, users can access blockchain networks and engage with other 
users for different purposes (e.g. storage of data space). Nonetheless, 
each DApp comes with certain advantages and disadvantages (e.g. fi
nality, speed, scalability, energy consumption, etc.) based on their 
consensus and incentive mechanisms, which makes choosing a DApp 
inherently a governance decision. It is also possible through modular 
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DApps to anchor values in a non-blockchain system or a private block
chain to a public blockchain. For instance, the land registry use case in 
Sweden employs a two-layered blockchain approach, where the sum
mary of hashes from a private blockchain is stored in Bitcoin blockchain 
(Kairos Future, 2017). Therefore, it is possible to circumvent certain 
trade-offs between DLT properties (e.g. performance vs security) 
through the use of DApps. 

Smart contracts are mechanisms that contain digital assets of two or 
more involved parties, where assets are distributed automatically ac
cording to predefined response actions when trigger conditions are met 
(Governatori et al., 2018) DApps accesses the blockchain network 
through smart contracts, which enforce the term of the agreement be
tween two parties. Through the combination of smart contracts and 
DApps, it is possible to create decentralized autonomous organizations 
(DAO) where the operational rules are encoded on blockchain in the 
form of smart contracts, and DAOs can autonomously or semi- 
autonomously operate without centralized control or third-party inter
vention (Wang et al., 2019). These new forms of organizations can 
redefine the mechanisms of control and coordination in public man
agement. For example, units specialized in streamlining, regulatory, and 
network governance can be replaced by DAOs. Furthermore, new forms 
of managerial arrangements with non-governmental organizations can 
be established as DAO to replace traditional forms of public-private 
partnerships and collaborative governance mechanisms. 

4.1.3. Interoperability 
European Interoperability Framework (EIF) states that interopera

bility governance in the public sector requires an integrated governance 
approach across legal, technical, semantic, and technical interopera
bility.6 In the same vein, with blockchain interoperability, we refer to 
the ability of a blockchain network to share, see, and access information 
across existing data management systems in the public and private 
domain without the need for an intermediary to do the exchange. In that 
sense, an important decision concerning interoperability is assessing to 
what extent blockchain governance complies with the existing mecha
nisms, technologies, regulations, and standards in the digital governance 
landscape. There are three types of challenges, we can identify con
cerning the interoperability of blockchain. First, the lack of standardi
zation from technical protocols to smart contracts that connect auxiliary 
technologies such as AI and automated agencies in blockchain platforms 
(Janssen et al., 2020). Moreover, for the moment, stored information on 
blockchains is not necessarily in line with market standards and prac
tices such as ISDA (International Swaps and Derivatives Association), 

FPL (FIX Protocol Ltd), or ISO (International Organization for Stan
dardization) (Janssen et al., 2020). Secondly, blockchains are by design 
are not interoperable with each other (Lafourcade & Lombard-Platet, 
2020). Several solutions have been proposed to facilitate cross-chain 
transactions such as facilitating messaging via a management chain, 
using cross-chain cryptocurrency for atomic asset transfers, or direct 
communication via hardware connections using TLS or smart contracts, 
each with its unique set of problems to solve (Johnson, Robinson, & 
Brainard, 2019). Thirdly, interoperability challenges can arise from the 
specific needs in the public service domain. For example, Zhang, White, 
Schmidt, and Lenz (2017) identify particular interoperability challenges 
in the healthcare sector concerning the evolvability, flexibility, extent, 
and continuity of data exchange across various data providers. 

Interoperability challenges can affect blockchain governance choices 
in two possible ways. Firstly, they can preclude the scalability of 
blockchain-based solutions and thereby limit the use of blockchain only 
to specific functions (e.g. data verification through verifiable creden
tials). The lack of scalability can further undermine the applicability of 
decentralized and permissionless systems. Secondly, the technology 
choices of stakeholder organizations in a blockchain ecosystem can 
elevate one blockchain infrastructure and associated governance choices 
over others and establish it de facto as the system architecture choice in 
the public sector. Especially, national and international policy initiatives 
can be a trendsetter in that regard. For example, Estonia aims to solve 
the interoperability challenges by creating one standardized system in 
public services based on keyless signature infrastructure (KSI). KSI does 
not rely on the joint actions of the users to verify the data, and unlike 
proof of work (PoW) or proof of stake (PoS) consensus mechanisms, uses 
timestamping to verify the integrity of the data.7 Another example is the 
European Blockchain Service Infrastructure8 (EBSI) which aims to pro
vide cross-border public services in the EU by utilizing blockchain. As 
part of the EBSI, member states are expected to establish the necessary 
infrastructure for the transition and to assign nodes (i.e. trusted and 
capable entities in every member state) to support the proof-of-authority 
(PoA) consensus mechanism. In case there is a nationwide data-sharing 
platform (e.g. digital solutions in the Estonian government) or if a Eu
ropean or global level blockchain platform (e.g. EBSI) is adopted, the 
interoperability requirements may delimit available governance choices 
at the micro level. One other interoperability consideration is the extent 
that blockchain can incorporate big data and IoT solutions. The digital 
transformation in the public sector has introduced several technologies, 

Table 2 
Three levels analysis for blockchain governance.  

Level of 
governance 

Description Types of decisions Issues 

Micro-level Focuses on the system designer’s choices on blockchain infrastructure, modularity, and 
standards in building, upgrading, and adoption of the system. Unit of analysis (UoA) is at the 
individual level.  

• Infrastructure 
architecture  

• Application 
architecture  

• Interoperability  

• Permissionless/permissioned, 
public/private blockchains  

• Smart contracts and DApps  
• Interoperability with the existing 

system infrastructure 
Meso-level Focuses on the organizational processes in governing collective decision-making and actions 

in a blockchain network. UoA is at the organizational level.  
• Decision-making 

mechanism  
• Incentive mechanism  
• Consensus 

mechanism  

• On-chain/off-chain decisions  
• Types of (dis)incentives  
• PoW, PoS, DPoS, PoA,etc. 

Macro-level Focuses on the institutional rules and norms that derive from the respective constitutional, 
cultural, historical, and legal foundations. UoA is at the institutional level  

• Organization of 
governance  

• Accountability of 
governance  

• Control of governance  

• Role distribution in governance  
• Regulation and enforcement of 

rules  
• Human controlled vs automated 

agents  

6 For details of EIF, please see ISA2 program at https://ec.europa.eu/is 
a2/eif_en 

7 It is debatable to call KSI technology blockchain, but the government of 
Estonia prefers to call it blockchain. For the description, see https://e-estonia. 
com/solutions/security-and-safety/ksi-blockchain/  

8 see https://ec.europa.eu/digital-single-market/en/blockchain-technologies 
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and blockchain as a general-purpose technology has a higher chance of 
success if it complements the existing technologies rather than replaces 
them. 

4.2. Governance at meso level 

Meso level governance concerns with the interactions among the 
network community on which the blockchain-based system rests upon. 
A blockchain-based system relies on the interactions among different 
types of users such as miners, verifiers (or node operators), core de
velopers, token holders, content producers, and network users. Gover
nance decisions at the meso level set up how decision-making among 
these actors is managed, what type of incentive mechanisms support 
system maintenance, and how consensus mechanisms affect the role of 
actors in blockchain governance. 

4.2.1. Decision-making mechanism 
The decision-making mechanism varies between on-chain and off- 

chain governance processes (Reijers et al., 2018). In on-chain gover
nance, stakeholders participate in discussions and decisions through the 
protocol itself, and when a decision is reached through a voting pro
cedure or surpassing a threshold user number, the protocol adapts 
automatically the decision. In on-chain governance, the way that the 
engagement and decision-making take place is encoded directly in the 
underlying infrastructure. For example, during the introduction of soft- 
fork activation protocols to Bitcoin (i.e. BIP 8 or BIP 9), miners used on- 
chain means to signal their support to the proposed upgrade. When 95% 
of blocks signaled support for the upgrade, the changes are enforced 
automatically after a short period of time. The strength of on-chain 
governance is its enforcement mechanism, when a decision is agreed 
upon it is implemented by following the rules embedded in the code. 
However, the downside of this mechanism is that it automates a winner- 
takes-all rule. The winning majority determines all system functioning, 
and as such, it risks alienating political dissidents from the process. In 
political sciences, this is called majoritarian democracy, which is often 
criticized as being undemocratic or as a lesser form of democracy. 

Off-chain governance refers to the endogenous and exogenous rules 
and processes of deliberations around the protocol that contribute to the 
operations and development of blockchain-based systems (Reijers et al., 
2018). For example, Bitcoin developers share their improvement pro
posals (BIPs) through a mailing list and Ethereum collects improvement 
proposals (EIPs) on Github (Ehrsam, 2017). The miners can decide 
whether to adopt the improvement proposals in practice. Although off- 
chain governance presents a more democratic alternative and allows an 
incremental adaptation, it preserves an inherent security risk in per
missionless systems. The miners of the system are rent-seekers and they 
do not necessarily preserve the technical expertise to evaluate a pro
posal. Therefore, an initially benign-looking software modification 
initiated by a malicious actor can create security risks in the future 
(Finck, 2018). 

Both governance processes infer trade-offs for system designers and 
policymakers. On-chain governance brings the trade-off between effi
cient decision-making and transition processes whilst risking destabili
zation due to political dissonance. Off-chain governance brings the 
trade-off between enhancing the political consensus in the decision- 
making and transition processes whilst making the system security 
vulnerable to the rent-seeking behavior of the miners. It is also possible 
to develop hybrid systems, where some decisions can be taken through 
on-chain processes, whereas others can be through off-chain processes. 

Additionally, depending on the blockchain protocol, some actors 
may hold veto rights over certain decisions, or some decisions can be 
open only to certain actors to vote in. Here the institutional framework, 
area of application, and country-specific conditions may dictate 
different actors to take a more prominent role in the on-chain and off- 
chain governance processes. Since a core added value of blockchain is 
to establish confidence in processes where there is a lack of it, the 

decision-making mechanisms may need to prioritize the involvement of 
the relevant actors and increase the level of transparency in the design 
and operation of blockchain applications. For that, a social layer can be 
introduced in blockchain governance, where core developers, stake
holders, and societal actors deliberate on the political and functional 
implications of the system design choices. The deliberations that take 
place at the social layer can foster on-chain processes to create a polit
ically legitimate process and can serve as a dynamic constitution of the 
blockchain-based system. The challenge is establishing an inclusive 
decision-making mechanism that creates legitimacy in blockchain 
governance without deadlocking the system (e.g. Bitcoin block size 
debate). A democratic constitution of blockchain governance may be 
needed to establish the rules and roles of the verifiers, developers, and 
users of the system. 

4.2.2. Incentive mechanism 
In the Bitcoin whitepaper, Nakamoto (2008) introduced an incentive 

mechanism to ensure the continuous engagement of Bitcoin users in 
network maintenance. Both in Bitcoin and Ethereum blockchains, this 
mechanism relies on monetary rewards in the form of blockchain 
cryptocurrency, which aligns the individual rent-seeking behavior with 
the overall benefit of the platform. For public sector organizations, using 
monetary incentives for user engagement might create ethical and po
litical challenges, however, not all incentive mechanisms need to 
leverage the monetary value of cryptocurrencies. For example, alloca
tions of tokens and reputation scores that grant the users enhanced ac
cess to platform functions and weighted voting rights in decision-making 
processes can be some non-monetized rewards. 

Not only the methods of incentivizing but also the way that 
consensus protocols incentivize the miners and verifiers can have drastic 
implications for the overall blockchain governance. For instance, the 
PoW mechanism of Bitcoin alongside with monetary incentive mecha
nism has paved the way to the consolidation of mining. Consequently, 
big mining pools have emerged across the globe and specialized hard
ware among miners has become widespread. Currently, it is estimated 
that four big mining pools at the Bitcoin network and two mining pools 
at the Ethereum network control over 50% of transactions (De Filippi 
and Wright 2018, 40). This consolidation of power undermines the 
distributed and decentralized features of blockchain networks- even for 
the big ones such as Bitcoin and Ethereum, and risks the legitimacy and 
trust invested in on-chain governance mechanisms. 

Another related governance decision is about the disincentivizing 
effect of transaction fees. Transaction fees are the cost of actions in a 
particular blockchain such as transactions or executions of smart con
tracts (e.g. ‘gas’ in Ethereum). The disincentivizing effect of transaction 
fees and the incentivizing effect of rewards to miners, create the con
ditions of trade-offs and rational choice calculations for the users and 
miners to engage with blockchain. In case, the cost outweighs the 
anticipated benefits of engagement, some blockchain applications can 
lose their attractiveness or miners might find less value to support the 
blockchain altogether, adversely affecting the security of the blockchain 
(De Filippi and Wright 2018, 41). 

4.2.3. Consensus mechanism 
A consensus mechanism is at the core of blockchain-based systems to 

coordinate the decentralized actions of users in deciding which infor
mation can be added to the blockchain. Different consensus mechanisms 
exist, but most blockchains either rely on Nakamoto consensus (or PoW) 
that ties mining capability to computing power or Byzantine consensus 
that uses staking to assign miners, such as proof-of-stake (PoS) and 
delegated proof-of-stake (DPoS). There are also proof-of-authority (PoA) 
systems, where a lower number of nodes or masternodes take the role of 
transaction validators. Each of these consensus mechanisms has ad
vantages and disadvantages over others, and their affinity toward 
decentralized or centralized governance structures varies. 

PoW is mostly used in permissionless, public blockchains, such as 
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Bitcoin and Ethereum,9 where the users validate the transactions by 
solving complex mathematical puzzles through the computing power of 
the hardware. The advantage of the PoW system is its stability to deter 
cyberattacks (e.g. denial-of-service-attacks) while maintaining a 
distributed system governance. However, its vulnerability toward 51% 
attack, high energy cost, increasing centralization of mining operations, 
and low transaction throughput are some of the significant challenges 
for PoW-based systems. Especially, increased strain on the environment 
imposed by the high energy demand of PoW-based systems reduces their 
likelihood of preference for public sector projects.10 

In PoS, the mining power is attributed to nodes in the proportion of 
tokens (or coins) held by nodes instead of their computing powers. Node 
operators lock away a stake for the right to participate in block creation, 
and nodes with bigger stakes have higher chances to be selected to verify 
transactions. A transaction fee is paid to the node operator in return for 
the transaction verification. In the case of fraudulent transactions or any 
misbehavior, the node loses the right to participate in staking. The dif
ference in DPoS is that the token holders choose a small number of nodes 
as delegates by staking tokens with different candidates. If the delegate 
is chosen for block creation, a fraction of the reward is allocated to those 
who voted for the delegate. In some systems, decision-making power is 
associated with the delegation of tokens where delegates may have the 
capability to monitor and amend network parameters such as fees, block 
size, block rewards, and the length of the transaction cycle (Karjalainen 
2020). The advantage of PoS is that it is less susceptible to 51% attacks 
and more scalable with higher transaction throughput, but it is assumed 
as less secure than completely decentralized PoW systems (EdChain, 
2018). 

In PoA systems, unlike the PoS and PoW systems, the identity of the 
validator is known, and the assumption is that the reputation of the 
validator plays the role of stake. The advantage of PoA systems is that 
they can achieve much higher throughput as a result of the lower 
number of validators and they are suited for both private networks and 
public networks. However, the downside is that PoA is not imbued with 
the sense of security derived from decentralized consensus mechanisms, 
and the nodes, therefore, need to be kept uncompromised. Hence algo
rithmic trust typical of Bitcoin or Ethereum is not present in a PoA-based 
blockchain rather an ex-ante trust is required in node selection (also see 
Table 2). For instance, as a PoA-based blockchain, the nodes in EBSI are 
selected from key public or private institutions that had already pre
served a central role in digital governance (e.g. BELNET and SMALS in 
Belgium). 

The differences among consensus mechanisms also affect the role of 
users in blockchain governance and overall public governance. For 
instance, PoW or PoS as a mechanism empowers the role of the users and 
miners as demos and makes them indispensable for the continuity, 
safety, and relevance of the system. In both of these mechanisms, the 
users are co-producers of blockchain governance. In the PoA, the users 
are the beneficiaries of the system whereas some organizations hold the 
roles of a public agency for the production of public services. In public 
governance literature, this distinction is associated with the beneficiary 
or client role of citizens in traditional public administration and new 
public management regimes, and the co-producer role of citizens in new 
public governance systems (Osborne and Strokosch, 2010). 

4.3. Governance at macro-level 

Macro-level governance focuses on how rules and norms that derive 
from the constitutional, cultural, historical, and legal foundations of that 

institution affect the organization, accountability, and control of the 
blockchain-based system in realizing policy goals and functions. Macro- 
level governance choices serve as “embedded traits” that act as param
eters on both individual and organizational decision-making (Wil
liamson, 1993). More specifically, how the decision-making rights are 
distributed across network actors, what type of accountability mecha
nisms are in place, and who controls and oversees the implementation 
processes fall under the scope of macro-level governance decisions. 

4.3.1. Organization of governance 
The choices about the organization concern with the distribution of 

roles in governance decisions within the blockchain network. Here, we 
identify four different approaches, namely, centralized, semi-centralized 
(or hybrid), polycentric, and decentralized forms of governance. 
Centralized governance refers to those where a specific group of people 
or organizations make the governance decisions, and the decision- 
making processes can be organized through off-chain or on-chain pro
cesses. A semi-centralized or hybrid governance is when some gover
nance decisions (e.g. conflict resolution) are taken only by a centralized 
board of directors, and some other governance decisions (e.g. concern
ing the network of users or platform functions) can be taken with an 
additional on-chain voting procedure by the platform users. Here, the 
impact of the users’ vote can vary on the actual implementation of de
cisions. For example, an absolute or qualified majority in a caucus of 
users can be required, or different weighting options can be used for the 
result of voting processes to supplement decisions taken by the board of 
directors. 

In polycentric governance, different clusters of actors (e.g. miners, 
developers, nodes) hold different roles and responsibilities in blockchain 
governance, and governance necessitates taking into account what the 
others are doing (Stephan et al. 2019). In a decentralized structure, 
governance processes are not dominated by a single actor or a group of 
actors, rather the decisions are taken by the majority of users operating 
in the blockchain network either through on-chain voting processes or 
coordinated mining action. Here the choice architecture of voting pro
cesses and the openness of propositions to the public may influence the 
decentralized nature of the governance structure. Furthermore, in open- 
source decentralized systems, improvement proposals and DApps can be 
introduced directly by network users without the interference of an 
intermediary actor (e.g. developers). 

It is important to underline that certain organizational structures 
may have different affinities for particular governance choices at micro 
or meso levels. For example, while centralized governance might be 
more suitable for permissioned blockchain-based systems, polycentric or 
decentralized governance may be more suitable for permissionless sys
tems. Or, while PoA may be more suitable to semi-centralized systems, 
PoS and PoW may be more suitable to polycentric or decentralized 
systems. It is also possible that the power relations of actors may alter an 
initially different-looking governance structure into another. For 
example, if on-chain governance processes in PoW or PoS-based systems 
are dominated by a few large operators who control most of the mining 
resources and/or token holdings, an initial decentralized governance 
structure may act as a semi-centralized or polycentric governance 
structure. Or, if off-chain governance processes are dominated by a few 
specialized influential players, a centralized governance structure may 
act like a semi-centralized or polycentric structure. 

4.3.2. Accountability of governance 
Accountability is about how rules in governance (e.g. dispute reso

lution, change management) are regulated and enforced. Following 
Treib et al.’s typology (2007), four forms of accountability mechanisms 
can be identified in blockchain governance: coercion, voluntarism, tar
geting, and framework regulation. These four types are distinguished 
along two dimensions: the type of instruments applied (legally binding 
legislation or soft law) and the approach to enforcement (flexible or 
rigid). 

9 In 2020, Ethereum launched a series of upgrades called Ethereum 2.0, 
which includes a transition to PoS. 
10 For example, during the initial design process of EBSI, the European Com

mission announced its intention to avoid PoW for the anticipated system (Eu
ropean Blockchain Partnership 2019). 
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Coercion is characterized by binding regulative instruments pre
scribing detailed and fixed standards in the implementation. In the 
blockchain context, coercion can be captured by the concept of lex 
cryptographica (de Filippi & Wright, 2018). Lex cryptographica means 
that the rules of exchanges are inbuilt codes, and as such code becomes 
the law in blockchain governance. Through the use of smart contracts, 
rewards and sanctions are executed automatically creating a determin
istic system of governance. The challenge with transposing law into code 
is that codes are written ex-ante, in strict and formalized language, and 
therefore, code-based rules need to be predictable and leave no room for 
interpretation (de Filippi & Wright, 2018). This inherently limits the 
applicability of code-based rules in areas where the contingencies and 
conditionalities cannot be determined a priori. 

Voluntarism is based on legally non-binding instruments and defines 
broad goals in implementation. In the blockchain context, this mode of 
governance is captured by soft forks. A soft fork does not change the 
structure of blockchain, but it modifies the functions of blockchain. The 
implementation of a soft fork relies on the coordinative action of the 
majority of users to implement the suggested changes. The changes enter 
into force only if the majority of the network’s mining power adopts 
them. Otherwise, the soft fork fails, and the old chain remains un
changed. In the case of political dissonance among different groups of 
users in a blockchain network, a soft fork presents a flexible instrument 
to modify the system. For example, when no political consensus was 
achieved among the blockchain community to change the Bitcoin block 
size (i.e. the 1-megabyte rule), a segregated witness through a user- 
activated soft fork was used. Given the consensus rules of Bitcoin are 
controlled by the economic majority, the economic majority was able to 
activate segregated witness on their own, bypassing the blocking miners. 

Targeting uses non-binding recommendations but unlike volunta
rism, it relies on detailed descriptions for regulations. In the blockchain 
context, targeting practices are often used for the introduction of 
improvement proposals and DApps in a blockchain network. Through 
improvement proposals (e.g. BIPs), anyone can suggest software 
changes, which are subsequently evaluated and debated by the network 
community. If the proposal reaches community consensus, it is consid
ered final. In the implementation of improvement proposals, users ex
ercise agency in deciding whether to install new software or not. 

Finally, framework regulation creates binding rules for users but 
unlike coercion, users have freedom of choice whether to accept the 
policy options or not. This accountability mechanism in the blockchain 
context is best captured by hard forks. A hard fork occurs when a rule 
change is adopted in blockchain protocol and the nodes of the newest 
version of a blockchain no longer accept the older version of the 
blockchain. In the case of a hard fork, all nodes are meant to work by the 
new rules to upgrade their software. Otherwise, a permanent split from 
the previous version of the blockchain occurs and two different block
chains are created. A famous case of hard fork occurred in the Ethereum 
blockchain following the DAO hack in 2016, where $50 million worth of 
funds held by the platform was hijacked by exploiting a bug in the 
system (Finck, 2018). Following the hack, a philosophical debate broke 
out in the community about the right course of action. The non- 
intervention faction argued that changing the code would undermine 
the immutability of the code and thereby the ‘code is law’ notion of the 
governance system. The others argued rewriting the transaction history 
by creating a hard fork in the system to reduce the likelihood of judicial 
action. Eventually, a hard fork was accepted by the majority of the 
miners, creating effectively a new chain based on the older version of the 
transaction history before the hack occurred (Finck, 2018). Yet, the split 
resulted in the creation of two blockchains, namely Ethereum Classic 
and Ethereum. 

4.3.3. Control of governance 
The control of governance is about what type of control mechanisms 

are placed in the implementation of governance decisions and to what 
extent the governance decisions are automated. Control mechanisms can 

pertain to systemic changes (e.g. hard and soft forks), rules of opera
tions, or system functions (e.g. DApps). Especially, automation of 
governance decisions and processes in blockchain governance is an 
important issue in the public sector. Based on the theoretical and 
empirical cases, we identify three possible forms of automation in 
blockchain governance: fettered governance, semi-autonomous gover
nance, and automated governance. 

In fettered governance, human agents hold all decision rights, and 
the decisions are implemented by the consent and collaborative actions 
of actors. Currently, most of the blockchain platforms operate on fet
tered governance, where the operations (e.g. verification, order of 
transactions, voting, etc.) are controlled by humans, be it centralized or 
decentralized. 

In semi-autonomous governance, we expect automated agents to 
supply certain governance functions. Here the access to off-chain data 
through oracles,11 and convergence of platform functions with other 
digital technologies such as AI and IoT can supplement the role of 
automated agents. For instance, through the injection of AI technologies 
in blockchain networks, it is possible to improve the capacities of smart 
contract management and to introduce more efficient mining processes 
to reduce energy consumption (Hassani, Huang, & Silva, 2018). A case 
in point is QTUM blockchain, where in the case of problematic gas prices 
for certain operations (e.g. higher prices for processing blocks than 
creating them), smart contracts can temporarily increase the gas prices 
for the problematic operations to mitigate malign attacks on the 
network. These so-called decentralized governance protocols (DGP) 
provide an alternative to hard and soft forks for hotfixes without dis
rupting the user experience (Bosankic, 2018). 

In automated governance, new digital technologies and advanced 
data analytics techniques supplemented by exogenous data sources can 
create complex automated governance mechanisms. Here, we expect the 
human agency to be in a more beneficiary position while networks of 
machines and complex algorithms regulate transactions according to the 
changing environmental conditions. For example, the terra0 project in 
the Netherlands aims to create self-governing ecosystems for the man
agement of publicly owned natural resources such as forests by utilizing 
remote sensing, AI, token and blockchain technologies.12 The project 
envisions a DAO, where the satellite imagery through smart contracts 
designates the trees that can be harvested before damaging the forest too 
much, and that automatically trades licenses to cut the trees to vendees. 
The generated income is used to purchase shares of land from the actual 
landowners in the form of tokens, creating a non-human owned property 
capable of utilizing its own economic unit. 

A decision toward the removal of the human element is closely 
linked with the embedded public values in public sector organizations 
and the sectoral area of application. The salience of efficiency and cost- 
effectiveness principles may insinuate the replacement of certain func
tions and organizations in public services with non-human controlled 
DAOs or automated agents. Yet again, replacing a large number of public 
sector organizations and administrative positions with automated 
agents may be politically unfeasible. One downside of non-human 
controlled DAOs is that the notion of accountability can be blurred in 
public management. Here, the cultural and behavioral reservations may 
suggest certain roles and decisions that can be automated to be left in the 
hands of actual people. Furthermore, the adaptation of automated so
lutions needs to comply with the existing capacities and practices at the 
societal level concerning digital governance. A core consideration here 
is assessing to what extent people can manage their digital identities and 
assets and whether they need custodian organizations in public 
governance. 

11 Oracles are third-party services that bridge external information in a 
blockchain network  
12 For details, see https://terra0.org/ 

E. Tan et al.                                                                                                                                                                                                                                      

https://terra0.org/


Government Information Quarterly xxx (xxxx) xxx

9

5. Conclusion 

In this article, we addressed what governance decisions are needed to 
design a blockchain-based system in the public sector, and how 
contextual factors in the public sector shape available choices in 
blockchain governance. To answer these questions, we have reviewed 
the conceptualization of blockchain governance in different disciplines 
and developed a novel conceptual framework to analyze blockchain 
governance in the public sector. Our categorization of blockchain 
governance was stemmed from a systematic literature review and we 
used public management concepts and theories in elucidating the 
governance choices in the design of blockchain-based systems. Our 
framework suggests that blockchain governance in the public sector 
entails design decisions concerning the infrastructure architecture, 
application architecture, interoperability, decision-making mechanism, 
incentive mechanism, consensus mechanism, organization, account
ability, and control of governance. 

We render the contribution of this article to the literature in two 
ways. First, despite the widespread interest in the use of blockchain in 
the public sector, and the challenges concerning governance, in partic
ular, the academic production in the field of public administration about 
the topic has been conspicuously missing. We aimed to address this gap 
and to our knowledge, this article is the first of its kind which in
vestigates how blockchain-based systems can be governed in the light of 
the knowledge base in public administration literature. 

Secondly, the conceptualization of governance in blockchain litera
ture is fragmented and we found that a more cohesive framework is 
needed to systematically analyze the implications of governance de
cisions in the design of blockchain-based systems. By demonstrating the 
policy implications of governance choices from micro to macro level, we 
have sought to provide a primer for researchers and practitioners on 
blockchain governance. In this article, we applied this framework into 
the public sector context, but we presume, nonetheless, the applicability 
of the framework in other sectoral areas as well. 

There are several key takeaways from our analysis for the system 
designers and decision-makers interested in applying blockchain-based 
solutions in public management. First, policymakers and system de
signers need to reflect upon the interlinkages between the levels of 
governance and assess the implications of choices at one level to other 
levels of governance. For instance, a possible policy aim of building trust 
in policymaking may require a more decentralized form of governance 
that can in return influence the choices at micro and meso level of 
governance. Our model does not predicate a hierarchy of importance 
among different levels of governance nor prioritize a governance deci
sion over others. Furthermore, our model does not assume a particular 
sequence in assessing the implications of governance decisions for pol
icymaking (e.g. going from micro-level to macro-level governance). Our 
model provides a systematic tool to assess the governance implications 
of policy choices and preferences of decision-makers in a holistic 
manner. We expect the importance and the necessity of certain gover
nance decisions to vary according to the context and the sectoral area of 
application. 

Secondly, legislative, market, political-administrative, and socio- 
technological framework conditions in particular sectoral areas (e.g. 
health, security, education) may accentuate certain choices in block
chain governance. The neoinstitutionalist theories suggest that cost- 
benefit calculations (e.g. financial cost, transaction cost, political cost, 
etc.), norms and values (e.g. legitimacy of actors, preservation of au
tonomy, transparency, and accountability, etc.), and path dependency 
concerning technological infrastructure (e.g. crossroad databases in 
Belgium, KSI in Estonia) are some ways whereby institutional factors 
may play a determinant role on governance choices. The existence or 
absence of a regulative framework concerning data privacy (e.g. GDPR, 
healthcare data regulations), token technology, smart contracts, DAOs, 
and AI are other key institutional factors that can influence governance 
decisions. 

Thirdly, blockchain governance is innately not agnostic nor apolit
ical. Design choices made by system designers at the micro level or the 
power dynamics across the blockchain network make accentuate certain 
governance choices over others. Furthermore, the use of blockchain 
technology in the public sector likely requires the government and 
public sector organizations to give up certain prerogatives in public 
management. To what extent the government needs to give up its pre
rogatives through blockchain technology is associated with the level of 
trust vested in the public sector organizations and society. 
Permissionless-public blockchains are expected to be desirable in public 
service areas where there is a low level of trust among users (Meijer & 
Ubacht, 2018). However, the literature on trust suggests that when there 
is a low level of trust in society or other stakeholders, decision-makers 
are more disposed to keep the control through direct or indirect 
means (Bijlsma-Frankema & Costa, 2005). Therefore, we strongly 
recommend further research on elucidating the relationship between the 
trust in the public sector and the choices of policymakers toward more 
decentralized and automated governance designs in blockchain-based 
systems. 

Recently, there is a growing interest in the governance of blockchain- 
based systems spearheaded by computer sciences, economics, and law, 
but the literature is still in its infancy. For the systematic literature re
view, we selected only the high-quality publications, but the repetition 
of the analysis including the grey literature and technical reports can 
provide a wider pool of samples and thus further insight on the ap
proaches to blockchain governance. Moreover, there is a need for more 
empirical research on the subject as well as combining the research in 
computer sciences with administrative and social sciences to further this 
debate. Given the multi-faceted and across-the-disciplines nature of the 
governance challenges, it is particularly complex for public sector or
ganizations to decide on ‘when blockchain is an appropriate technology 
in public management?’ and ‘how blockchain-based public services can 
be governed?’. An interdisciplinary, holistic approach to these questions 
is essential, as the future of blockchain technology in the public sector 
depends on the syntheses of technological, political, societal, manage
rial, and legal solutions. Therefore, it is critically timely and societally 
relevant to research how and to what extent blockchain technology can 
transform the public sector. 
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