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Abstract

An important domain in which children’s rights are reconfigured by internet use, is digital
advertising. New advertising formats such as advergames, personalised and native
advertising have permeated the online environments in which children play,
communicate and search for information. The often immersive, interactive and
increasingly personalised nature of these advertising formats makes it difficult for
children to recognise and make informed and well-balanced commercial decisions. This
raises particular issues from a children’s rights perspective, including inter alia their
rights to development (Article 6 UNCRC), privacy (Article 16 UNCRC), protection against
economic exploitation (Article 32 UNCRC), freedom of thought (Article 17 UNCRC) and
education (Article 28 UNCRC). The paper addresses this reconfiguration by translating
the general principles and the provisions of the United Nations Convention on the Rights
of the Child into the specific context of digital advertising. Moreover, it considers the
different dimensions of the rights (i.e. protection, participation and provision) and how
the commercialisation affects children and how their rights are exercised.
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1. New forms of digital advertising reconfigure children’s rights

Across the world, children are engaging in digital environments in which they play,
communicate and search for information. According to LIVINGSTONE et al., ‘an estimated
one in three of all Internet users in the world today is below the age of 18’ (Livingstone et
al. 2015). Children are early adopters of information and telecommunications
technologies, which have a crucial role in empowering them by enabling communication
and education. They access the web via their own devices or ask their parents to borrow
theirs to go online. Since the creation of the United Nations Convention on the Rights of
the Child (“UNCRC”), there has been general agreement concerning children’s entitlement
to fundamental rights that are of importance in the (digital) media environment (Lievens
2014). The Council of Europe highlights in its Strategy on the Rights of the Child (2016-
2021) that information and communication technologies affect the enjoyment of their
fundamental rights (Council of Europe 2016a). Indeed, the digitisation of children’s media
lifeworlds significantly influences not only how they can exercise their rights, but also
how these rights may be supported or neglected (Third et al. 2014). Every children’s right
now has a digital dimension and as such the principles and provisions of the children’s
rights framework should be looked at through a digital lens (UN Committee on the Rights
of the Child 2014; Lievens et al. 2018).

An important domain in which children’s rights are reconfigured by internet use, is
advertising and marketing (Livingstone et al. 2015). Children are an attractive target
group for advertisers, as they not only represent the primary market (i.e. they can
purchase products or services with their weekly allowance), but also the secondary
market (i.e. influence on their parents’ purchasing behaviour) and even the so-called
future market (i.e. themselves as adults with full commercial decision-making capacities).
From a very young age, they already display some level of brand consciousness, even
starting from the age of 2 years old (Gunter 2016). Accordingly, advertisers and
marketers target children from the earliest stages of their lives, transforming children
into child-consumers.

The persuasive tactics employed by the advertising industry become ever more
sophisticated, and it is difficult for children to recognise commercial messages from
editorial content online. Furthermore, due to technological advancements and increasing
computational capacities, children are being tracked online and their personal data is
used to target them with personalised commercial messages. This commercialisation of
children’s digital environments impacts not only how children can exercise their rights
but also how these rights may be protected, promoted or neglected. In order to address
this reconfiguration of children’s rights and adapt to the new reality - children as early
adopters of new technologies accessing commercialised digital environments for play,
communication and information from a very young age - a specific interpretation of the
relevant provisions of the UNCRC framework is needed.



2. Persuasive tactics in the digital era

The most significant difference between traditional and digital advertising lies in the type
of persuasive tactics that are employed. Traditional formats (e.g. TV commercials)
primarily spread factual or propositional messages, for instance by focusing on the
product quality and characteristics (Moore and Rideout 2007). In addition, certain
persuasive tactics are used, including inter alia repetition and linking them to positive
stimuli such as humour (Rozendaal, Buijzen, et al. 2011). Conversely, new formats (e.g.
advergames, sponsored content on social media) employ more subtle tactics. According
to DE PAUW et al,, these tactics function at preconscious level (i.e. unrepressed and easily
recalled), and rather than aiming to inform consumers about products and services they
attempt to effectuate a better brand recall and attitude (De Pauw et al. 2017). This is
achieved through constant exposure to brands or products, as well as through implicit
persuasion by what NAIRN and FINE define as a ‘positive affect transfer’ of amusing and
captivating media content to the brand or product it integrates (Nairn and Fine 2008).
The specific tactics of new forms of digital advertising, including their (1) immersive, (2)
interactive, (3) personalised nature as well as (4) their emotive appeal, are particularly
appealing to children (Nairn and Fine 2008; Buijzen et al. 2010; Daems and De Pelsmacker
2015; Zarouali et al. 2016). They allow for a more effective persuasive commercial
message, as they positively influence children’s attitudes towards products or brands and
have a real impact on their purchasing decisions. In light of this, it remains crucial for
children to be able to recognise and understand the persuasive tactics of these new forms
of digital advertising.

A first widespread persuasive tactic in this area is the fluid integration of commercial
messages into non-commercial content (i.e. a programme or editorial content). Although
this process of convergence has started quite some time ago, it reached new heights
within the digital environment (Grimes 2008). The idea behind integration is that
commercial communication is most effective when the consumer does not recognise it as
such (Calvert 2008). When children are exposed to branded environments for an
extended period of time, the lines between advertising and programme content are
blurred (Daems and De Pelsmacker 2015). By seamlessly integrating the commercial
message in the storyline and the images of the media content, potential irritation or
resistance on the child’s behalf may be bypassed. Indeed, integrated advertising
techniques avail themselves of the fact that consumers are unable to entirely ignore the
commercial message, as it is inherently linked with the informational element (Hellemans
et al. 2015). The societal impact of the blurred lines between commercial and non-
commercial content is significant. Consumers may experience greater difficulties when it
comes to recognising the persuasive commercial messages, which undermines their
ability to process the message critically (Rozendaal, Lapierre, et al. 2011; Cauberghe et al.
2012). According to the Organisation for Economic Cooperation and Development
(“OECD”), ‘Children have insufficient understanding of how Internet content is produced
and financed, which is also a reason why they have difficulties critically assessing
advertising messages’ (OECD 2012). This trend in digital advertising has become even
more popular due to consumer fatigue and immunity to traditional digital advertising
(such as display ads) and the increased use of ad blocking technologies (Clifford and
Verdoodt 2016).



Secondly, advertising formats that are highly interactive such as advergames or branded
mobile applications have proven to be an extremely useful tool for advertisers and in
particular when targeted towards children. Such techniques allow for the development of
a positive product or brand association through the delivery of fun interactive content
(Nairn and Hang 2012; Cheyne et al. 2013). As a result, children are no longer merely
passive receivers of commercial messages. Instead, they become actively involved in the
advertising process for instance by creating or sharing content themselves or by
networking with peers (Montgomery and Chester 2009; Daems and De Pelsmacker 2015).
Indeed, advertisers stimulate young consumers to share and create content in order to
promote their own brands, products and services within children’s personal networks
(Daems and De Pelsmacker 2015) (for instance, children are encouraged to create and
share Tik-Tok videos of brand songs with their friends).

Moreover, digital advertising has become increasingly personalised and advertisers are
progressively interested in the personal information of their young customers (EDPS
2012; Global Privacy Enforcement Network 2015). Advertisers target children with
personalised advertisements and tailor their marketing campaigns based on children’s
online behaviour. The commercial message can be transmitted more effectively as
advertisers can respond explicitly to a specific user’s developmental level and knowledge
base. This is a distinct advantage when it comes to building a strong and lasting personal
interaction and connection with the child consumer (Cauberghe et al. 2012).
Furthermore, as children are now tracked and monitored in their daily lives, they are also
targeted based on their location (i.e. real-world behavioural targeting). Especially
adolescents, a group of avid social media users, are frequently exposed to behavioural
advertising on social media platforms.

Finally, although one can argue that all commercial communications to a certain extent
aim to have an emotional effect, this is especially the case with newer forms (and in
particular with interactive and/or personalised forms of digital advertising). Important
to note is that highly affective media content does not motivate children to process the
content critically. Indeed, as children need all their cognitive capacities to process and
understand the media content, they do not have the capacity to critically evaluate the
commercial message (An and Stern 2011; Rozendaal, Lapierre, et al. 2011; Waiguny et al.
2014).

The sophistication and effectiveness of these new trends in digital advertising aimed at
children paired with children’s lower level of advertising literacy has significant
implications from a children’s rights perspective. Advertising literacy entails the skills,
knowledge and abilities of children to deal with ads, including their knowledge of the
persuasive intention of advertising in general, their affective attitude towards advertising
(i.e. like or dislike) and their ability to develop an opinion regarding the appropriateness
of specific advertising formats (Cauberghe et al. 2016).

3. Gaps in the regulatory framework for digital advertising

Although the aim of this article is to provide insights into the role of children’s rights in
regulating digital advertising, a brief account of the issues associated with the existing EU



regulatory framework for commercial communications is given to provide some
additional context. At the EU level there are several legislative and self-regulatory
initiatives imposing a myriad of obligations on advertisers, first and foremost with regard
to the identification of commercial communications, but also with regard to the content
of the commercial message or the use personal data for advertising purposes. Relevant
instruments at EU level include for instance the Audiovisual Media Services Directive, the
e-Commerce Directive, the Unfair Commercial Practices Directive and the General Data
Protection Regulation (for a complete overview see (Verdoodt 2018)). Aside from this,
the advertising industry has been very active in developing self-regulation. However, the
multitude of rules and obligations does not mean that, automatically, the level of
protection and empowerment of children is high.

In earlier research, it has been argued inter alia that the existing protections for children
in the context of new forms of commercial communication often revolve around
identification and transparency requirements, essentially allocating much of the
responsibility with children and their parents (e.g. advertisers have to label commercial
messages, but it is up to children and parents to recognise and understand the meaning
of these labels) (Verdoodt 2018; Verdoodt et al.,, 2016). Moreover, with regard to the
processing of children’s personal data for advertising purposes, the General Data
Protection Regulation provides specific protection for children, but it remains unclear
what this specific protection will entail in practice. The framework also does not contain
a definition of a ‘child’, leading to uncertainty regarding the age group(s) to which certain
protection measures should apply (Lievens and Verdoodt 2017; Verdoodt and Lievens
2017).

In light of this, it can be questioned whether the current regulatory mechanisms reflect
commitments made by signatories to the United Nations Convention on the Rights of the
Child. More specifically, several children’s rights and principles are relevant in the context
of digital advertising aimed at children. In the following section, these rights and
principles are translated into standards for the regulatory framework for digital
advertising.

4. Translating the UNCRC in the context of digital advertising
4.1 Overarching principles that form a child rights perspective

In the context of the UNCRC, the role of States lies in fulfilling clear obligations to each and
every child. According to the UN Committee on the Rights of the Child (“UNCRC
Committee”), States should develop a child rights perspective throughout their
government, parliament and judiciary to achieve an effective implementation of the
Convention (UN Committee on the Rights of the Child 2003). Such a perspective should
consider the four key principles of the UNCRC, which form the basis for interpreting the
other provisions. The principles highlight the fundamental values underlying the
Convention and aim at ensuring a common philosophical approach. Each of the guiding
principles remains relevant in the context of digital advertising.



4.1.1 Children’s right to development as the core principle

Perhaps the most fundamental human right’s principle of the child is enshrined in Article
6 UNCRC, children’s right to have their lives protected from the moment of birth, as well
as their right to be able to survive, grow and develop appropriately. Article 6 is much
broader than the mere survival of the child and should be interpreted in a comprehensive
manner (Nowak 2005). Both the Convention in Article 27 and the UNCRC Committee in
its General Comment no 5 on general measures for the implementation of the Convention,
interpret development as a holistic concept, encompassing several dimensions (i.e. the
physical, mental, spiritual, moral and social dimension) (UN Committee on the Rights of
the Child 2003). Furthermore, the UNCRC Committee has often referred to development
in its jurisprudence as the process of becoming an adult, during which the child develops
‘normally’ or in a ‘healthy’ manner (Peleg 2012).

Furthermore, PELEG stresses that during the drafting process of the Convention the
discussions also focused on the desired result of the development process, namely the
fulfilment of the child’s human potential (Peleg 2012). First, the UNCRC strives for an
optimal approach, for instance with Article 29 UNCRC, which defines the aims of
education, requiring that education enables the child to develop to their fullest potential.
In this sense, it has been argued that children have ‘the right to become an optimal person’
(UN Committee on the Rights of the Child 2003; Willems 2007). Article 6 is understood as
the platform for other developmental principles enshrined in the Convention, such as the
best interests of the child and the evolving capacities of the child principles, as well as for
other rights that may enable children to reach their fullest potential, including inter alia
the right to information and freedom of thought, school and educational goals and the
right to participation in leisure and play (UN Committee on the Rights of the Child 2001;
Lansdown 2005). This perspective also recognises children as individuals and allows
taking into account their inner capacities and their opinions on what they consider to be
in their best interest (UN Committee on the Rights of the Child 2003). As there is no one
right way to develop, the right to optimal development recognises that every child has
different experiences and will therefore develop in different ways, as long as it enables
the child to fulfil his or her potential (Peleg 2012).

The optimal development theory has been contested by scholars arguing that reality
forces us to be more modest in our ambitions. A minimal approach is advocated, which
attempts to temper high expectations and to better connect with the relative autonomy of
children and their rights, and the responsibility of parents in this regard, while preventing
excessive government interference (Weijers 2014). WEIERS argues that if the optimal
development of the child is the desired outcome of the development process, it would lead
to paternalistic intervention by the government in the lifestyle and parenting methods of
parents, and in his opinion the government should only intervene when needed to
prevent damage to the development of the child. Nevertheless, LIEFAARD stresses that this
view is too narrow in light of the UNCRC and, therefore, advocates a children’s rights
approach, which takes into account children’s healthy and holistic development (as
promoted by the UNCRC), as well as the concerns of paternalism and too high
expectations of governments (Liefaard et al. 2016).



The right to development under the UNCRC also has different dimensions that need
consideration. The UNCRC Committee emphasises that children should be able to develop
the necessary life skills to face the challenges they can expect to be confronted with in real
life (UN Committee on the Rights of the Child 2001). These life skills include the ability to
make balanced decisions, resolve conflicts in a peaceful manner, be a critical thinker etc.
Thus, in order to be in line with the underlying child’s right to develop to their fullest
potential, children should be educated and empowered to cope with digital advertising
(i.e. advertising literate) so that they can grow up to be critical, informed consumers who
make their own conscious choices in today’s new media environment. However, the
sophistication, immersiveness and opaqueness of modern advertising practices provides
a significant challenge in this respect. Therefore, it can be argued that children need
protection against those advertisements that they do not recognise as such and cannot
critically process, thereby rendering it impossible for them to make a balanced
commercial decision, and ultimately having a negative impact on their right to
development. As per the UNCRC Committee,

children, as users of information technologies and recipients of information, may
be exposed to actually or potentially harmful advertisements, spam, sponsorship,
personal information and content which is aggressive, violent, hateful, biased,
racist, pornographic, unwelcome and/or misleading (UN Committee on the Rights
of the Child 2011).

The Committee further discussed this topic during its Day of general discussion on digital
media and children’s rights in 2014. During the discussions, it was suggested to align the
Committee’s position with the UN Special Rapporteur in the field of cultural rights. The
latter had recommended State parties to adopt legislation, which would ‘prohibit all forms
of advertising to children under 12 years of age, regardless of the medium, support or
means used, with the possible extension of such prohibition to 16 years of age and to ban
the practice of child brand ambassadors’ (UN Committee on the Rights of the Child 2014).
However, the child’s right to development also has an important participation dimension
that should be kept in mind. According to FORTIN, children will be unable to make a
successful transition to adulthood unless they are given opportunities to practice their
decision-making skills and are provided with a dry-run of adulthood (Fortin 2003). From
this perspective, banning all forms of advertising aimed at children would not be
compatible with the right to development. The European Parliament advocates a more
nuanced approach, by stressing that children need to be protected against harmful
practices such as aggressive or misleading advertising (e.g. advertising which encourages
overspending and the purchase of virtual goods or credits with their mobile phones)
(European Parliament (Committee on Culture and Education) 2012).

4.1.2 No discrimination in advertising or marketing

Article 2 UNCRC protects children against all forms of discrimination. It stems from the
underlying idea that all children are born with fundamental rights and freedoms and
should not be discriminated against for being children, or on any other basis (e.g. gender,
race, religion). According to ABRAMSON, the right to non-discrimination is an umbrella right
and, as such, it attaches to or forms part of other rights of the Convention (Abramson



2008). All rights apply to all children without exception, and it is up to the State to put
into place protection mechanisms and take positive actions to promote children’s rights
free of discrimination.

In a commercial context, the principle requires equality of children as consumers, who
need to be protected from (age) discrimination in access to inter alia facilities, services,
information and goods. VAN DER HOF and PRINS warn in this regard that profiling and
personalisation techniques allow service providers to restrict access to certain services
to specific (groups of) consumers, such as minors or consumers with alow level of income
(van der Hof and Prins 2008). Moreover, personalisation may result in differential
treatment of consumers, for instance through price differentiation (van der Hof and Prins
2008; Kirsch 2011) or by restricting consumer choice and diminishing preferences (van
der Hof and Prins 2008). The media and advertising industries have an important role to
play in facilitating access to the digital commodities children need to exercise their
participation rights (e.g. right to freedom of assembly, right to freedom of expression and
information).

Another element to consider is that marketing and advertising campaigns, both offline
and online, often contain stereotypes and discriminatory messages (for instance based on
gender). Children are particularly vulnerable to such practices as they learn by imitation
and mimicking and, as such, discrimination in advertising may have a significant impact
on children’s development and how they view themselves. In order to battle gender
discrimination in digital media, the COUNCIL OF EUROPE recently called on the Member
States to take action and promote equality. The advertising industry, as well as providers
of new media such as social networks or video-sharing platforms may also play an
important role here (Council of Europe, Parliamentary Assembly 2016).

4.1.3 The best interests of the child as a primary consideration for advertisers

Article 3 UNCRC requires that the best interests of the child shall be a primary
consideration in all actions concerning children. As such, the principle requires
governments, public and private bodies to conduct child impact assessments and evaluate
the impact of any proposed law, policy or decision on children’s rights (UN Committee on
the Rights of the Child 2003), including rules on digital advertising. According to EEKELAAR,
best interests should be understood as:

Basic interests, for example to physical, emotional and intellectual care,
developmental interests, to enter adulthood as far as possible without
disadvantage; autonomy interests, especially the freedom to choose a lifestyle of
their own (Eekelaar 1994).

The UNCRC Committee clarifies that a best interests assessment consists in ‘evaluating
and balancing all elements necessary to make a decision in a specific situation for a
specific individual child or a group of children’ (UN Committee on the Rights of the Child
2013c). The principle also requires that States must ensure that the best interests of the
child are taken as a primary consideration in decisions and actions undertaken by the
private sector. In the context of digital advertising, this could be interpreted as requiring



that the parties involved in the advertising chain must consider the best interests of
children when developing advertising and marketing campaigns targeting this particular
group of consumers (Verdoodt and Lievens, 2017).

4.1.4 Consulting children in the development of digital advertising campaigns

The fourth guiding principle of the children’s rights framework can be found in Article 12
UNCRGC, the right to be heard. The principle entails that children should be able to actively
participate in the promotion, protection and monitoring of their rights. The UNCRC
Committee explains that this means that children should have a voice in the decision-
making, policymaking and the preparation and evaluation of laws and measures
concerning them (UN Committee on the Rights of the Child 2009). The notion of
participation highlights the need for dialogue and information-sharing between children,
adults and other stakeholders, so that children can learn how their views can shape the
outcome of such processes. The second paragraph of Article 12 requires that children’s
views need to be given due weight in accordance with their age and level of maturity. In
other words, if the child matures, his or her views shall have increasing weight, for
instance in the assessment of a child’s best interests (UN Committee on the Rights of the
Child 2013c). To achieve children’s participation online, they should not only be consulted
when developing legislation or policies (e.g. initiatives fostering safe use of digital media),
but also when setting up services and other measures relating to digital media and ICT,
and hence by the industry (UN Committee on the Rights of the Child 2014). This also
applies to advertisers, who need to consult children when developing digital marketing
campaigns for children (e.g. in the context of personalised advertising this means
consulting children when carrying out a data protection impact assessment) (Verdoodt
and Lievens, 2017). The age and level of maturity of the child will also play an important
role in such an assessment.

5.2  Children’s rights reconfigured by new forms of digital advertising
5.2.1 Children’s autonomy and commercial decision-making
a) Influencing children’s decision-making through advertising

New advertising and marketing techniques have an increasing impact on society’s
cultural values as well as individuals’ beliefs and aspirations (e.g. food consumption,
tastes, beauty canons). In this regard, the UN General Assembly Special Rapporteur in the
field of cultural rights reports that

the dominance of specific narratives and world views promoted through
commercial advertising and marketing in public spaces, family and private
spheres, combined with an increased deployment of techniques that may influence
people at a subconscious level, raises particular concerns in terms of freedom of
thought, opinion and, more widely, cultural freedom (Shaheed 2014).

Children’s right to freedom of thought, conscience and religion is enshrined in Article 14
UNCRC. As part of their development process, children need access to information to form
and formulate their opinions. The practical implementation of the freedom of thought is,



therefore, intertwined with other children’s rights such as inter alia the right to access to
mass media sources and right to freedom of expression. Article 14 is aimed at state
parties, who must ensure the specific right for children, by adopting legislation and taking
measures (Brems 2006). Significant to note, is that restrictions on the freedom of thought
are not allowed, contrary to for instance the freedom of expression (Hodgkin and Newell
2007).

Children may face the risk of being manipulated if it is unclear to them that certain
information, content or entertainment is in fact a persuasive commercial message. An
illustration can be found in children’s changing food choices, as research has revealed that
children who played advergames promoting less healthy foods were more likely to select
less healthy food options than those who played advergames promoting healthier food
options, which may lead to long term health concerns such as obesity (Montgomery and
Chester 2009). Furthermore, it has been argued that the ubiquity of commercial messages
in children’s lives and the promotion of lifestyles based on consumption may lead them
to become more materialistic and attach more value to money (Opree et al. 2014).
According to ARNOULD and THOMPSON, individual consumers (including children) operate
within a sociocultural, economic and political framework that shapes their thinking
patterns and feelings in the marketplace (Arnould and Thompson 2005). New advertising
and marketing techniques arguably help shape this framework for children from a very
young age. In this regard, the Special Rapporteur also underlines the potential risk of
normalising commercialisation when embedding marketing and advertising programmes
in the school environment (Shaheed 2014). To conclude, it is contented that advertising
calls into question children’s ability to make informed commercial decisions, which may
have long-lasting effects on their development. The influence that digital advertising may
assert over children’s decision making, necessitates an assessment of the means used by
the advertising industry, considering children’s rights, including their right to freedom of
thought.

b) Targeting children with personalised advertising

The right to privacy is crucial in a digital media environment, where advertisers target
children with commercial messages in their personal sphere, through their mobile
phones, tablets, or even their connected toys. Article 16 of the UNCRC protects children
from arbitrary or unlawful interferences with their privacy, family, home or
correspondence, nor should there be unlawful attacks on their honour and reputation,
which is considered inherent in any truly democratic society. This entails interferences
by state authorities as well as private organisations (Hodgkin and Newell 2007).
Moreover, paragraph 2 stipulates that there should be legislation in place which protects
children against such interferences.

The advancements in internet technologies have led to the further commercial
encroachment on children’s private sphere (Verdoodt et al. 2016). Increased computing
capabilities allow commercial entities to profile children’s online behaviour and
preferences, based on which children are targeted with tailored advertisements. It has
been argued that the right to privacy has different dimensions in the digital environment
which need to be considered, namely a protection and participation dimension (Lievens
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et al. 2018). On the one hand, children’s private lives should remain free from
unreasonable constraints from the State or from other actors such as commercial entities
online. In relation to the latter, children often do not grasp the scope of the underlying
data processing activities and business models of online actors. According to the OECD,
children lack the awareness and capacity to foresee the potential long-term privacy
consequences of the disclosure of their personal data online (OECD 2012). Moreover,
research has shown that children generally consider themselves having a right to privacy
online from their parents or peers (i.e. social privacy), rather than from the State or
commercial intrusion (e.g. tracking for behavioural advertising purposes) (Lievens et al.
2018). As a result, they form a particularly vulnerable group of online users that require
protection.

On the other hand, the right to privacy has an important participatory dimension, as it is
essential for individual autonomy and self-determination, and a precondition of
participation. This relates to having control over the aspects of the identity one wants to
project to the outside world, or according to ROUVROY and POULLET more fundamentally

the capacity of the human subject to keep and develop his personality in a manner
that allows him to fully participate in society without however, being induced to
conform his thoughts, beliefs, behaviours and preferences to those thoughts,
beliefs, behaviours and preferences held by the majority (Rouvroy and Poullet
2009).

In other words, the right to privacy, together with the right to data protection (Article 8
Charter of Fundamental Rights of the EU), aim at safeguarding the human capacity for
reflexive self-determination (Richards 2016) and, as such, also link to the child’s
participation rights to freedom of expression and freedom of thought. In this regard,
SAVIRIMUTHU warns that the increased role of algorithms in defining children’s consumer
experience should not disregard the value of a child’s emotional space, which should not
be subject to the inside the box-thinking that constitutes profiling-based decisions
(Savirimuthu 2014). Profiling and behavioural targeting have the capacity not only to
compartmentalise children, but also to shape their preferences and interests accordingly,
ultimately affecting their autonomy and development (Verdoodt and Lievens 2017). The
right to development in such a digital and commercialised setting entails that children'’s
basic needs are fulfilled, so that they can develop into independent adults. According to
ARIELY and BERNS, the creation of profiles has a potential negative impact on the
development of children, as the collection and use of personal data for the purpose of
profiling may undermine children’s rights to experiment freely with and critically reflect
upon their interactions, as the digital environment they are exploring and are
communicating in is no longer free of supervision and tracking (Ariely and Berns 2010).
In that regard, the lack of children's control over the management of their personal data
also affects their ability to develop, learn and experiment with their own identity
(Savirimuthu 2014).

In this context, there is an important tension between participation and protection, which
States should keep in mind when developing guidance documents and policies for the
processing of children’s personal data. On the one hand, States should develop guidelines
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for increased transparency and raise awareness of profiling activities and behavioural
advertising, both amongst children and parents. On the other hand, States should consider
default limits to the processing of children’s personal data for the creation and use of
profiles. Here too, the age and level of maturity of the child will play an important role
(Verdoodt and Lievens 2017). Companies collecting children’s personal data for
advertising purposes must also take their responsibility (Montgomery and Chester 2015)
and carry out a thorough data protection impact assessment with attention to the
interests and rights of children. Finally, it should be kept in mind that parents keeping
track of a child’s use of the Internet and other new media or their digital correspondence,
for instance through software, could constitute a violation of the child’s right to privacy
(Lievens 2010). When deciding on the use of such paternalistic measures, parents should
take the child’s best interests into consideration, and consult the child about the
information that is disclosed to their parents, in accordance with their age and maturity.

c) The increased commercialisation of children’s digital media and play

Over the years, the digital environment has evolved into an important gateway to
information, communication and entertaintment for children (Council of Europe 2016b).
The increased commercialisation of this environment significantly impacts a number of
children’s rights.

First, children have a right to access to a diversity of media and information under Article
17 UNCRC. This article requires States to provide children with access to ‘information and
material from a diversity of national and international sources, especially those aimed at
the promotion of his or her social, spiritual and moral well-being and physical and mental
health’. The reasoning behind this provision is that for the exercise of other fundamental
rights (e.g. the right to freedom of expression, the right to be heard), children need to have
access to media and information. According to WHEATLY SACINO, the essence of Article 17
is the diversity in mass media sources, and State’s duty to ensure that children and
adolescents have access to ‘a variety of producers and disseminators of movies, television
and radio programs, books, magazines, the Internet and other mass media
communications’ (Sacino 2011). In addition, States have a series of obligations for
encouraging other actors to produce and distribute material that promotes children’s and
adolescents’ well-being, which arguably could include the advertising industry. The
increased commercialisation of children’s digital media poses certain challenges for the
implementation of Article 17 in practice. First, digital media may transmit commercial
messages that are harmful to children (i.e. protection). For instance, when harmful
products or services are promoted, such as gambling, alcohol or unhealthy foods, or when
portraying unrealistic body images (UN Committee on the Rights of the Child 2013a).
Second, the increased personalisation of digital services and tailoring advertising
messages on the basis of personal data may in practice result in a restricted consumer
choice (i.e. provision). Finally, Article 17 also requires States to provide children with age-
appropriate information on their rights (i.e. provision), which may be difficult to achieve
in practice. To overcome such challenges, States are encouraged to pursue a proactive
policy that stimulates the cultural, educational and informational potential of media when
it comes to children, not only in relation to media content, but also regarding advertising
aimed at them (Voorhoof 1994). Such a policy should focus inter alia on protecting the
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child against harmful commercial influences through the media and on safeguarding
children’s access to a diversity of information and media sources. In addition, parents also
have an important responsibility to offer appropriate direction and guidance to children
(in a manner consistent with the evolving capacities of the child) when exercising their
rights. This provision could be interpreted as implying that parents have a responsibility
to (do their best to) support their children in their approach to new media and
advertising. Furthermore, Article 18 para 2 UNCRC provides that States must ‘render
appropriate assistance to parents and legal guardians in the performance of their child-
rearing responsibilities’. This ‘assistance’ could, for example, consist of States providing
adequate information to parents, regarding the risks of certain media or advertising to
which their children can be exposed (Hodgkin and Newell 2007).

Second, Article 31 UNCRC explicitly recognises the importance of play and recreation in
children’s lives, due to its positive impact on the social, cognitive and personal
development of the child. More specifically, Article 31 requires States to ‘recognize the
right of the child to rest and leisure, to engage in play and recreational activities
appropriate to the age of the child and to participate freely in cultural life and the arts’.
New media technologies like social networking, mobile apps and online games can play
an important role in this by facilitating access to a variety of playful, social, cultural and
artistic activities. The UNCRC Committee has underlined that:

Children in all regions of the world are spending increasing periods of time
engaged in play, recreational, cultural and artistic activities, both as consumers and
creators, via various digital platforms and media, including watching television,
messaging, social networking, gaming, texting, listening to and creating music,
watching and making videos and films, creating new art forms, posting images (UN
Committee on the Rights of the Child 2013b).

In this regard, States are encouraged to develop policies and adopt measures that are
needed to enable all children to take full advantage of the opportunities of the digital
environment (e.g. access to the internet and new media technologies, education).
Nowadays, children and their families are exposed to increased marketing and a
commercialisation of play. It was one of the major concerns brought forward by the
UNCRC Committee, during its Day of general discussion in 2014. The Committee
highlighted that parents experience more and more pressure to purchase certain toys and
games which may be harmful to their children’s development. In addition, children
themselves are being targeted by game and toy manufacturers, who embed commercial
messages directly into children’s gaming experiences both online and offline. Examples of
such a marketing strategy include the delivery of commercial messages through in-game
advertising, advergames, or even interactive, connected toys. As mentioned, the data
processing activities underlying these advertising techniques go beyond children’s
understanding and therefore often happen without their or even their parents’
meaningful consent (Lupiafiez-Villanueva et al. 2016). The Committee also fears that
global marketing in this context can serve to weaken children’s active participation in the
traditional cultural and artistic life of their community. To overcome this, the Committee
underlines that Article 31 requires specific actions of States in the context of marketing
and media. More specifically, States
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must review their policies concerning the commercialisation of toys and games to
children, including through children’s television programmes and directly related
advertisements, with particular regard to those promoting violence, girls or boys
in a sexual way and reinforcing gender and disability stereotypes (UN Committee
on the Rights of the Child 2013b).

Finally, States are also recommended to limit exposure to advertising during peak viewing
hours for children.

5.2.2 Broadening the notion of economic exploitation

Article 32 UNCRC enshrines the right to protection against economic exploitation, which
up until now has not received a lot of attention in relation to the digital environment.
Although the Convention does not offer a definition of the notion ‘economic exploitation’,
Article 32 is generally interpreted as the child’s right to protection against child labour
(Swepston 2012). However, it can be argued that this notion is perhaps much broader,
especially in the digital era, and as such could be relevant in the context of advertising.
The notion combines two distinct elements: (1) economic and (2) exploitation. First,
‘economic’ implies that there is a material interest, i.e. a certain gain or profit through the
production, distribution or consumption of goods and services (UN Committee on the
Rights of the Child 1993). The UNCRC Committee recognises that this material interest
may have an impact on the economy of either the State, the community or the family. In
the context of commercial communication, the economic element could be the fact that
certain goods and services are advertised towards children, potentially leading to an
increased consumption of the advertised goods or services and, hence an increased gain
or profit for the brand or company. This material interest of the company in turn has a
direct impact on the targeted child and its family (i.e. on their consumption pattern).

Secondly, according to the Committee’s interpretation, ‘exploitation’ means ‘taking unjust
advantage of another for one’s own advantage or benefit’ (UN Committee on the Rights of
the Child 1993). More specifically, this includes manipulation, misuse, abuse,
victimisation, oppression or ill-treatment. In this regard, the OECD has stressed that
children are exposed to significant consumer risks in the digital environment. Indeed,
they may face inter alia

‘embedded ads, privacy-invasive practices, age-inappropriate content, as well as
the exploitation of their incredulity and inexperience resulting in economic risks
such as overspending or online fraudulent transactions’ (OECD 2012).

The UNCRC Committee has also pointed to the fact that as children are recipients of
information, they may be exposed to ‘actually or potentially harmful advertisements,
spam, sponsorship, personal information’ (UN Committee on the Rights of the Child 2011)
In this regard, the Committee has recognised that States have an important role in
adequately incentivising the advertising industry to adopt fair advertising and marketing
practices:

States should ensure that marketing and advertising do not have adverse impacts
on children's rights by adopting appropriate regulation and encouraging business
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enterprises to adhere to codes of conduct and use clear and accurate product
labelling and information that allow parents and children to make informed
consumer decisions (UN Committee on the Rights of the Child 2013a).

Thus, the right to protection against economic exploitation could be interpreted as an
additional protection to children against harmful advertising including misleading,
hidden or personalised advertising.

5.2.3 Education, access to information and advertising literacy

As mentioned, to be in line with the child’s right to development children should not only
be protected from harmful advertising, but also be educated and empowered (i.e.
advertising literate). Articles 28 and 29 UNCRC contain the right to education and the aims
of education. These rights have a dual dimension, on the one hand requiring States to
provide access to educational information to all children and on the other hand to enable
children to develop the life skills to optimally use such educational and informational
sources and strengthen their capacity to enjoy the full range of human rights (Lievens et
al. 2018). Considering this second dimension, children’s education rights should be
viewed in conjunction with the general principles and rights of the Convention, in
particular the right to development, as well as children’s right to freedom of expression
and the right to freedom of association (Verheyde 2006). According to the Council of
Europe, the process of developing skills to use new media and technologies should go
hand-in-hand with learning about the enjoyment of children’s rights and freedoms online
(Council of Europe 2006).

Whereas Article 28 contains the right to education, Article 29 adds a qualitative meaning
to it by establishing the aims of education, i.e. the holistic development of the full potential
of the child (and as such linking back to the child’s right to development) (Verheyde
2006). As children are in the process of becoming adults, their situation can always be
perceived as one of education. Education in this sense goes far beyond formal schooling
and entails according to the UNCRC Committee: ‘the broad range of life experiences and
learning processes which enable children, individually and collectively, to develop their
personalities, talents and abilities and to live a full and satisfying life within society’ (UN
Committee on the Rights of the Child 2001). According to VERHEYDE, the life skills children
are entitled to develop include inter alia the ability to make well-balanced decisions, to
develop a healthy lifestyle and critical thinking (Verheyde 2006), which are all crucial
when it comes to coping with new advertising and marketing techniques. Therefore, it is
argued that children should also be enabled to become advertising literate adults, which
means that they should be able to develop and use their advertising-related knowledge,
attitudes, and skills, such as the ability to recognise commercial messages, to understand
the persuasive intent of such messages, and to critically evaluate them, both offline and
online (Rozendaal, Lapierre, et al. 2011). There is broad consensus that the digital
environment offers many benefits for children’s education and development, but also that
education and literacy initiatives are crucial means to empower children in this
environment. In this regard, States should also promote advertising literacy initiatives
and develop policies considering the children’s rights framework (Lievens et al. 2018).
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Another prerequisite for children’s development is the right to freedom of expression
(Article 13 UNCRC), a fundamental right in any democratic society and deemed ‘one of the
basic conditions for its progress and for the development of every man’ (European Court
of Human Rights 2001). This fundamental right has been included into a wide variety of
international, European, and national legislative texts. Article 13 of the Convention
stipulates that this right includes ‘the freedom to seek, receive and impart information
and ideas of all kinds, regardless of frontiers, either orally, in writing or in print, in the
form of art, or through any other media of the child’s choice’. The article has a broad scope
of application and extends to all means of information sharing. As such, it will also be
applicable to (commercial) information shared via the internet or any other (future)
communication technology (Lievens 2010). According to SMITH, the right is important for
the development of the child, and it should not be affected by the fact that children may
not have the same capacities as adults (Smith 2015). The right to freedom of expression
is not an absolute right, but restrictions must be provided by law and necessary ‘for
respect of the rights or reputations of others, or for the protection of national security or
of public order, or of public health or morals’ (para. 2). Furthermore, whenever
restrictions are imposed, regard must be had for the child’s best interests, and whether
such limitation unduly restrict children’s use of or access to certain types of expression
(Smith 2015). However, finding the right balance between the freedom of expression and
information, and the protection of minors can be difficult. Tackling certain content or
commercial messages which are deemed harmful to minors could lead to unwanted side-
effects to the freedom of expression of adults, as they should be able to access the content
freely (Lievens 2010), or even of advertisers who also have a right to freedom of
commercial speech (Kabel 1994).

Finally, children also have the right to freedom of association and peaceful assembly,
which could be relevant in a commercial and digital context (Article 15 UNCRC). Similar
to the freedom of expression, the right to freedom of association is not absolute but
restrictions should be in accordance with the law and need to be necessary in a
democratic society. According to DALY, the scope of Article 15 should be understood as
remarkably broad, encompassing children’s family relationships, school attendance,
rights in public places, etc. (Daly 2016). Moreover, it is argued that children need their
right to associate with friends in public to be promoted by the Convention because they
often have nowhere to go, both in an offline and online context (Lievens et al. 2018). In
relation to the latter, the Council of Europe has clarified how the right applies in an online
context (to all users, not just to children). More specifically, it entails the

freedom to choose any website, application or service in order to form, join,
mobilise and participate in social groups; the right to protest peacefully online; and
the freedom to use available online tools to participate in local, national and global
public policy debates, legislative initiatives and public petitions and to participate
in policy-making relating to how the Internet is governed (Council of Europe
2014).

Social media platforms can play an important role in the realisation of this participation
right, as they offer clear opportunities for forming or joining groups. However, as the
business models of these online platforms are usually based on the collection of user data
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and the provision of targeted advertising, they may also raise issues from a children’s
rights perspective (e.g. right to privacy, right to protection against economic exploitation).
The fact that certain service providers restrict their services to young children may also
negatively impact children’s rights to participate in online public spaces. Moreover,
children’s ability to access content online should not be dependent on the acceptance of
the tracking of activities across devices and websites.

7. Conclusion

Children’s digital environments are increasingly permeated by new and highly effective
forms of advertising. The United Nations children’s rights framework awards children
with important rights and principles, which function as a comprehensive framework in
light of which the legislative or self- and co-regulatory framework on digital advertising
aimed at children should be evaluated. As children’s rights are reconfigured by digital
advertising, the principles and provisions require a translation into specific standards in
the online commercial context, not only for regulatory bodies and policy makers, but also
for businesses addressing their advertising and marketing at children and even for
parents.

The tension between the objectives of protection and participation of the child is clearly
present in a commercialised digital environment. Indeed, misleading or aggressive
advertising (e.g. on social media or via online games) or the collection of children’s
personal data (e.g. for purposes of profiling or behavioural advertising) raises significant
issues for children’s rights. In this regard, it is essential that all children (i.e. every person
under 18 years) can rely on a customised level of protection. At the same time, the digital
environment offers great opportunities for children’s participation and the exercise of
rights such as inter alia the right to education, right to freedom of assembly, right to play,
etc. Therefore, a purely protectionist approach to regulating new forms of advertising
should be avoided, as this would also raise key issues in relation to empowerment, the
child’s right to development and self-determination and its evolving capacities as a
‘consumer’. Moreover, participation arguably has a protective function, as children will
only be really empowered to cope with new advertising techniques if they are actively
involved in the formulation, implementation and review of policies regulating such
techniques, in accordance with children’s right to be heard. In this regard, they should
also be enabled to make their views and experiences of commercial risks and exploitation
known, and mechanisms should be developed through which children can express
concerns, but also by providing them with age- and format-specific information and
services (Lievens et al. 2018). To conclude, any regulatory, business and even parental
decision concerning advertising and marketing requires a balancing act of the different
dimensions by the relevant actors.
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