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The rapidly evolving popularity of direct-to-consumer genetic genealogy companies has made it possible
to retrieve genomic information for unintended reasons by third parties, including the emerging use for
law enforcement purposes. The question remains whether users of direct-to-consumer genetic genealogy
companies and genealogical databases are aware that their genetic and/or genealogical data could be
used as means to solving forensic cases. Our review of 22 companies’ and databases’ policies showed that
only four companies have provided additional information on how law enforcement agencies should
request permission to use their services for law enforcement purposes. Moreover, two databases have
adopted a different approach by providing a special service for law enforcement. Although all companies
and databases included in the study provide at least some provisions about police access, there is an
ongoing debate over the ethics of these practices, and how to balance users’ privacy with law enforcement
requests.
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The development of public or commercial genomics databases for clinical, research or recreational purposes has been
growing in the last decade. Depending on the objectives of the databases, various types of genetic data are stored
in them along with the relevant personal information, which can directly or indirectly identify the data subjects.
As the databases contain genetic information, which may reveal vast amounts of health- and nonhealth-related
information about individuals and their family members, ensuring authorized access for the intended purposes, in
order to safeguard the privacy of the users and respect their consent, is of paramount importance [1,2].

To date, the concerns related to using these databases for unintended purposes have attracted a lot of attention. O’
Doherty and colleagues provided an overview of potential unintended uses by third parties, which may arise when
building various types of genetic databases, for example, in the context of biobanks or consumer genetic testing [1].
Among other examples of unintended uses by third parties, they highlighted the possibility of law enforcement
having access to databases for forensic investigations under the issue of a court warrant or directly by submitting a
formal request. For data subjects who wish to participate in building genetic databases, these practices raise several
concerns [2-4].

The concerns about police access to consumer genomics databases were heightened in the aftermath of the
so-called Golden State Killer arrest in April 2018 [4,5]. In solving this case, police uploaded a DNA sample collected
from a crime scene into a publicly accessible genealogical website called GEDmatch and were then able to identify
the suspect by matching his DNA to at least one distant relative [4,6]. It has been argued that long-range familial
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searches can provide information on millions of individuals, even for those who have not undergone genetic
testing [7,8]. Recently, Erlich and colleagues conducted a study on 1.28 million samples contained in a consumer
genomics database and reported that up to 60% of long-range familial searches for Americans of European descent
will result in a third cousin or closer relative [7].

In addition to direct-to-consumer (DTC) genetic genealogy companies, law enforcement agencies have also
partnered with companies, like Parabon Nanolabs, which among others specializes in DNA phenotyping, to help
them investigate unsolved cold cases. By using a DNA analysis methodology, as was described in a paper by Greytak
et al., Parabon has successfully assisted law enforcement in making positive identifications and solving over 50 other
high-profile criminal cases, since May 2018 [9-11]. In addition to the numerous identifications, guilty pleas and
confessions, this new forensic technique has now led to a guilty verdict, making this the first case where a man was
convicted after being arrested through genetic genealogy search [12,13]. Furthermore, experts in the field currently
even speak of a new potential of genetic genealogy that could help exonerate individuals that have been wrongfully
convicted [14-16].

The recent examples of police having access to consumer genomics databases are particularly concerning due
to the fact that they did not undergo an official request [4]. Instead, undercover police agents were able to access
databases by creating false profiles. They would then upload DNA samples collected from crime scenes and run
them through the DNA already found in the database, looking for biological matches that would help them
identify a suspect [17]. Notably, such use of databases by police departs from the conventional data requests by
law enforcement agencies. Request to access data, if presented by a court-issued warrant or police direct request,
allows companies to evaluate the request on a case-by-case basis. According to the privacy policy of the database,
companies would share a customer’s DNA information with the police if compelled to do so by law.

Despite the fact that law enforcement agencies have increasingly been using genetic genealogical services as an
investigative tool, there is still great controversy over the ethics and governance of these practices, and how to
balance users” privacy with law enforcement requests [12]. On the one hand, this technology has yielded results
and benefits to society that cannot be understated, while on the other hand, as privacy advocates argue, users
should maintain control and have the right to consent to their DNA and/or genealogical data being used in
criminal investigations [18]. Given the exponential growth in this business, users participating in such genetic
and/or genealogical websites need to keep in mind that their information will be shared with other users. That
said, the databases set rules to define what they consider as legitimate uses and approved users. On this account,
potential users should agree with those rules by accepting the privacy policy of the databases when they first sign
up to use the databases or order their services. This is crucial considering the fact that, in principle, depending
on the companies’ policies regarding data/sample submission, anyone with a DNA sample, and/or results of a
genetic or genealogy test can subscribe to these platforms. This could be cause for concern given the potential of
surreptitious genetic testing, that is, the possibility to obtain genetic information of individuals by third parties in
order to submit their samples or genetic data to such platforms without their knowledge or consent.

Consequently, there are some key questions deriving from police access to nonforensic databases that need to
be addressed; how can databases define the scope of police access in their privacy policies and terms of services?
How are these provisions being communicated to the users? In particular, the lack of a clear framework regarding
police access may negatively impact the development of genomic and genealogical databases in general, including
those for research purposes. In this paper, the privacy policies of some major DTC genetic genealogy companies
and genealogical databases are assessed regarding how they deal with law enforcement requests.

Methods

A list of major DTC genetic genealogy companies and genealogical databases was compiled through general Google
searches including terms such as ‘genealogy websites’, ‘direct-to-consumer (DTC) genetic testing companies’ and
‘genealogy and DNA testing’. Various blogs and forums, along with lists of DTC genetic ancestry companies
published by Royal er al., Howard er al. and Moray et al. were consulted [19-21). We compiled a sample of
22 websites and companies providing genetic genealogy services, which have often been referred to as popular
genealogy services and websites (Table 1). We selected a heterogenous sample of such services (to include both
DTC genetic genealogy services and genealogical databases) that appeared most often in the results. Furthermore, we
selected the most up-to-date websites that excelled at communicating information regarding their practices to their
customers, provided that all the information was written in English. The primary focus was the privacy information
provided in the privacy statements, terms of service and in some cases covered in other areas of the websites

10.2217/pme-2019-0100 Per. Med. (Epub ahead of print) future science group .

fsg



Review

Access to customers’ genealogy data for law enforcement purposes

foi1jod-Aoeand/iusuod/3n-od1sedAwpulymmm

L, 401e[nB3. 10 14N0d e JO I3PIO By} O ‘U0IIINPAI

YIS 31paJd ‘uoi3razo.ad pneuy jo sasodind ay3 1oy suoresiuebio

03 uonew.Joyul buisopsip sapnjaul siyy ‘uoizebiqo jebsy

Aue ypm Ajdwod o} 4op.o ui ejep jeuosiad u1noA asopsip |jim S/,

Juswalels-Aoeaud/|eba|/wod eupaasih|iwe mmm

«'Soul[apInD

JUBWS2J0JUT MET N0 YM AJdwod 1oyl JUsWSII04US MEf JO Jleyaq
U0 10 wody s3sanbau 13y10 pue (213 ‘spueliem ‘seusodqns “63)
ssaxoud jebaj pijea e yum Ajdwo) ‘11 [ '] :01 Aiessadau A|qeuoseas
131 9A31[9q 9M JI UOIIBWLIO4U] [EUOSID] INOA dieys Aew d/,,

ob=A1unodwy | =igbus=bue|;dou
-foead/|ebs|/640°1s1aydsnsafioydiny>mmm

L 'S9Iouabe JusWadIo0pud

mej Juawiuianob isisse 01 4o [ * '] mej Aq paiinbai asimiaylo

140 49pJo dAjedsiuiwpe Jo jenipnf e Aq ‘eusodqns e Aq painbas
s1 0s buiop 1eyy 4a119q yiej-poob e aney am 41 931n0saJ Aue 0}
SUOISSILIQNS 43Y10 JO JUSIUOD ‘S910U [euosiad ‘speyd auljuo ‘saLipua
Jeusnof ‘s3sod ‘ejep jeuosiad inoA asojdsip pue ssadde Aew d,,

Wiy 921A19540sWIaL /wod wodpabeup

L. 'ssax0.d [eba|

Aue yym asueljdwod :10) A1essadau Ajqeuoseas pawaap si uoide
yons Aue jeys yaijaq yaie) poob uj 1o mej Aq os op 03 pasanbau

SI 31 41 JUS3UOD JO/PUE UOIIBWIOJU] JUNOIIE J3qUISW 3SOISIp J0/pue
2A19s24d ‘ssad0e 0} 3YbLI dY) S9AISSDI UISIDY DT WOdP3DYNA,,

1uswaeysfoensd/|eba)/sd/wodAiisaduemmm

,,"0S BUIOP WOy M| 3y} 19pun pa3iqiyo.id aie am ssajun ‘ai3ou
aoueApe y1im noA apinoad 03 3S9G JNO Op [[IM dM “QUBWSII0JUD
Mej| 01 uoijew.oyuf [euosiad JnoA 9s0)sip 01 pajjadwod e am J|
'ssasoud [eba] pijea mojjoy saiuabe Juawuianob jje aiinbai am
‘Mej 8y} 4opun uoi1930.d 35912346 aY1 YM s13sN) Ino apinoid of
JUSWISII04US Me[ Y2IM 31e19d00) AjLieun|oA Jou saop Aisaduy,,

/sw91/w03°A13s9dUBURI LIS MMM

L. '24nsoydsip paiinbai ysns Aue o ad130u uslIm Jorid sAep

(1) U9914NOJ Y12IM JdWOISND YdNs apinoJd 0] S104JD 9|qeuoseal
Ajjenaawwod sy asn [jim Auedwo) ay) ‘Aiessadau si 24nsodSIP Yons
Aue jey) Juans ayy uj "yire) poob ui [asunod jebaj s,Auedwo) ayy Aq
pasiApe A|qeuosea. se Jo J9p.o 14N03 10 JusawuidaAob 1o uoneinbas
‘ajnJ ‘mej Aq paiinbau s| 8insojdsIP Yons Jualxa 8y} o} Ajuo
49W01sN) 9Y3 JO JUISUOD 3Y] INOYIIM UOIJRW.IOLU| [RIZUSPIFUOCD
4awo3sn) bujureruod aunsopsip e axyew Aew Auedwo) ayy ],

/Aoealnd/inoge/wod awpueEZ MMM

L. 'suoineinba. pue smej ‘sojn. jeuoissajo.d 4ay1o

pue je1y1a o3 puensind amo Aew s puesg 1eyl suonpebliqo o
(Asinbui yuswuianob Jo 49pao 1unod ‘buipaadold jenipnf e se yons)
ssac04d A103e[nbau 10 jeb3] yam Ajdwod :03 Aiessadau Ajqeuoseas
1 24ns02sIp 40 UoIpeAIasa.d Ydns eyl Ja1jaq yiies poob ayy ul

10 me| Aq 0s op 0} Pa4Inbau JI SI9Y10 4O S3IPUSBE JUSWSII0JUS Me|
0] uonew.ioul jje pue Aue asojdsip pue aAlasaud [[IM SNPUBEZ,

ssaxe 37 buipsebas sapijod Adeand wouy sydisdxg

0s op 01
pamojje usym Ajuo ‘adiou Jold —
apInG JuswadIoud MeT —

0s op 0}

pamo|je uaym Ajuo ‘ax3ou Joud —
1odau Aualedsuel) —

9pInb JuUsWSI04US MeT —

21nso|dsip 03 Jolid dd110U Jolid —

0s op 0}
pamojje uaym Ajuo ‘a33ou Joud —
podal Auaiedsues) —

apING JUBWAdI04UD MeT —

$9)ISQaM 3y} Uo papnpul
UOI}EWLIOJUI JUBAD|RI JBYIO

“JUBWIDIOHUD MeT 37 1BWNSUOD 0} 1DalId D 1d

aseqelep |edibojeausan 3N od3sedAwpulymmm 3N 1sedANpuly A
Auedwod

ABojeauab d138uab H1Q WOd BUPIBIIA| WL MMM VSN  VNQ 92414 1wey 9

aseqejep |edibojeauan Jud/Bio ydieashjiwe) Mmm vsn ydJieash|iwe, [

aseqelep |edibojesausn wod wodpabeup vsn wodpanyYNa v

Auedwo> ABojeauab

>138uab | g/aseqelrep
|ed160jesusn wod AI3sadue MMM vsn Ansaduy €
Auedwod
ABojeauab d1auab H1q  /Awoy/wod A1lsadueuedlI e MMM vsn Anseduy ueduyy z
Auedwod
ABojeauab d130uab H1a /AUI-US/WOD dWPUREZ MMM vsn dNpUeEZ 1
saseqejep/saluedwod SDIAIDS
Jo sadAL TN Anuno)y AbBojesusb yNG #

‘(6102 41390320

Gl) soseqgelep pue sajuedwod Abojesusb d13usb pa1da]as syl 4o saijod Aoeald jo ssadde Juswadiojus me| Buipiebas suoisinoid Juens|ay | S|qeL

10.2217/pme-2019-0100

future science group


http://www.23andme.com/en-int/
http://www.23andme.com/about/privacy/
http://www.africanancestry.com/home/
http://www.africanancestry.com/terms/
http://www.ancestry.com
http://www.ancestry.com/cs/legal/privacystatement
http://dnagedcom.com
http://dnagedcom.com/TermsOfService.htm
http://www.familysearch.org/en/
http://www.churchofjesuschrist.org/legal/privacy-notice?lang=eng\&_r=1\&country=go
http://www.familytreedna.com
http://www.familytreedna.com/legal/privacy-statement
http://www.findmypast.co.uk
http://www.findmypast.co.uk/content/privacy-policy

Skeva, Larmuseau & Shabani

Review

swJ91/us/wod eausbirmmm//:sdny

L A1uadoud uno so/pue spybri uno pusjsp pue 139104d

0} 43p.o u ‘suoiyebi|qo jebaj Jay10 Japun Io ‘safjlIoyINe pue
514n02 ua3adwod oyl Aq os op o3 paJinbau 41 ‘sbuipaado.d 3unod
104 ‘suoieinbau pue sme| sjqedijdde ayi yum Ajdwod oy Asessadrau
se s1y3 psebas am 41 uo eyep jeuossad unoA ssed osje Aew apn,,

foeald/wodeupawoy

" D0Q UO PaAIas spueliem Jo seusodqns 0} puodsal

0} 10 sMe| JueA3[3. YM A|dwod 0} A1essa33U S| 94NSOJISIP YoNs 1eyl
Yej poob uj saAd1[aq i 41 uoizewo ] 3sopsip Aew >ad [ ].,

fo110d-Aoeand/ssbed/wod xijaymmm

,.'0s buiop wo.y mej

Aq pa1iqiyo.d aie am ssajun ‘adueape ul 130U yim noA apinosd
01 159Q UNO 0P [[IM M “UOIJeW.I04Ul JNOA 350)IsIp 03 paiinbai

2Je M J| "UOI1eWIO4U] J139UdD INOA 0] J14173ds Jue.liem y24eas

40 eus0dqns pijeA e JnOYy1IM UOIJeW.IOLU] 2138USD JNOA 350[ISIp
10U [jIm am jey) papinod ‘ssax0.ud [eba] Aue yum uo1I3uu0d Ul 1o
‘sbuipasnoud Axpdnuyueq ‘spuesiem ‘seusodqns ‘buipaadosd jenipn/
e 49pJo 1unod pijeA e ‘mej yim Ajdwod o3 :uorewopuj 3139Usn
4noA bujpnpur ‘uonew.ojus jeuosiad 1noA asojdsip osje Aew d,,

Aoennd-[nyghoeand/Auedwod/wod ushmmm

L luesiem ysiess 4o ‘ysanbas Aioyeinbai

10 JUBWII04Ud Me| ‘eusodgns 49pJo 1inod e 01 puodsa. 1o sme|
|e49pay 10 31e3s ym A|dwod o3 A1essadau si uojde yans jeyl 4aljaq
y11e4-poob ay1 ur 10 ‘mej Aq 0s op 01 paJinbad J1 JUSWSII0LUS Me|
y2m pue si03e[nbai no ym uorjewiogul inoA aieys [Aew apm],

foijodAoeand|eba)/s1us1uod/3n 03 patiuNaIsausb Mmm
,,401e[nb3. J0 1uN0> e JO J9P.JO 3y} JO ‘U0IIINPSI

YSi 11paJd ‘uojidayo.d pneuy jo sasodind ayy oy suonesiuebio

03 uonew.oyul buisopsip sapnjaul siyy ‘uoirebiqo jebs|

Aue yim Ajdwod o3 4ep.Jo uj ejep jeuosiad 4noA asopsip [jIm A,

W1y°s0}/wod ydlewpab mmm

L, 's9sodind juswadiojuz me7 Joj papeojdn buiaq

se pal1ausp! s3Iy YNQG 1dadxa ‘aseqerep ydrewgin oyl ul exeq
mey Aue o} uosiiedwod 1oy ajqejiene si exep yYNQG ,2n0-1do + dijgnd,
‘asod.nd jey} 4oy

papino.d sjooy snoLiea sy buisn aseqejep ydrewgin ayl ul exeq
mey Aue o} uosiiedwod 1oy dqejiee si eyep YNQ ,ul-2do + diiqnd,
‘[enpIAIpuUl PIseaIdP e JO sujewal

AJ13usp! 0} JUBWI0JUS Me| AQ paziioyine pue paulelqo YNG —
Z)Inesse pajeaesbbe o A1aqqou ‘ades pajenresbbe

4a3ybnejsuew 1uabibauuou 4apinw se pauLLap sI ,dWLId JUS[OIA,
2J9YM ‘lenpiipul Jayjoue jsujiebe swiid JUsjoiA e jo Jojesyadiad
e A413uap! 03 JuaWaI04ud me| Aq paziioyine pue paulerqo YNg —
[ ] :6uimojjos ay3 Jo dUO sI el Mey

ay3 1ey3 saibe noA ‘ysjew@in o3 ereg mey peojdn noA usym,,

ssadde 37 buipiebal sanijod Areald wouy sydisdxg

Auedwod
- ABojeauab d130uab H1a

Auedwod
- ABojeauab >nnauab H1a

0s op 0}

pamojje usym Ajuo ‘adiou Jolid —
1odaJ Aoualedsuel] — Auedwod
9pInNb JUBWIII0LUS MeT — ABojeauab d11susb H1a

- aseqejep |edibojeausn

Auedwod
- ABojeauab d130uab H1a

- aseqelep |edibojesausn

$911SqaM 3y} uo papnpul saseqejep/saiuedwod
uonew.Ioul JUBAS3I JIBY10 3o sadAL

“JUBWIADIOLUD MET 137 JaWNSUOD 0} 3l 1D 1d

AWOY/Ud/WOd eIUIBI'MMM pueIazZUMS ViINID! €L

wod eupawoy vsn VNQaWwoH 4}

WOod"XI[dY MMM vsn XII9H Ll

wod'1usb'mmm vsn us ol

3N*02'ParuN3ISAUSL MMM N Pauunay sausn 6

dyd- L uiboj/wod yrrewpabmmm vsn ydrewgin 8
SDINIDS

TN Anuno)y ABojesusb yNa #

'("3u0d) (6102 41290120

Gl) sosegelep pue saiuedwod Abojesusb d139usb pa1da|as syl 4o sapijod foeaud Jo ssadde Juswadiojus me| buipiebas suoisinoid Juens|ay | S|qeL

(2]

future science group

Per. Med. (Epub ahead of print)

10.2217/pme-2019-0100


http://www.gedmatch.com/login1.php
http://www.gedmatch.com/tos.htm
http://www.genesreunited.co.uk
http://www.genesreunited.co.uk/contents/legalprivacypolicy
http://www.geni.com
http://www.geni.com/company/privacy#full_privacy
http://www.helix.com
http://www.helix.com/pages/privacy-policy
http://homedna.com
http://homedna.com/privacy
http://www.igenea.com/en/home
https://www.igenea.com/en/terms

Review

Access to customers’ genealogy data for law enforcement purposes

/SW91/wod’[|NJA MMM

L ‘uonew.ojur ajqeiauapi Ajjeuossad unoA asodsip oy mej Aq
pauinba. aq Aew am ‘ssajay1ianapN Ad1jod Adeald siyl ul paqLIISap
se foearid unoA 339304d 03 11045 djqeuoseal Ai1ans ayew s,

Ao110d™Aoentid:d[DH/13IM/ WO 3241 IM MMM

L, "NOA 01 33130U 1NOYUM A21UNISS 3341 1Y/ 4O Yoeauq pajdwsalle ue
se yons ‘sased [e1dads Jay10 Ul JO 43P.O0 11N0d U0 ‘inje)s ‘eusodqns
“Jueliem yr.ieas e se yons ssazxoud [ebaj pijea Aue yum Ajdwod

03 Juno23e unoA 1o NoA ynoqe uoizewogul 214133ds aseaas Aew am
‘A1essadau A|qeuoseal si 11 9A3119q M JI ‘§92ULISWNIIID UIeIdd U],

fo1j10d-jo Aoeaidg/asn-swial/wodsusbelin

L. 'SI3Y10 JO A13)e5 BY]

40 A134e5 unoA 139304d ‘s3ybri ano 33104us 40 12930.d 03 Alessarou
Alqeuosea. aAs119q am se 4o [**°] ‘pneiy Jo uoirebiisaul ue yiim
u0/123uUU0) uj ssad0.4d [eba) Jejjwis 10 ‘eusodqns e ‘spuawalinbal
bunuodai yim Ajdwod o3 se yons ‘mej Aq paiinbai sy,

/¥t/97/M3IA/1U81U0D/W0I°S101SDURPIOLXO MMM

L, "uoissiwaad unoA ynoyaim “Ayj0d

Adeaud siyy ur pajierap Ajjesiydads se 3dadxa 1o ‘mej Aq paniwiad
40 pauinbas uaym ‘[ -] apiroid noA erep ayj asn Aew ap,,

/wuiojye|d-pue-uonew.oul-d1ausb-Aijod-Aeaud/wod ugblio

. ’Me| Aq os op 03 pajjadwod

40 pauinbau s 31 18yl 1U3)X3 By} O} UOJIBWIOLU]| J3S() BY] JO

J1e 40 Aue asn 03 pajyiwiad Ajssaidxa aue sajelji e sy pue NEDIYO,,

Jwiyswial/|ebal/woddiydesbosbleuoineu'mmm

,"95N U2NS Y1IM UOI1I8Uu0d

ul sn Aq paJayieb 10 01 papIncid UOIIBWIOLUL JO SIIAIDS

3y1 40 asn unoA 01 buile|as syuswalinbal Jo sysanbas Juswiadioyus
Me| pue 1nod ‘|eluswuianob yum Ajdwod 01 1ybu siaulied
J1ydes60ao jeuoiieN sywi| JuswaaJby siy3 ul pauiejuod buiyion,,

Aorjod-Areand=d; dyd-dndod/Auedwod/d4/wod abepsayiwmmm
[ ] 9beyusHAw jo Arsdoud

40 spyb1i ay3 319304d 03 40 ssaxoud jeba) ‘sairlioyine Aioyeinbai
‘Mme| Aq pasinbau 41 :[ "] saoueiswiniid payiwif A19A Ul 3dadxa
uonew.Jojul [euosiad unoA Jo Aue asojasip 10U [jIm dbeylisHA,

Aoennid/anusd-Aeald/wod eupbulall

,.'0S Op 01 paiinbai Ajjeba| a1e am jey) ans1jaq Ajqeuoseal

M 9J9ym uoljew.ojul [euosiad aieys 0} 1ybl ay) aAI9sal

M [ ] 1018Inb31 B AQ UOD3IIP bulpulq Ajjeb3) e o ‘eusodqns
49pJ0 14nod buipuiq e 0} 123fqns aie am e 319Yym apNjdul siyl JO
sajdwex3 ‘uoipewsous asodsip o3 paiinba. Ajjeba) aq Aew am [**7],

Aoenrid/awro3suIMmmMm

W[ 7] s91DUBbE JUSWSII04US JUSWUIDAOD JO S[IDILJO JUSWDIIOLUS
mej 1sisse 03 A1essadau ssad0.4d jeba) 4ay10 10 me| ‘eusodqns

Aq pauinbau si 21nsOISIP YdNS 41 UOIIEWIOLU| 2139USD INOA Bulpnjdul
uoJjew.Io Ul [eUOSIdd JnoA asodsip o) paiinbai Ajjebaj aq Aew s,

ssadde 37 buipiebal sanijod Areald wouy sydisdxy

Gl) sosegelep pue ssiuedwod Abojeausb d139usb pa1ds|as ayi Jo sapijod Adeald Jo ssadde Jusawadiojus me| buipiebas

osop 01

pamojje usym Ajuo ‘aijou Jold —
$31IsqaM 3y} uo papnpul
uonew.ojul JUeA3|aI J9Y10

Auedwod
ABojeauab d139uab H1a

aseqejep |edibojeausn

Auedwod
ABojeauab d138uab H1Q

Auedwod
ABojeauab >130uab H1a

Auedwod
ABojeauab >130uab H1a

Auedwod
ABojeauab >139usb H1q

Auedwo> ABojeauab
o318uab H1g/aseqelep
|ed160|esusn

Auedwod
ABojeauab >130uab H1a

Auedwod
ABojeauab >130uab H1a

saseqejep/saiuedwod
3o sadAL

"JUSWISI0LUS MET :F7 “JaWNSUod 0} 12311 :D1a

wod'|[NFA MMM

WOD 3L IM MMM

wod auabeyn

W0>7S103S9DOURPIOSXO MMM

wodughlio

wod>*
s1ydesboableuoneu-diydesboush

wod abeysyAwmmm

wodeupbulal|

QW OLISUI'MMM

TN

vsn

vsn

vsn

N

vsn

vsn

|oeus|

N

vsn

Anunoy

IUEVN

LI

auabeyp

S101saduUy
pioxo

NEDIYO

(»afoud
siydesbousn)
Aaos
>1ydeiboan
|euonenN

abeysHAN

VNG Buiar

awolisul

SIINIDS
AbBojesausb YN

[44

14

4

6l

8l

Ll

9l

Sl

14

"("3u0d) (6102 41290120

suoisinoad jueas|ay | d|qel

10.2217/pme-2019-0100

future science group


http://www.insito.me
http://www.insito.me/privacy
http://livingdna.com
http://livingdna.com/privacy-centre/privacy
http://www.myheritage.com
http://www.myheritage.com/FP/Company/popup.php?p=privacy_policy
http://genographic.nationalgeographic.com
http://www.nationalgeographic.com/legal/terms.html
http://orig3n.com
http://orig3n.com/privacy-policy-genetic-information-and-platform/
http://www.oxfordancestors.com
http://www.oxfordancestors.com/content/view/26/44/
http://vitagene.com
http://vitagene.com/terms-use/#privacy_of_policy
http://www.wikitree.com
http://www.wikitree.com/wiki/Help:Privacy_Policy
http://www.yfull.com
http://www.yfull.com/terms/

Review

Skeva, Larmuseau & Shabani

(e.g., Guide for Law Enforcement, FAQs, users’ blogs) that included relevant information for the purposes of this
study. Content analysis of the documents has been steered with two questions; first, whether information regarding
allowing access under formal law enforcement requests are being provided, and second what further information
are being communicated regarding such access. We also identified two case studies, namely FamilyTreeDNA and
GEDmatch, which present a different approach regarding access under formal law enforcement purposes and
elaborated them in the results section.

Results

Our review showed that all 22 companies and databases included in the study communicated either the possibility
of access for law enforcement purposes, or the disclosure of users’ information, if requested by law. However,
their privacy policies differed in how they formulated the access by law enforcement bodies, the information they
provided to the users and their provisions regarding police access.

Policies of consumer DNA databases allowing access under formal law enforcement requests

All the companies and databases state that they will share their users” personal information in order to comply with
the law and requests from government bodies supported by the relevant documentation, such as the issue of a court
warrant or a subpoena. For example:

“To comply with law, a valid court order, a judicial proceeding, subpoenas, warrants, bankruptcy proceedings or
in connection with any legal process, provided that we will not disclose your Genetic Information without a valid
subpoena or search warrant specific to your Genetic Information” (Helix) [22].

These statements are followed by disclaimers saying that the companies will not argue the legitimacy of valid
court orders that would lawfully allow police to look into their users’ files. One company, namely, ORIG3N, states
that “ORIG3N shall be under no obligation to contest a valid order of a court or other governmental body to
disclose User Information. No such use or disclose will be considered a breach of this Privacy Policy” (ORIG3N) [23].
Others, like 23andMe, Ancestry and MyHeritage highlight that they try to resist law enforcement inquiries; for
example, 23andMe in its Transparency Report states that the company will closely scrutinize all law enforcement
and regulatory requests and will only comply with court orders, subpoenas, search warrants or other requests that
they determine are legally valid (23andMe) [24]. However, in all cases, it is clarified that once the validity of a court
issued order is established, they cannot contest it and have to abide by it.

Furthermore, our research showed that all companies and databases have formulated their provisions regarding
law enforcement access in a broad way, implying that they may provide the information beyond the formal law
enforcement requests, in order to exercise their rights under their terms of service:

“[We] Share your information with our regulators and with law enforcement if required to do so by law, or in
the good-faith belief that such action is necessary to comply with state or federal laws or respond to a court order,
subpoena, law enforcement or regulatory request or search warrant” (Geni) [25].

Nevertheless, four companies, namely 23andMe, Ancestry, FamilyTreeDNA and Helix, have provided additional
information on how law enforcement agencies should request permission to use their services for law enforcement
purposes. These companies have released specific guidance intended for law enforcementauthorities and government
agencies in the USA that are secking users’ information. In particular, they require a valid legal process in order
to consider revealing any user personal and genetic information, and that all legal requests be made in writing,
including all relevant information of the user account associated to a valid trial, grand jury, administrative subpoena,
warrant or court order, as defined in 18 USC § 2703(c)(2) and 18 USC § 2703(d) 126-291.

Among the databases providing provisions regarding access for law enforcement purposes, two databases, namely
FamilyTreeDNA and GEDmatch, have presented a different approach by providing a special service for law
enforcement purposes and by revisiting their policies regarding law enforcement access beyond formal requests,
respectively.

Setting up a special Law Enforcement Matching service: the case of FamilyTreeDNA

One recently announced practice is that of FamilyTreeDNA regarding establishing a Law Enforcement Matching
(LEM) service. The LEM ‘is only permitted with accounts set up by FamilyTreeDNA on behalf of law enforcement
authorities and their authorized representatives’ (30,31]. They would then compare the DNA of profiles of unknown
criminals with that of vast numbers of users, whose genetic information is on file. Law enforcement user account
will have equal access to users’ information as any other user would, when matched as DNA relatives, provided that
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users have previously consented to participate in matching and the rest of the company’s requirements are entirely
met:

“For requests made by law enforcement and their authorized representatives that meet the requirements of our
Law Enforcement Guidelines, FamilyTreeDNA may create limited access law enforcement accounts (‘LE Accounts’)
which are permitted to upload genetic information to the database to identify the remains of a deceased individual
or to identify the perpetrator of a homicide or sexual assault. Family TreeDNA will track Law Enforcement Accounts
via an in-house identification system that will allow users to opt out of Law Enforcement Matching” 30).

For those who do not wish for their genetic information to be viewable by Law Enforcement Accounts, the
company instituted a new policy on 12 March 2019 allowing its users to opt-out from matching in the relevant
privacy setting. Failing to do so will be considered as providing consent and users will automatically be opted in to
participate in matching [31].

However, even for individuals who have opted-out of LEM, FamilyTreeDNA may still be required to reveal
their personal information in exceptional cases, in order to comply with a valid legal process and apply its terms
of service. In any case, it is clarified that use of their service for law enforcement purposes is not a right, but a
privilege, meaning that the company reserves the right to revoke law enforcement’s account access for any reason
without warning, especially for purposes not expressly agreed to by FamilyTreeDNA (30].

Moreover, in light of current events, FamilyTreeDNA explained that accounts of individuals identified as EU
residents, created prior to the implementation of the LEM, are currently opted out; users who wish to opt in will
have the ability to do so at any time by adjusting their Marching Preferences through their account settings [32).

A substantial policy change in allowing access beyond formal requests: the case of GEDmatch
GEDmatch is a public genealogical database to which people can upload DNA test results received from other
consumer genetics services, like MyHeritage, Ancestry and 23andMe, in order to find genetic relatives and explore
their ancestries. GEDmatch contains approximately 1.2 million profiles, and it became widely known as the
‘open-source’ that led to the Golden State Killer arrest [11,33-35]. Until recently, GEDmatch’s privacy policy has
been substantially flexible allowing law enforcement authorities to use their services as part of their criminal
investigations without undergoing any formal procedure. This open policy even approved of undercover police
access to its database by creating false profiles of individuals, uploading DNA samples extracted from crimes scenes
and running them through the database, while looking for potential matches (4.

Privacy concerns over GEDmatch’s policy to allow any data set to ‘public’ to be used in criminal investigations
were exacerbated in May 2019, when GEDmatch was used to identify a suspect of a considerably less serious
offence. Although GEDmatch’s representatives claimed at the time that it was a matter of public interest, privacy
advocates were particularly concerned that this could be a slippery slope for police to start using these databases to
investigate not only cold, but any case in which DNA is left behind (36,371

In response, GEDmatch changed its terms of service, and introduced a new privacy setting on 18 May 2019.
According to the new policy, the list of crimes that police can now search for has been extended; particularly, DNA
can be uploaded for Law Enforcement purposes in order “to identify a perpetrator of a violent crime against another
individual, where ‘violent crime’ is defined as murder, nonnegligent manslaughter, aggravated rape, robbery or
aggravated assault, or to identify remains of a deceased individual” 33,38]. However, users who do not wish to make
their profiles available for comparisons to DNA kits identified as being uploaded for Law Enforcement purposes
have an option to change their preference from a preselected opt-in policy to opt-out through the relevant privacy
setting. Currently, out of the 1.2 million kits, 85,000 users have already opted in for law enforcement [15,38].

In addition, it is clarified that among other potential uses of uploaded raw data, results published in the database
may potentially be used for “(f)amilial searching by third parties such as law enforcement agencies to identify the
perpetrator of a crime, or to identify remains” [33]. In this regard, GEDmatch warns its users who do not agree with
this policy and are concerned about future genealogical and nongenealogical uses of their raw data not to upload
their DNA or remove DNA that has already been uploaded to the database. Lastly, any updates to GEDmatch’s
terms and policy will no longer be communicated via email, therefore users are expected to consult the website
regularly, since continuing to use their site is equivalent to accepting the updated terms [33].

Providing further information regarding law enforcement access

Although they are not obligated to provide prior notice, six companies state that, when allowed to do so, they will
try in good faith to provide notice before releasing any personal information, in order to comply with such legal or
regulatory proceedings.
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“Unless required to do so by law, we will not release a customer’s individual-level Personal Information to any
third party without asking for and receiving that customer’s explicit consent” (23andMe) [24].

On the other hand, one company, namely, WikiTree, makes it explicitly clear that they would provide the
requested information without giving prior notice to the user. For example:

“In certain circumstances, if we believe it is reasonably necessary, we may release specific information about you
or your account to comply with any valid legal process such as a search warrant, subpoena, statute, or court order,
or in other special cases, such as an attempted breach of WikiTree security, without notice to you” (WikiTree) [39).

Furthermore, for the sake of transparency, three companies, namely 23andMe, Ancestry and recently Helix,
provide a transparency report, which is updated either annually or on a quarterly basis, in which they summarize
all law enforcement and/or governmental requests they received:

“We publish an annual transparency report describing requests we received. When we receive a request, our team
reviews it for compliance with legal requirements and our policies. If we believe a request is overly broad, we will seek
to narrow it. We notify users prior to turning over any information in order to give them an opportunity to challenge
the request unless it would be counterproductive, or we are legally prevented from doing so” (Ancestry) [40].

Discussion

Despite the fact that familial searching using online genetic testing services has become a frequently used practice,
especially in the USA after the arrest of the alleged Golden State Killer in April 2018, these practices remain
highly unregulated leaving many questions unanswered regarding the ethical and legal underpinnings of these
activities [41-43].

First of all, in terms of privacy, customers have the right to know how companies handle protection of their
personal data, including those deriving from their DNA, how they process it, with whom they would share it
and under what circumstances. The right to privacy and data protection is endorsed by both ethical and legal
frameworks. These frameworks recognize the individuals’ right to be adequately informed about how their personal
data are being used, and also to be allowed to object to further uses of their data, when such objection does not
undermine public interest. In particular, the right to transparent information and communication is recognized by
the relevant data protection regulations, such as the EU General Data Protection Regulation (GDPR) in Chapter 3
— rights of the data subject [44]. Providing “detailed transparency about how Genetic Data is collected, used, shared,
and retained” is also endorsed by relevant guidelines and policies, such as those issued by the Future of Privacy
Forum in ‘Privacy Best Practices for Consumer Genetic Testing Services™ [45]. Within this context, the Future of
Privacy Forum recently removed FamilyTreeDNA from their list of supporters, due to the company’s failure to
provide such information to their customers in the framework of a transparency report [45].

Furthermore, in order to promote consumers’ trust in using their services, it is crucial that companies adopt clear
and transparent policies regarding the processing of data for law enforcement purposes. Our investigation showed
that all companies and databases included in the study disclose in their privacy policies and terms of service that they
will share user information for law enforcement purposes under formal requests (i.e., under court order, warrant or
subpoena), or when it is believed that is reasonably necessary to do so. However, the information communicated
about this possibility varied among the companies and databases. Previously, the Hazel and Slobogin study observed
that ‘over two-thirds of companies (38 of 55, i.e., 69%) addressed the sharing of information with law enforcement
or other government authorities. However, policies varied significantly in the amount of information provided to
consumers about the process [46].

Notably, a recent interim policy issued by the US Department of Justice on ‘Forensic Genetic Genealogical DNA
Analysis and Searching’ stressed this issue by stating that “the Investigative agencies shall identify themselves as law
enforcement to GG [genetic genealogy] services and enter and search FGG [Forensic Genetic Genealogy] profiles
only in those GG services that provide explicit notice to their service users and the public that law enforcement
may use their service sites to investigate crimes or to identify unidentified human remains” (47).

Furthermore, the adequacy of privacy policies and the terms of service in communicating such further uses
of data is far from certain [1,48]. Previous studies have shown that privacy policies and the terms of service are
usually seen broadly as legalese, which discourages consumers from taking the time to read them [49]. Moreover,
some companies have already frequently modified their privacy statements, raising a question regarding how far
the customers are truly informed of such modifications. This has been a pertinent concern regarding access for law
enforcement purposes, as companies such as GEDmatch and FamilyTreeDNA have changed their policies already
a number of times over the course of last year [4,32,50-52].
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Most companies clearly mention that they will provide advance notice for any substantive and minor changes of
the privacy policies and terms of service, so that the updated information be communicated to their users giving
them the chance to decide whether to continue using their services. However, it is not made clear whether or
not objecting to the changes is sufficient or whether actual consent needs to be obtained again. In particular, for
privacy statements that have been substantially altered, users need to provide consent for the document to retain its
original validity and for all parties involved to be legally obligated by the new terms. Currently, this was seen as the
users’ responsibility to stay updated, since continued use of a website’s services is equivalent to providing consent
to the updated statements. Moreover, as it has been reflected in existing literature, consumers need to be aware that
sharing their DNA information means providing sensitive information not only for themselves, but also for close
and distant relatives, and even for unborn offspring (7,17,531.

Second, the legal basis for accessing the websites data for law enforcement purposes beyond official requests
has not been clear, and particularly uploading a crime scene sample by using a false profile has been a highly
questionable practice. In this regard, some have argued that the samples left in the crime scene should be considered
as ‘abandoned samples’ devoid of any ownership rights. To date, in countries such as the USA, the use of abandoned
DNA collected from public places has been mainly accepted by the courts [54]. However, in some jurisdictions there
are restrictions on the types of the testing that can be performed on the crime scene samples — mainly limiting
it to the noncoding area of the DNA. For instance, the European Council Resolution of 30 November 2009 on
the exchange of DNA analysis results states that the exchange of results should be limited to DNA analysis of
noncoding parts (55]. Similarly, a recent report on forensic DNA databases showed that restricting DNA testing to
noncoding regions of the DNA is a dominant approach across national legislations on forensic DNA analysis [56].

In this regard, 23andMe explicitly states that it would constitute a direct violation of 23andMe’s Terms of Service
“for law enforcement officials to submit samples on behalf of a prisoner or someone in state custody”, and that
“customers who wish to participate in the 23andMe service must guarantee that any sample they provide is either
their own saliva or that of an individual for whom they have legal authorization to agree to the terms of services on
their behalf” (57].

Although one can argue that there are no legitimate privacy expectations in DNA left in the crime scenes,
the questions remain about the rights of the individuals who voluntarily upload their genetic data in nonforensic
databases. Do they have a right to know that their uploaded genetic profile was analyzed and that they were part
of a criminal investigation? [48,58]. Some have suggested that such use of genealogy websites should be limited to
solving serious crimes, and to be seen in the public interest. As David Kaye suggested, such use could be limited
to serious crimes, like sexual assault and homicide, and that all other investigative methods be exhausted first [42].
In light of the recent discussion, in GEDmatch’s revised policy of May 2019, law enforcement access is explicitly
limited to identify perpetrators of violent crimes, namely murder, nonnegligent manslaughter, aggravated rape,
robbery or aggravated assault, as defined in the website, and only when users have opted in to have their DNA
profiles available for Law Enforcement purposes [14,15,33].

Of interest to this discussion is the approach of the GDPR with regard to further processing of personal data in
relation to identifying criminal acts. The terminology used in the GDPR is for ‘indicating possible criminal acts’ or
‘threats to public security’, in order to provide a legal basis for further processing when the original data collection
has been based on consent. As stated in Recital 50 GDPR: [...] ‘Indicating possible criminal acts or threats to
public security by the controller and transmitting the relevant personal data in individual cases or in several cases
relating to the same criminal act or threats to public security to a competent authority should be regarded as being
in the legitimate interest pursued by the controller. However, such transmission in the legitimate interest of the
controller or further processing of personal data should be prohibited if the processing is not compatible with a
legal, professional or other binding obligation of secrecy’ [44]. Notably, the impact of the GDPR’s provisions on the
use of nonforensic databases for law enforcement purposes has not been thoroughly investigated to date. Although
the practice of forensic genealogy is largely taking place in the USA, this investigative method has captured the
interest of police in other countries as well. For example, in Sweden, prosecutors have allowed Swedish murder
investigators to use consumer genealogy databases to solve cold cases, as it is estimated that the DNA test results of
40,000 people are already on file [59-61]. This makes it all the more important to investigate the legal basis for access
to such data of EU citizens under the GDPR and other applicable regulations such as consumer protection laws. It
should be noted that regarding the use of evidence collected through such online searches and their admissibility
in the courts, definitely the specific rules of each jurisdiction will apply.

future science group 10.2217/pme-2019-0100



Review

Skeva, Larmuseau & Shabani

Moreover, in terms of public opinion regarding police access and the type of crimes, the recent study conducted
by Guerrini ez al. is of interest, as it provides insights about the general public’s view on this subject matter [4].
The results showed that participants were significantly more supportive of police having access to such genealogical
databases or even creating false profiles of individuals, in order to identify perpetrators of violent crimes (80%),
like murder, rape, arson and kidnapping, crimes committed against children (78%) or to identify missing persons
(77%). When the purpose was to identify perpetrators of nonviolent crimes, like car theft or drug possession,
positive response dropped in half (39%). In addition, in a study conducted by Christofides and O’Doherty in 2016
by customers of DTC genetic testing companies, the use of data for law enforcement purposes has been mentioned
among potential objectionable uses by the respondents [62].

At last, predicting the consequences of unintended and unforeseen uses of large health data collections by users
is a challenging task (1]. Therefore, to protect the legitimate uses of genetic data, and to adequately control whether
companies lawfully apply their terms of use, sufficient safeguards must be implemented. For example, a potential
solution involves third parties, such as independent ethics committees, to supervise the process and review requests
from law enforcement agencies [36]. Moreover, given the identifiability of DNA data, in order to mitigate some of
the risks and prevent the exploitation of long-range familial searches, Etlich ez al. suggested that consumer genomics
companies encrypt the genetic data to protect customers’ personal information [7].

Conclusion

Despite the fact that there are many controversies surrounding the familial search of genealogy databases, it is
undeniable that it has proven to be a powerful investigative tool. Following the arrest of the Golden State Killer,
genetic genealogy has helped law enforcement agencies solve high profile cold cases in many different US states [43].
This has resulted in justice being served and has also brought closure to the families of the victims, some of which
have been struggling for decades. As consumer genomics databases continue to grow rapidly and the number
of voluntary samples have reached the scale of millions, there are increased opportunities to identify individuals
suspected of having committed serious crimes. Consequently, genetic genealogical databases from commercial
companies could prove to be a well-designed criminal justice tool leading to major breakthroughs in cold-case
investigations (7,8,63].

However, considering the lack of specific legislation regarding long-range familial searches on nonforensic
databases, one can argue that the consumers’ DNA data are not currently effectively protected [64]. On this account,
the genetic genealogy community is far from reaching an agreement, due to the raging debate over finding the
balance between the ethics of these practices and the protection of users’ privacy rights [12,18]. Despite the fact that
there are many privacy laws in the USA (e.g., HIPAA, GINA, the Affordable Care Act), none of them provides
an adequate protection against the potential misuses of DNA data, nor are the practices of consumer genomics
companies fully covered by them [65]. In response, certain states have been attempting to draft legislation hoping
to shed light on forensic genetic genealogy, restrict genetic surveillance or strictly limiting the practice to violent
crimes [43]. It remains to be seen how current regulatory responses will be shaped in order to more fully protect the
privacy rights of individuals.

Future perspective
The popularity of genetic genealogy has increased significantly over the last years. While the number of customers
of DNA-testing companies is rapidly growing, it is now very likely to find far-related persons from a particular
DNA-donor. Given the fact that genetic genealogy is seen as a powerful tool to solve forensic cases, the increasing
use of databases for law enforcement purposes has been anticipated. Nevertheless, the scope of using genealogy
databases by law enforcement is still a matter of controversy, both for the service providers and the consumers. Our
paper showed that the companies and websites were not fully prepared for such use, and thus their privacy policies
and terms of service are not communicating adequate information about this possibility to their users.

As this matter continues to attract public attention, it is raising awareness among current and future clients.
Therefore, it is expected that in the foreseeable future, DTC genetic genealogy companies and genealogical databases
shall strive to restore their clients’ trust by adopting clear privacy policies that better protect their privacy rights.
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Executive summary

e The popularity of direct-to-consumer (DTC) genetic genealogy companies and genealogical databases has made
genetic genealogy a powerful tool for law enforcement purposes.

e Our research question is: Are users of such companies aware that their genetic and/or genealogical data can be
used as means to solving forensic cases?

Methods

e We analyzed the privacy policies of 22 DTC genetic genealogy companies and genealogical databases regarding
the access and use of genetic and/or genealogical data by law enforcement.

Results

e While all companies and websites included in the study provide at least some provisions about police access, only
four companies provided additional information on how law enforcement agencies should request permission to
use their services for law enforcement purposes.

e Two companies have adopted a different approach by providing a special service for law enforcement purposes.

Discussion

e There is still an ongoing debate over the ethics of using genetic genealogical data to solve forensic cases, and
how to balance users’ privacy with law enforcement requests.

e It is expected that in the foreseeable future, DTC genetic genealogy companies and genealogical databases shall
strive to restore their clients’ trust by adopting clear privacy policies that better protect their privacy rights.
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