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Abstract—True Random Number Generators (TRNGs) are
essential in all security systems. Unfortunately, large design
effort is required to ensure that a TRNG design on a Field-
Programmable Gate Array (FPGA) generates a sufficient entropy
density at its output. This design effort relates to the fact that for
each FPGA family a manual placement and routing procedure
has to be executed. On top of this often comes the additional
effort of finding a suitable location inside the target FPGA.
This searching procedure has to be repeated for every device
separately.

In this demo, we show the working of a novel entropy
source for the Coherent Sampling Ring Oscillator (COSO) based
TRNG. This entropy source eliminates the need for any manual
intervention during the implementation process. It generates two
oscillating signals that can be matched with a precision of a few
picoseconds. A controller regulates this entropy source based on
some predefined bounds on the period length difference of the
two oscillating signals.

I. DEMO SETUP

The demo setup together with the Graphical User Interface
(GUI) and a block diagram of the COSO-TRNG [1] are shown
in Fig. 1. The TRNG uses a configurable architecture as
proposed in [2]. The GUI enables the user to:

• Modify the calibration parameters used by the controller.
• Monitor live TRNG output data and random byte his-

togram.
• Assess the generated entropy by monitoring basic statis-

tical test results.
• Monitor the throughput of the TRNG.

II. DEMO WORKING

The GUI is connected with a Xilinx Spartan 6 FPGA that
contains the TRNG. The controller inside the FPGA drives
the reconfigurable Ring Oscillators (ROs) to produce a counter

value within the specified range. The least significant bit of
this counter value is used as the random bit. The ROs are
reconfigurable thanks to a technique often used in Application
Specific Integrated Circuit (ASIC) designs (e.g. a TERO-
TRNG [3]). For each RO stage, multiple candidate stages are
implemented and a control signal enables a sequence of stages
that produce the required oscillating frequency.

The controller remains active during operation to dynam-
ically adjust the RO configuration in case of a change in
operating conditions. The controller notifies the end user when
no configuration can be found that matches the specified
counter range. By changing the parameter bounds, a user can
explore the trade-off between the throughput and the statistical
quality of the produced random bits.
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Fig. 1. Demo setup.


