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Abstract—Manufacturing processes are currently visualised
and controlled using dedicated Human Machine Interface (HMI)
components. These single-use devices are typically located at fixed
locations in the production hall. This poses significant constraints
regarding mobility and extensibility. Smartphones can provide
an interesting complementary HMI solution to those standard
HMI components. Smartphones provide a mobile solution which
allows engineers to access production process data (e.g. access
sensor values or PLC logs) from anywhere in the field. Moreover,
software on smartphones can be easily extended to provide
additional functionality such as access to company services,
resources on the Internet or interaction with IoT devices installed
in the industrial network. This paper presents the design of a
mobile extensible HMI using the Android platform. The design
focuses on tackling the security requirements associated with
smartphone access to the industrial control system network. The
design relies on the Android for Work framework contained
in the Android 5+ platform. A prototype setup is realized,
illustrating the feasibility of the proposed solution.

Index Terms—Android; IIoT; HMI; CPS; Case study; Best
practice

I. INTRODUCTION

Currently manufacturing companies use standard Human
Machine Interfaces (HMIs) from Industrial Control System
(ICS) component vendors such as Siemens, Phoenix Con-
tact and Rockwell Automation to visualise and control the
production process. These devices communicate via the ICS
network with the Programmable Logic Controllers (PLCs)
controlling and the sensors monitoring the production process.
HMI devices are single-use devices (i.e. monitor and control
the production process) and are typically located at fixed
locations in the production hall. They provide operators with
dedicated interfaces to monitor and control the production
process during its normal operation. However, smartphones
can provide an interesting complementary HMI solution to
those standard HMI components. They provide a mobile
platform which allows accessing production process data from
anywhere in the field. This, for instance, allows engineers
to remotely silence alarms or access sensor values and PLC
logs when working on machines located at remote locations
in the field, with no direct access to HMIs. They provide a
cheap off-the-shelf alternative with rich connectivity and UI
capabilities. Several standard ICS component vendors such
as Siemens, Phoenix Contact and Rockwell Automation have
started to provide mobile applications to interact with their
devices. Moreover, apart from providing access to production
data, smartphones also provide a convenient platform to access

company services, resources on the Internet or IoT devices
installed in the industrial network. The (controlled) installation
of additional (IIoT) applications enables users to quickly have
access to new services provided in the context of the ICS.

Despite the many advantages, industry is reluctant to allow
mobile devices access to the ICS network due to the associated
security risks. Industrial components typically have a long
lifespan and rarely receive software updates [1]. Hence, many
components in the field have known security vulnerabilities
and are sensitive to crashes when receiving unexpected types
of traffic. Moreover, commonly used ICS protocols do not
provide any security guarantees [1] (e.g. message authentica-
tion). Access control to the ICS network is, hence, a crucial
concern. Providing an access point for mobile devices intro-
duces additional security risks [2] that need to be managed,
especially if the mobile device is also used to run non-ICS
applications. Although these non-ICS applications introduce
additional security risks, they can also provide opportunities to
increase the efficiency of workflows by, for instance, providing
access to services in the company network (e.g. to schedule
repairs, manage the production schedule or access historical
production data), on the Internet (e.g. communicate with
external service engineers, consult ICS device documentation
or access IIoT services).

The contribution of this paper is twofold. First, the design
of a mobile extensible HMI using the Android platform
is presented. The design focuses on tackling the security
requirements associated with smartphone access to the ICS
network. The design relies on the Android for Work framework
contained in the Android 5+ platform. Second, a prototype
setup is realized, illustrating the feasibility of the proposed
solution.

The remainder of this paper is structured as follows. Section
2 points to related work. The used technologies are introduced
in Section 3, followed by the design of the system in Section 4.
Subsequently, a prototype setup is presented in section 5. The
design and implementation is evaluated in Section 6. Finally,
conclusions are drawn in Section 7.

II. RELATED WORK

Several research initiatives focus on connecting mobile
devices with components in the ICS network. Some solutions
focus on monitoring the production process from remote loca-
tions using the mobile device. Ramamurthy et al. propose [3]
an SMS-based system that notifies users if a certain preset



condition occurs in the ICS network. The use of one-way
communication, however, limits the flexibility of the solution,
and prevents it from providing the degree of access targeted in
this paper. Drumea presents a solution [4] that uses the USB
interface of the mobile device to interact with ICS devices. A
similar approach [5] uses NFC as communication technology.
This decreases the security risks since the mobile devices does
not have access to the ICS network itself. However, since USB
is not typically used for IO with ICS components, it requires
additional custom hardware. Pethig et al. present [6] a data
acquisition architecture for industrial networks. The data is
gathered in a central server, providing controlled access to the
data by external devices. Hence, employees can access ICS
data on the production floor using mobile devices. The mobile
devices do not need to have direct access to the ICS network,
protecting the integrity of the ICS network. It, however, does
not provide the fine grained access and control that many
use cases require. Some related work [7], [8], [9] focuses
on providing HMI Web services in the ICS network. This
removes the need for dedicated applications to interact with
ICS components from mobile devices. How mobile devices
can be securely integrated in the ICS network is, however, not
discussed. It is, hence, complementary to the work presented
in this paper.

Related work also discusses the integration of dedicated
industrial IoT devices on the production floor. These de-
vices can be used to collect additional information about the
production process and equipment to provide new types of
services [10], [11] such as predictive maintenance. Introducing
these additional devices increases the attack surface. Hence,
several papers [12] focus on discussing the associated security
techniques and present techniques to protect the integrity of
the software [13], [14] running on those devices and the
confidentiality and integrity of the exchanged data [15]. This
paper presents complementary work, focusing on securely
providing access to devices and data in the industrial (IoT)
network from a general purpose end-user mobile device with
a more flexible and open software model. Wireless commu-
nication is often used when deploying IoT networks. Using
wireless communication technologies on the production floor,
however, introduces many technical and security challenges.
For instance, related work [16], [17] focuses on overcoming
the many technical challenges of providing reliable wireless
monitoring and control systems.

Mobile platforms such as Android and iOS use several tech-
niques to protect the integrity of the operating systems, isolate
individual applications [18] and protect the data stored [19] on
the device. Several papers assess [20] the security mechanisms
included in these platforms or present additional mechanisms
to further increase the security of the platform. For instance,
Bugiel et al. [21] introduce a security framework that assigns
applications to different trust levels to increase control over
application interactions. Grace et al. [22] present a zero-day
malware detection mechanism based on application behavior.
The system presented in this paper relies on the security of
the used platform.

III. PRELIMINARIES

Android for Work (AfW)1 is a program for supporting
enterprise use of Android. It comes built-in with Android as
of version 5. It provides a set of APIs that Enterprise Mobility
Management (EMM) providers and enterprise application de-
velopers can use to create a secure environment for corporate
applications. It supports the creation of two separate profiles, a
personal profile and a work profile. Corporate data is managed
in the work profile and protected from personal applications.
It, hence, supports commonly used mobile device management
models such as Corporate-Owned, Personally Enabled (COPE)
and Bring Your Own Device (BYOD), in which the device is
used both in business and personal context [23]. To enroll a
device with the MDM system, the MDM application of the
selected EMM provider is installed on the device and linked
to the corporate account of the user. The application uses the
AfW API to create the work profile and enforce the MDM
policies on the device. The application contacts the EMM
server to retrieve the policies to be enforced on the device.
Some policies are applied system-wide (e.g. enforce full disk
encryption and password policies), other policies only apply
to the work profile (e.g. credentials to access work services,
specify apps that can be installed in the work profile).

The Android platform provides built-in support for IPsec,
but also allows the installation of VPN applications to, for in-
stance, add support for OpenVPN. These applications establish
the secure tunnel and use the VpnService2 API provided
by the Android platform to register their VPN service with the
platform. The system requests permission of the user the first
time the VPN is established. After the VPN is established, the
Android platform routes the traffic of other applications via the
VPN tunnel. The VPN established by applications is restricted
to the container in which the application is running. For
instance, if a work VPN application is used to establish a VPN
to the corporate network, only the traffic from applications
installed in the work profile is sent over the VPN. Traffic
from personal profile applications is still sent via the regular
network interface.

IV. DESIGN

This section first presents the threat model, subsequently
the requirements are discussed and finally the used approach
is presented.

A. Threat Model

It is assumed that the integrity of the Android system on the
mobile devices is ensured and that the MDM policies and OS-
level security measures (e.g. application sandboxing) are cor-
rectly applied. The EMM platform provides a secure platform
for distributing and applying the MDM policies on the mobile
devices. The system relies on standardized and commonly
used cryptographic protocols and security technologies. It is

1More information can be found on: https://developer.android.com/work/
index.html.

2More information can be found on: https://developer.android.com/
reference/android/net/VpnService.html.



assumed that these protocols and implementations provide the
proposed security properties.

The attacker model considers malicious applications that
could be installed on the device, both in the personal and work
profile. Although, the work profile is typically constrained by
the system administrator in the apps that can be installed by
the user, it still provides opportunities for attackers to attack
the ICS system. For instance, some applications may contain
bugs that could be exploited to modify the behavior of the
application or malicious content could be injected (e.g. remote
code updates) via the application back-end. Moreover, some
benign applications may try to send traffic to the ICS network,
which could cause undesired behavior in the ICS network. A
second type of attacker attempts to gain access to the ICS
system by gaining access to a mobile device with the required
credentials.

B. Requirements

a) Functional requirements:
F1 Business apps can be used to access work resources and

services.
F2 ICS apps can be used to interact with ICS/IIoT equip-

ment in the ICS network.
F3 The user is free to install personal applications and

manage personal data on the device.
b) Security requirements:

S1 Only a limited set of predefined company-verified apps
installed on the mobile device can be used to access
the ICS network. This mitigates the security risks of
allowing general purpose mobile devices containing a
wide range of apps to access the ICS network.

S2 Only company-managed devices can be used to access
the ICS network.

S3 Only authorized personnel can access the ICS network
using mobile devices

C. Approach

Figure 1 gives an overview of a typical network archi-
tecture in production companies. The ICS network can be
divided in several production cells. Each cell contains an HMI,
monitoring and controlling the ICS process in its production
cell. These cells are connected via the ICS router. The ICS
router separates the office network from the ICS network via
a demilitarized zone (DMZ). The DMZ contains, for instance,
services such as a historian that gathers and stores production
process data. The main function of the DMZ is to allow
devices in the office network to view historical production
data, while enforcing that no devices from the office network
have access to the ICS network.

To allow authorized employees (e.g. service engineers) to
access devices in the ICS network from their mobile device,
a separate wireless network is installed in the production
floor and connected to the ICS router. The ICS router blocks
all traffic from the wireless network to the ICS network,
but provides access to services and resources in the office
network and on the Internet. To allow access to the ICS

network from the mobile device, the ICS router runs a VPN
gateway. The router is configured to allow access from the
VPN gateway to the ICS network. Hence, mobile devices
connected to the wireless network can access devices in the
ICS network via the VPN. Mobile devices that do not have
the required credentials to connect to the VPN gateway can
only access services in the office network and Internet. The
mobile device management features of Android are used to
ensure that only a set of specified apps that are trusted by the
production company can be used to access the ICS network.
How this is enforced is discussed in the following subsections.
The mobile device management features are further used to
enforce security policies to protect the corporate data of the
device (e.g. full disk encryption, secure passcode). Although
these policies are crucial for the security of the corporate data,
they are not specific to the presented use case and, hence not
discussed in further detail.

1) Restricted Application Access to the VPN: A straight-
forward solution to control which applications can access the
ICS network via the VPN is to only allow the VPN application
and the trusted ICS apps to be installed in the work profile.
This, however, blocks the installation of additional apps in the
work profile, effectively denying the user mobile access to, for
instance, company services. It, hence, significantly decreases
the potential of the mobile device, both in the context of the
ICS network (e.g. scheduling repairs) and outside the context
of the ICS network (e.g. accessing company email from home).
A better solution is to restrict which apps in the work profile
can communicate over the VPN network, and, hence, access
the ICS network. For this, Android provides an API3 that
VPN applications can use to control which application’s traffic
is sent over VPN connections established by the VPN app.
This API allows VPN applications to specify a set of allowed
applications using the package name of the application. Only
the traffic of the specified applications is redirected by the
Android system to the VPN application, which, subsequently
sends it over the VPN. Traffic from other applications is sent
over the regular network.

2) Managed Application Configuration: For security and
usability reasons, it is desirable to fully configure the VPN
application via the MDM system and block user access to this
information. The configuration of the VPN application consists
of three main parts, namely the VPN configuration, credentials
and the list of allowed VPN apps. The VPN configuration
contains, for instance, the cryptographic parameters and the
IP address of the VPN gateway. The credentials include the
CA certificate and a private key and certificate to authenticate
the device. The list of allowed apps consists of the package
names of the applications that are allowed to access the ICS
network via the VPN. In the scope of AfW, Android provides
the managed configuration API4 to inject the configuration
information in applications via the MDM system. This API

3More information can be found on https://developer.android.com/
reference/android/net/VpnService.Builder.html.

4More information can be found on: https://developer.android.com/work/
managed-configurations.html.



Fig. 1. Standard production company network architecture.

is used to configure each device with its own unique settings
(e.g. a unique key pair for authentication, a set of allowed
VPN apps personalized for the owner of the device).

V. PROTOTYPE

This section illustrates the practical feasibility of our ap-
proach via the realisation of a prototype and discusses several
implementation aspects. Figure 2 gives an overview of the
prototype. It is a simplified version of the standard production
company network setup, as shown in Figure 1. The Simatic
S75 application from Siemens was used to connect with
devices in the ICS network. It allows the user to connect to a
PLC and, subsequently, monitor and modify variables, change
the CPU operating mode and read diagnostics information.
The ICS network itself consists of a SIMATIC S7-1200 PLC
from Siemens. The mobile device used in the demonstrator
is a Nexus 6 running Android 6. One user with access
to the ICS network was added to the VPN gateway. This
section further discusses several implementation aspects of
the prototype. First, the use and configuration of the VPN
application is discussed. Second, the configuration of the VPN
gateway is presented. Finally, the use of the mobile device
management software is discussed. The software developed
for the prototype and the configuration of the VPN gateway
can be found on https://github.com/jaert/afw-openvpn.

A. OpenVPN for Android

The prototype uses the OpenVPN for Android6 application
to establish a VPN tunnel with the gateway. It is a commonly
used Android port of OpenVPN, and the source code is
publicly available7 on GitHub. Application support is required
to use the managed configuration features of AfW to config-
ure applications via the mobile device management system.
Currently, few applications already support the managed con-
figuration API. Hence, for the development of the prototype,

5The application can be found on Google Play: https://play.google.com/
store/apps/details?id=com.siemens.simaticS7&hl=nl.

6The application can be found on Google Play: https://play.google.com/
store/apps/details?id=de.blinkt.openvpn&hl=nl.

7The source code can be found onhttps://github.com/schwabe/ics-openvpn.

the OpenVPN application was extended with an implementa-
tion of the managed configuration API. The implementation
loads the values of the three configuration options (i.e. VPN
configuration, credentials and the list of allowed VPN apps)
and sets the configuration values in the application’s settings.
It, therefore, relies on the application’s existing support for
loading OpenVPN configuration files. The configuration files
are separated in the general VPN configuration and the unique
credentials. The two parts are Base64 encoded and loaded as
string values. The added application logic loads and decodes
the two configuration values and, subsequently, assembles a
OpenVPN configuration file that is loaded using existing appli-
cation logic to create a VPN profile. The list of allowed VPN
applications is not part of the OpenVPN configuration file and,
hence, handled separately. The value consists of a comma-
separated list of packagenames. The extended functionality
configures the created VPN profile to only allow the set of
listed package names. In-app configuration of the VPN was
disabled in the application. Hence, the user does not have
access to the credentials used for device authentication and
cannot add applications to the list of allowed VPN apps.

B. VPN Gateway
The ICS router was realized using a pfSense8 distribution

running on a laptop. pfSense is an open source firewall/router
based on FreeBSD. It is configured to run an OpenVPN
gateway, and the built-in firewall/router is configured to block
traffic from the external to the ICS network and allow traffic
from the VPN network to the ICS network. Access control
to the VPN network is based on both user and device au-
thentication. For device authentication a PKI infrastructure is
used. A private key and certificate is issued to the gateway
and the mobile devices (via the managed configuration of
the VPN app) in the system. For user authentication, a list
of users and associated privileges is managed by pfSense.
User can authenticate using a username and password. During
establishment of the VPN tunnel, the credentials of both the
VPN endpoint and the mobile device are verified, as well as
the username and password of the user.

8More information can be found on: https://pfsense.org/.



Fig. 2. Network architecture of the proposed prototype.

C. Mobile Device Management

The MobileIron9 cloud MDM platform is used to manage
the mobile devices in the prototype. The MobileIron MDM
application10 is installed on the Nexus 6 device, and the device
is enrolled with the MDM account created for the prototype.
This results in the creation of a personal and work profile
on the device. Via the cloud system, the list of apps that
can be installed on the work profile is managed. For the
prototype, this includes the modified VPN application, the
Siemens Simatic S7 app, the chrome browser and a networking
test applications. The VPN application is configured by setting
the Base64 encoding of the required values for the three
different configuration parameters (i.e. VPN configuration,
credentials and the list of allowed VPN apps) defined in
de VPN application. The MobileIron platform is sufficiently
flexible to allow the distribution of unique credentials to each
device and user-specific lists of applications allowed to access
the VPN. The Simatic S7 is granted access to the VPN.
This allows testing that the security requirements are correctly
enforced in the prototype.

VI. EVALUATION

A. Requirements Review

1) Functional Requirements.: Traffic of non-ICS applica-
tions is sent via the regular network interface and can, hence,
access company/Internet services and resources (if reachable
via the used gateway) from the mobile device (satisfying
F1 and F2). If the user needs access to the ICS network,
he can activate the VPN via the used VPN app. When the
connection is successfully established, the traffic of the set of
specified ICS apps is sent over the VPN, providing access to
the ICS network (satisfying F3). In the prototype, the Simatic
application can access the PLC in the ICS network if the VPN
is enabled. The browser can be used to gain access to both
internal and Internet Web resources.

9More information can be found on: https://www.mobileiron.com/.
10It can be found on: https://play.google.com/store/apps/details?id=com.

mobileiron.anyware.android.

2) Security Requirements.: The VPN gateway providing
access to the ICS network implements both device and user
authentication. Since the credentials for device authentication
are automatically set via MDM and are not accessible to the
user, device authentication ensures that only devices that are
enrolled in the MDM system can successfully establish a VPN
connection (satisfying S2). The MDM system configures the
used VPN application to only allow a limited set of ICS apps
to send traffic over the VPN (satisfying S1). Since the in-
app configuration of the VPN app is removed, users cannot
copy the used configuration information to other devices. User
authentication ensures that only authorized users can use these
devices to access the ICS network. If user access needs to
be revoked, their access rights can be modified on the VPN
endpoint (satisfying S3). The prototype was tested to verify
that the security requirements were met. Devices without a
valid private key were denied access to the VPN. The Simatic
application could only access the PLC if the VPN was enabled.
While the VPN was enabled, neither the networking test
application in the work profile nor the Simatic application in
the personal profile could access the ICS network. If the user
was removed from the VPN gateway, access to the VPN was
denied. A network capture taken during the testing showed
that no undesired traffic was sent over the ICS network.

B. Discussion

1) Threat Model.: The assumption was made that the
integrity of the operating system of the mobile devices in
the system is maintained and that the OS correctly enforces
the built-in security measures and policies set by the MDM
system. It is, hence, important to select devices that receive
frequent security updates and to ensure that they are installed
on the devices. This can be enforced via the MDM system.
Full disk encryption, enabled by default in recent versions
of Android, and verified boot, supported by recent versions
of Android, provide further protection against the undesired
modification of the Android platform. If the mobile device is
compromised, the credentials of the mobile device should be
revoked. Logging functionality can be enabled on the VPN



endpoint to track operations executed on the ICS network by
each user via a mobile device.

2) Extensions.: Currently management of authorized users
is done on the VPN endpoint itself. A more user friendly
and flexible solution would be to use the existing corporate
authentication infrastructure. This allows personnel manage-
ment to centrally manage access to the ICS network and, for
instance, grant technicians from external service companies
or ICS device vendors short-lived access to the ICS. It can
also be useful to constrain the access of authorized personnel
based on their work schedules. Hence, mobile devices and
credentials of authorized personnel cannot be used to gain
access to the ICS network after hours. pfSense, for instance,
provides authentication modules that use LDAP and Radius
authentication servers.

The managed configuration API is in the proposed system
only used to configure the VPN application via the MDM
platform. It can, however, provide interesting opportunities
to tailor the behavior of ICS and other apps installed in the
work profile to the needs and requirements of the corporate
system. For instance, the functionality provided by the ICS
apps can be restricted to match the responsibilities of each
(type of) user. Maintenance personnel can, for instance, only
read the status information of ICS devices while engineering
personal can also modify several parameters. This, however,
requires application developers to implement the managed
configuration API and to specify specific types of functionality
that could be remotely enabled/disabled.

VII. CONCLUSION

This paper presented the design of a mobile extensible
HMI using the Android platform. The design focused on
tackling the security requirements associated with allowing
smartphone access to the ICS network. It relies on the Android
for Work framework contained in the Android 5+ platform. A
prototype setup is realized, illustrating the feasibility of the
proposed solution. The design strongly relies on the managed
configuration features provided by the Android for Work
platform. These features provide interesting opportunities to
tailor the behavior of applications based on the context and
privileges of the user in ICS settings and, more general, in
corporate settings.
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