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Abstract

The smart grid is the electricity grid of the future. It is an extension of the
current electricity grid with bidirectional communication between several of
its components and entities. One of the main components of the smart grid is
the smart electricity meter, which can send electricity consumption data to the
meter responsible party multiple times per hour. The main goal of the smart
grid is to make the electrical grid more reliable without increasing its cost. This
is especially important because of the adoption of several new technologies,
such as solar panels, electric vehicles and smart appliances. The smart grid is
currently being rolled-out in most industrialised countries. The EU stimulates
the use of smart meters with EU directive 2009/72/EC and the US with the
US Energy Independence and Security Act of 2007.

Smart grids have several advantages. Real-time monitoring of the load and
flexible tariffs allow energy savings and demand peak shaving. Smart grids can
also detect black-outs and automatically reroute electricity. Furthermore, they
allow large-scale integration of renewable energy sources, which becomes more
and more important as we exhaust non-renewable energy sources. However,
there are several privacy and security threats that need to be investigated more
fully. In this PhD we have studied and provided solutions to several of these
problems.

First, we have analysed the Flemish smart metering architecture. The Flemish
smart meter roll-out is currently in the pilot project phase. However, full
roll-out is expected to start in 2019. We have carried out a threat and risk
analysis for the smart metering architecture of both Flemish distribution system
operators, Eandis and Infrax. We have identified several potential weaknesses
and suggested mitigation techniques. Moreover, we have also analysed the
communication standard implemented by most smart metering architectures in
Europe, DLMS/COSEM.

Next, we have designed a high assurance architecture for the smart meter.
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Since hacking a smart meter could have a severe impact in the physical world,
it is essential that these smart meters can be proven to be secure. We have
mapped the functionalities of a smart meter onto a minimal number of physical
components in order to obtain a cost-effective and provably secure smart meter.
We have implemented this architecture using Protected Module Architectures.

Thirdly, we have investigated the privacy risks associated with pseudonymised
metering data. We have shown that such pseudonymised data can easily
be de-pseudonymised, thereby breaching the user’s privacy. We proposed
and experimentally verified three effective countermeasures against de-
pseudonymisation. None of our countermeasures require major changes to
the smart metering architecture, thus they can easily be integrated in existing
smart metering architectures.

Finally, we have studied local electricity trading. A local electricity trading
market allows users to sell the excess electricity generated by their solar panels
to other consumers in their neighbourhood. Currently, all electricity is bought
and sold through the suppliers. In contrast, a local market gives users the
power to trade directly with each other and thereby sell for a higher price and
buy for a lower price than the supplier is willing to offer. We have proposed,
implemented and evaluated decentralised privacy-preserving protocols for local
electricity trading and settlement.



Beknopte samenvatting

Slimme elektriciteitsnetwerken zijn de elektriciteitsnetwerken van de toekomst.
Ze vormen een uitbreiding van het huidige elektriciteitsnetwerk met o.a.
bidirectionele communicatie tussen de verschillende componenten en entiteiten.
Een van de belangrijkste componenten van zulke slimme elektriciteitsnetwerken
zijn de slimme elektriciteitsmeters, die de gebruiksdata meerdere malen per uur
doorsturen naar de distributienetbeheerder. Het hoofddoel van deze slimme
elektriciteitsnetwerken is het elektriciteitsnetwerk betrouwbaarder maken zonder
dat de kosten stijgen. Dit is belangrijk vanwege de introductie van verschillende
nieuwe technologieén, zoals zonnepanelen, elektrische voertuigen en slimme
huishoudtoestellen. Slimme elektriciteitsnetwerken worden momenteel uitgerold
in de meeste geindustrialiseerde landen. De EU stimuleert het gebruik van
slimme meters met EU-richtlijn 2009/72/EG en de VS met de US Energy
Independence and Security Act van 2007.

Slimme elektriciteitsnetwerken hebben verschillende voordelen. Reéle tijd opvol-
ging van het elektriciteitsverbruik en flexibele tarieven maken energiebesparingen
en afvlakken van het piekverbruik mogelijk. Slimme elektriciteitsnetwerken
kunnen daarnaast ook zelf storingen detecteren en proberen dan automatisch
de elektriciteit om te leiden. Bovendien laten slimme elektriciteitsnetwerken
grootschalige integratie van hernieuwbare energie mogelijk, hetgeen steeds
belangrijker wordt naarmate de niet-hernieuwbare energiebronnen uitgeput
raken. Er zijn echter verschillende beveiligings- en privacyproblemen die verder
onderzocht moeten worden. In dit doctoraat bestuderen we verschillende van
deze problemen en stellen we onze oplossingen voor.

We hebben eerst de situatie in Vlaanderen geanalyseerd. De Vlaamse uitrol van
slimme meters zit momenteel in de pilootprojectfase. Het begin van de volledige
uitrol wordt verwacht in 2019. We hebben een risicoanalyse uitgevoerd voor
de slimme meterarchitectuur van de twee Vlaamse distributienetbeheerders,
Eandis en Infrax. We hebben verschillende potentiéle zwakheden geidentificeerd
en stellen hiervoor ook oplossingen voor. Daarnaast hebben we ook de
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communicatiestandaard geanalyseerd die gevolgd wordt in het merendeel van
de slimme meterarchitecturen in Europa, DLMS/COSEM.

Vervolgens hebben we een hogebetrouwbaarheidarchitectuur ontworpen voor
de slimme meter. Aangezien de slimme meter hacken een grote impact kan
hebben in de reéle wereld is het essentieel dat we kunnen bewijzen dat slimme
meters veilig zijn. We hebben de functionaliteiten van een slimme meter gemapt
op een minimaal aantal fysieke componenten om zo een kostenefficiénte en
aantoonbaar veilige slimme meter te verkrijgen. We hebben deze architectuur
geimplementeerd met behulp van Protected Module Architectures.

Ten derde hebben we ook de privacyrisico’s die verbonden zijn aan gepseu-
donimiseerde meterdata onderzocht. We toonden aan dat de identiteit van
de gebruiker eenvoudig achterhaald kan worden wanneer gepseudonimiseerde
data gebruikt worden. We hebben drie efficiénte beschermingsmaatregelen
voorgesteld die het ontmaskeren van de gebruiker significant moeilijker maken.
Geen van deze beschermingsmaatregelen vereist significante aanpassingen aan
de slimme meterarchitectuur, zodat ze eenvoudig geintegreerd kunnen worden
in bestaande slimme meterarchitecturen.

Ten slotte hebben we het lokaal verhandelen van elektriciteit onderzocht. Een
lokale elektriciteitsmarkt laat gebruikers toe het overschot van de elektriciteit
geproduceerd door hun zonnepanelen door te verkopen aan andere consumenten
in hun buurt. Momenteel wordt alle elektriciteit aangekocht en verkocht via
de elektriciteitsleveranciers. Een lokale markt geeft gebruikers de macht om
elektriciteit onderling te verhandelen en bijgevolg te verkopen voor een hogere
prijs en aan te kopen voor een lagere prijs dan wat de elektriciteitsleveranciers
aanbieden. We hebben een gedecentraliseerd privacy-beschermend protocol
voor het lokaal verhandelen van elektriciteit voorgesteld, geimplementeerd en
geévalueerd.
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Chapter 1

Introduction

Smart grids are the electricity grids of the future. They are an extension of the
current electricity grid, enabling bidirectional electricity and communication
flows between its components and entities. One of the main enablers of such
a smart grid is the smart meter. Smart meters replace the existing electricity
meters. They are capable of sending electricity consumption and injection
data, as well as operational grid data to the Meter Responsible Party (MRP)
multiple times per hour. The MRP can then transfer the grid quality data to the
Distribution System Operator (DSO) allowing the latter to further automate
grid management. Smart appliances, such as smart washing machines or smart
fridges, and electric vehicles can also be connected to the smart grid. Moreover,
the smart grid enables large-scale introduction of distributed energy resources,
e.g. solar panels and wind turbines, without large investments in additional
physical assets, such as distribution lines and substations. A general smart grid
architecture is illustrated in Figure 1.1

Smart grids have several advantages. Real-time monitoring of electricity
consumption, combined with flexible tariffs, will help to save energy and flatten
out peak consumption. Currently, most countries have two or maximum three
tariff periods. However, with smart meters it is possible to have much more fine-
grained tariffs that are proportional to the electricity consumption and inversely
proportional to the electricity production. Thus, electricity will be cheaper
when a large amount of it is generated but demand is limited, and vice versa.
This will motivate users to mainly consume energy when it is available [111].
This idea is known as demand-response and is a crucial element in continuing
to ensure electricity availability without investing in new power plants, since
the demand continues to increase, and electricity storage is currently a large
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Figure 1.1: Tllustration of a smart grid architecture [74].

investment and not common in residential settings.

Secondly, a combination of substation automation and smart meters greatly
simplifies grid management. Both the sensors in the substations, which are on
the medium voltage grid, and the smart meters, which are on the low voltage
grid, will provide data, such as current, voltage and frequency, to the DSO.
These data are then used to take automated decisions in order to keep the
electricity grid within operational constraints. For example, if the sensor data
show that the voltage is surpassing the upper threshold, some distributed energy
resources can automatically be disconnected from the grid in order to decrease
the voltage. Similarly, disturbances can be detected automatically and the grid
can be reconfigured immediately without manual intervention. These automated
decisions can be taken either locally, e.g. per substation, or centrally, e.g. by
the Supervisory Control And Data Acquisition (SCADA) system of the DSO.

A third important advantage of the smart grid is the easy integration of renewable
energy sources, such as wind turbines and solar panels. Renewable energy
sources, usually small-scale distributed energy sources, are often connected
directly to the distribution grid, whereas traditional electricity generators are
connected to the transmission grid. Thus, a large-scale introduction of renewable
energy sources requires significant adjustments in grid management. This effect
is enhanced by the unpredictable nature of many renewable energy sources.
Their sudden injections of energy into the distribution grid can easily lead to
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problems such as over-voltage. A potential solution to this problem would be
to physically increase the capacity of the power cables to accommodate extra
electricity flow. However, a smarter alternative is to have a smart distribution
grid that can, for example, compensate the energy injections by additional
demand, making it possible to operate the grid closer to its physical limits.

The integration of renewable energy sources becomes more and more important
as we transition to low carbon sources of electricity. Moreover, large-scale
introduction of renewable energy sources is necessary to meet the targets of
the Paris agreement [62], which demands that we reach the global emissions
peak as soon as possible and undertake swift action to reduce carbon emission
immediately afterward. The 2030 Energy Strategy of the EU includes the
following targets: (i) a 40% reduction in greenhouse gas levels compared to 1990,
and (ii) at least 27% share of renewable energy [58]. Current renewable energy
shares are less than 10% for Belgium, approximately 17% for the EU as a whole
and approximately 20% globally [128, 71]. Looking specifically at electricity
consumption, the renewable energy shares are almost 26% for Belgium and
almost 30% for the EU as a whole [71].

1.1 Security and privacy concerns

An important problem however are the security and privacy concerns of
such smart grids. In 2009-2010 Anderson and Floria [9], McDaniel and
McLaughlin [104] and Lenzini et al. [102] listed several security and privacy
concerns. A first concern is that smart grids are currently being rolled out
without any clear definition of what exactly a smart grid entails and without
any binding security standards. Therefore, it is critical to analyse the current
situation and investigate which additional measures are required.

A second concern is the security of the individual components, especially the
smart meter, that are located in users’ households and therefore outside the
physical control of the MRP. Since the smart meter communicates with the
central systems of the MRP its security is critical.

Thirdly, sensitive information can be derived from the consumption pattern,
e.g. religious believes or health information [103, 85, 16, 96]. Therefore, it is
important that the sensitive information contained in the metering data is
adequately protected, not only from eavesdroppers, but also from authorised
entities, such as the MRP itself.

Finally, smart grids and smart meters enable several novel applications, such as
local electricity trading. It is important that these novel applications are not
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rolled out without considering the security and privacy of the user.

1.2 Contributions of this thesis

The aim of this PhD is to make the smart grid more secure and more privacy-
friendly. To this end we made the following contributions:

e We analysed the security of the foreseen Flemish smart metering
architecture. This contribution is described in Chapter 3.

— We performed an extensive threat and risk analysis of the smart
metering architecture proposed by the two Flemish MRPs, Eandis
and Infrax. We employed the STRIDE and DREAD methodologies
to identify potential threats and list them in order of importance.

— We analysed the DLMS/COSEM standard, which is the communica-
tion standard used in most smart meters in Europe. We identified
potential weaknesses and formulated recommendations, which were
sent to the Flemish MRPs.

The contents of this chapter were part of eight project deliverables for the
KIC SAGA project. I did most of the work in this chapter, the DREAD
analyses were done in collaboration with a colleague.

e We proposed a high assurance smart meter architecture using a separation
kernel, thereby obtaining an adequate level of security in a cost-effective
manner. The contributions, see Chapter 4, are threefold:

— We analysed a generic smart meter architecture.
— Based on this analysis, we performed a threat analysis.

— We proposed a novel high assurance smart meter architecture based
on a separation kernel, focused on minimizing the number and
complexity of security-critical modules.

Our proposed architecture was published in the IEEE 17th International
Symposium on High Assurance Systems Engineering (HASE 2016). I was
the main author of this paper. The implementation was published in
the 10th International Conference on Information Security Theory and
Practice (WISTP 2016). Together with a colleague I was responsible for the
section on high assurance smart metering. We also worked together with
our colleagues from the department of Computer Science to modify our
architecture to be implementable using the Sancus security architecture.
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e In Chapter 5 we propose countermeasures to protect the privacy of the
user with regards to the MRP.

— We demonstrated, using a real-world dataset, that an adversary, with
access to pseudonymised fine-grained metering data and attributable
monthly aggregates can fully de-pseudonymise users’ fine-grained
metering data using a simple matching algorithm.

— We proposed and experimentally verified three simple but effective
countermeasures against de-pseudonymisation: each smart meter (i)
deliberately omits reporting some of its fine-grained metering data, (ii)
reports rounded metering data, or (iii) uses more than one pseudonym
per billing period. These countermeasures can all be adopted without
any major changes to the smart metering architecture.

The work presented in this chapter will be published in the Workshop
on Industrial Internet of Things Security (WIIoTS 2018). I am the main
author of this paper.

o We investigated local electricity trading from the point of view of security
and privacy. This contribution can be found in Chapter 6.

— We proposed a local electricity market which allows (i) Renewable
Energy Source (RES) owners to sell their excess electricity to other
users or suppliers and (ii) non-RES users to bid for and buy electricity
directly from RES users at a trading price determined by the market.

— We performed a threat analysis of the proposed electricity market in
order to specify a set of security and privacy requirements.

— We proposed practical decentralised and privacy-preserving protocols
for local electricity trading and settlement using Multi-Party
Computation (MPC).

— We presented an implementation, evaluation and analysis of the
protocols using realistic bidding data sets.

The work presented in this chapter was published in the IEEE
PES International Conference on Innovative Smart Grid Technologies
Conference Europe (ISGT-Europe 2016), in the 15th International
Conference on Cryptology and Network Security (CANS 2016) and
in the IEEE PES International Conference on Innovative Smart Grid
Technologies (ISGT-Europe 2017). In addition, some of the work is
also under review in the IEEE Transactions on Smart Grid. I mainly
contributed to the design of the local trading market model, the risk and
threat analysis and the design of the protocols.






Chapter 2

Background

In this chapter we provide the necessary background information on smart grids.
We describe the physical components and actors that are relevant to the smart
grid architecture, we give examples of current and future use cases and we
discuss the current state of the smart meter roll-out in Europe. We also give an
overview of the current state of the art in security and privacy for smart grids.

2.1 From traditional electricity grid to smart
grid

Traditionally electricity is generated by large-scale generators and transported
over long distances over the high-voltage transmission grid. It is then
transformed to medium-voltage and brought to the end consumer over the
distribution grid. The consumer has a contract with an energy supplier from
which he buys his electricity. The traditional electricity grid is illustrated in
Figure 2.1.

As shown in Figure 2.2, electricity is typically traded in three markets: a
wholesale, a balancing and a retail market [53].

The wholesale market is used for trading electricity in bulk between suppliers
and electricity generators. It is a competitive market: the electricity price is
determined by negotiation. On the wholesale market electricity is traded for
short, e.g. half-hourly, time periods referred to as settlement periods. Moreover,
electricity is not traded in real-time. All contracts for each settlement period are
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frozen at some point in advance, called the submission deadline. After the gate
closure trading for the corresponding settlement period is no longer permitted.

The balancing market is used for trading electricity in real-time and is controlled
by the Transmission System Operator (TSO). The TSO uses the balancing
market to match the supply of electricity with the demand and to alleviate
any issues on the transmission network. In order to balance the supply and
demand, the T'SO has a range of different balancing services, such as buying
extra electricity on the balancing market, or activating strategic reserves.

The retail market is used for trading electricity between users and suppliers. It is
a competitive and dynamic market, i.e. individual users can choose their supplier
and switch suppliers as often as they wish. However, unlike the wholesale market
where the electricity price can vary for each settlement period, in the retail
market users have fixed tariffs, usually a day tariff and a night tariff.

In the rest of this chapter we will describe the smart grid that is destined
to replace the traditional electricity grid. The National Institute of Standard
and Technology (NIST) defines the smart grid as “a modernized grid that
enables bidirectional flows of energy and uses two-way communication and
control capabilities that will lead to an array of new functionalities and
applications” [118].

2.2 Smart grid components and actors

In this section we briefly describe the main physical components and actors
that form the smart grid. These have been depicted in Figure 2.3.

2.2.1 Components

There are six main components in a smart grid. The smart meter, other-utility
meters and home area network are all on the customer premises. Distributed
energy resources can be located on the customer premises. Substations and
data concentrators are outside of the users’ premises.

Smart meter: The main difference between the Smart Meter (SM) and the
traditional electricity meter is the capability for bidirectional communication of
the former. This means that the smart meter can send electricity consumption
and injection data to the Meter Responsible Party (MRP) multiple times per
hour without any manual intervention and that the MRP can send commands
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Figure 2.3: The main physical components and actors that form the smart grid.

to the meter, e.g. to request log files. More specifically, the smart meter is an
advanced metering device with the following characteristics.

e It can measure the amount of electricity flowing both from the grid to the
household and vice versa.

o It could also measure different parameters of the electricity flow, such as
the voltage level and frequency.

e It can perform two-way communication with other smart grid entities.

e It contains an off-switch, which can be used to disconnect the household
from the electricity grid. The grid operator can use this functionality in
emergency cases to avoid a full-scale black-out.

o It communicates the consumption data to the Home Area Network (HAN)
gateway.

Distributed energy resources: Distributed Energy Resources (DERs), in-
cluding local generation, are small-scale, decentralised electricity generators [123].
Examples of DERs are solar panels, wind turbines, combined heat and power,
and battery storage. In contrast to traditional large-scale electricity generators,
such as nuclear plants or gas plants, DERs are usually connected to the
distribution grid rather than the transmission grid. DERs are often, but
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not necessarily, renewable energy sources. When DERs are located on users’
premises they are usually connected to the user’s smart meter.

Digital other-utility meters: Other-utility meters are meters measuring a
commodity other than electricity. Examples are water meters and gas meters.
Digital other-utility meters typically use the communication module in the
smart electricity meter to save power since, unlike smart electricity meters, they
are battery powered.

Home area network: The HAN gateway is the gateway through which local
communication with the smart meter is possible. For instance, it allows the
consumer to receive information about his electricity consumption, or about
the time-varying electricity price. Usually the HAN gateway is connected to
an in-home display, or alternatively the consumer’s PC, tablet or smart phone,
in order to present the information in a user-friendly manner. If the consumer
opts to use any third-party energy services, these services can get the data they
require through the HAN gateway. The HAN gateway could also connect to
a home energy controller that can communicate with smart appliances and
schedule their consumption according to the tariff fluctuation of the day.

Data concentrator: The data concentrator, sometimes also called data-
aggregator, is situated between the smart meter and MRP. It can be owned
and operated by the MRP, or by a third party. Its two main functionalities are
efficiently sending smart meter data to the MRP and performing billing fraud
detection. Data concentrators can be located in substations.

Substation: A substation’s main function is to transform between high and
low voltage, but they also measure consumption and power quality at the point
where they are connected to the low-voltage grid. In the future, they could also
control the part of the low-voltage grid they are connected to. They could, for
instance, disconnect a part of the electricity grid.

2.2.2 Actors

There are seven main actors that are stakeholders in the smart grid architecture.

Consumer: Consumers, also called customers, households or users, demand,
consume and pay for electricity. Small businesses can also be considered
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consumers in this sense. Consumers may also produce electricity if they have
an on-site DER, such as solar panels. Consumers that also produce electricity
are called prosumers.

Meter responsible party: The MRP is responsible for the smart meters.
An example of such a party could be the Distribution System Operator (DSO)
or supplier. The former is the case in Flanders. The MRP is the party which
receives the meter data and sends commands to the meter, e.g. to disconnect a
user from the electricity grid. If other parties need access to the meter data
(e.g. the supplier if the DSO is the MRP or vice versa), it is the responsibility
of the MRP to ensure they have access to these data. The latter could also be
done by a clearing house, e.g. Atrias in Flanders. In that case the MRP sends
the data to the clearing house and the clearing house ensures that other parties
have access only to the data they are authorised to access.

Distribution system operator: DSOs own the low and medium voltage
distribution network in a specific geographical area. The distribution network
distributes electrical power from the high voltage transmission grid to the
consumers. The DSOs are responsible for managing, maintaining and, if
necessary, developing their distribution network [150]. DSOs are also responsible
for operating the grid within constraints set by the regulator, ensuring proper
power quality at the connection of the end-consumer. Each DSO is responsible
for the distribution networks in its region of operation. Consumers and DERs
are connected to the distribution networks.

Transmission system operator: The Transmission System Operator (TSO)
owns and operates the high voltage transmission network. It is responsible
for managing, maintaining and, if necessary, developing the transmission
network [150]. The TSO is also responsible for balancing the grid, i.e.
compensating the difference between the demand and supply of electricity
at any time. To achieve this, the T'SO relies on various balancing services.
Large generators and large electricity consumers, e.g. steelworks and refineries,
are usually connected directly to the transmission networks, rather than to the
distribution grid.

Regulator: The regulator for the electricity market draws up the technical
regulations the grid operators are subject to, audits the grid operators and
grants supply permits to electricity suppliers. It monitors the market and
advises on policy, e.g. advising the government on smart meter roll-out. In
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Flanders this role is taken up by the Vlaamse Regulator van de Elektriciteits-
en Gasmarkt (VREG).

Supplier: Suppliers buy electricity on the wholesale market and sell it to
all residential users and most of the industrial users [150]. They play the
role of a middleman between electricity generators and consumers. Suppliers
are responsible for balancing their portfolio, i.e. ensuring that the amount of
electricity consumed by their customers is equal to the amount of electricity
they bought on the wholesale market for every 15 minute period. If they do
not manage to balance their portolio, they pay imbalance fines.

Third parties: These are companies that are not directly involved in the
grid management or provision of electricity to users, but are interested in
users’ consumption data in order to provide innovative services, such as energy
management systems. Other examples of third parties are electricity trading
platforms, and flexibility aggregators.

2.3 Use cases

In this section we describe the different use cases for smart metering. The
main motivations for smart metering are more efficient and accurate billing and
more efficient grid management. However, a third important use case is the
maintenance of the smart meter. Moreover, several interesting future use cases,
such as local electricity trading and demand-response, are possible once SMs
are in place.

2.3.1 Billing

Electricity billing traditionally requires sending a person to the consumer
premises to write down the meter values, or having the consumer self-report
his consumption. The consumer will then be billed based on a flat or double
(day/night) tariff. This procedure has several disadvantages: (i) it is costly
as it requires the MRP to send someone to the premises and (ii) it does not
support more detailed tariffs or easy switching between normal billing and
prepaid billing. Smart billing is proposed to address these disadvantages.
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Smart billing

The main difference between traditional billing and smart billing is that with
the latter the consumption and injection data are automatically sent to the
MRP several times per day or even per hour. This entails two main advantages:
(i) there is no need for the MRP to send an employee over to every house, thus
reducing the costs for the MRP and (ii) consumers can be billed accurately
each month rather than having to pay a deposit every month and getting their
actual bill only at the end of the year.

Additionally, the process of changing account holders (e.g. when moving to a
new property) and supplier switching will also be simplified by using smart
meters. Disputes between previous and new inhabitants about meter values at
the time of moving can be prevented since the MRP can provide the supplier
with the exact value, directly from the meter. The same applies when switching
suppliers, i.e. there is no need for a physical check of the meter values since the
MRP could obtain the exact value at the time of switching.

Finally, smart billing allows faster fraud detection. Since the aggregate
consumption of a neighbourhood can be compared to the amount of electricity
leaving the substation in real-time, it becomes easier to detect billing fraud.
It also becomes possible to detect unusual patterns in consumers’ electricity
consumption. However, the latter might imply a serious breach of users’ privacy.

Privacy-friendly billing

Between 1992 and 2009 Hart [85], Lam et al. [96], Lisovich and Wicker [103] and
Bauer et al. [16] have all shown that personal information can be derived from
observing the detailed electricity consumption of a household. For example, one
could notice that the inhabitants are getting up much earlier during the month
of Ramadan, implying they are muslim. Another example is health information,
such as whether people get enough sleep, whether they cook their own meals
etc. Several solutions have been proposed in the literature to perform more
privacy-friendly billing. These are discussed in Section 2.5.3.

Prepayment billing

Customers who persistently fail to pay their bills are often switched to a prepaid
electricity meter. With this type of meter the consumer has to pay before being
able to consume any electricity. Usually this entails buying certain tokens or a
smart card which can then be used to top up the meter. The meter will keep
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track internally of the credit balance and as soon as the credit is finished, the
meter will limit the allowed electricity consumption to a minimal level.

Traditionally, a prepaid meter requires installation of additional components,
so switching between normal billing and prepaid billing requires a visit from a
maintenance technician to remove the old meter and install a new one. However,
the smart meter could implement both modes of operation and switching to
prepaid could then be done by a simple command sent from the MRP to the
meter, which is much more cost-effective than physical switching of meters.

2.3.2 Grid management

Since the grid operators are responsible for the power quality and the
maintenance of the power grid, they need to perform continuous grid
management. This includes checking for over- or under-voltages, keeping the
frequency of the current within strict boundaries, balancing the production and
consumption at all times, preventing black-outs, etc.

Detailed grid management

Traditionally measurements from some of the substations are used to manage
the low-voltage grid, i.e. control voltage, manage congestion and minimise losses.
Thus, the voltage and frequency information is only available at a very limited
number of points in the grid. Using voltage and frequency data received from
smart meters would allow a much more detailed view on the state of the grid.
This awareness, in turn, would allow the DSO to detect problems in the grid
much faster compared to traditional grid management.

Grid management will become more and more important as solar panels and
electric vehicles gain popularity. When the electric grid was rolled out, these
were non-existent. Consequently, the low-voltage grid is not adapted to current
injections, e.g. from solar panels, or very large demands of electricity, e.g. several
electric vehicles all charging just after office hours. Rather than adding physical
power lines to the grid, DSOs can overcome this challenge by more fine-grained
in-depth grid management. However, the large amounts of available data will
necessitate more advanced data management.
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Black-out management

In addition to the day-to-day grid management, the DSO is also responsible for
preventing black-outs. A black-out takes place when an area loses power for a
certain period of time. The main causes for black-outs are: loss of production
capacity, faults in substations, damage to the lines, and short circuits. The
latter two can easily be detected through power quality data measured by smart
meters. Currently, the main problem with black-outs is detecting where exactly
the fault has taken place. With the smart meter, this process could be greatly
simplified.

Even more important than black-out detection is trying to predict and prevent
black-outs. Prediction of black-outs is closely related to the detailed grid
management described in the previous section. Preventing black-outs is possible
by limiting the consumption of some users, or even disconnecting them from the
grid in order to prevent a black-out from spreading to a much larger area. In
order to enable these prevention mechanisms, the smart meter can be equipped
with a limiter or off-switch which can be triggered remotely. When the off-switch
is triggered, the household will be disconnected from the electricity grid, i.e. no
longer able to use any electricity except for locally generated electricity. As this
is a drastic measure, an alternative is to use a limiter that, when triggered, will
limit the household to a certain maximum electricity consumption.

2.3.3 Smart meter maintenance

The maintenance of a smart meter consists of two main aspects: the first
installation of the meter at the customer’s premises, and the maintenance
during the lifetime of the meter. The latter entails, for example, updating the
firmware and the cryptographic keys.

Remote vs. local maintenance

Smart meters are available for maintenance via two interfaces. The first one is
the interface to the MRP, which is also used for sending the consumption data.
This can be either wired, e.g. the cable network, or wireless, e.g. GPRS. The
second one is the interface for local maintenance, which requires a technician to
be in physical proximity to the meter.

Most of the routine meter maintenance, e.g. reading out log files or updating
firmware, keys or parameters, can be done remotely. Remote maintenance is
much more cost-effective than sending over a maintenance technician. There
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are, however, two main use-cases which require local maintenance: (i) the
first installation of the meter at the customer’s premises and (ii) cases of
communication errors when the meter is no longer available remotely.

First installation

When the meter is first installed at the customer’s premises, some internal
parameters need to be configured. Most importantly, the clock needs to be
updated to the correct time and the cryptographic keys need to be updated
from default keys to meter-specific keys.

Firmware updates

Since the average lifespan of a smart electricity meter totals more than twenty
years, new applications and use cases are expected to emerge. Consequently,
it should be possible to update the firmware of the smart meter such that the
meter does not need to be physically replaced with every new functionality.
Additionally, with such a long lifespan there is always a risk that the
cryptographic algorithms used in the meter, although considered secure now,
will have been broken during the lifetime of the meter. In that case, it is very
important that the firmware of all smart meters can be updated in a short
period of time.

Since the firmware completely controls the meter, it is extremely important
that these firmware updates take place in a secure manner such that an attacker
cannot insert his own firmware into a smart meter.

Key updates

The security of cryptographic algorithms depends on the confidentiality and
authenticity of the cryptographic keys that are used. Consequently, as soon as
an attacker manages to guess or learn the value of such a key, this key should
be revoked and a new key should be issued to the meter in a secure way. A
compromised key should never be used again to create a valid cipher text, or
authentication tag.

The security of a cryptographic key depends on its length. If the key is too
short, it is easy for the attacker to guess the key using a brute force attack, i.e.
trying every possible key until he finds the correct one. Since the efficiency of
brute force attacks depends on the amount of computing power available to
the adversary, keys should become longer as computers become more powerful.
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Figure 2.4: A local electricity trading market.

Key lengths which are currently thought to be secure, may no longer be secure
in twenty years [15, 134]. This is another reason for the need to have secure
mechanisms for updating the cryptographic keys in smart meters. Since not
every algorithm supports every key size, this might also entail having to update
the algorithms.

2.3.4 Local electricity trading

In the current setting users can only buy from or sell to a supplier, thus users
have limited options to optimise the prices they buy or sell for. Although the
new Market Implementation Guidelines (MIG6) will allow Belgian users to
have a different supplier for electricity injection and consumption from 2018
onwards [141], there is usually a wide gap between the buying and selling price.

Contrary to the current situation, a local electricity trading market allows users
to trade electricity among themselves using local trading platforms, rather than
only buying from and selling to their supplier. For example, a user with solar
panels, who generates more electricity than he needs for his own consumption,
can decide to sell the excess electricity to a neighbour on the local trading
market. This concept is illustrated in Figure 2.4.
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In such a local electricity trading market, users are free to set their own prices,
thus allowing them to buy electricity for a lower price and sell it for a higher
price than what the suppliers are willing to offer. Such direct user interactions
and local markets are also in line with the 2016 European Commission’s ‘Winter
Package’ proposal “Clean Energy for All Europeans” on the energy market
reform [60].

In addition, local electricity trading could also be beneficial for the grid itself.
For example, electricity exchange between nearby users could significantly
reduce the amount of electricity loss during transmission over the distribution
lines. Moreover, local electricity trading contributes further to the autonomy of
microgrids reducing the reliance on the main grid. Trading electricity among
users could also encourage using more locally generated electricity rather than
using electricity generated at far-off generators. This would lead to less electricity
being transported over transmission lines, thus less losses at the transmission
level. As a result less electricity will be generated by conventional generators
leading to less greenhouse gas emissions.

An additional advantage of such a local electricity trading market is that it
incentivises users to install renewable energy sources, as their potential benefits
increase compared to the current situation. For example, the current payback
period for solar panels in Flanders is around eleven years [155]. When using
local electricity trading markets this number could decrease.

Users who are unable to buy or sell their electricity on the local trading market
will still be able to buy from and sell to the supplier, who will thus become a
secondary source of electricity for most users.

2.3.5 Demand-response

Traditionally, the production of electricity follows the consumption. However,
this is an expensive process since it requires several peak production units,
which are used only rarely and which are expensive to start up. Additionally,
it is almost impossible to do this with renewable energy sources such as wind
and solar power since these sources have intermittent outputs. Therefore, the
new paradigm is for the consumption to follow production, e.g. turning down or
turning off non-critical appliances, such as washing machines or air conditioning,
when energy production is low, e.g. on cloudy days. One of the most efficient
ways to drive consumption is by using price-incentives, i.e. energy becomes
cheaper when production from renewable energy sources is high. Smart meters
support such detailed tariffs, thereby enabling demand-response. Clearly it is
not practical to expect the user to continuously check these tariffs and adjust
his behaviour accordingly. Therefore, demand-response will likely also require a
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type of home management system that can control smart appliances based on
the tariff information provided by the smart meter.

In an even more direct case of load balancing, the consumer can have an
agreement with his energy supplier or with the DSO, allowing them to directly
switch off some of the consumer’s appliances. In this case, the user would
probably receive some remuneration from his supplier or the DSO in exchange
for the flexibility he provides.

2.4 Smart meter roll-out

Smart grids are currently being rolled out world-wide. The EU encourages
the installation of SMs in EU directive 2009/72/EC [70]. This directive states:
“Where roll-out of smart meters is assessed positively, at least 80% of consumers
shall be equipped with intelligent metering systems by 2020.” Consequently,
most EU member states have either already completely rolled out SMs, started
to roll out, or are in the pilot-project phase [37, 64]. Only Belgium, Portugal,
Iceland, the Czech Republic and Lithuania have decided not to roll out SMs by
2020. However, except for Iceland they are currently deploying pilot projects to
further assess the value of smart metering. The vast majority of the countries
rolling out SMs target at least 80% of consumers, most target even 95% of
consumers or more. However, Germany targets a 15% roll-out and Slovakia and
Latvia will also roll out selectively. Hungary, Bulgaria and Cyprus have not yet
decided whether they will roll out SMs by 2020.

All EU member states want their smart meters to be able to do at least remote
reading and two-way communication. Almost all also require interval metering
(except for Lithuania) and remote management (except for Estonia). Sixteen
out of twenty two countries also require home automation and a web portal.
Nevertheless there are big differences between the smart meter requirements in
different countries. Germany for example requires a very high level of security,
and Italy requires only a low level of security.

The Flemish Energy Regulator, VREG, ordered a first cost-benefit analysis
of SMs in 2008 [152]. At that time, the VREG concluded that the benefits
did not outweigh the costs. However, in 2011 the model was updated after
a pilot project involving the Flemish DSOs had taken place. This time the
VREG concluded that the benefits do outweigh the costs for a fast roll-out,
either segmented or non-segmented. For a slow roll-out the cost-benefit analysis
remains negative, however, the VREG mentions in its report that the benefits
could increase if there were more potential for commercial parties, e.g. flexibility
aggregators. Finally, the Flemish government decided to start the roll-out of
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SMs in 2019 [140]. Recently, the VREG advised not to be too conservative in
the type of meters deployed [154].

Consultancy company Ernst & Young published a report [57] on the economic
viability of smart grids, concluding that investing in smart grids will, in the
long term, be significantly cheaper than continuing the conventional investment
strategy, i.e. increasing the amount and the dimensions of distribution lines.
They conclude that the cost-benefit analysis remains positive even if the levels
of de-carbonisation and electrification remain lower than expected. They also
estimate the secondary benefits for the UK market. For example, they foresee
8 billion to 29 billion pounds of potential value generation for the distributed
generation and renewables market. They estimate approximately 13 billion
pounds of added value between now and 2050, with 8000-9000 new jobs coming
into existence.

2.5 Smart grid security and privacy

The public authorities, the MRP and the user have several security and privacy
concerns. The public authorities are concerned about cyber-physical attacks
and economic losses. Since smart grids provide an essential service, while
incorporating information and communication technology throughout the entire
electricity value chain, they are a prime target for cyber-physical attacks by
other nation states, large crime organisations or terrorist organisations. The
MRP’s main concerns are financial loss, reputation damage and damage claims.
The financial loss would be the consequence of fraud, the reputation damage is
related to the reliability of the electricity grid. If the DSO is the MRP, as is
the case in Flanders, it is moreover bound by legal requirements to ensure grid
reliability and electricity availability. Finally, the consumer is mainly concerned
about financial loss and privacy loss. The former is applicable if the consumer
does not trust the MRP to bill him correctly. The latter is due to the detailed
consumption data that the smart meter sends to the MRP.

2.5.1 Cyber-security

Cyber-security becomes more and more important in many different aspects of
our daily lives as more and more services are brought on-line. On-line banking,
smart grids, tax on web, connected cars, etc. are all examples of critical services
which can now be hacked and controlled remotely.
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Cyber threats to the smart grid

The main cyber threat to the smart grid is attackers managing to cause a mass-
scale black-out. The consequences of such a mass-scale black-out, as described
by Marc Elsberg [55], would be rather alarming. Sewers, trains, telephones,
internet, traffic lights, gas stations, card payment systems etc. would all stop
working. Moreover, if the grid operators do not manage to bring the grid back
on-line within a reasonable time frame, emergency generators will stop working,
causing enormous problems in critical systems, such as hospitals and nuclear
plants.

Moreover, the economic losses of such large-scale black-outs are enormous. A
black-out lasting two hours in one Flemish province is estimated to cost almost
€ 16 million [56]. An example of such an attack is the 2015 cyber attack on
the Ukraine power grid.

Smart grid security vs. conventional IT security

We should not simply take standard practices from IT security and apply them
to the smart grid, as there are important differences between the two. First,
the lifespan of smart grid components is more than twenty years. This forms a
sharp contrast to computers and mobile phones, which are considered outdated
after three to five years. As cryptographic algorithms are broken and brute force
attacks become more feasible as computers become more powerful, it is prudent
to assume that components which are currently considered secure will not be
secure any more in twenty years. Thus it is important that these components
have the capability to be updated. Secondly, in smart grids availability is
crucial. The electricity grid needs to be on-line at all times. This means that
any updates need to be done in such a way that the grid remains in operation.
Thirdly, as mentioned before the impact of an attack is potentially huge. Finally,
new use cases are constantly emerging, leading to new requirements and new
threats. Thus, the cyber-security must also evolve continuously.

2.5.2 Billing fraud

The main adversary motivated to carry out this type of attack is obviously the
consumer. Since the smart meter is installed in the consumer’s house, he has
physical access to it. Although the technical knowledge and resources of the
consumer are generally limited, the possibility of organised crime developing a
hack and selling it to many consumers should not be ignored. In that case, the
technical knowledge and resources of the adversary are much larger. However,
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the adversary cannot dramatically lower his consumption data, since this will
look suspicious and fraud detection systems will detect this. McLaughlin et
al. [105] show that different methods for committing billing fraud are possible.

2.5.3 Privacy

Article 12 of the Universal Declaration of Human Rights [146] says: “No one
shall be subjected to arbitrary interference with his privacy, family, home or
correspondence, |...] Everyone has the right to the protection of the law against
such interference or attacks.” We find the same right to privacy in Article 8 of
the European Convention for Human Rights [65]. This clearly shows how new
applications, such as smart metering should take into account this fundamental
right to privacy. Moreover, the General Data Protection Regulation (Regulation
(EU) 2016/679 — GDPR), will enter into force in the EU and Belgium in 2018,
demanding among other things, privacy by design, purpose limitation and
data minimisation. This legislation will be enforced by the Belgian Privacy
Commission. In this section we describe the privacy concerns introduced by
smart electricity meters.

Privacy concerns in smart metering

As mentioned before, many authors describe the privacy threat posed by smart
meter data [103, 85, 97, 16, 96]. Since each appliance typically has its own specific
load signature, one can recognise those appliances in a detailed consumption
pattern. This is illustrated in Figure 2.5. This in turn allows one to deduce
lifestyle information, such as eating habits and sleeping patterns.

Several actors might be interested in such smart metering data [139].
Examples include insurance companies, marketeers, landlords, criminals etc.
Insurance companies can determine users’ insurance premium based on their
lifestyle information. Marketeers may want to profile customers for targeted
advertisements. Landlords could verify lease compliance. Criminals could use
these data to identify when users are not at home and whether they own valuable
appliances.

This has spurred European and Belgian data protection authorities to investigate
the risks and mitigations to safeguard the rights of individuals when their privacy
is at stake. In reaction to concerns regarding the invasiveness of that customer
monitoring and profiling, EU interpretive bodies such as the European Data
Protection Supervisor and Article 29 Data Protection Working Parties published
a series of opinions on the application of data protection frameworks to smart
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Figure 2.5: Recognizing appliances in a detailed consumption pattern [119].

metering between 2012 and 2014 [12, 21, 66]. In particular, these bodies along
with the European Union Agency for Network and Information Security [61]
sought to ensure that adequate processes and tools existed for data protection
impact assessments [59, 63, 11, 67, 43] and privacy, data protection and security
by design [68]. However, much work remains in developing sector-specific
approaches to legal compliance and translating law into actionable solutions for
privacy and data protection.

Pseudonymisation

The most obvious solution to the privacy concern is to pseudonymise the
metering data, such that the adversary cannot link the detailed consumption
pattern to the user identity.

Efthymiou and Kalogridis [52] propose a solution for anonymising users’ metering
data. In their proposal each smart meter has two IDs: (i) a Low Frequency
ID (LFID) known to the supplier and used by the smart meter to report time-
aggregated metering data used for billing purposes, and (ii) a High Frequency
ID (HFID) unknown to the supplier and used by the smart meter to report
fine-grained metering data. The link between the LFID and HFID is known only
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to a trusted escrow party, so the supplier is unable to link the pseudonymised
data to individual users.

Finster and Baumgart [73] propose a pseudonymous smart metering protocol
without a trusted third party. In their protocol each smart meter generates its
own pseudonym, blinds it with a random factor to generate a blinded pseudonym,
obtains a signature on the blinded pseudonym from an authorised data recipient,
and unblinds the received signature. Hence, the data recipient does not know
to which smart meter the pseudonym belongs. However, when new a smart
meter joins the system, the data recipient could easily link the newly appeared
pseudonym to the newly joined smart meter.

Yu et al. [160] use a ring signature and a key distribution centre to help a
control centre bill users correctly. However, the centre may still be able to link
electricity requests to users as each user attaches a static pseudonym to his
request.

Stegelmann and Kesdogan [135] propose a k-anonymity service using pseudonyms.
To mitigate the risk of linking a pseudonym to a specific smart meter, the authors
propose each pseudonym to be used by at least k£ smart meters. Although this
approach will make it more difficult for data recipients to link the metering data
to a specific smart meter, the anonymity set is reduced to only k£ smart meters.

A common drawback of the aforementioned work [52, 73, 160, 135] is that each
smart meter uses a static pseudonym to report its fine-grained metering data.
Hence, the supplier may aggregate all the data associated with one pseudonym
and try to match the aggregate value with the users’ attributable monthly value.
In other words, the supplier may be able to link the pseudonym to a smart
meter, thus compromising users’ privacy.

Rottondi et al. [130] propose a data pseudonymisation protocol that uses a
secret splitting scheme. Each smart meter divides its metering data into ¢ shares
and sends each share together with its real ID to a different intermediate trusted
node. Then, each node generates a unique pseudonym using the real smart
meter ID and a time slot indicator, and sends the corresponding share together
with the pseudonym to a data recipient. Once the data recipient receives all
the shares attached to the same pseudonym, it simply recovers the metering
data sent by the smart meter associated with that pseudonym.

Several papers have already shown that partial de-pseudonymisation of
fine-grained metering data is possible. Jawurek et al. [88] propose two
attack strategies, anomaly detection and behaviour pattern matching, to de-
pseudonymise users’ metering data. They use machine learning techniques to
analyse each user’s metering data, looking for patterns that are unusual. If
anomalies are found, this can be combined with information from other sources
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to link the metering data to a user. The authors also try to link metering data
of users stored on two different databases with different pseudonyms. Their
algorithm is trained on one of the databases and tested on the other one, and it
achieves 83% accuracy in linking the data of the same user in both databases.
However, they are able only to link the two pseudonyms of the same user, but
not to de-pseudonymise the user.

Buchmann et al. [20] try to de-pseudonymise users’ metering data using simple
statistical measures. They first train their algorithm using the metering data of
known households and extract features for each household. Then they run the
algorithm on metering data from the same households during a different time
period and try to find a match between the features extracted for the households
during the two periods. They show that their algorithm de-pseudonymises 68%
of the 36 households they analyse. Nevertheless, if they train their algorithm on
pseudonymised data, they simply find a match between two metering data sets
reported by the same household with 68% success rate. However, this would not
necessarily lead to de-pseudonymisation of the users. Tudor et al. [143] propose
a simplified version of the algorithm proposed by Buchmann et al. [20], instead
of having twelve different features they use only five. They also show that
using combinations of different features gives different success rates for the de-
pseudonymisation process. On average, their method outperforms Buchmann’s
algorithm [20] with 10%.

Tudor et al. [142] analyse the ability of a powerful adversary to de-pseudonymise
users’ fine-grained metering data. However, in their analysis smart meters
report rounded billing values from 1 kWh resolution up to 200 kWh resolution.
When users’ monthly billing data are reported with resolution 1 kWh, 60.5% of
the users are de-pseudonymised after one month and 99.3% after seven months,
whereas if the resolution is 10 kWh, the supplier can de-pseudonymise only 8.6%
of the users after the first month and 29.1% after seven months. If the supplier
uses daily billing data reported with 10 kWh resolution, it can de-pseudonymise
almost 10% of the users after the first day, and around 40% after the 30th day.

We investigate de-pseudonymisation and potential countermeasures further in
Chapter 5.

Aggregation

Another potential solution is to aggregate the consumption data of several users,
such that the adversary can no longer distinguish a specific user’s consumption
pattern.

Kursawe et al. [94] describe a protocol that sends aggregated meter data to the
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MRP, without enabling it to ever learn the consumption patterns of individual
users. Their protocol can be used to detect billing fraud and to perform certain
forms of grid management, e.g. congestion management, but not for billing.
They propose four concrete protocols: an interactive protocol based on additive
secret sharing, a protocol using Diffie-Hellman key exchange, a protocol based on
Diffie-Hellman key exchange combined with bilinear mapping and a low overhead
protocol. They also implemented the latter two protocols on a test bed of 100
smart meters to demonstrate the practical feasibility of their protocols [44]. The
disadvantage is that these solutions are not suitable for billing protocols.

Bohli et al. [19] propose an aggregation protocol, using a trusted third party
as an aggregator. The advantage of their protocol is that it allows both grid
management and billing. The former is done by aggregating consumption data
of different users. The latter is done by summing up the consumption data of
individual users over longer periods of time. As they point out themselves, the
disadvantage is the use of a trusted third party. They also propose a solution
without a trusted third party. However, as their solution adds randomly
distributed noise, they need an aggregation set of almost four million users to
achieve the desired level of accuracy. This is obviously not feasible in practice.

Garcia and Jacobs [75] describe the use of homomorphic encryption and additive
secret sharing to aggregate the consumption data of different users. However,
their protocol requires a large communication overhead and a large amount of
processing power on the smart meter.

Mustafa et al. [117] proposed a selective aggregation scheme called DEP2SA
using homomorphic Paillier encryption. Their scheme has two main advantages.
Firstly, they use a multi-recipient system to reflect the fact that several
stakeholders, e.g. DSOs and suppliers, need access to differently aggregated
groups of users. Secondly, they aggregate data at the gateway closest to the user
and use short signatures and batch signature verification in order to increase
efficiency. However, their protocol uses homomorphic encryption which is
computationally expensive.

Data minimisation

Another interesting solution is to limit the amount of data sent to the MRP [83].
The goal is to send it only the data it actually needs for its operations.

Rial and Danezis [129] propose a protocol guaranteeing privacy and integrity
for billing based on commitments and zero-knowledge proofs. In their protocol
the supplier sends a signed version of the tariff to the consumer. The consumer
uses this tariff and the signed consumption data from the SM to calculate the
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overall cost. Next, he sends this overall cost to the supplier together with a
zero-knowledge proof. Their protocol can also be used for more complex, non-
linear tariffs. The only change required to the meter is certification. Jawurek
et al. [87] proposed a similar protocol. Their paper gives more details on the
practical implementation of such a protocol in existing SMs.

Differential privacy

Differential privacy [51] was introduced by Dwork as a reaction to the increasing
re-identification of anonymised data. The core idea is that a user’s privacy loss
should be nearly independent of whether his data are included in the dataset or
not, providing plausible deniability.

Acs and Castelluccia [3] provide a scheme for differentially private smart metering
data collection. Contrary to the original concept of differential privacy, they do
not rely on a trusted third party, i.e. the aggregator is untrusted. Their scheme
is robust against smart meter failures and malicious nodes. They consider
a dishonest, but non-intrusive adversary. Differential privacy is achieved by
adding Laplacian noise. However, they do not provide information on whether
this noisy data is still useful for grid management.

Danezis et al. [42] propose a differentially private protocol for billing. In their
protocol the user always pays an amount that exceeds the cost of the actual
consumption, such that the supplier does not learn the actual consumption. At
a later point in time, the excess payments can be reclaimed by the user.

Alternative energy source

Using an alternative energy source, such as a storage element is another method
to hide the consumer’s consumption pattern. In contrast to encryption and
similarly to aggregation and anonymisation of consumption data, load flattening
has the advantage that even the utility or DSO (the legitimate receivers of
the data) cannot infer sensitive information about the household from their
consumption data. Moreover, load flattening has the added advantage that
the consumption data the utility or DSO receives is the actual pattern of the
electricity the household has taken off the grid, no noise is added, none of the
data points are suppressed and the data are not rounded. The disadvantage of
course is that the household must possess a storage element, e.g. a residential
battery or supercondensator, which at this point in time is not very common.

Kalogridis et al. [89] were the first to propose using a battery to hide consumption
patterns. They propose a power management model and a power mixing
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algorithm. They also evaluate their algorithm based on three different privacy
metrics.

Giaconi et al. [77] introduce piecewise flattening and elaborate on the impact
of battery capacity and the possibility to also sell back electricity to the grid.
They also investigates the trade-off between the two objectives of the battery:
saving costs and adding privacy.

Arrieta et al. [10] investigate how to measure privacy leakage by using mutual
information. In this research the battery is equivalent to a trapdoor channel,
where the output is a permutation of the input and the input (i.e. the electricity
consumption) is considered stochastic. This provides an information-theoretic
upper bound on the information leakage rate.

An open question in this research direction is the impact this would have on
the storage element. For instance, a battery is not designed for very frequent
loading and unloading.s

2.6 Concluding remarks

In this chapter we have provided background information on smart grids, as
well as an overview of the state of the art in smart metering privacy. We have
described the actors and physical components that form the smart grid, as well
as current and future use cases. We have also outlined the different security
and privacy concerns that threaten the smart grid and given an overview of the
state of the art in smart meter privacy. In the next chapters we will build on
this to detail our own solutions.






Chapter 3

Analysis of the Flemish
smart metering
architecture

3.1 Introduction

In this chapter we describe the STRIDE and DREAD analyses carried out on the
smart metering architectures proposed by the Flemish Meter Responsible Parties
(MRPs) for the 2014 smart meter pilot project. As mentioned before, these
MRPs are the Distribution System Operators (DSOs), Eandis and Infrax. We
describe the methodology of the STRIDE and DREAD analyses, see Sections 3.2
and 3.3. The results of these analyses are confidential under a non-disclosure
agreement. Next, in Section 3.4 we discuss best practices for the DLMS-COSEM
communication protocol, which is used by both Flemish DSOs.

3.2 Threat analysis

We first describe the STRIDE methodology, which is used to list the possible
threats to the smart metering architectures.

31
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3.2.1 STRIDE methodology

STRIDE [109] is a model developed by Microsoft. It is an acronym, denoting
the six categories of threats one should take into account. These categories are:

Spoofing an entity: This means that the attacker successfully pretends to be
one of the entities in the architecture. The general solution for this is
proper entity authentication.

Tampering with data: This constitutes modifying data, either while it is sent
from one entity to another, or while it resides with one of the entities.
Tampering includes adding extra messages, changing existing messages
and replaying earlier messages. The cryptographic property in jeopardy
is the integrity of the data. To counter these types of attacks, data
authentication is used.

Repudiation of authenticity: This means that an entity can afterwards deny
having sent or received a certain message. Non-repudiation is important
if there are multiple stakeholders in the architecture. To achieve non-
repudiation, digital signatures are used.

Information disclosure: In these attacks the adversary gains access to
confidential information, either while it is being transmitted between
different entities, or while it resides with an entity. Protection against
these types of attacks requires encryption.

Denial-of-Service (DoS): By increasing the communication load on the
systems, these attacks aim to make one of the entities unavailable to
other entities, thereby rendering it impossible for the architecture to
function properly. A means to protect against some of these attacks is to
immediately discard invalid or badly formed messages.

Elevation of privilege: This means that a user with a lower level of privilege
manages to elevate his access right and execute functions he should not
have access to. This can be remedied by authorization and proper access
control.

The end goal of the STRIDE analysis is to have an extensive list of possible
attacks on the system. However, since it is a manual method, which relies
heavily on the experience of the person analysing the system, this list might be
incomplete. A STRIDE analysis should always be followed by a DREAD analysis
to assess the probability and impact of the different attacks, see Section 3.3.
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3.2.2 Our approach

Our approach consists of three main steps. In a first step we build a model of
the smart metering system, for both Infrax and Eandis. This is followed by
listing the high-level threats and finally we build up the attack trees for each of
the threats.

Modelling of the system

In order to apply the STRIDE methodology, one first needs a detailed model of
the system. Since our approach is a manual method some simplifications are
unavoidable to keep the amount of work within bounds. Therefore, we limit
the scope of our analysis to the operational infrastructure, considering the IT
network as one component with different functionalities. Our model details the
different entities, data flows and stored data. We also take into account the
communication protocols, as well as the security mechanisms already in place.
Once this model was drafted, we again sought feedback from Infrax and Eandis
to confirm that we understood the system correctly.

Overview of high-level threats

After obtaining a correct model of the smart metering architecture, the actual
threat analysis takes place. This consists of considering each of the six categories
of threats and verifying where in the model they are applicable. For this we
employ the following rules of thumb, where we use the simple example system
shown in Figure 3.1 to illustrate our approach.

e We consider a spoofing attack as a possible threat whenever an entity
communicates to another entity. Spoofing attacks are unidirectional,
hence if two entities communicate bidirectionally, two spoofing attacks are
considered. In our example system, this yields the following four potential
spoofing attacks: spoofing entity A to entity B, spoofing entity B to
entity A, spoofing entity A to entity C and spoofing entity C' to entity B.
An example in a smart metering architecture would be spoofing a smart
meter to the DSO.

o« A tampering attack is possible both with data being communicated
between two entities and with data stored by an entity. Consequently
ten tampering attacks are possible in our example system: tampering
with d, tampering with e, etc., as well as tampering with k, [ and m.
An example in a smart metering architecture would be the adversary
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Figure 3.1: Example system used to explain our approach to the STRIDE
methodology. A, B and C are three different entities, d-j are messages sent
between these entities and k-m are data stored by the entities.

adjusting electricity consumption data sent from the Smart Meter (SM)
to the DSO.

A repudiation threat exists whenever entities with different interests
exchange data. For example, in a smart metering architecture a
repudiation threat is possible between the MRP and the consumer.

Information disclosure is a threat for all data exchanged and all data
stored by the different entities. So, similarly to the tampering attacks,
ten information disclosure threats are possible in our example system; an
example in a smart metering architecture would be the adversary learning
the electricity consumption data of any user other than himself.

We consider a Denial-of-Service (DoS) attack as a possible threat
whenever an entity communicates to another entity in the system.
Similarly to spoofing attacks, DoS attacks are also unidirectional, so four
such attacks are possible in our example system. An example in a smart
metering architecture would be to render the smart meter unavailable to
the DSO.

An elevation of privilege attack is possible, whenever two entities can
communicate with each other on different levels of privilege. An example
in a smart metering architecture would be a DSO where sending non-
critical commands, such as asking for consumption data, to the meter can
be done by employees with a lower level of privilege, whereas sending more
important commands, such as a remote off-switch command, requires a
higher level of privilege.
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Building the attack trees

Once we have obtained a list of potential high-level attacks, we build attack
trees for each of these threats. In other words, for each threat we list which
steps an attacker could take in order to carry out the attack successfully.

While building the attack trees, it was clear that some of the high-level attacks
are trivial to execute, while for others several complicated sub-attacks need
to be carried out. This is investigated in greater detail during the DREAD
analysis (see also Section 3.3). Also, many sub-attacks appear in several attack
trees, such that if an attacker is able to successfully carry out this sub-attack,
he can carry out several high-level attacks without much additional work.

We give an example of an attack tree below:

¢ Unavailability of the smart meter to the central system
Description of the attack: The attacker prevents the central system from
communicating with the smart meter.

— Jam the network

* In the case of a cabled network
Cut the cable
Disconnect the cable

x In the case of a wireless network
Introduce noise in the frequency band used for communica-
tion
The advantage for the attacker in only introducing noise in
the appropriate frequency band is that he needs less power
to achieve a sufficient level of noise.

* Flood the network with random data

— Disrupt the synchronization

* Update a key only on one side

* Block messages that contain a counter increment

x Send a fake counter increment
If counters are used to synchronise messages between different
entities, making sure that two entities do not have a concurrent
view of what the last value of the counter is, will prevent them
from sending valid messages to each other.

— Turn off the smart meter

— Destroy the smart meter
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— Flood the smart meter with fake data

3.2.3 Relation to the DREAD analysis

The STRIDE analysis is only the first step in the risk and threat analysis and
should always be followed by a risk analysis in which the probability and impact
of the compiled threats are investigated. Without this risk analysis no real
conclusions can be drawn, since one only has a long list of threats and no clear
view on which of them should take priority in the defence strategy. We will use
the DREAD methodology for the risk analysis.

3.3 Risk analysis

This section is a summary of the methodology of the DREAD analyses we
carried out on the smart metering architectures of the Flemish DSOs, Eandis
and Infrax.

3.3.1 DREAD methodology

As mentioned above, the STRIDE analysis should always be followed by a
risk analysis. We selected the DREAD methodology to do this risk analysis.
DREAD is another Microsoft method and also an acronym representing the five
different categories that make up the risk of a certain threat. These categories
are as follows.

Damage potential due to the attack: This is one of the factors defining the
impact of the attack. The damage potential represents the envisioned
harmful consequences of a successful attack. Possible examples of damages
are reputation damage, physical damage, financial damage, etc. Typically,
a low score for damage potential means that the attack has negligible
impact, whereas a high score could mean physical damages or even death.

Reproducibility of the attack: Assuming a certain successful attack strategy
has been developed by an adversary, this category represents how difficult it
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is to reproduce the attack. Reproducibility influences both the probability
of an attack taking place, and its impact. It influences impact because
the adversary can launch an easily reproducible attack at several places at
once, increasing the number of affected users. Here a low score means that
reproducing the attack would cost (almost) as much effort as launching it
the first time. A high score implies that once the attacker has successfully
carried out the attack, he can carry it out as many times as he wants with
negligible additional cost.

Exploitability of the attack: This category is part of the attack probability.
Exploitability expresses the amount of effort required from the attacker to
successfully execute the attack. A low score for exploitability implies that
the attack requires a substantial amount of time, money and technical
knowledge, such that only a skilled adversary with enough resources can
carry out the attack. A high score, on the other hand, means that almost
anyone can carry out the attack.

Affected users by the attack: This category also helps determine the impact
of the attack, since it measures how many users would be affected if the
attack succeeds. Here a low score means that only one, or at most a few
users are affected, a high score means that the attack affects almost all
users of the system.

Discoverability of the attack: Discoverability defines how easy it is for the
attacker to discover the attack. It takes into account, among other things,
whether the information required to carry out the attack is publicly
available, and whether the attacker needs to break any encryption schemes
or not. A low score for discoverability implies that it is very difficult to
find out that this attack is possible, as well as how to execute it. In this
case, the attacker would need inside knowledge about the system, as well
as non-publicly available information on unpatched weaknesses. A high
score means that the attack can be discovered using only freely accessible
information.

Each threat identified during the STRIDE analysis receives a score for each of
these risk categories. Once this scoring has been finished, an overall ranking
can be composed to determine which threats carry the highest risk.

Since, similarly to STRIDE, DREAD is a manual method, the outcome of the
analysis can be subjective. This is due to the classification being done in broad
categories, relying on the security expertise of those doing the analysis. It is also
up to these experts to decide how to weigh the categories in the final ranking.
Deciding the weights requires not only security knowledge, but also knowledge
about the system under investigation.
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Attack Damage potential Reprodudbility Exploitablity AMecied users Discoverability Total Avg  Rating

Low
Low
Low
Low

Figure 3.2: Examples of DREAD scores.

3.3.2 Our approach

Our approach consists of two main steps. First, we assign scores to each of the
threats discovered during the STRIDE analysis. Then, we identify the threats
with the highest risk and analyse those in detail.

Assigning the scores

Figure 3.2 shows an example of DREAD scores assigned to different attacks.
The rows are the attacks listed during the STRIDE analysis (see Section 3.2).
The columns contain the different DREAD categories, followed by the overall
and average score and a rating.

The scores range from one to four, where one represents a low risk, i.e. low
damage potential, difficult to reproduce, difficult to exploit, a low number of
affected users and difficult to discover. A score of four represents the highest
risk, i.e. high damage potential, easy to reproduce, exploit and discover and a
high number of affected users. Consequently, the averages also range from one
to four and we rate them as follows: those with a score between one and two
are low risk attacks, those with a score between two and three are considered
medium risk attacks and those with a score between three and four are the high
risk attacks. The high-risk attacks are analysed further, as explained below.

The choice for scores ranging from one to four is our personal choice. On the
one hand, using a too small range of scores (e.g. one to three) does not provide a
high enough granularity, i.e. too many of the attacks fall into the same category
despite differing in damage potential. However, using a too broad range of
scores is also not useful, because as mentioned before, DREAD is a manual
method, thus it is infeasible to distinguish between a score of nine and ten.
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When assigning the scores, we take into account several self-imposed rules of
thumb. An example of such a rule of thumb is that if all communication is
encrypted, spoofing attacks are difficult to discover, since in that case it is
not possible to learn which entity authentication protocol is used by simple
eavesdropping. Also, we always assume a worst-case scenario. Thus, if several
attack trees enable the same attack, we consider the one which is easiest to
carry out.

Finally, we also examine different weighing options in addition to the arithmetic
mean. We investigate which attacks are considered high-risk attacks when the
impact of an attack, i.e. the combination of damage potential and number of
affected users, has the same weight as its probability, i.e. the combination of
reproducibility, exploitability and discoverability. We also investigate the effects
of focussing mainly on damage potential. In both cases we conclude that the
high-risk attacks for the weighted average are a subset of the high-risk attacks
when using no weights. Thus, we further analyse all original high-risk attacks.
Both the range for the scores and the different weighing options were approved
by the DSOs.

Analysis of high-risk attacks

For each of the high-risk attacks we identify, we perform an in-depth analysis.
We examine how various smart metering use cases (see Section 2.3) influence
the threats, e.g. whether electricity consumption data is used only for billing or
also for grid management will influence the damage potential of certain attacks.
We also investigate the effect of using a wired vs. a wireless connection on
exploitability and discoverability. Furthermore, we determine who the potential
attackers are. Finally, we recommend countermeasures against each attack.
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3.4 Recommendations on the DLMS/COSEM
standard

DLMS/COSEM [48] is the de facto standard for smart meter communication
in Europe. It stands for Device Language Message Specification, Companion
Specification for Energy Metering. It specifies an abstraction of how the
functionalities within a smart meter are visible at its interface (the interface
model) and it specifies protocols for communication between the smart meter
and the MRP back-office. DLMS/COSEM does not consider the internal
workings of the meter, nor does it mandate a specific communication network.

3.4.1 Overview of DLMS/COSEM

The DLMS/COSEM specification consist of four different parts, called the
coloured books. The blue book describes how the smart meter is modelled and
how interface objects, i.e. abstractions of meter functionalities, are identified
using the OBIS identification system. The green book describes the architecture
and the protocols for communication, in particular the message encoding and
transportation. The yellow book describes the process for conformance testing
and the white book contains a glossary of the used terms. Since the green book
is the one containing the security protocols, we will focus our analysis on this
book, more specifically its 8th edition [49].

DLMS/COSEM uses a client-server model for data exchange, where the client is
the central system, i.e. the MRP back-office, and the server is the smart meter.
The communication protocols are based on a layered, OSI-like structure [86],
with the DLMS/COSEM standard mainly describing the application layer,
whereas the underlying layers depend on the communication network being
used, e.g. Power Line Communication (PLC) or GPRS. Message exchange
uses SERVICE.request and SERVICE.response messages. This is illustrated in
Figure 3.3.

Each device is uniquely identified by a system title which is unchangeable.
The system title consists of eight octets, the first three of which identify the
manufacturer of the device. A server can consists of several logical devices
on one physical metering device. In that case, each of these devices will be
identified by a Logical Device Name (LDN). A client can contain different users
which are identified by the client user identification.

The DLMS application layer is a connection-oriented network, meaning that two
devices must first establish a connection, called an Application Association (AA),
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Figure 3.3: Overview of DLMS [49].

before they can exchange messages. During this establishment phase, device
authentication takes place. Both, the client and the server, can authenticate
themselves, but server authentication is optional. As soon as the devices
have finished exchanging messages, the AA should be released. Only the
client can establish an AA, meaning that the metering device cannot initiate
communication.

Each AA also defines an application context, which determines whether
encryption is used or not. If encryption is used, a security context will be
available which specifies the security suite and the security policy.

Pre-established or unconfirmed AAs are both allowed for the purpose of
broadcasting messages. In an unconfirmed AA only the client authenticates itself
and in a pre-established AA no entity authentication takes place. Figure 3.4
illustrates the different messaging patterns available within the DLMS/COSEM
framework. An example of a pull operation would be the central system
requesting the consumption data from a certain meter. An example of a push
operation could be the meter sending an event to the central system because
the cover was opened. An example of an unconfirmed service would be the
central system sending out a broadcast message to notify the smart meters that
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Figure 3.4: Messaging patterns in DLMS/COSEM [49].

a firmware update will be available in the near future.

3.4.2 Recommended practices on AA establishment

There are three different levels of security for the entity authentication
mechanisms used during AA establishment: no security authentication,
meaning that no entity authentication takes place; Low Level Security (LLS)
authentication, which implies that a static password is checked; and High Level
Security (HLS) authentication, which uses a challenge-response protocol. These
different entity authentication protocols are illustrated in Figure 3.5. Since
replay attacks are trivial when using the LLS authentication protocol, the HLS
protocol is the only one we analyse.

As illustrated in Figure 3.5, the HLS authentication mechanism works as follows:
first the client (the MRP) sends a challenge, CtoS, to the server (the smart
meter). Then, the server sends its own challenge, StoC, to the client. These
challenges should be randomly generated numbers and they should never be
reused. Next, the client computes the response to challenge, StoC, it received
from the server, and it sends this response, f(StoC), to the server. This response
is uniquely determined by StoC, and the value of a secret key which is shared
between the client and the server. Consequently, the server can also compute
the correct response to the challenge StoC, and as soon as it receives f(StoC),
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Figure 3.5: Entity authentication mechanisms for the establishment of AAs [49].

it can check whether this is the correct response or not. If the response is not
the correct one, the server should immediately abort the AA establishment. In
case of a correct response, the server applies the same computation to CtoS and
sends its response, f(CtoS) to the client. The client, then, also checks whether
this response is correct, and if not it immediately aborts the AA establishment.
If the response is correct, the AA is successfully established.

Impersonating the smart meter

At a first glance this authentication mechanism seems secure, since the client
and the server are supposedly the only two parties who have access to the secret
key which is required for the computation of the correct responses. However,
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Figure 3.6: Naive reflection attack on the HLS authentication mechanism.

as mentioned in the DLMS/COSEM standard, it is essential to ensure that
CtoS and StoC' are not equal to each other. If the client receives a StoC
which is equal to the CtoS it just sent, it should immediately abort the AA
establishment. If CtoS and StoC are allowed to be equal to each other, a very
simple reflection attack is possible, in which the attacker can impersonate the
server (i.e. the smart meter). This attack is illustrated in Figure 3.6.

Although the simple reflection attack, shown in Figure 3.6, is not possible since
DLMS/COSEM explicitly warns against C'toS being equal to StoC, the attacker
could still carry out the attack, by executing two runs of the protocol with the
same client in parallel. In this case, the attacker would use the challenge he
receives in the first run as his own challenge in the second run of the protocol.
He will then use the response he receives in the second run as his own response
in the first run and will thus successfully establish an AA with the genuine
client. This slightly more elaborated attack is shown in Figure 3.7. The second
run of the protocol will never finish since the attacker does not have the correct
response to send to the client.

In order to prevent these reflection attacks, the response should be calculated
using both the challenge and an invocation counter. It is then crucial that the
same invocation counter can never be reused. The simplest way of ensuring this
is to only allow the invocation counter to increase, not only within one run of
the protocol, but over all possible runs of the protocol between the same client
and server. The counter must increase for each challenge sent and received.
That is, if the client sends a challenge and then receives a challenge, the counter
of the received challenge should be higher than the counter of the sent challenge
and vice versa.



RECOMMENDATIONS ON THE DLMS/COSEM STANDARD 45

Client (DSO) CtoS#1 Attacker Client (DSO) CtoS#2 Attacker
Attack ds back
StoCH1 Attacker sends back StoC#2 theafh:ﬂ::;;:c

a random challenge received in the first
Client calculates the f(StoC#1) X run
correct response Client calculates the f(StoC#2)

correct response
Attacker sends back
f(CtoS#1) the response he Client will abort the f(Ctos#2) Attacker does not

received in the AA know the correct

second run response

Figure 3.7: Reflection attack on the HLS authentication mechanism using two
runs of the protocol.

In practice, each smart meter should store an invocation counter and increase
it with each challenge it either sends to or receives from the central system.
After sending a challenge, the invocation counter should be increased by one.
For each challenge that it receives the smart meter should check whether the
invocation counter in that challenge is strictly greater than its current value of
the invocation counter. If this is the case, it should accept the challenge and
update the value of its invocation counter to the value of the invocation counter
in the challenge received. If the received invocation counter is not strictly
greater than the current value of the invocation counter, the smart meter should
drop the challenge and send a message to the central system informing it of
the current value of its invocation counter. The central system can then resend
its challenge with an appropriate value of the invocation counter. The central
system should do the same, but it should store a separate invocation counter
for each smart meter it can communicate with.

It is essential that invocation counters are never reused, thus it is important
that a register of sufficient size is provided for storing this invocation counter.
The invocation counter can only be reset to zero when the keys are changed.
Thus, if the invocation counter nears its maximal value, the keys must be
updated for the protocol to remain secure. This may give rise to a DoS attack,
where the attacker, impersonating the central system, informs the smart meter
that its current value of the invocation counter is very close to the maximal
value. This will necessitate a key update in the near future. If the attacker
keeps repeating this scenario, the smart meter will need to update its keys very
frequently. Therefore, allowing for some messages to get lost in order to prevent
this attack, it is prudent to not let the smart meter update the value of its
invocation counter if the difference between the value it receives and the value
it currently has stored is greater than a threshold.
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Figure 3.8: Man-in-the-middle attack on the HLS authentication mechanism.

Impersonating the MRP

Another potential attack is a man-in-the-middle attack, in which the attacker
impersonates the client (i.e. the MRP). The attacker again has to execute two
runs of the protocol in parallel, one with the genuine client and one with the
genuine server. The attacker will have to intercept the challenge sent by the
client to the server and replace it with his own challenge, but let the challenge
from the server to the client pass on to the client such that the client computes
the correct response. This attack is illustrated in Figure 3.8. The run of the
protocol executed with the client will never finish.

This attack cannot be prevented by correctly using the invocation counter since
the challenge sent to the client is a genuine fresh challenge. In order to prevent
it, the responses from the client and server should be linked to each other. This
can be done by calculating the response on the concatenation of both challenges,
i.e. the client needs to send f(StoC||CtoS) to the server and the server needs
to send f(CtoS||StoC) to the client. It is essential that the order is reversed in
both responses, since otherwise the responses will be equal to each other and
an attack becomes trivial.
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Table 3.1: The different specifications for the HLS authentication
mechanism [49].
Authentication Pass 1: Pass 2: Pass 3: Pass 4:
mechanism C S S »C C S f(StaC) S—C f(CtaS)
Carried by
XX.request XX_response
AARQ AARE reply_to_HLS reply_to_HLS

authentication

authentication

mechanism_id(2)
HLS man. Spec.

mechanism_id(3)

CraS: Random string

StoC: Random string

Man. Spec.

Man. Spec.

StoC || HLS Secret)

MD5(CtoS || HLS

HLS GMAC

Random string 8-64

mechanism_id(6)

octets
Optionally:
System-Title-C in

Random string 8-64
octets

Optionally:
System-Title-S in

HLS MD5 ! 8-64 octets 8-64 octets Secret)
mechanism_id(4) SHA-1(StoC || HLS | SHA-1(CtoS || HLS
HLS SHA-1' Secret) Secret)

hani d(5
mechanism_id(5) Ctos: StoC: Sc I IC Il GMAC SC I IC Il GMAC

(SC || AK || StoC)

(SC || AK || CloS)

SHA-258
(HLS_Secret ||
SystemTitle-C ||

SHA-256
(HLS_Secret ||
SystemTitle-S ||

mechanism_id(7)

Optionally:
System-Title-C In

System-Title-S in

HLS SHA-256 o
calling-AP-title responding-AP-title SystemTitle-S || SystemTitle-C ||
StoC 1l CtoS) CtoS || StoC)
. SteC: Random string
CtaS: Random string
22 to 64 octets 32 to 64 octets
Optionally: ECDSA( ECDSA(

SystemTitle-C ||

SystemTitle-S ||

HLS ECDSA responding-AP-title, | SystemTitle-S || SystemTitle-C ||
calling-AP-title, ) StoC Il CtoS) CtoS Il StaC)
C . Cert-Sign-Server
ert-Sign-Client in
calling-AE-qualifier responding-AE-
9 a qualifier
Legend:

- C: Client, S: Server, CtoS: Challenge client to server, StoC: Challenge server to client
- IC: Invocation counter

- xx.request / response: xDLMS service primitives used to access the reply_to_HLS authenticafion method of
the “Association SN / LN" object.

Choosing an entity authentication mechanism

Seven different entity authentication mechanisms are described in the
DLMS/COSEM specifications, as shown in Table 3.1. Taking into account that
SHA-1 is no longer considered secure by the National Institute of Standards
and Technology (NIST) [15], weaknesses have been found in MD5 [136] and
the GMAC implementation does not include both challenges, authentication
mechanism_id (6) or (7), shown in Table 3.1, should be used. However, an
invocation counter should be added to these mechanisms in the manner described
earlier. For example, when considering mechanism_id (6) in Figure 3.1, the
adapted challenges and responses can be seen in Table 3.2.
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Table 3.2: Challenges and responses for HLS authentication mechanism__id (6)

Pass 1 | CtoS || invocation counterClient
Pass 2 | StoC || invocation_counterServer
Pass 3 | SHA-256(HLS_ Secret || System Title-C || System Title-S || StoC
|| invocation__counterServer || CtoS || invocation_ counterClient)
Pass 4 | SHA-256(HLS_ Secret || System Title-S || System Title-C || CtoS
|| invocation counterClient || StoC || invocation counterServer)

3.5 Concluding remarks

We have performed a risk and threat analysis, using the STRIDE and DREAD
methodologies, on the smart metering architectures of the two Flemish DSOs,
Eandis and Infrax to identify high-risk attacks. The main lesson learned
from carrying out the STRIDE analysis was that simple encryption and data
authentication cannot protect against all types of attack, for example, DoS and
repudiation attacks are still possible, even if data are properly authenticated
and encrypted. Consequently, the security architecture should also take into
account protection against these types of attacks, for example by using digital
signatures, or by adding redundant components. These additional attack vectors
should also be taken into account when developing new components in the
smart metering architecture.

The DREAD analysis shows that it is important to consider both the impact of
an attack and its probability. The attacks were identified as high-risk attacks
are not necessarily the ones one might expect to find, since intuitively one
mainly considers impact, neglecting probability. A second lesson learned was
that the risk associated to a certain threat can vary greatly, depending on which
use cases one considers.

We also investigated the AA establishment phase of the DLMS/COSEM
standard. The DLMS/COSEM standard can provide adequate protection
against privacy and security risks. However, it is important to make the
correct choices where different security mechanisms are available. For the AA
establishment phase, only security mechanism 6 and 7 should be used, and one
should take care that the invocation counter can only be incremented.

In this chapter we investigated the Flemish smart metering architecture, in the
next chapter we will examine the smart meter itself in more detail and develop
a high assurance smart meter architecture.



Chapter 4

A high assurance smart
meter architecture

Parts of this chapter were previously published as:

CLEEMPUT, S., MUSTAFA, M. A., AND PRENEEL, B. High assurance smart
metering. In 2016 IEEFE 17th International Symposium on High Assurance
Systems Engineering (HASE) (2016), pp. 294-297

and

MUHLBERG, J. T., CLEEMPUT, S., MUSTAFA, M. A., VAN BULCK, J.,
PRENEEL, B., AND PIESSENS, F. An implementation of a high assurance
smart meter using protected module architectures. In Information Security
Theory and Practice: 10th IFIP WG 11.2 International Conference, WISTP
2016, Heraklion, Crete, Greece, September 2627, 2016, Proceedings (2016),
S. Foresti and J. Lopez, Eds., vol. 9895 of Lecture Notes in Computer Science,
Springer International Publishing, pp. 53-69

4.1 Introduction

In this chapter we describe a high assurance smart meter architecture.
Section 4.2 gives an introduction to high assurance systems and describes the
functional requirements and interfaces of the smart electricity meter. Section 4.3

49
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describes the components and modules which are present in a smart meter,
and the functionalities it carries out. Section 4.4 contains the threat analysis
and the corresponding security goals. Our proposed architecture is presented
in Section 4.5. In Section 4.6 we briefly describe an implementation of our
architecture using protected module architectures, before presenting concluding
remarks.

Our proposed architecture was published in the IEEE 17th International
Symposium on High Assurance Systems Engineering (HASE 2016). I was
the main author of this paper. The implementation was published in the
10th International Conference on Information Security Theory and Practice
(WISTP 2016). Together with a colleague I was responsible for the section on
high assurance smart metering. We also worked together with our colleagues
from the department of Computer Science to modify our architecture to be
implementable using the Sancus security architecture.

4.2 Background

As mentioned in Chapter 1, smart meters are globally being rolled out to help
modernise the electricity grid. Despite the obvious importance of security in
such a cyber-physical system, many of the Smart Meter (SM) architectures
deployed today are not sufficiently secure. One potential solution, isolating
the critical applications from each other and from less critical applications on
separate physical processors, would be prohibitively expensive. Therefore, we
propose a High Assurance Smart Meter (HASM) architecture using a separation
kernel, thus obtaining an adequate level of security in a cost-effective manner.

4.2.1 High assurance systems

In high assurance systems the security and safety requirements are so critical that
these systems require formal evidence of these requirements being met. High
assurance system architectures are hierarchical architectures where each layer
provides security mechanisms that can be used by the layer above. On top of
this layered architecture of security mechanisms, a mix of trusted and untrusted
applications can run, isolated from each other, on a shared computational
system.

The lowest layer of the architecture is the separation kernel that provides data
separation, information flow control, sanitisation and damage limitation. These
security mechanisms require hardware support; however, most commercial
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microprocessors and motherboards already provide the necessary features. We
will focus on the top layer, i.e. the application layer, analysing the components
and modules and the information flow policy that should be enforced to ensure
a secure and privacy-friendly SM.

4.2.2 The smart meter

We base our HASM architecture on the British Department of Energy &
Climate Change’s Smart Metering Implementation Programme (SMIP) [47],
which specifies the physical, functional, interface and data requirements of
an Electricity Smart Metering Equipment (ESME). According to the SMIP
documents, an ESME should include the following physical components: a
clock, data storage, an electricity meter (i.e. metrology unit), a Home Area
Network (HAN) interface, a load switch, a random number generator, a user
interface, and a physical interface for the communication hub [46], where the
communication hub is physically attached to the ESME. In the remainder of
this chapter we will use the term Smart Meter (SM) instead of ESME.

Using these components, the SM should satisfy the following functional
requirements [47]:

o It should establish and maintain communication links with (i) the central
system, i.e. the back-office of the Meter Responsible Party (MRP), and
(ii) local devices.

o It should provide confidentiality and integrity of the data stored and sent
to the central system or local devices.

o It should generate an entry in the security log of attempts to compromise
it.

e It should support credit and prepayment modes.
o It should support different electricity tariffs.

It should store different types of data: (i) constant data, e.g. identifiers,
model type, variant; (ii) internal data, e.g. installation credentials; (iii)
configuration data, e.g. billing calendar, device log, security credentials,
electricity quality thresholds; and (iv) operational data, e.g. import/export
energy registers, cumulative and historical consumption data, power event
log, security log.

o It should calculate the bill.
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e It should set the auxiliary load control switch to open or closed.

e It should receive commands and send alerts and data to the central system
(via the communication hub) and pre-defined local devices.

The SM should have a HAN interface through which it can communicate with
the central system (via the communication hub), as well as two types of local
devices. The communication hub attached to the SM has a Wide Area Network
(WAN) interface via which it communicates with the central system. Type 1
local devices store security credentials and can send and receive authenticated
and encrypted commands or data to and from the SM. Examples of type 1
devices are a pre-payment interface device, and the communication hub. Type
2 local devices do not store any security credentials.

Smart Metering Using Trusted Computing.

We are convinced that the SM specified by the SMIP guideline is insufficiently
secure, since (i) there is little isolation between the different modules that run
on it, (ii) it is possible to influence the SM via the HAN interface. Also, we
are convinced that it is impractical to have the communication hub physically
separate from the SM. We strongly believe the SM should be a high assurance
system, since the safety and security requirements are critical, due to the
potentially huge physical impact of any attack.

Yan et al. [158], as well as Metke and Ekl [108] proposed using trusted computing
in the smart grid to provide system, process and data integrity. However, they
give no details on how to implement this. Petrlic [124] proposed for each SM to
have a trusted platform module which acts as a tamper-resistance device and
calculates users’ bills based on the metering data measured at the SM and the
pricing data provided by the central system. Jawurek et al. [87] proposed to
use a plug-in component, placed at the communication link between each SM
and the central system, to calculate users’ bills. LeMay et al. [101] describe an
implementation of a smart meter using Trusted Platform Modules and Virtual
Machine Monitors. Unlike our work however, they do not give details on the
internal architecture of the smart meter.

4.3 Components and use cases

In this section we list the components a HASM should contain and its different
communication interfaces. Then, we define the use cases we consider and the
applications required for each of the use cases.
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4.3.1 Terminology

A SM architecture consists of several components, which are physically separate
parts. Each of these can contain several modules, which are software domains
responsible for certain functionality. Smart metering is motivated by several
use cases. Each of these use cases consists of several applications, which enable
the use case.

4.3.2 Components and interfaces

The HASM we will propose in Section 4.5 contains roughly the same physically
separate components as the SM proposed in the SMIP [47]: the metrology
component (called smart meter in the SMIP document), the clock, the memory
(called data storage in the SMIP document), the off-switch (called load switch
in the SMIP document) and the main processor. However, our HASM also
contains a display and a second processor for the off-switch security module. The
different software modules on the processor include a communication module, a
computations module and a security module. These components and modules
are briefly described below.

Metrology component: The metrology component is the core component of
the SM; it performs the actual measurements. In Europe, this component
is subject to the Measurement Instruments Directive [69] and has to be
certified.

Clock: The clock is the component generating the time stamps. We use time
stamps here in the non-cryptographic sense of the word, since there is no
assurance that the clock cannot be compromised.

Memory: Various data are stored in the SM memory, e.g. the tariffs, the
operational parameters, the logs, etc. The log files are parts of the
memory where information essential for auditing is being retained for a
predefined period of time. The tariffs are the different energy prices and
the periods of the day for which they are valid.

Off-switch The off-switch is a component that, when triggered, will effectively
stop power supply to the consumer. This process is reversible. In principle
the off-switch could also be replaced by a limiter, which would allow the
Distribution System Operator (DSO) to limit the household to a certain
level of current, rather than completely disconnecting them from the grid.
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Processor: The processor of the SM will contain the different software
modules. The main software modules are the communication module, the
computations module and the security module.

Display: The display on the SM, not to be confused with an in-home display,
is a small one- or two-line display, which typically shows the current
consumption, but can also show messages to the consumer, e.g. warnings
about a change of tariff.

Communication module: The communication module is responsible for the
communication to all external components such as the local maintenance
technician, the central system, the other-utility meters, the HAN gateway
etc. The communication module is responsible for sending out the metering
data in a manner conform to the communication protocol being used.
This includes dividing the data stream into packets of the correct length,
adding headers and routing information, calculating checksums if required,
etc.

Computations module: The computations module is responsible for, among
other things, calculating the credit balance updates in the case of prepaid
metering, or aggregating metering data over time.

Security module: The security module is responsible for the encryption and
decryption, and data authentication of all messages sent from and to the
SM. Messages that do not contain a valid authentication tag should be
discarded by the security module, so that they cannot infect any of the
other modules or components. The security module should also manage
the cryptographic keys that are present on the SM. It is important that
all incoming messages first pass through the communication and security
modules, so that an attacker has no direct access to any of the other
components or modules.

The HASM also has six logical communication interfaces. These different
interfaces are the interfaces to (i) the other-utility meter, (i) the HAN gateway
and (iii) the local generation unit and the interfaces for (iv) credit top-up, (v)
communication with the data concentrator and (vi) communication with the
local maintenance technician. The HASM communicates with the central system
via the data concentrator, mainly for reasons of efficiency. This is illustrated in
Figure 4.1.
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4.3.3 Use cases

One of the main functions of the SM remains taking care of the billing process.
Whereas the traditional meters are read out manually once a year, the smart
electricity meter can send consumption data to the central system on a sub-
hour basis and can receive commands. This capability allows adding extra
functionalities to the billing process, e.g. fraud detection or efficiently switching
to prepaid mode.

An additional distinct characteristic of the SM is the existence of an off-switch
that can be used to disconnect the consumer from the electricity grid.
This can be done locally, or remotely.

One of the main motivations for deploying SMs is the possibility to do load
balancing. In the traditional electricity grid, load balancing is done by
adjusting the supply of electricity, whereas the demand is considered difficult
to control. However, with the SM, influencing the demand is easier, thus the
consumption can also follow the production. This means the consumer can have
an agreement with his energy supplier, allowing the latter to directly switch off
some of the consumer’s appliances, for example, his air conditioning or water
boiler.

The final use case aims for energy savings by means of consumer feedback,
i.e. giving the consumer access to detailed information about their consumption.

4.3.4 Applications

For each of the use cases we now define the applications of which they consist.

Smart billing

The core application of the billing process remains sending consumption data
to the central system. Four other important applications are related to prepaid
billing: switching to and from prepaid mode, billing in prepaid mode, updating
the tariffs, and topping up credit. To ensure the auditability of the billing process,
logging of metrological data is critical. For all the applications mentioned so
far, the data concentrator merely acts as a gateway, or has no function at all.
For the sixth application, fraud detection, the data concentrator does play an
important role.
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Disconnecting a user from the grid

As mentioned before, there are two main cases in which the off-switch will
be triggered, thereby disconnecting the consumer from the power grid. The
first is when a meter in prepaid mode has exhausted its credit. Thus the
first application in this use case is a local disconnect. Secondly, users can be
disconnected when the DSO wants to avoid a mass-scale black-out. Consequently
the second application is a remote disconnect.

Disconnecting a user from the electricity grid is a reversible process, thus
the other two applications in this use case are (i) locally and (ii) remotely
reconnecting the household to the power grid. However, in the case of a remote
reconnect, there should be a local confirmation that the household may reconnect
to the power grid in order to avoid accidents, for example, when consumers are
doing repairs on their electrical installations during a disconnect.

Load balancing

The main application in this use case is switching on or off the consumer’s
appliances.

Consumer feedback

The main application in this use case is sending consumption data to the HAN
gateway. From there it can be sent on to, for example, an in-home display or
the smart phone of the consumer. The second application is sending the tariffs
to the HAN gateway. A third application, which is only relevant if the meter is
in prepaid mode, is sending the credit balance to the HAN gateway.

4.4 Threat analysis

We will now analyse possible threats to the smart metering architecture.

4.4.1 General threats

A critical threat arises if the adversary uses a SM as an access point into the
central system. Once an adversary has access to the central system, he can
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heavily influence the grid, for example, by sending out off-switch commands to
all SMs.

An adversary could also try to alter consumption data or commands while
they reside in the data concentrator, since the data concentrator is physically
accessible to a motivated attacker and contains data of many different meters.

Another general threat is that an adversary could tamper with the logs, thereby
covering his tracks after executing one of the attacks below. A simple variant
of this attack would be to fill up the logs with less critical events. A related
threat would be if an overflow in the consumption logs overwrites data in the
security logs.

4.4.2 Use case specific threats

In this section we analyse each of the use cases mentioned in Section 4.3.3

Smart billing

The main threat for this use case is billing fraud. The main adversary motivated
to carry out this type of attack is the consumer, who has physical access to the
SM. Although the consumer’s technical knowledge and resources are typically
limited, organised crime might develop a hack and sell it to many consumers.

A second threat is the risk of privacy infringements. As mentioned before,
both the consumption data and the commands potentially disclose sensitive
information. The adversary, in this case, is likely to be in direct relation with
the consumer, for example, an employer. However, it seems probable that
organised crime could develop the methods. Organised crime could have a
second motivation to try to discover the consumption data, since these data
can efficiently point them to houses with absent inhabitants, and thus, “good”
targets for theft.

Although these are threats to the metering architecture, they are not the most
critical threats, since an adversary cannot impact the state of the grid.

Disconnecting a user from the grid

The main threat in this case is an adversary triggering the off-switch of many
different SMs concurrently, risking a black-out. As soon as a large area is
disconnected from the grid, this causes instability in the rest of the grid, which
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could lead to a full black-out. Beyond households, also public facilities, such as
traffic lights, sewer operations, telephone networks, etc., will be affected, as all
of them depend on the electricity grid. The main type of adversary who might
carry out an attack of this nature would be a hostile foreign nation state or a
large organised crime group. These adversaries will probably not have direct
access to SMs, but their knowledge and resources could be extensive.

A relatively low-impact threat might be an attempt to prevent a SM from
disconnecting the user, or if already disconnected, an attempt to switch it back
on. Similar to billing fraud, the main person motivated to do this would be
the consumer himself; however, again, consumers may obtain the hack from
organised crime groups.

Load balancing

The main threat is an adversary sending a command to switch off the consumer’s
appliances. The threat is less critical than in the case of the off-switch, since
only a few of the consumer’s appliances would be impacted, and only those
which the consumer had already allowed to be switched off for load balancing
purposes. One of the motivations of the adversary could be to harm the supplier,
since consumers are likely to become annoyed and opt out of the load balancing
program. A second possible threat is an attempt to damage appliances by
very frequently switching them on and off. However, this is only possible with
appliances that don’t need to be restarted manually.

The main strategy to mitigate these threats is for the meter to perform checks
to assess whether the load balancing related commands are reasonable. One
could, for example, limit the number of times the appliances can be switched
off in one week and require a minimal amount of time between consecutive
switches in the state of appliances.

Consumer feedback

Here, the main threat would be an adversary attempting to use the HAN
gateway to get access to the SM. A second, less serious threat, could be an
attempt to adjust the consumption data sent to the HAN gateway, such that
the consumer does not receive the correct feedback. A privacy threat might
also arise in this case, although this is much more limited than in the billing use
case, since an adversary needs to be in the vicinity of the consumer’s premises
in order to intercept the data.
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Figure 4.1: Overview of the proposed architecture, physical components are in
full lines, software modules and memory segments in dotted lines.

4.5 Proposed HASM architecture

We propose a cost-efficient, high-assurance architecture for the smart meter, as
shown in Figure 4.1.

Additional processor: We propose adding an additional processor on which
to build a separate security module for the off-switch, since this is the most
critical component in the SM. Hacking this security module effectively
could allow the adversary to disconnect consumers from the grid. We
assume that each SM has cryptographic keys for the off-switch that are
independent of the off-switch keys on any other SM. This independence
of keys allows us to avoid the use of a secure element, which would be
expensive, since even if an adversary manages to carry out a side-channel
attack and discover the keys, he could only obtain the keys used by one
specific SM.

Off-switch security module: Regarding the local switch-off and switch-on
commands, we propose that the credit balance module should be unable to
directly communicate with the off-switch. The only input to the off-switch
should come from the off-switch security module. Therefore, the credit
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balance module should send the off-switch command to the off-switch
security module.

Separation kernel In the main processor, the following modules were already
defined: the communication module, the computations module and the
security module. In the main memory the following segments are minimally
present: the logs, the tariffs, the credit balance and the prepaid flag.
We propose these different modules and memory segments be strongly
isolated from each other. This requires a high-assurance system, with
a lower layer, or separation kernel, which must at least possess the four
properties mentioned in Section 4.2: data separation, information flow
control, sanitization and data separation.

Separate logs Next we propose to divide the logs into a metrology, security
and off-switch log. The metrology log will hold the consumption data
together with a time stamp. The security log will hold all of the following
events: commands to switch from and to prepaid billing mode, top-
up attempts, commands to update the tariffs or commands to switch
appliances on or off. For all of the commands, an event will be logged
independent of whether the command was valid. The off-switch log will
hold all instances where the meter received a command to switch off or
on, as well as any instance in which the off-switch was triggered due to a
zero credit balance. The separation kernel ensures that events in any of
the three logs can never overflow into the other logs. An adversary would
thus be unable to flush out an off-switch command he sent to the meter
by sending a rapid succession of less critical commands.

Separate security modules Moreover, we propose to divide the security
module into two modules, one for communication with the central system
(labelled as CS security in Figure 4.1), and another one for communication
with the data concentrator (labelled as DC security). Although the
messages to and from the central system will go through the data
concentrator, end-to-end encryption between the SM and the central
system ensures a complete logical separation between these two data
flows. Thus, it is logical to also separate the security mechanisms used
to protect both flows. Such a separation has the additional advantage
that the consumption data sent to the data concentrator, which are only
necessary for fraud detection, can be encrypted in such a way that the data
concentrator has access only to the aggregate and not to the individual
values. This can be done by using for example homomorphic encryption
schemes [122].

Communication module: Regarding the interface to the external compo-
nents, all communication must go through the communication module.
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All incoming messages should moreover go from the communication module
directly to one of the security modules, before being sent to any of the
internal components or modules. This measure is required because all
incoming communication is a priori untrusted, since an adversary could
easily use one of these interfaces to send its own messages. Since all
outgoing messages are also authenticated and (possibly) encrypted, all
outgoing communication should also first pass through a security module
before going to the communication module. The reason we do not combine
the communication and security module into one big module is that this
would make the module much more complex, violating the principle of
modules which are simple enough to be formally verified.

HAN gateway data diode: Furthermore, we propose the interface to the
HAN gateway to be a data diode, i.e. only one-way communication is
possible, from the SMs to the HAN gateway. This is possible since in
our architecture, there is no need for the HAN gateway to communicate
anything back to the SM. One could argue that in the case of load
balancing, a confirmation needs to be sent to the central system if the
appliances are turned off. However, we argue that this is unnecessary,
since this can simply be learned from the drop in the consumption values.
The main advantage is that none of the connected appliances now needs
to be trusted, since they cannot influence the SM. This improves the
flexibility of the in-home part of the smart metering architecture, since
any new appliance can simply be added.

4.6 Implementation of our HASM using
protected module architectures

In collaboration with our colleagues from the department of Computer Science,
we have explored the use of Protected Module Architectures (PMAs) to securely
implement and deploy our HASM architecture [112]. We have provided a proof-
of-concept implementation of a security-focused smart metering scenario. Our
implementation is based on Sancus [120], an embedded PMA for low-power
microcontrollers. The evaluation of the prototype provides a strong indication
for the feasibility of implementing a PMA-based HASM with a very small
software Trusted Computing Base (TCB), which would be suitable for security
certification and formal verification. The Sancus core, infrastructure software
and the implementation are available at https://distrinet.cs.kuleuven.be
/software/sancus/wistpl6/.
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4.6.1 Authentic execution with PMAs

PMAs [137] are a new brand of hardware security architectures, the main
objective of which is to support the secure and isolated execution of critical
software components with a minimal, hardware-only TCB. Software components
that are specifically designed and implemented to leverage PMA features are
provided with strong confidentiality and integrity guarantees regarding their
internal state, and can mutually authenticate each other. More specifically,
modern PMAs offer a number of security primitives to (i) configure memory
protection domains, (ii) enable or disable software module protection, and (iii)
facilitate key management for secure local or remote inter-module communication
and attestation.

PMAs allow us to securely implement authentic execution of distributed event-
driven applications that execute on a heterogeneous shared infrastructure with
a small TCB [121]. These applications are characterised by consisting of
multiple components that execute on different computing nodes and for which
program flow is determined by events such as sensor outputs or external requests.
As an example, consider the HASM with its sensors (metrology component),
communication interfaces, and actuators (off-switch).

Roughly speaking, our notion of authentic execution is the following: if the
application produces a physical output event (e.g. disabling supply via the
off-switch), then a sequence of physical input events must have happened such
that that sequence, when processed by the application (as specified by the
application’s source code), produces that output event.

This notion of authentic execution does provide strong integrity guarantees:
it rules out both spoofed events as well as tampering with the execution of
the program. Informally, if the executing program produces an output event,
it could also have produced that same event if no attacker was present. Any
physical output event can be explained by means of the untampered code of
the application, and the actual physical input events that have happened.

4.6.2 Scenario

For our implementation we consider a simplified version of the HASM, which
is illustrated in Figure 4.2. We do not consider the display present on the SM
itself, and we only consider two communication interfaces: a WAN interface to
the central system and a HAN interface to the HAN gateway. Moreover, we
consider only a limited set of use cases:
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Figure 4.2: Simplified version of the HASM.

Billing. We only consider non-prepaid billing. Although prepaid billing
is an interesting use case in itself, the security and privacy impact are
limited. There are two main threats for this use case: fraud and privacy
infringements.

Off-switching. As mentioned before, the off-switch can be used to
disconnect (or reconnect) a household from (to) the grid remotely. The
main threat for this use case consists of an adversary, who by triggering
the off-switch, manages to cause a black-out. This is the most critical
threat to our architecture, since disconnecting enough consumers from
the grid may cause a cascading instability of the grid, eventually bringing
down large parts of the grid.

Consumer feedback. The goal of providing the user with his
consumption data through the HAN interface is to realise energy savings,
as well as to allow them to connect smart appliances. The main threat
in this use case is that the adversary would access the SM via the HAN
interface.
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4.6.3 Implementation

At its core, our scenario contains software components that implement a SM
to be installed at a client’s premises, and an off-switch that can enable or
disable power supply to the premises. We further implement components to
represent the MRP’s central system and an in-home display. The SM and the
off-switch communicate with the central system via a WAN interface. In our
case, the WAN interface supports periodic access to the SM’s operational data
and configuration data, as well as control of the off-switch. The SM and the
in-home display communicate via the HAN Interface. Only consumption data
is periodically sent from the SM to the in-home display via this interface. All
components are implemented in software only and are meant to be deployed as
protected modules on microcontrollers or larger systems that facilitate software
component isolation and authenticated and secure communication between
protected modules. We model a smart metering scenario as a distributed
reactive system, relying on security features provided by modern PMAs.

We illustrate this in Figure 4.3. The core of our implementation is formed
by three distributed protected modules that implement respectively the
SM component, the off-switch, and the central system. These protected
modules communicate bidirectionally over the untrusted WAN interface, where
authenticated encryption is used to guarantee confidentiality and authenticity
of messages, and to attest module integrity. A fourth protected module
implements the HAN gateway, which acts as a unidirectional security gateway
to relay consumption data to in-home appliances such as the in-home display.
For completeness we add such an in-home display as an untrusted software
component.

The protected modules are deployed and configured according to a Deployment
Descriptor that defines which modules are to be loaded on which computing
nodes and which module outputs are to be linked to which inputs.

Our implementation runs on two TT MSP430 microcontrollers that implement
the Sancus extensions; we rely on the Contiki OS [50] for untrusted supporting
software such as the scheduler and the network stack. Figure 4.3 mentions three
driver protected modeules that are meant to securely produce low-level 1/O
events (i.e., clock ticks and electricity consumption readings) and to operate
actuators (the off-switch). As we do not have all these hardware components
available, we have left the implementation of these driver protected modules for
future work.

Key features of Sancus and other PMAs are hardware-based isolation and
integrity protection of protected modules, and the built-in mechanisms for
deriving, storing and managing cryptographic keys. These features naturally
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Figure 4.3: Our implementation of a HASM’s software stack using distributed
protected modules. Boxes shaded in red represent protected modules and
continuous arrows denote secure communication channels between these
protected modules. The in-home display executes without PMA protection
and must rely on alternative mechanisms to secure its communication with the
HAN-interface.

lead to a number of changes in the overall design of a HASM, specifically with
respect to the system’s communication infrastructure. We describe and discuss
these PMA-specific design decisions below.

Communications.

In our implementation, the Communication module described in Section 4.3.2
is represented by an Event Manager which is an untrusted software component
running on every node that is responsible for routing events from outputs to
inputs. The Event Manager cannot decrypt and inspect these events. Instead,
protected modules themselves maintain keys for each communication channel.
Decrypting events and verifying authenticity and freshness is implemented by
each module, based on the cryptographic primitives provided by the PMA
hardware. In consequence, protected modules such as our off-switch component
and the central system are easier and more securely implemented by defining
bidirectional communication channels that use communication media and the
Event Manager transparently, relying on purpose-specific keys.
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The Deployment Descriptor for the off-switch protected module specifies
which node the protected module is to be deployed on, and how input and
output channels are to be linked together. Intuitively, a connections entry
defines a unidirectional channel between a from_module protected module
and a to_module protected module. The entries from_output and to_input
correspond with module-specific handles for the connection that can be referred
to in the source code of each protected module. At deployment time, when
configuring the channel, a symmetric key is securely transferred to each of the
two protected module endpoints, using hardware-level module keys provided by
the PMA implementation.

The compiler ensures that only successfully authenticated and decrypted events
will ever be received at the input handles, and the protected module’s source
code defines how to react upon these events. In our example, the off-switch
protected module implements an access control policy by defining that only
the central system may issue commands to change the system’s supply state.
The SM protected module may only query the supply state. In a more realistic
implementation, changing the supply state must result in using a driver protected
module to operate an actual off-switch peripheral (i.e. an electrical relay).

Use of separate CPUs.

Another important aspect of using a PMA is that strong isolation and integrity
protection of protected modules guarantee that a protected module’s code
and data can only be accessed through well-defined entry point functions.
This effectively rules out attacks from the OS or any other software on a
computing node. As a result, two protected modules can securely co-exist on
the same computing node without risking interactions that lead to manipulation
of a protected module’s state in a way that is not defined by the source
code of the protected module, which is why we decided to deploy the off-
switch on the same node as the SM. However, as we discuss in Section 4.6.4
guaranteeing availability and system progress may require further changes to the
configuration. That is, availability and real-time requirements must be reflected
by the hardware configuration. As evident from our deployment mechanism,
module configurations and deployment details are easily adapted to different
hardware configurations.

Persistent storage.

Strong component isolation further weakens the requirement for implementing
a dedicated Memory component. Instead protected modules can securely store
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Table 4.1: Size of the software for running the evaluation scenario. The shaded
components are part of the TCB.

Source Binary

Component LOC Size (B) Deployed
Contiki 38386 16316  per node
Event manager 598 1730  per node
Module loader 906 1959  per node
HASM Core 119 2573 once
off-switch 79 2377 once
HAN-gateway 30 1599 once
central system 63 2069 once
Deployment Descriptor 90 n/a once

operational data in the modules’ secret data section and manage access to this
data directly. This is particularly true in the case of size-bounded circular log
buffers as specified in [47]. Methods to persist this operational data can be
implemented in hardware by PMAs. Alternatively, secure resource sharing for
persistent storage can be implemented as described in [148], where access is
still controlled by the protected module that “owns” the data.

4.6.4 FEvaluation

In this section we evaluate the TCB and security properties of our HASM
implementation. Our prototypic implementation is based on a developmental
version of Contiki 3.x running on a Sancus-enabled openMSP430 [78, 120] that
is programmed on a Xilinx Spartan-6 FPGA. We do not provide a detailed
performance evaluation as this does not yield interesting results beyond what
is published in related work [120, 113, 148, 121]: Module loading, enabling
protection, initial attestation and key deployment is relatively slow and may
prolong startup of a HASM by a few seconds. The performance of cryptographic
operations at run-time does not incur prohibitive overheads and the relatively
relaxed real-time constraints specified in [47] (in the order of tens of seconds or
minutes) can easily be met by our implementation. A discussion of availability
and real-time guarantees of our approach in the presence of adversaries concludes
this section.
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TCB size and implications.

Table 4.1 shows the sizes of the different software components deployed on
nodes. As can be seen, the majority of the code running on a node — about
40 kLOC - is untrusted in our model. A total of only 291 LOC comprising of
the actual application code is compiled to protected modules and needs to be
trusted, together with 90 LOC of the deployment descriptor. That is, only 1%
of the deployed code base is part of the software TCB.

When looking at the binary sizes of the these software components, the difference
between infrastructure components (19.5 KiB) versus TCB (8.4 KiB, 43.1%)
appears less prominent, which is due to a large number of conditionally compiled
statements in Contiki as well as compiler generated entry points and stub code
in the protected modules.

For a full implementation of a working HASM that provides trusted paths from
sensors to the central system, one also has to consider driver code. Without
having the actual physical components for building a smart meter available, we
can only speculate that the sizes of such driver protected modules are probably
on par with our HASM implementation. Nevertheless, the reduction of the TCB
when using our approach is substantial, leading to a considerably reduced attack
surface on each node, and — importantly — the application owner does not need
to trust any infrastructure software if he reviews the driver modules that his
application uses. As shown in related work, embedded programs of the size of
our HASM protected modules can be formally verified at acceptable efforts [125]
and are certainly more manageable in safety and security certification than the
entire deployed code base.

Security evaluation.

As explained in Section 4.6, the basic security property offered by our approach
is that any physical output event can be explained by means of the untampered
code of the application, and the actual physical input events that have happened.
For the operator of a smart grid, this is a valuable property: it means that the
response to a request to disable supply at a client’s premises implies that the
request was received and processed, down to the level of the off-switch driver.
To give another example, the guarantee also means that received consumption
data is indeed based on the measurement of a specific metering element and
the chain of untampered protected modules that process the measurement.
Together with the use of timestamps and nonces (at application level) and the
built-in cryptographic communication primitives, our approach provides further
confidentiality and freshness guarantees for the system’s outputs.
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From our discussion of design choices it can be seen that the use protected
modules must be considered early in the software development cycle since
component isolation will affect the way in which components interact with one
another. In particular, different protection domains cannot easily communicate
through shared memory but must rely on cryptography and authenticated
method invocation. Software developers will require tool support to isolate
security critical code in protected modules, to design communication mechanisms
and to to assess the reliability, performance and security characteristics of the
resulting software system.

Software that is executing in a protected module can still be subject to low-level
attacks that exploit implementation details. Such attacks can cause memory
corruption within the module and may even allow the attacker to control the
execution of the module. This is due to the fact that a software component
encapsulated in a protected module may offer a richer API than just input and
output of primitive values. Methods or functions callable from the malicious
context might also accept references to mutable objects or function pointers
as parameters, or produce those as return values. Ongoing research addresses
this by means of secure compilation, formal verification and the use of safe
programming languages.

Furthermore, while our approach and the use of PMAs in general offer strong
confidentiality and integrity guarantees for software modules, they offer no
availability, let alone real-time guarantees, which we discuss below.

Availability and real-time guarantees.

The HASM reference implementation presented and evaluated above shows
the feasibility of encapsulating high assurance smart metering functionality in
isolated protected module software components. Such an approach provides a
DSO with strong guarantees regarding the internal state of the smart meter
and the authenticity of its measurements, while the underlying infrastructure
software remains explicitly untrusted. However, as the timely execution of the
smart metering protected modules cannot be ensured, these guarantees do not
extend to availability. Consider for example the scenario where an adversary
exploits a remote vulnerability in the network stack or dynamic software loader.
Our approach prevents such an attacker from operating the off-switch peripheral
or altering the security logs, but currently does not protect against various
denial-of-service attacks where a malicious or buggy application for example
overwrites crucial OS data structures or monopolises CPU time.

In the context of high assurance smart metering architectures availability
properties cannot be considered out of scope. From the SMIP requirements
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document [47], we identified at least the following three real-time properties:

1. The HAN-gateway shall receive information updates from the ESME at
least every 10 seconds, and send them out to the in-home display for
visualisation purposes.

2. When operating in prepaid mode, the ESME shall be capable of monitoring
the leftover credit balance, and disabling the power supply when a certain
“Disablement Threshold” has been exceeded.

3. The ESME shall include measures to prevent physical tampering with
the device. More specifically, upon detection of an unauthorised physical
break-in event, the ESME shall establish a “locked state” whereby the
power supply is disabled.

A challenging aspect of our proposed architecture is how to incorporate such hard
real-time constraints. While non-trivial, we believe our reference implementation
can serve as a base for an enhanced architecture that preserves the timely
execution of security- and safety-critical functionality, even on a partially
compromised smart meter. In the following, we outline several required
extensions that allow the above real-time criteria to be met, without enlarging
the TCB for the grid operator’s security guarantees.

Secure interrupt handling. In a real-time computing system interrupts are
commonly used to notify the processor of some asynchronous outside world event
that requires immediate action. As an example, to meet requirement 3 above,
a push button connected to the smart meter’s case could raise an interrupt
request when detecting physical tampering with the device. In response to such
an interrupt request, the protected module operating the off-switch should be
activated so as to establish the locked state and disable the power supply.

Importantly, while the SMIP smart meter specifications document [47] does
not provide a specific timing constraint for establishing the locked state, this
real-time deadline can be considered hard. That is, severe system damage (e.g.
large-scale fraud) may occur when an adversary succeeds in physically accessing
the smart meter’s internals without the locked state being established.

The main idea to enable secure interrupt handling in our HASM reference
implementation would be to register the entry point of the off-switch protected
module as the interrupt handler for the intrusion detection interrupt request.
There are still multiple ways in which an adversary, after having gained code
execution on the smart meter, can prevent the interrupt request handler from
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being (timely) executed. First off, an attacker may simply overwrite the system-
wide interrupt vector table that records interrupt handler addresses. This can
be easily prevented by mapping the interrupt vector table memory addresses
into the immutable text section of a dedicated protected module. Second,
which is more, an adversary may hold on to the CPU by disabling interrupts for
arbitrary long times. To prevent such a scenario, and to establish a deterministic
interrupt latency, running applications should not be allowed to unconditionally
disable interrupts. For this, we are currently working on a hardware/software
co-design [149] that makes protected modules fully interruptible and reentrant,
without introducing a privileged software layer that enlarges their software
TCB, and while preserving secure compilation guarantees [4] via limited-length
atomic code sections in a preemptive environment.

Preemptive multitasking. Requirements 1 and 2 above require the periodic
execution of the SM protected module to monitor the client’s power consumption
and outstanding prepaid credit. In our current event-driven prototype, the
event manager might schedule a periodic event that updates power consumption
measurements in the SM protected module. However, when all input and
output events have run-to-completion semantics, the event manager cannot
be guaranteed to be timely executed. We will therefore explore preemptive
scheduling of event handlers where a lightweight protected scheduler protected
module configures a timer interrupt before passing control to the untrusted event
handler thread. Such an approach enables the protected scheduler (or event
manager for that matter) to multiplex CPU time between multiple mutually
distrusting application threads, while remaining responsive to asynchronous
external events.

Importantly, in line with the notion of authentic execution introduced in
Section sec:implementation, the protected scheduler should solely encapsulate
the scheduling policy. A compromised scheduler protected module should affect
CPU availability only, and should not change the property that a DSO can
explain all physical output events by means of the observed physical input
events and the application’s source code. However, after successful attestation
of the scheduler protected module, the DSO will be provided with additional
availability guarantees, as defined by the scheduling policy. This ensures that,
even in the case of a network failure or compromised infrastructure software,
the smart meter’s vital functionality will continue to function as expected:
power consumption will be monitored, and the supply will be disabled when
the accumulated debt exceeds the pre-set threshold.
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4.7 Concluding remarks

Most of the existing smart metering architectures are not sufficiently secure.
Thus, we have proposed a high-assurance smart meter architecture, based on a
separation kernel, which strongly isolates different software module and memory
segments from each other. This architecture can be updated, since it is possible
to add new modules and memory segments as needed.

Specifically, we have proposed the following seven improvements to the SM.
First, the off-switch security module is implemented on a separate processor
to physically isolate this most critical part of the meter. Next, this security
module provides the only connection to the off-switch, preventing other modules
from accessing the off-switch directly. Thirdly, we propose a separation kernel
to strongly isolate the different software modules and memory segments from
one another. We also propose using three different logs: one for metrology,
one for lesser-critical security events and one for the off-switch. Next, we
propose to divide the security module (minus the off-switch security) into two
different modules: one for communication to the central system, using end-to-
end encryption and data authentication; and one for communication to the data
concentrator. We also propose that all communication to the SM goes via the
communication module and the security modules. Finally, we propose the HAN
gateway be a data diode, ensuring that no information can flow from the HAN
gateway back to the smart meter.

Our colleagues from the department of Computer Science have also implemented
a proof-of-concept prototype of a security-focused software stack for a smart
metering scenario. This implementation includes a HASM, an off-switch, a
HAN gateway, in-home display, and a simplified central system. The evaluation
of the prototype provides strong indication for the feasibility of implementing
a PMA-based HASM with a very small software TCB. Future work includes
implementing, testing and validating the full HASM architecture in hardware
as well.

In the next chapter we will focus on the privacy threats associated to the SM.
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De-pseudonymisation of
smart metering data:
analysis and
countermeasures

This chapter will be published as:

CLEEMPUT, S., MUSTAFA, M. A., MARIN, E., AND PRENEEL, B. De-
pseudonymization of smart metering data: Analysis and countermeasures. In
Workshop on Industrial Internet of Things Security (WIIoTS) (2018), pp. 1-6

5.1 Introduction

In this chapter we describe three countermeasures against de-pseudonymisation
of Smart Meter (SM) data. The main contributions of this chapter are twofold:

o We investigate the feasibility of attacks by an adversary who uses only
simple techniques to de-pseudonymise the users. More specifically, we
demonstrate, using a real-world dataset, that a powerful adversary, with
access to pseudonymised fine-grained data and attributable monthly
aggregates, can fully de-pseudonymise users’ fine-grained metering data
using a simple matching algorithm.
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e We propose and experimentally verify three simple but effective
countermeasures against de-pseudonymisation: each SM (i) deliberately
omits reporting some of its fine-grained metering data, (ii) reports rounded
metering data, or (iii) uses more than one pseudonym per billing period.
These countermeasures can all be adopted without any major changes
to the smart metering architecture; and none of them affects the billing
process in any way.

The remainder of this chapter is organised as follows: Section 5.3 describes
our methodology and the de-pseudonymisation process, and proposes three
countermeasures. Section 5.4 presents our results which are further discussed
in Section 5.5. Finally, Section 5.6 concludes the chapter.

5.2 Problem description

As mentioned in Chapter 2, fine-grained metering data may pose serious risks
on users’ privacy. Entities with access to these data, e.g. grid operators or
suppliers, might use non-intrusive load monitoring techniques to infer users’
consumption patterns [126]. Several articles have shown that malicious entities
can use these consumptions patterns to infer private information about the
users [85, 97, 16, 96, 103] such as their daily schedule, the appliances being
used, whether they are at home, when and even which TV channel they are
watching [82]. Therefore, such fine-grained metering data is considered highly
sensitive. In 2009 the Dutch Senate even rejected a law mandating the use of
SMs, based on the right to privacy [38].

Therefore, appropriate privacy-protection is required when processing fine-
grained consumption data. One possibility is to have SMs use pseudonyms
instead of their real IDs when reporting their fine-grained metering data to the
supplier [52, 135, 73, 160, 130].

However, past work has shown that partial de-pseudonymisation of the data,
i.e. discovering the SM (user) corresponding to a pseudonym, is possible by
using statistical measures, as well as additional side-channel information [88, 20,
143, 72]. However, these articles assume that the adversary uses complex de-
pseudonymisation algorithms which are trained with users’ fine-grained metering
data. In addition, none of these algorithms consider a powerful adversary, i.e.
one that has access to both the pseudonymised fine-grained metering data and
the monthly aggregate data used for billing.
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5.3 Methodology

In this section we discuss the use case and adversarial model our experiments
are based on, as well as the data set we use and our privacy metric.

5.3.1 Use case

We study the following use case, based on Efthymiou and Kalogridis [52]: for
each SM the supplier receives the monthly aggregate, i.e. the overall electricity
consumption during that month, coupled to the SM ID. In addition, it receives
all pseudonymised half-hourly consumption data. The latter allows the supplier
to create the consumption profiles used to purchase electricity on the wholesale
market. However, the naive assumption is that this does not allow the supplier
to match half-hourly consumption data to a specific user, since a priori it
does not know which pseudonym corresponds to which SM. Only the monthly
aggregate is used for billing, hence any modification of the reported fine-grained
metering data does not affect the billing process. This specific set-up will be
used in practice for the majority of electricity consumers in the UK [45]. We
assume that the billing period is one month.

Our main goal is to design countermeasures against de-pseudonymisation
that can be implemented without any major changes to the smart metering
architecture and without incurring any substantial overhead, e.g. additional
layers of encryption, as this will be computationally heavy for SMs.

5.3.2 Adversarial model

In our adversarial model, the SM itself is considered as a trusted entity, since
we assume it is tamper-proof. We consider the supplier as a honest-but-curious
adversary that follows the protocols correctly, but tries to extract additional
information from the different data it receives. The supplier has access to both
the pseudonymised fine-grained metering data and the attributable monthly
aggregate data of all of its consumers.

5.3.3 Data set

Our analysis is based on a real-life dataset, “Electricity Customer Behaviour
Trial” [138], that contains 6435 unique users’ consumption data, collected at
30-minute intervals from 14th of July 2009 up to 31st of December 2010. To the
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best of our knowledge this is the largest publicly available data set containing
fine-grained electricity consumption data over a period of several months and it
has already been used in previous work [95, 92, 117]. Moreover, as a supplier will
usually have some information as to which region the fine-grained consumption
data are originating from, the size of the dataset seems sufficiently realistic.

The dataset contains a total of 157,992,996 meter readings. For each reading,
the SM ID, the time stamp and the consumption! during the 30-minute interval
are given. When analysing the data, we found that there are 102,747 SM-month
combinations for which all consumption data are present. Since we will use the
monthly aggregate to de-pseudonymise the users, we only consider those cases
where we have complete data for that user during that month.

5.3.4 Privacy metric

We define the privacy metric as the percentage of users for whom a supplier
can match their half-hourly consumption data to their monthly aggregate
consumption data and therefore to their unique ID.

5.3.5 Experiments

In this section we describe our de-pseudonymisation method and the three
countermeasures we will evaluate.

5.3.6 De-pseudonymisation Method

The first step consists of analysing the monthly aggregates from the point
of view of the adversary. We start by looking at August 2009, the first full
month for which we have measurements. We first check how many monthly
aggregates are unique values, i.e. no two users have the same monthly aggregate
consumption. For each of the users with a unique monthly aggregate, we know
that the adversary can immediately de-pseudonymise them, since exactly one
of the sums of half-hourly values will match this aggregate. In the next step,
we look at the second month, i.e. September 2009. We consider only those
users who have not yet been de-pseudonymised, i.e. users that either had no
complete data for August 2009 or a non-unique monthly aggregate for August
2009. Following the same approach, we then try to de-pseudonymise this new
set of users. We keep repeating this process until all users are de-pseudonymised.

In our dataset, the resolution of the users’ consumption data is 10~% kWh.
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In contrast to [142] where they use rounded fine-grained data, we use real
(unmodified) data.

Our hypothesis is that the supplier will be able to de-pseudonymise most
(if not all) users (see Section 5.4.1 for the results). Next we propose three
countermeasures against this process.

5.3.7 Countermeasures

We now desribe three simple, yet effective, countermeasures against de-
pseudonymisation.

Countermeasure 1: missing data

As a first countermeasure, we propose that SMs omit reporting a certain
amount of half-hourly consumption values. For each SM-month combination we
randomly discard a certain fraction of the consumption data. The adversary can
follow two different strategies to reduce the effectiveness of our countermeasure,
namely, replace these omitted values (i) by zero, or (ii) by the average of the two
values surrounding the discarded value. For each of these two cases, we assess
the improvement in privacy by checking which percentage of the users can still
be matched to their half-hourly consumption data. We compare the percentage
of successful matches for different percentages of values being omitted.

Since the fraction of discarded data will be small and each SM chooses when to
discard data independently, we assume the usefulness of the data will decrease
only slightly. We verify this by computing the consumption per half-hourly
period, aggregated over all users, and comparing this to the original half-
hourly aggregate. Taking into account that most grid management is based
on aggregates over a neighbourhood, this is a relevant measure for usefulness.
Recall that billing is done using the attributable monthly aggregates, thus our
countermeasures, working on the fine-grained data, cannot possibly influence
the billing process.

Countermeasure 2: rounded data

As a second countermeasure, we propose that SMs round all the half-hourly
consumption values before reporting them. As before, the improvement in
privacy is measured by attempting to match the sets of half-hourly data to
the monthly aggregates, and we compare the percentage of successful matches
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for different rounding thresholds. As with the previous countermeasure, we
verified that the effect on the usefulness of the data is small by computing
the half-hourly aggregate after rounding the values and compared it with the
original one (i.e. with no rounding).

Countermeasure 3: different pseudonyms

Our final countermeasure consists of SMs changing their pseudonym after a
certain period of time. We assess the improvement in privacy by checking which
percentage of the users can still be de-pseudonymised when using a pseudonym
that is only valid for one month and half a month, respectively. For this, we
check which combinations of two sums, one belonging to the first half of the
month and one belonging to the second half of the month, match one of the
monthly aggregates.

5.4 Results

This section presents the results of the de-pseudonymisation process both
without and with our proposed countermeasures.

5.4.1 Results without countermeasures

We have investigated the time required to de-pseudonymise all users present
in the data set, using the method described in Section 5.3.6. The results are
shown in Table 5.1. The rows of this table are the first four months. The
second column gives the total number of SMs that have a complete half-hourly
dataset for that month. In the third column, the anonymisation set is given, i.e.
the number of SMs that was not yet de-pseudonymised in any of the previous
months. The number of SMs that can be de-pseudonymised during the month
in question is given in the fourth column. Finally, the fifth column shows the
total percentage of SMs that has already been successfully de-pseudonymised.
As can be seen from these results, most of the users are de-pseudonymised after
only one month. For every month from month four onwards, the adversary can
immediately de-pseudonymise every new user that is added to the dataset.
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Table 5.1: De-pseudonymisation without countermeasures.

Month ‘ Total nb ‘ Anon. set | De-pseudonymised ‘ % Successful

Aug 09 6282 6282 6275 99.89%
Sep 09 6297 56 o1 99.92%
Oct 09 6274 14 11 99.95%
Nov 09 6255 6 6 100 %

5.4.2 Results with missing data

We now describe the de-pseudonymisation results when implementing the
countermeasure detailed in Section 5.3.7. For each month, we considered the set
of all SMs for which we have complete data. We first replace a certain amount
of the — on average — 1463 half-hourly values in each month by zero, and then
attempt to match sets of half-hourly values to monthly aggregates by sorting
both the monthly aggregates and the sums. We assume that the smallest sum
corresponds to the smallest monthly aggregate etc. Thus, we can compute the
fraction of users that was matched (i.e. de-pseudonymised) successfully each
month. This means that the results we show are for the number of users that
can be de-pseudonymised after only one month. We finally average our results
over all months.

Figure 5.1a shows the obtained results when replacing the missing values by zero.
When omitting only a single data point per SM, on average only 33.95% of the
users can be de-pseudonymised. Leaving out 21 data points, only 9.95% can be
de-pseudonymised. Leaving out 141 data points — which corresponds to about
10% of the total number of data points — the adversary can de-pseudonymise
less than 5%. As can be seen in Figure 5.1a leaving out even more data points
does not lead to a significant gain in privacy.

Next, we run the same experiment, but instead of replacing the missing data
points by zero, we replace them by the average of the two values surrounding
them. Figure 5.1b shows the results. As expected, the success rate of the
adversary improves as the average value is a better approximation of the missing
value.

We also investigated the usefulness of the data. For each number of missing data
points, we calculate the difference between the new and the original aggregate
consumption relative to the original aggregate consumption:

Tip— Y., Th
deviation; = 120 Tia = 2 Z’t|, (5.1)

>t Ti
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Figure 5.1: Percentage of de-pseudonymised users when the adversary replaces
one or more data points by (a) zero, or (b) the average of the two values
surrounding it. Note that the scales for the y-axes are different.
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where ; ; is the consumption of user 7 at time ¢ and z7, is the consumption of
user ¢ at time ¢, with a few data points replaced by either zero or the average of
the values surrounding them. The lower the deviation, the higher the usefulness
of the data.

Figure 5.2a depicts the deviation in function of the number of missing data
points, when replacing by zero. The relative deviation stays lower than 10%,
even when omitting 141 data points. Figure 5.2b shows this deviation, when
replacing by the average of the surrounding values. In this case, the deviation
remains extremely small, even when omitting 141 data points. Again this is
because the average is a better approximation for the missing data point.

5.4.3 Results with rounded data

In this section we describe the de-pseudonymisation results when implementing
the countermeasure detailed in Section 5.3.7. Our approach is similar to the
one described above for the results with missing data, but instead of leaving
out data points, we round all data points to a certain threshold.

Figure 5.3a shows the percentage of users for which the adversary can still
match their half-hourly consumption to their monthly aggregate consumption
(i.e. to their ID), in function of the rounding threshold. Even with a rounding
threshold as small as 0.05 kWh, the adversary can only de-pseudonymise 14.83%



RESULTS

Relative Deviation

o o o © © o © o o
2 9 9 © © © ©o © o ©°
2 8 8 R & 8 2 8 8 &~

)

-+
i+

i+

0+

0+
0+

0+

0+

0+

o+

0+

1 21 41

61

81

101
Number of missing datapoints

121

141

N
S

Relative Deviation
5 o o

~

1 21 a1 61 81

101 121 141
Number of missing datapoints

81

(a) (b)
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Figure 5.3: Results with rounded data

of the users. When rounding up to 0.7 kWh, on average less than 2% of the
users can be de-pseudonymised.

We also investigated the usefulness of the data. Again the deviation of the
aggregate is calculated using Equation (5.1), but this time z; ; is the rounded
consumption of user 7 at time ¢. Figure 5.3b shows a boxplot of the usefulness
averaged over all users and all months, for different rounding thresholds. We
see that for rounding thresholds lower than 0.1 kWh, the average deviation is
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Figure 5.4: Percentage of correct matches for different numbers of meters when
using two (circle) or four (cross) pseudonyms.

less than 1%. Up to 0.25 kWh the average deviation stays under 5%. However,
when rounding up to 1 kWh, the deviation is already more than 25%. This is
due to the fact that a substantial amount of users has a very low consumption,
thus the larger the rounding threshold, the more data point are being rounded
down to 0, skewing the aggregate consumption to a lower value than the original
aggregate.

5.4.4 Results with different pseudonyms

We first change the pseudonym every month. Considering the very high level
of de-pseudonymisation we already achieved after one month in Section 5.4.1,
we expect that this will only improve privacy very minimally. Indeed, when
calculating the percentage of successful matches (i.e. the percentage of de-
pseudonymised users) for each month, we see that October 2010 is the best
month, but the adversary can still de-pseudonymise 99.73% of the users.
December 2009 is the worst month, the adversary can de-pseudonymise no
less than 99.90% of the users. On average the adversary can de-pseudonymise
99.83% of the users per month.

Next, we describe the de-pseudonymisation results when implementing the
countermeasure detailed in Section 5.3.7. We change the pseudonym every
half-month and define the percentage of successful matches as the number of
correct matches, i.e. both the first and the second pseudonym correspond to the
meter in question, divided by the total number of matches. When considering
only one month (due to the computational complexity of this method), the
percentage of correct matches is equal to only 6.34%.
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Table 5.2: De-pseudonymisation results.

Countermeasure % De-pseudon. | Deviation

No countermeasure 99.83% 0%
Missing data (1 data point — 0) 33.95% 0.07%
Missing data (51 data points — 0) 7.84% 3.42%
Missing data (1 data point — avg) 46.39% 0.02%
Missing data (51 data points — avg) 10.85% 0.09%
Rounding up to 0.05 kWh 14.83% 0.40%
Rounding up to 0.50 kWh 2.50% 12.38%

Two pseudonyms 6.34% 0%

Finally, we give an illustration of the influence of the number of meters and
the number of different pseudonyms within one month. Figure 5.4 shows the
percentage of correct matches, when considering only a small subset of meters.
When using only two different pseudonyms per month, we see that all meters
can be de-pseudonymised. However, when using four different pseudonyms per
month, only with as little as 30 SMs, we can no longer de-pseudonymise all
users. With 50 SMs, only 23.04% of the matches are correct.

5.4.5 Comparison of the proposed countermeasures

Table 5.2 gives an overview of the results we obtained for the different
countermeasures. The best results regarding users’ privacy protection are
obtained with the rounding countermeasure and a relatively big rounding
step (e.g. 0.50 kWh). However, this comes at a cost of degraded data
usefulness. The different pseudonyms countermeasure improves the users’
privacy protection greatly without affecting the data usefulness. However,
its downside is the increased SM complexity as each SM must use at least two
different pseudonyms every month. Regarding users’ privacy protection, data
usefulness and countermeasure simplicity, the missing data countermeasure
where SMs omit to send several data points per month gives the best trade-off,
specially when the supplier replaces these missing data points with the average
of the two data points around them.

5.5 Discussion

In this chapter we have assumed, based on the use case by Efthymiou and
Kalogridis [52], that the electricity price remains the same throughout the
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Figure 5.5: Correlation of users’ own consumption data over a specific period
of time.

day. However, in future a more realistic assumption would be that the price of
electricity depends on the time of usage, i.e. there would be multiple tariff periods.
In this case the billing would not be based on one monthly aggregate value, but
instead on multiple monthly aggregates, one per tariff period. Assuming no
countermeasures are being used, this would make the de-pseudonymisation even
easier, as there would be multiple values to be used for the matching algorithm,
rather than just one.

In addition, due to the repetitive nature of the users’ consumption patterns, it
may also be possible to de-pseudonymise some users by looking at their own
consumption data over a specific period of time, e.g. by looking at their weekly
consumption patterns. This would make our countermeasure less effective, as
the adversary may be able to link these consumption patterns to the users even
when distinct pseudonyms are used. To verify our hypothesis, we performed
some experiments for the cases where a new pseudonym is given to the SMs: (i)
every two weeks and (ii) on a per week basis. In other words, we investigate
whether giving a new pseudonym every two weeks or every week, respectively, is
sufficient to protect the user’s privacy or whether it is possible to link different
pseudonyms using statistical measures such as the correlation.

Figure 5.5a shows the correlation between consumption patterns of the first two
weeks vs. the second two weeks of November 2009. Similarly, Figure 5.5b shows
the correlation between the first and third week of November 2009. From these
figures it is clear that for a non-negligible number of users there is a strong
correlation between their consumption patterns in different weeks. From this
we can conclude that once a user with a very repetitive consumption pattern
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has been de-pseudonymised for one particular week, we can de-pseudonymise
him in later weeks as well, even if the pseudonym has changed in the mean
time. One possible solution would be to give new pseudonyms to users more
frequently (e.g. every day or every half-hour), however this will increase the
complexity of the system.

5.6 Concluding remarks

We showed that simple pseudonymisation does not provide sufficient privacy
protection to users. More specifically, adversaries can de-pseudonymise 99.89%
of the users after only one month and all users after four months. Based on
the obtained results, we presented three practical yet effective countermeasures
to increase the users’ privacy level. Our results show that all of the three
countermeasures yield a significant improvement in privacy, while the loss of
data usefulness remains acceptable. With every countermeasure we are able
to decrease the percentage of de-pseudonymised users to less than 15%, while
keeping the deviation of the half-hourly aggregate below 5%. As future work
we plan to investigate the optimal trade-off between privacy gain and loss of
data usefulness, the combination of the different countermeasures, as well as
their computational complexity.
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6.1 Introduction

Vytelingum et al., J. Lee et al. and W. Lee et al. [157, 100, 99] have proposed
market models which allow users to sell their excess electricity to different
suppliers and negotiate the price. These models are beneficial for Renewable
Energy Source (RES) owners, as they can increase their revenues by selling
electricity at a higher price. However, users without RESs would not benefit from
these market models, as they would still buy electricity from their contracted
suppliers.

Unlike the aforementioned market models, we propose a local electricity market
that allows RES owners to also sell their excess electricity to other users. We
specify a set of functional requirements and provide potential interactions
among the entities in our model, such that the model is suited for the existing
liberalised electricity markets. In addition, we perform a comprehensive risk
and threat analysis to identify the risks, and specify a set of security and
privacy requirements for such a market model in order to mitigate the threats.
Finally, we propose privacy-preserving protocols for local electricity trading and
settlement, based on Multi-Party Computation (MPC).

The remainder of this chapter is organised as follows: Sections 6.2 and 6.3
provide some background information and discuss related work. Section 6.4
proposes a local electricity trading market detailing its system model, functional
requirements, required interactions among entities, and benefits. Section 6.5
analyses potential security threats in the proposed market. Section 6.6 details
our proposed local trading and settlement protocols. In Section 6.7 we analyse
our protocols and give experimental results. Section 6.8 concludes the chapter.

The work presented in this chapter was published in the IEEE PES International
Conference on Innovative Smart Grid Technologies Conference Europe (ISGT-
Europe 2016), in the 15th International Conference on Cryptology and Network
Security (CANS 2016) and in the IEEE PES International Conference on
Innovative Smart Grid Technologies (ISGT-Europe 2017). In addition, some
of the work is also under review in the IEEE Transactions on Smart Grid. 1
mainly contributed to the design of the local trading market model, the risk
and threat analysis and the design of the protocols.

6.2 Problem description

RESs are spread across the electricity grid, but have intermittent electricity
outputs that are difficult to predict. The electricity they generate is often
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consumed by their owners, i.e. residential consumers. However, if RESs produce
more electricity than their respective users need, the excess electricity is
automatically injected back into the grid. Unfortunately, users typically receive
at most a limited remuneration for electricity they export. For example, in
Flanders users receive no payments for any exported electricity that exceeds
their own yearly consumption [153], whereas in the UK users automatically
sell their exported electricity to their supplier for a fixed price which is much
lower than the retail price [80]. For example, the export tariff in the UK is
4.85 p/kWh [80], whereas the average import price users pay is 14.3 p/kWh [81].
Thus, a local electricity market that allows users to trade electricity among
themselves can increase users’ financial well-being.

In addition, local electricity trading could also be beneficial to the grid itself [131].
For example, electricity exchange between nearby users can significantly reduce
the distribution losses. This does require the local market to incentivise trading
between nearby users, e.g. by financially benefiting users who trade with nearby
users. Moreover, local electricity trading contributes to the autonomy of
microgrids, reducing their need to rely on the main grid.

6.3 Related work

Several local electricity trading models have already been proposed [100, 144].
Bayram et al. [17] gave an overview of such models, whereas Zhang et al. [161]
summarised existing local electricity trading projects. Mengelkamp et al. [107]
evaluated several market designs and bidding strategies to demonstrate that all
the evaluated market scenarios offer economic advantages for the participating
users.

There are already several solutions that partially address the security and
privacy concerns. Mengelkamp et al. [106] designed a local electricity market
on a private blockchain. They presented a proof-of-concept model including
a simulation of a local blockchain-based energy market that allows users to
bilaterally trade energy within their community. Kang et al. [91] proposed a
similar trading mechanism among electric vehicles using a consortium blockchain
technology combined with an iterative double auction mechanism designed to
maximize social welfare. Aitzhan and Svetinovic [5] implemented a decentralised
electricity trading system using combination of blockchain technology, multi-
signatures, and anonymous encrypted messaging as a proof-of-concept. Their
system provides identity privacy of participating users and transaction security.
Mihaylov et al. [110] proposed a virtual currency, called NRGcoin, to convert
locally produced energy directly to NRGceoins. In their proposed scheme, each
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local distribution system operator independently determines for each time slot
the rates for energy consumption and production in the neighbourhood, based
on the supply-demand balance at that current time slot.

Rahman et al. [127] proposed a secure bidding protocol for incentive-based
demand response system. However, their protocol is not fully privacy-friendly
as the bidding manager acts like a trusted party and learns all users’ bids.
Kounelis et al. [93] introduced a platform named Helios that allows users to
exchange energy in a decentralised manner using a blockchain technology and
smart contracts. Uludag et al. [145] proposed a distributed bidding system
where only the winning bidder is disclosed to a service provider, whereas the
bids of the other bidders are kept private. The same authors extended their
solution to facilitate multi-winner auction mechanism [14]. Although these
solutions provide security and verifiability as they are based on the blockchain
technology, they do not fully address users’ privacy concerns as transactions
could be traced and linked to users.

One way to avoid this privacy leakage is to use Multiparty Computation
(MPC) [159]. Aly and Van Vyve [8] proposed an MPC-based auction mechanism
that allows suppliers and generators to trade electricity on the day-ahead market
in a secure and oblivious manner.

6.4 A local electricity trading market

This section details the system model, functional requirements, possible
interactions among entities and the benefits of our proposed local electricity
trading market. The main differences between our proposed market and the
state-of-the-art are that we allow users to trade among themselves and that
users without RESs also benefit in our market model. Moreover, we also take
into account the privacy requirements of a local electricity trading market.

6.4.1 System model

As shown in Figure 6.1, our proposed local electricity trading market consists
of the following entities.

Renewable Energy Sources (RESs) are small-scale generators located on
users’ premises, e.g. solar panels. The electricity they generate is usually
consumed by their owners. However, surplus electricity may be injected
into the grid.
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Smart Meters (SMs) are advanced metering devices which can measure the
amount of electricity flowing in both directions (from the grid to the house
and vice versa) and perform two-way communications with other entities.

Users consume and pay for electricity. We assume users are rational actors, i.e.
they try to reduce their electricity bills by choosing the cheapest electricity
source available; if they own RESs, they try to sell the excess electricity
at the highest possible price.

Suppliers are responsible for supplying electricity to all users who cannot get
enough electricity from their own RES or the local market. The suppliers
buy this electricity from generators and sell it to users. They are also
obliged to buy the electricity their customers inject into the grid, if the
customer did not find a buyer for it on the local market.

Distribution System Operators (DSOs) are responsible for maintaining
and managing the distribution network in a particular region. They also
charge the suppliers distribution network fees, based on the electricity
consumption and injection data of the suppliers’ customers.

The Transmission System Operator (TSO) is responsible for maintain-
ing the transmission network, balancing the grid, and charging suppliers
transmission network fees based on the electricity consumption and
injection data of the suppliers’ customers.

The local electricity trading platform is the entity responsible for receiv-
ing users’ bids and offers, computing the electricity trading price, selecting
the trading users, and informing the selected users, as well as the suppliers,
of the amount of electricity traded on the local market.

6.4.2 Functional requirements

To be adopted by users and suited to the existing liberalised electricity market,
our proposed local electricity trading market should satisfy the following
functional requirements.

(F1) The local electricity trading platform should receive users’ bids, calculate
the trading price, and inform the users and suppliers of the outcome of
the market.

(F2) Each user should learn (i) whether their bid was accepted, (ii) the trading
price and (iii) the amount of electricity they can trade on the local market.
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Figure 6.1: A proposed local market for trading electricity from RESs.

(F3) Each user should pay for the electricity he buys, and be paid for the
electricity he sells, in the local electricity market via his supplier.

(F4) Each supplier should

a)

b)

charge its customers only for the electricity supplied to them from
the grid, i.e. by the supplier;

pay its customers only for their exported electricity if it was not
traded in the local electricity market, i.e. it was automatically sold
to the supplier;

cooperate with other suppliers to assist users in settling payments
for electricity traded in the local market; and

receive the amount of electricity imported and exported from the
grid by all its customers located in a certain DSO region for each
settlement period, such that it can be assured that it pays the correct
distribution network fee; and

receive the amount of electricity imported and exported from the
grid by all its customers for each settlement period, such that it can
predict its customers’ demand accurately and avoid imbalance fines.

(F5) For each settlement period, the DSO should access
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the amount of electricity imported and exported by all users in its
region of operation, so it can manage the distribution network in the
region better; and

the amount of electricity imported and exported by all users in its

region of operation, per supplier, so it can split distribution network
fees fairly among suppliers.

(F6) For each settlement period, the TSO should access

a)

b)

the amount of electricity imported and exported by all users in a
DSO region, per supplier, so that it can split transmission network
and balancing fees fairly among suppliers;

the amount of electricity imported and exported by all users per
supplier so that it can calculate the imbalance fine for each supplier;

the amount of electricity imported and exported by all users in a
DSO region, so that it can identify which regions are the source of
the imbalance, thus to decide which measures from which sources to
activate to avoid the imbalance; and

the amount of electricity imported and exported by all users to
balance the grid.

6.4.3 Interactions among entities

Potential message types and interactions among the entities in a local electricity
market are described next.

Submitting offers and bids: Prior to a trading period, users and suppliers
submit their offers and bids to the local electricity trading platform. With
these offers and bids users inform the market how much electricity they
are willing to sell or buy during the trading period and for what price per
unit. Users and suppliers are free to set their own prices. However, to be
appealing to potential buyers or sellers, these prices should range between
the export and retail price offered by the suppliers.

Setting a trading price: As shown in Figure 6.2, the local electricity trading
platform performs a double auction as follows.

It sorts the sellers, i.e. RES owners, according to offer price in
ascending order, and the buyers, i.e. users and suppliers, in descending
order of bid price. Whenever two or more buyers or sellers have
equal offer or bid prices, the local market groups them into a single
virtual buyer or seller.
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o It generates the supply and demand curve. The intersection of these
two curves is used to determine (i) the trading price, (ii) the amount
of electricity traded on the local market, and (iii) which users will
trade on the market. Trading users will be sellers whose offer price is
lower than or equal to the determined trading price and the buyers
whose bidding price is higher than or equal to the trading price.

Informing users and suppliers: The local trading platform informs the
users of the amount of electricity they are allowed to trade during the
trading period, and the price. It also informs their suppliers of the amount
electricity that will be traded, so that the suppliers can adjust their
bids and offers on the wholesale electricity market accordingly to avoid
imbalance fines.

Delivering electricity: During the electricity trading period sellers should
export the amount of electricity they sold on the local market and vice
versa for buyers. If the amount of electricity the users export is different
from the amount they were allowed to trade, the users automatically sell
the excess electricity to their contracted supplier and vice versa.

Calculating rewards and costs: At the end of the trading period, each SM
measures the amount of electricity that was imported and exported, and
reports these values to the Meter Responsible Party (MRP), the TSO and
the supplier.

Settling payments: Once the suppliers receive their customers’ import and
export values, they use these data in conjunction with the users’ trades
for the trading period and the trading price to adjust the customers’ bills.

6.4.4 Example of a local electricity trade

Suppose there are two users, U; and Us, that both have a contract with supplier
S. Both users buy electricity from S for 0.2 €/kWh (including a network fee of
0.03 €/kWh) and automatically sell any excess electricity to S for 0.04 €/kWh
(excluding network fee).

During the trading period U; exports 2 kWh of electricity to the grid, whereas
U, imports 4 kWh from the grid. In the current electricity market, U; will be
paid 0.08 € by S for the 2 kWh it exported, Uy will pay S 0.80 € for the 4 kWh
it imported from the grid and the DSO and TSO will be paid 0.18 € by S in
network fees for the imported and exported electricity by both users, leaving
S with 0.54 € revenue. This is summarised in Figure 6.3a. Now suppose that
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Figure 6.2: Example of a double auction trading mechanism.
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Figure 6.3: Financial settlements among entities a) without using a local market,
and b) with using a local market with trading price 0.11 €/kWh.

both users trade electricity on a local market, i.e. U; and Us trade 2 kWh for a
trading price of 0.11 €/kWh, for example. In this case, U; will be paid 0.16 €by
U, via S, Uy will pay S 0.62 € for the 4 kWh it imported and the DSO and
TSO will be paid 0.18 € by S, leaving S with 0.28 € revenue. This situation is
summarised in Figure 6.3b.

This example shows how our proposed local market will benefit users financially.
If they trade on the local market, users will be paid more for their exported
electricity and pay less for their imported electricity. The DSO and TSO will
not be affected as they will be paid the same fees. A comparison of the financial
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Table 6.1: Financial settlements without vs. with a local electricity trading
market.

without LM | with LM | difference in %
U; (seller) +0.08 € +0.16 € +100.00%

U, (buyer) —0.80 € -0.62 € —22.50%
DSO/TSO +0.18 € +0.18 € 00.00%
S (supplier) +0.54 € +0.28 € —51.85%

settlements in our example is given in Table 6.1.

6.4.5 Benefits of the proposed local electricity market

Our proposed local electricity trading market will have various benefits, which
can be grouped into two categories: financial and environmental benefits.
Table 6.2 lists some of these benefits.

Financial benefits

Our proposed local market would allow users to sell their excess electricity for
a price higher than the import tariff offered by their contracted suppliers, thus
increasing their revenues from RESs. Secondly, it would allow users to buy
electricity for a price cheaper than the retail price offered by their suppliers,
thus reducing their bills. Moreover, trading electricity locally would reduce the
transmission costs and losses, contributing also to lower electricity prices, and
it would reduce the need to build new transmission lines.

Environmental benefits

Local electricity trading has the potential to boost the use of RESs, thereby
helping the Flemish government to meet its targets for the share of renewables.
In 2015 the share of renewables in the Flemish energy production was only
6% [151], however the target for 2020 is 13% and the target for 2050 is to
have at least 80% renewables. A local electricity trading market, in which
users can benefit financially by selling the excess energy generated by their
Distributed Energy Resources (DERs) will provide an economic incentive for
the installation of such local generation units. The average payback period for
solar panels in Flanders is currently 11 years [155]. We are convinced that with
the introduction of a local electricity trading market, this number will go down.
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Table 6.2: Benefits of our proposed local electricity market.

Financial benefits Environmental benefits

More revenue for RES users | Less congestion at transmission lines
Reduces bills for users Less use of conventional generators
Reduced transmission costs Reduced use of transmission lines
Reduced electricity price Reduced transportation loses

Fewer new transmission lines | Reduced operational costs

Furthermore, the local market will mainly incentivise installation of DERs in
regions where the installed capacity is still low, thereby spreading solar panels
over all of Flanders.

Secondly, as the local electricity trading market will incentivise local production
and consumption, the losses during transport over the distribution and
transmission lines will decrease, i.e. a more efficient use of electricity. Increasing
electricity efficiency is one of the spearheads of the EU policy, the 2030 target
being to increase energy efficiency by 27% [58].

Finally, we hypothesise that given a substantial share of local trading, the
amount of non-local electricity consumption and production might decrease to
such an extent that the grid capacity on the middle and high voltage level can
be decreased if the electricity use remains equal. Alternatively, if the electricity
use would increase further (because of the increased electrification of the energy
use), local trading would allow to defer investments into grid reinforcement.

6.5 Threat analysis

Although a local electricity market can provide financial benefits to users as well
as environmental benefits, it may also create opportunities for malicious entities
to misbehave in order to reduce their costs or maximise their profits [90].

6.5.1 Threat model

We use the following threat model.

o Users are malicious. They may try to modify measurements sent by their,
or other users’, SMs in an attempt to gain financial advantage or learn
other users’ bids, offers or data.
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o Suppliers are malicious. They may try to modify users’ bids and offers to
the local market in an attempt to influence the electricity trading price
on the market. They may also try to learn individual users’ consumption
data or data of any group of customers contracted by their competitors.

e The local electricity trading platform is honest-but-curious. It follows the
protocol specification, but may attempt to learn individual users’ offers
and bids or consumption data.

o External entities are malicious. They may eavesdrop data in transit trying
to discover confidential data or modify the data in an attempt to disrupt
the local electricity market or the SG.

Based on the above threat model we list potential security and privacy threats.

Impersonation. A malicious consumer may impersonate another user and
offer a very low bid in his name in order to win a good offer and eventually
reduce his own electricity bill, since the price of electricity traded at
the local market is lower than the retail price. Similarly a user may
impersonate others and submit a high offer in their name in order to win
a bid. Therefore, it is important to have a proper entity authentication
mechanism in place.

Data manipulation. A malicious user may attempt to modify the content of
other users’ data, e.g. how much electricity they can offer at what price,
and provide inaccurate information in order to lower their credibility in
the market. In addition, a misbehaving supplier may also attempt to
modify users’ offers and bids in an attempt to manipulate the local market
for its own benefit. Therefore, a secure digital signature scheme is needed
to ensure the integrity and authenticity of messages.

Eavesdropping. An adversary may attempt to eavesdrop messages sent to the
market. Such messages may include sensitive data such as user identity,
contracted suppliers, meter readings, etc. The adversary may use such
data to impersonate a user or to learn users’ electricity capacity in order
to gain a competitive advantage in the market. In addition, by observing
who is selling how much electricity in the local market at any given time
period, one may be able to learn, among other things, whether someone is
at home. This constitutes a privacy threat to the users, and may also incur
additional risks, e.g. burglary. Hence, confidentiality of such information
must be guaranteed using a secure encryption scheme. In addition, a
secure access control and authorisation mechanism are required.
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Privacy Breaches. Providing protection against unauthorised entities may

not be sufficient to preserve users’ privacy. Legitimate entities, e.g. the
local trading platform, DSO, TSO and suppliers, that have access to
users’ sensitive data may use such data for purposes that are not directly
relevant to local electricity trading. For example, entities that have access
to users’ offers and bids may use such data to infer information such as
who is selling or buying how much electricity when. Such data is closely
correlated to users’ consumption patterns, which constitutes a privacy
concern for users [126]. Hence, privacy enhancing technologies should be
used to limit the access of legitimate entities to users’ sensitive data.

Disputes. Disputes may arise when a user claims to have consumed less

electricity than he actually consumed, or when he claims to have injected
more electricity than he actually did. Disputes may also arise when
someone repudiates the agreed upon electricity price. Therefore, robust
dispute resolution is a must in the proposed market.

Denial-of-Service (DoS). DoS attacks aim to make services inaccessible to

legitimate users. In a local electricity market context, DoS attacks can be
targeted at the local trading platform itself or to individual users’ SMs,
thereby preventing these users from trading on the local market. Such
DoS attacks could be performed by external adversaries aiming to disrupt
the normal operation of the market, or by misbehaving suppliers aiming
to shut down the entire market to prevent users from trading among each
others, or to block specific users in order to buy their excess electricity
at a cheap price instead of allowing them to trade on the local market.
Thus, measures should be in place to mitigate DoS attacks.

6.5.2 Assumptions

Taking into account the threat model presented above, the protocols we will
propose in Section 6.6 are subject to the following assumptions.

(A1)
(A2)

Each entity in the system model has a unique ID.

SMs are tamper-proof and sealed. No one, including their users, can
tamper with them without being detected.

All entities are time synchronised.

Each SM, local trading platform server and supplier is equipped with a
distinct public/private key pair. The public keys are certified by a trusted
authority. Each entity is aware of other entities’ certificates.
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(A5) The communication channels between entities are secure and authentic.

(A6) Users are rational, i.e. they try to reduce their electricity bills by looking
for the cheapest possible electricity source; if they own RESs, they try to
sell the excess electricity at the highest possible price.

6.5.3 Security and privacy requirements
We require that the proposed market satisfies the following requirements.

(R1) Confidentiality of users’ data: No entity, except for the user himself,
should have access to individual user’s (i) bids or offers and (ii) the amount
of electricity they trade in each trading period.

(R2) User privacy preservation:

a) Trading RES user identity privacy: The identity of a trading
RES user should not be disclosed to any entity.

b) Location privacy: The location of a RES user should not be
disclosed to any entity.

¢) Session unlinkability: No entity, except himself, should be able
to link the different trades of a single user.

(R3) Minimal data disclosure: Suppliers should only access data that is
necessary for them to avoid imbalance fines and settle accurately.

6.6 Privacy-preserving protocols for electricity
trading and settlement

In this section we propose secure and privacy-friendly protocols for market
clearance, billing and setllement.

In order to hide the bid and offer details from the trading platform, yet allow it to
carry out its required functionalities, we make use of Multi-Party Computation
(MPC). This means that the trading platform must consist of several non-
colluding parties, i.e. parties with competing interests. By following the protocol
these parties can compute the trading price and select the trading users, without
ever learning the inputs of the protocol, i.e. the details of the users’ bids.

Similarly, MPC can be used to settle the costs related to the trading of electricity,
i.e. electricity costs, network fees and balancing fines, without revealing details
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of the trades made by the users. This ensures that (R1), see Section 6.5.3, is
met.

6.6.1 Security definition under MPC

MPC allows any set of mutually distrustful parties to compute any function
such that no party learns more than their original input and the computed
output; i.e. parties pi,...,p, can compute y = f(x1,...,2,), where z; is the
secret input of p;, in a distributed fashion with guaranteed correctness such that
p; learns only y. MPC can be achieved using secret sharing schemes [18, 24],
garbled circuits [79] and homomorphic encryption [122]. We will design our
protocols using secret sharing, as this allows to choose the minimal number of
parties required to perform the calculations.

A secure protocol over MPC discloses the same information to an adversary
as if the computations were carried out by a trusted, non-corruptible third
party. This definition allows a variety of adversarial and communication models
offering various security levels: perfect, statistical or computational security. In
our protocols we assume that the parties are honest-but-curious. Any oblivious
functionality built in this way is as secure as the underlying MPC protocols used
for its execution. Finally, under this scenario, functionalities, also referred to as
sub-protocols, similar to the ones used in this work, can be used for modular
composition under the hybrid model introduced by Canetti [22].

6.6.2 Notation

In this section we list the notations used in the rest of this chapter. Square
brackets denote secret shared values. Vectors are denoted by capital letters.
For a vector, say B, B; represents its it" element and |B| its size. Each bid
is a tuple ([q], [p], [d], [s], [b]) and B is the vector of all bids. We assume that
(i) all bid elements belong to Zjys, where M is a sufficiently large prime, RSA
modulus or power of a prime, so no overflow occurs, and (ii) the number of bids
(or at least an upper bound) is publicly known. Any other data related to the
bid is kept secret. If the protocol admits one single supply and demand bid
per SM, the computation of the upper bound on the number of bids is trivial.
Local electricity trading platforms could opt to enforce all SMs to submit a bid,
regardless of whether or not they participate in the market. In this scenario,
non-participating SMs would have to replace their input values by [0] and [T],
where T is sufficiently big number such that it is greater than any input value
from the users but T << M. Table 6.3 lists the notations.
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Table 6.3: Notation.
Symbol Meaning

t; i time slot

lq], electricity volume in absolute terms for the j** bid

[pl; unit price enclosed in the j** bid

[d]; binary value corresponding to the 5% bid: 1 indicates a
demand bid, 0 a supply bid

[s], unique supplier identifier s € {1,..,]S|} where S is the
set of all suppliers. Moreover, s is encoded as a {0,1}
vector, i.e [s];, 1 for the k" supplier.

[b]; unique identifier for the j** bid

(9] volume of electricity traded on the market for period ¢;

[o] market’s trading price (price of the lowest supply bid)
for ti

[a]; binary value: 1 indicates bid ¢ was accepted, 0 otherwise

[S]? set of the volume of electricity traded by supplier
affiliation, where [s]? stands for the summation of all
the accepted bids from users affiliated to the supplier 2,
forallie S

d; the DSO operating in region j, j =1,...,Ng

Su uth supplier, u = 1,..., Ng

SM; the SM belonging to household i

SM set of all the SMs in a specific country

SMy;, set of all the SMs operated by DSO d;

SMLP set of all the SMs whose users buy electricity from s,

SMig P set of all the SMs whose users sell electricity to s,

SML’?EH set of all the SMs operated by d; and whose users buy
electricity from s,

SMg",, set of all the SMs operated by d; whose users sell
electricity to s,

EP amount of electricity imported by household i during t;

Eg Pt amount of electricity exported by household i during t;,

Eimpste aggregate data of all EX™™" for SM; € SM

Eexptr aggregate data of all ES*™" for SM; € SM

Eiir?p’t’“ aggregate data of all EX™™" for SM; € SMy,

Eztp’t’“ aggregate data of all EZ™™ for SM; € SMy,

Eimp-te aggregate data of all EX™™" for SM; € SMmP

D aggregate data of all EF*™" for SM; € SMIgP

Efjrj“;:’“ aggregate data of all EX™™" for SM; € SMg;psu

exp,tr

aggregate data of all EZ™™ for SM; € SME’;f’Su
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6.6.3 Trading protocol

In our trading protocol, users submit their private inputs to a trading platform,
i.e. a virtual entity consisting of multiple computational servers that function
as evaluators. In our setting, we assume three computational parties: one
represents the RES owners, another the suppliers and a third one a local control
agency. Our trading protocol consists of five steps:

Preprocessing for trading period ¢;

1. Bidders: Before the start of t;_o, each user prepares and sends shares
of its bid to the computational parties. If a linear secure secret sharing
scheme [132] is used, each user generates as many shares as the number
of computational parties, and sends each of its shares to a different
computational party.

2. Evaluators: Upon reception, each share is multiplied with a column of a
randomised permutation matrix that was precomputed “off-line” in order
to randomly permute the bidders’ inputs. This is performed before the
start of t;_o.

Evaluation for trading period ¢;

3. Evaluation: The evaluation is performed at t;_5. In this phase, the
trading price and traded volume are computed, and accepted and rejected
bids are identified, in a data-oblivious fashion. Algorithm 1 gives a detailed
overview of our secure auction evaluation. It calculates the trading price
[c], the volume of electricity traded [¢] and the vector of adjudicated
demand and supply bids [A]. Tt does so by obliviously calculating the
aggregation of the demand bids [d], and then iterating over the set of all
supply bids in B using their volume to match [§]. To access the vector
of accepted supply bids, it is enough to compute [A]; x (1 — [d];) x [b];.
To find the vector of accepted demand bids, it is sufficient to calculate
(1= [A]) x ([d];) x [8]-

Inform Bidders and Suppliers (before the end of period ¢;_s)

4. Bidders: To hide the order of the bids, the vector of all bids [B], together
with the associated vector [A], are shuffled again. Then, the evaluators
use the open operation of the underlying MPC primitive on [o] (for ¢;)
and [b];, for all j € B. Each evaluator sends the shares corresponding to
the tuple By, to the bidder that originated the bid identified by b;. The
bidder then reconstructs the shares and learns if his bid was accepted or
rejected, and the trading price for this period. At this point (F1) and
(F2), see Section 6.4.2, are satisfied.
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5. Suppliers: Evaluators send the shares of the volume aggregation S}b, for
all j € S, to the corresponding supplier. Suppliers also learn the market
trading price. Thus (R3), see Section 6.5.3 is satisfied. Both bidders and
suppliers are informed of the results at ¢;_o.

Algorithm 1: Local market clearance

Input: Vector of n bid tuples B = ([q], [p], [d], [] [0])

Output: Trading price [o], volume of traded electricity [¢], vector of
accepted bids [4] of size |B|, vector of aggregated volume traded
by supplier S¢ of size |S|

1 for j + 1 ton do

2 | [0] « (8] + [g]; x [d]y;

3 end

4 [v] « [0];

5 [S¢] — {01,...,0|5|};

6 [A] — {017~-~70\B|}§

7 for k< 1 ton do

8 | [d <« [v] <d];

o | [o] < (1 —ld];) x[c]) x ([pl; — [o]) + [o];
10 | [¢] « ((1—[d];) x [c]) x [q]; + [¢];

11 fork<—1to|5’| o

12 || [l 4 (sl x (1= [d]y) x [€]) x [al + [s]3;
13 end

14| a]j < [d;

w5 | [ W [d < [aly:

16 end

6.6.4 Operational settlement protocol

In this section, we present a settlement protocol that can be used between the
suppliers and the DSOs and TSO to settle the network fees and imbalance fines.

The settlement protocols consists of the following four steps.

1. Input data generation and distribution: Each SM generates three
data tuples, each containing different shares of the user’s contracted
suppliers, consumption and generation data, and sends them to the
corresponding computational parties.



PRIVACY-PRESERVING PROTOCOLS FOR ELECTRICITY TRADING AND SETTLEMENT ____ 105

2. Region-based data aggregation: Once the input data of all the
SMs are received, the computational parties aggregate the consumption
and generation data for each region using one of the three aggregation
algorithms described below. The output is in secret shared form and
represents the region-based aggregate consumption and generation data per
supplier. This information is required to satisfy functional requirements
(F4d), (F5), (F6a), and (F6c) see Section 6.4.2

3. Grid-based data aggregation: The computational parties compute the
shares of all the grid-based aggregate consumption and generation data
by simply adding the corresponding shares of the region-based aggregate
data. This information is required to satisfy functional requirements (F4e),
(F6b) and (F6d).

4. Output data distribution: The shares of the previously calculated
aggregations are distributed to the TSO, DSOs and suppliers. The
suppliers receive the region-based aggregate consumption of their
consumers, thus satisfying (R3) in Section 6.5.3, the DSOs also receives the
region-based aggregate consumption per supplier, and the TSO receives
the region-based aggregate consumption and the grid-based aggregate
consumption. Finally, these entities reconstruct their required results
by reconstructing the corresponding shares. After this step functional
requirements (F4d-e), (F5) and (F6) are satisfied.

We now present three region-based data aggregation algorithms that offer
different trade-offs in terms of security, flexibility and performance. The
selection of the algorithm depends on the application requirements and available
computational and communication resources.

Naive Aggregation Algorithm (NAA)

A naive approach to perform data aggregation with perfect privacy would be to
implement a basic circuit that uses equality tests to identify users’ suppliers.
As shown in Algorithm 2, SMs send their tuples {[s!™P], [s&P], [E;™P], [ET™P]}
to the evaluator servers, so that the servers can classify the inputs by using
oblivious comparisons. Although the algorithm is fairly adaptive to a growing
number of suppliers, denoted as Ny, it is expensive in terms of performance as it
still requires O(|SMg, | - Ng) equality tests, where [SMy, | is the number of SMs

in a given region j.
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Algorithm 2: Naive Aggregation Algorithm (NAA)

Input: Tuples from region j, {[s!™P], [s*P], [Eimp], [ES™P]} for SM; € SMy,

Output: Shares of aggregate consumption data per supplier, []Eg;“;]
Shares of aggregate generation data per supplier, [EZ’;Z“]

[EXP ]« {04,...,0n. };

djxsu

[Eceltl,)s“,] — {017 e ONS};

for i <— 1 to [SMy, | do
for u + 1 to Ng do

[c] « [simP] Z Su;

[Eq o] [Eq s, ]+ = [E™]
end

for u + 1 to Ng do

[c] + [s2*P] Z Su;

[EGH, ] [EGH, ]+ [ * [EF]

dj,su dj,sy [

end
end

No Comparison Aggregation Algorithm (NCAA)

To improve the performance of the aggregation algorithm, some level of disclosure
to the evaluator servers can be allowed, in this case, the number of users linked
to each supplier. As shown in Algorithm 3, the evaluator servers permute the
tuples corresponding to the same region and aggregate them in a non-interactive
way afterwards. Considering that its complexity is dominated by the oblivious
permutation calls, the NCAA multiplication bound is O(|SMg, | - log(|SMg, |).
Also, NCAA keeps its flexibility with respect to Ny at the cost of disclosing the
number of SMs associated to each supplier.

Non-Interactive Aggregation Algorithm (NIAA)

To further improve the performance of the aggregation algorithm, the input
data of SMs can be tweaked such that the aggregation can be done without the
need of communication between the evaluator servers. To achieve this, SMs
have to encode their input data into vectors of all zeros except for one unique
non-zero entry. These vectors are of size Ng and the non-zero entries are their
E"™P and EP, respectively. This way the MRP servers only need to process the
aggregation of the shares, which is non-interactive for any generalized Linear
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Algorithm 3: No Comparison Aggregation Algorithm (NCAA)

u u

Input: Tuples from region j, {[s!™P], [s*P], [Eimp], [ES™P]} for SM; € SMy,
Output: Shares of aggregate consumption data per supplier, []Eg;“;]
Shares of aggregate generation data per supplier, [EZ’;ZH]

[Bg® ] {01, .., 0n. };
[]Efi’:ps] +~{04,...,0n. };
[SM&J_ ] + permute([SMy,]);
for i + 1 to |[SM} | do

SIP ¢ open([si]);

for u < 1 to Ng do

c 4+ sP ==g,:
(B ]« [ES™ ]+ c [E[);
end

end
[SM&J_ ] + permute([SMy,]);
for i + 1 to |SM21J,\ do
sy < open([sy*P]);
for u < 1 to Ny do
€ sTP ==s5y;
B0 (B0 ]+ e [B57);
end

end

Secret Sharing Scheme (LSSS). By reducing the flexibility (Ng has to be fixed),
NTAA, as shown in Algorithm 4, is implemented with neither comparison nor
multiplication operations. To support the addition of a new supplier, SMs will
have to use a vector with a sufficiently large pre-fixed size, providing 0 for the
non-used slots, so that the system is flexible in accommodating a large number
of suppliers. An easy alternative would be to allow the system to feed (via an
update) all the SMs with a parameter — the number of suppliers — so that SMs
will encode their inputs as vectors of correct length. Moreover, the supplier ID
position has to be agreed in advance. NTAA also produces no leakage, hence it
achieves perfect security.
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Algorithm 4: Non-Interactive Aggregation Algorithm (NIAA)
Input: Tuples from region j, {[Eimp], [E;*P]} for SM; € SMy,, where Eimp

%

and EI™ are vectors of size N, with only one non-zero entry at
position u '
Output: Shares of aggregate consumption data per supplier, [IE:;:”;]

Shares of aggregate generation data per supplier, [EZ’;?SU]
[Eg?,}iu] < {017 seey ONS};
[EG,] < {01, O, 15
for i <— 1 to [SMy, | do
for u + 1 to Ng do
imp imp impy,
[]Edjvsu] A []Edj,su] + [El,u ]’
g, < Eq ]+ ELT
end

end

6.6.5 User settlement protocol

As mentioned before, the suppliers could use the imported and exported
electricity values from their customers’ SMs, in conjunction with the users’
trades for the trading period and the trading price, to adjust the customers’
bills. However, providing such information to the suppliers poses privacy threats.
Therefore, we propose the following private reporting mechanism that both
facilitates the calculation of the correct bill and preserves the users’ privacy.

Let L € N be the total number of trading a user has done at the local market
during a billing period (i.e., there are L trading periods at the local market
during one billing period). Then each user u; has a vector X; = (2,1, -+, ;1)
of L values which correspond to the user’s bill at each period ¢;, i =1,--- , L.
These values can be calculated by the SM locally, using the total amount of
electricity measured at each period and the amount of electricity traded at that
period. The goal is to report x; ;s in such a manner that it preserves the privacy
of the values but still allows the supplier to calculate the user’s monthly bill,

. L
Bill; =} ;1 %)
Let M and Zjs be as before. Then, in each billing period, each user u; randomly
selects L elements s;; € Zyy, for ¢ =1,--- , L such that Zi\il sj; =0 mod M.
At the end of each trading period, u; masks x;; as ¢;; = x;,; + 5;; mod M.
The user then sends c;; to the supplier. Upon receiving all ¢;;, ¢ =1,---, L,
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from u;, the supplier computes the monthly bill for the user u; as

M

M M
ch»i = Z(xj,i + Sj,i) = ij!i mod M.
=1

i=1 =1

The random elements s;; elements function as one-time masks so that c; ;s do
not reveal information about x; s, for ¢ = 1,---, L. At this point functional
requirements (F3) and (F4a-c), see Section 6.4.2, are met.

6.7 Analysis and implementation

In this section we analyse our protocols and provide implementation details.

6.7.1 Trading protocol

Correctness and complexity

The goal of the trading protocol is to find the trading price and to identify the
accepted and rejected bids. Any supply bid below the trading price, and any
demand bid above this price is automatically accepted and vice versa. The
market equilibrium can be identified when the price of a given supply allocation
surpasses the price of the next cheapest available demand allocation. In other
words, when supply equals demand, the market equilibrium can be identified if
the price of supply is at least the price of demand.

In our protocol, we proceed to sort all bids regardless of whether they are
demand or supply bids. Following Algorithm 1, we then proceed to identify
and select bids until the aggregated demand ([6] + ZLBl [q]; x [d];) is matched
(to maintain secrecy we iterate over the set of all bids), choosing the bids in
ascending order of price. If a supply bid is selected, this implies that there is
no supply bid that could be allocated to reduce [0], and hence is not part of
the market clearance. Using [d]; cancels the supply bid’s effect over [4], and
provides us with sufficient tools to identify it. The opposite occurs when a
demand bid is selected. At the end of Algorithm 1, the bids used to reduce [4]
can be identified, which correspond to all the supply and demand bids with
prices below and above the trading price, respectively. The set of accepted and
rejected bids follows from this. The trading price is set to the price of the last
selected supply bid. The protocol complexity grows linearly with the number
of bids, which is the main factor influencing the performance. The number
of suppliers rarely varies over time, and is of limited size. The complexity of
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Algorithm 1 is O(|B] x |S]). Secure vector permutation can be achieved in
O(n x log(n)), where n is the size of the vector (the vector of the Bids [B],
in our case). Moreover, the sorting methods used by our secure market can
achieve O(n X log(n)).

Security and privacy analysis

The MPC mechanisms used in protocol steps 1-5 constitute a unique
arithmetic circuit (addition and multiplication) with no leakage, making privacy
straightforward. Moreover, the protocol can be computed with perfect security
on the information theoretic model against passive and active adversaries under
Canetti’s hybrid model [22] by using available MPC protocols such as BGW [18].
We refer the reader to the 2017 paper by Aharov and Lindell [13] for a complete
set of proofs of security and composability for BGW. Indeed, results in BGW [18]
and CDD [24] show that any function can be computed using MPC with the
aforementioned security levels by providing secure addition and multiplication
under an arithmetic circuit paradigm. There are also promising results on
more restricted models, e.g. dishonest majority [41] with computational security.
Moreover, there exist privacy-preserving sub-protocols (arithmetic circuits)
for sorting, comparison and vector permutation over MPC that can be used,
and that provide the same security guarantees with no leakage. These are
integrated into a single arithmetic circuit in a modular fashion, i.e. our protocol.
Thus, the security of our protocol readily follows. In other words, the order of
the operations (multiplications and additions) is predetermined beforehand by
the publicly available circuit, i.e. our protocol simulation can be achieved by
invoking the corresponding simulators of the sub-protocols used, and/or atomic
operations in its predefined order.

Our security target was to build a prototype for the classic scenario of semihonest
adversaries under the information theoretic model (private authenticated
channels) and threshold corruption. This is achieved by the underlying BGW
primitives and Shamir Secret Sharing (honest majority). This is a necessary
configuration to achieve perfect security as long as the adversary does not
corrupt more than halve of the parties. However, the prototype offers statistical
security on the size of its input given that it uses the same comparison method
as in [22]. The security of such method depends on input parameters 1 and k, 1
is the bit-size of the numbers and k a security parameter. Under the assumption
that the channel is perfect, this task is decoupled from the prototype operation.



ANALYSIS AND IMPLEMENTATION 111

Implementation

A colleague ran the experiments using the BGW-based MPC toolkit [6] which
includes all the underlying cryptographic primitives and sub-protocols we report,
together with his own code. The library was compiled with NTL (Number
Theory Library) [133] that itself was compiled using GMP (GNU Multiple
Precision Library). These two libraries are used for the modulo arithmetic
that is used by the underlying MPC protocols. Each instance of the prototype
comprises two CPU threads: one manages message exchanges and the other
executes the protocol. Moreover, each instance required little more than 1 MB
of allocated memory during our most memory demanding test.

The prototype was built in C++ following an object oriented approach, with
modularity and composability in mind. It has an engine that separates
communication and cryptographic tasks. Table 6.4 shows the list of the sub-
protocols we used. We executed our tests on a single 64-bit Linux server with
2*2*10-cores with Intel Xeon E5-2687W microprocessors at 3.1GHz and 25 MB
of cache available, and with memory of 256 GB. All our tests were performed
under a 3-party setting, with two available cores for each instance. We ran
our tests starting with a baseline of a realistic scenario with 100 bids and then
monotonically increased the number of bids to 2500. Each test scenario was
repeated 10 times to reduce the impact of the noise.

Data Generation

We generated the data set using realistic data from Belgium. First we picked
a time slot and date, i.e. between 13:00h and 13:30h on the 5" of May 2016,
during which 2382 MW solar electricity was generated in Belgium by solar
panels with a total capacity of 2953 MW [54], i.e. on average each solar panel
produced electricity equal to approximately 81.66% of its capacity. The average
electricity consumption data of a Belgian household for the same time slot
was 0.637 kW [156], so for each user we generated random consumption data
for this slot with a mean of 0.637 kW, and a standard deviation of 0.20 kW.
Then, we randomly chose 30% of the users to have solar panels installed at
their homes, and to each of the solar panels we randomly assigned 2.3, 3.6 or
4.7 kW electricity generation capacity. After that, we randomly generated the
electricity output of each solar panel during this time slot with a mean equal
to the solar panel’s capacity multiplied with the efficiency factor for that time
slot, i.e. 81.66%, and a standard deviation of 0.20. Once we generated the
electricity consumption and generation data for each user with a solar panel,
we simply subtracted the latter from the first value to find the amount of each
user’s excess electricity.
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Table 6.4: List of primitives used by secure prototype.

Primitive Protocol

Sharing Shamir Secret Sharing [132]
Multiplication Gennaro et al. [76]
Inequality Test Catrina and Hoogh [23]
Random Bit Generation Damgérd et al. [40]
Sorting: QuickSort Hamada et al. [84]
Permutation: Sorting Network Lai et al. [98]

We assumed that there are 10 suppliers in the market and randomly assigned
one to each user. We set the retail electricity selling price of the suppliers to
0.20 €/kWh and the retail buying price to 0.04 €/kWh. For the bid price
selection, we divided the retail electricity selling and buying price difference into
nine ranges each including several (overlapping) prices, e.g. range 2 includes
three prices: 0.04, 0.05 and 0.06 €/kWh, whereas range 7 includes four prices:
0.17, 0.18, 0.19 and 0.20 €/kWh. Then, for each user, depending on how much
excess electricity it has for sale (or wants to buy), we randomly picked one
of the prices from the appropriate price range. For selecting the appropriate
price range we assumed that if users had a large amount of excess electricity,
they would choose a lower selling price, but if they had a small amount, they
would ask for a higher price. In summary, for each user we generated: a unique
user ID, the amount of electricity for the bid, bid price, supply or demand bid
indicator, and the ID of the user’s contracted supplier.

Results

Our prototype requires bit randomization for the comparison methods. The
task of generating such values could be executed beforehand, in an “off-line”
phase. The “on-line” phase would execute the remaining tasks and utilise the
randomization values generated during the “off-line” phase. For a case with
2500 bids, the prototype took 678.50 sec. for either sending or waiting for other
parties’ messages (as our prototype is synchronous) and 215.52 sec. for other
computational tasks (cryptographic primitives). Hence, approximately 75%
of the computational time was for transmission related tasks. We have also
measured the computational cost at every test instance. Table 6.5 shows a more
complete break down of our results. From these results we can conclude the
following.

e The 2500-bids instance total time on the “on-line” phase is less than
4 minutes, and less than 15 minutes with the “off-line” phase included,
which is still less than a typical trading period of 30 minutes.
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Table 6.5: Overall results.

Bids __ Com. Rounds __ Comparisons ___CPU Time (sec) On-line Phase (sec)
100 965 2.96 .01
500 14628 40.40 11.35
1000 53508 147.76 39.80
1500 118956 320.79 86.14
2000 208132 562.50 145.78
2500 330912 894.01 235.82

e The asymptotic behaviour on the growth of the computational time seems
to adjust to the behaviour included in the complexity analysis.

e The performance of the prototype could be improved by reducing the cost
of generating random bits. Moreover, other optimizations can be put in
place based on the experimental setting.

o During our tests approximately 95% of the computational time was spent
on sorting the bids. As suppliers are not involved in this, their influence
on the computational costs is limited, i.e. our prototype can be adjusted
to scenarios with larger supplier sets without much overhead.

6.7.2 Operational settlement protocol

Security and privacy analysis

Our three algorithms (NAA, NCAA, and NIAA) use multiplication, addition,
equality test and permutation operations as components, all of which are
operations in the arithmetic black box model and thus can be realised securely
against semi-honest or malicious adversary. Therefore, each of our three
algorithms can be viewed as composition of operations provided by an arithmetic
black box, and thus the security of our protocol against semi-honest evaluators
is also straightforward.

Computational complexity

The most computationally demanding step of our protocol is the region-based
aggregation algorithm. Therefore, we focus on this step. Moreover, since the
cost of a share, addition and open operations is negligible compared to the cost
of a multiplication operation (in an MPC setting), we take into account only
the number of multiplications in our calculation.
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Table 6.6: The computational complexity of our protocol for the different data
aggregation algorithms.

Entities SM evaluators TSO DSO Supplier
Operations performed share multiplication open open open
NAA 1 [sul X [SMq_ | X Ng + [SMg | X Ng Ng X Ng Ng Ny
NCAA 1 2 X (\SMdj | % log(\SMd]_ 1+ \§Mdj| Ng X Ng Ng Ng
NIAA Ng 0 Ng X Ng Ng Ny

NAA complexity: This algorithm contains two loops which have the same
number of multiplications. For each loop, NAA requires [s,| x [SMy,| x
N multiplications to perform the equality tests needed, and [SMyg,| x N
multiplications needed for the aggregation, where |s,| is the bit length of the
supplier ID, [SMy, | is the number of SMs per region and Ny is the number of
suppliers in the retail market. However, as both loops are parallelisible, the total
number of multiplications in NAA is equal to [s,| X [SMgq, | x Ng + [SM, | x N.

NCAA complexity: The number of multiplications used by the NCAA
depends on the permutation network used. For instance, the Batcher odd—even
merge sorting network requires [SMy;, | x log®(|[SMy,|) exchange gates. Each
of these gates requires three multiplications per item being permuted, in this
case the supplier ID and the respective electricity consumption or generation
value. Also, the open operation performed by the evaluator servers has the same
computational cost as performing a multiplication. In total, this adds up to
2% (|SMy, | x log®(|SMy, |) +|SM, | multiplication-equivalent operations per loop.
However, a permutation network can be built with only [SMy;| x log(|SMg;, |)
exchange gates [39], reducing the total to 2 x (|SMg, | x log(|SMg,|) + [SMg;, |.

NIAA complexity: NIAA does not perform any multiplications. As the cost
of aggregation is negligible, given that it is just an arithmetic aggregation of
shares, the total computational complexity of NTAA is negligible.

Table 6.6 summarises the computational complexity of our data aggregation
algorithms on a per entity base. The cost of the operations performed by each
SM, TSO, DSO and supplier is negligible compared to the cost of the operations
performed by the evaluators. In terms of computational complexity, NTAA is the
most efficient aggregation algorithm as it does not require any communication
between the evaluators.
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Figure 6.4: Computational cost of our protocol.

Implementation

A colleague conducted experiments to test the performance of our algorithms.
He used C++ and custom implementations of Shamir’s SSS [132], its linear
addition and improved BGW protocol from Gennaro et al. [76], all presented
in [6]. The implementation made use of the generalized equality test from
Algorithm 5. It ran the three computational parties on the same machine, a
64-bit 2*2*10-cores Intel Xeon E5-2687 server at 3.1GHz, thus the results do
not consider network latency.

Algorithm 5: Generic Equality Test

Input: Secret share bit representation of z, [z]1,...,[*],
Bit representation 1, ..., ¥y, of public scalar y to which z is
compared

Output: A secret share of the output of the equality test [c]

[c] < 0;

for i < 1 to o do
('] < [z]i +yi — 2 ([2)i - 93);
[c] < [e] + [¢'] = [e] - [];

end

We first executed 2 million multiplications which, on average, resulted in
20.8 x 1076 seconds per multiplication. We then calculated the CPU time
needed by our algorithms for various settings. For our calculations we used the
following parameters based on the UK’s electrical grid [53] and smart metering
architecture [45]: Ngq = 14, Ny = 10, [s,| = 8, and [SMy,| = {0.5M, ... ,4M}.
Note that the computational complexity does not depend on the metering data
but on the smart metering architecture. Figure 6.4 depicts our experimental
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results. They indicate all the necessary CPU time required regardless of the
number of processors. Considering that in each UK region there are on average
2.2 million SMs, our protocol could be executed in less than ten minutes, even
if NAA (our most computationally demanding algorithm) is used, by simply
dividing the work between eight threads, thus making it practical for a real-world
smart metering architecture.

Communication Cost

The communication cost of our protocol can be divided in three parts: SMs-
to-evaluators, Between-evaluators and evaluators-to-T'SO/DSOs/suppliers. For
each part, we evaluate the communication cost of our protocol for the different
aggregation algorithms, as well as, compare it to the traditional protocol
(denoted as TRAD) proposed by the UK government. Note that TRAD does
not provide sufficient user privacy protection as the MRP accesses all metering
data of all users.

SMs-to-evaluators. In each time slot each SM sends its tuple to each
of the evaluators. If our protocol uses NAA or NCAA, the format of the
tuple is {[s!™P], [soP], [E™P], [ES*P]}. Assuming there are three evluators, the
communication cost is 3 x Nq x [SMq,| x ([si"P] + [sS*P] + [E™P] + [ES*P)).
If our protocol uses NIAA, the tuple’s format is {[EI],[E]}, where

K2

{[E¥P], [ES*?]} are shares of vectors with size N;. This adds up to a cost

of 3 x Ng x Ny x [SMy, | x ([EMP] + [EFP]). If TRAD is used, each SM sends

{E™ EPP} to the MRP which is a single entity in this case. This results in a
communication cost of Ng x [SMyg, | x (E;"" 4+ E*P).

Between-evaluators. In each time slot the evaluators need to communicate
to each other in order to preform the necessary computations for calculating
the region-based aggregates per supplier. As each multiplication equals the
transmission of a share from each of the evaluators to both others, the
communication cost for this part can be calculated by simply multiplying
the total number of multiplications (given in Table 6.6) with the total number
of shares exchanged between the evaluators per multiplication. In our case this
is equal to 6 x |[z]|, where |[z]| is the size of a share. Note that TRAD does not
have any communication cost in this part.

Evaluators-to-TSO/DSOs/suppliers. In each time slot the evaluators
need to send the computed results to the TSO, DSOs and suppliers. As
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Table 6.7: The communication overhead of the traditional protocol compared
to our protocol.

SMs-to-evaluators

TRAD 2 x Ng x [SMy, | x |z|
NAA 12 x Ng x [SMy, | x |[=]|
NCAA 12 x Ng x [SMyg, | x |[=]|
NIAA 6 x Ng x [SMg, | x Ng x |[z]|

Between-evaluators
TRAD 0

NAA 6 x |[x]| X (|su| X [SMg, | x Ng + [SMg; | x Nj)
NCAA 6 x |[[z]] x (2 x (|SMq, | x log(|SM,|) + [SMg, |)

NIAA 0
Evaluators-to-TSO/DSOs/suppliers

TRAD 6 x Ngq x Ng X |z]

NAA 18 x Ng x Ng x |[z]]

NCAA 18 x Ng x Ny x |[z]]

NIAA 18 x Ng x Ng x |[z]]

the output data of NAA, NCAA and NIAA is the same, the communication
cost for this part is the same regardless of the aggregation algorithm. In detail,
each evaluator has to send (i) Ng X ([]E:imiu] + []EexP 1) to each supplier, (ii)

Nox ([EF™R J+[EG®, 1) to each DSO, and NaxNyx ([Eq™ J+[EST, 1) to the TSO.

This results in a total communication cost of 9 x Ng x Ny x ([Eif;lzu] + [IEZ’:’S“])
If the suppliers and DSOs trust the TSO (which is usually the case in practice),
they could directly obtain the aggregation results from the TSO. In that
case, the communication cost will be reduced to 3 x Ngq x Ny X ([Eg?iu] +
[ETP 1) + (Na + Ng) x Cq, 5, where Cy, s, is an encrypted message containing
7 sSu 3§ Su jsSu
the region-supplier based aggregate consumption and production data, i.e.,
Caj 5. = Enci(By)%,  EGY,, ). If TRAD is used, the MRP sends the respective

aggregate consumption and generation data, (E;TEH7EZ’;I’SH), to the output
exp )

7Su

parties. This results in a communication cost of 3 x Ng x Ng x (Eg?z + IE

Table 6.7 summarises the communication cost of our protocol (with a different
aggregation algorithm used) and TRAD, where |z| and |[z]| denote the length
of a message and of its share, respectively. Furthermore, using the parameters
from the previous section and setting |z| = 32, |[z]| = 63 and |Cq, s, | = 128,
we depict the communication cost of our protocol at each part and the entire
smart metering architecture in Fig. 6.5 and Fig. 6.6, respectively. As expected,
our protocol has higher communication cost than TRAD due to the privacy
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Figure 6.5: The communication overhead of our protocol at different parts of
the grid.

protection it offers. Regarding the choice of data aggregation algorithms, NCAA
is the most efficient. However, this algorithm discloses the number of users linked
to each supplier to the evaluators. In practice, such disclosure can be tolerated
by users. If such disclosures are not accepted, NAA or NIAA should be used.
Both algorithms have comparable communication costs, the difference being in
the part of the smart metering architecture where the cost is concentrated. In
the case of NAA, the main cost incurs at the Between-evaluators part, whereas
in the case of NIAA — at the SMs-to-evaluators part.
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6.8 Concluding remarks

In this chapter we presented a local electricity trading market in which RES
owners can sell their excess electricity either to other users in their neighbourhood
or to suppliers, based on a system of bidding. This leads to a significant financial
gain for the RES owners and consumers, as well as ecological benefits. We
then performed a threat analysis of such a market and specified a set of
security and privacy requirement which such markets should satisfy. Next, we
proposed privacy-preserving protocols that allow users to trade their excess
electricity among themselves and settle their bills via the suppliers, based on
these requirements.

Our trading protocol employs a bidding scheme based on MPC, and the bid
selection and the trading price calculation are performed in a decentralised
and privacy-preserving manner. We also implemented the protocol in C+-+
and tested its performance with realistic data. Our simulation results show its
feasibility for a typical electricity trading period of 30 minutes as the market
tasks are performed (for 2500 bids) in less than 4 minutes in the “on-line” phase.

Our settlement protocols can be used by consumers to settle their bills and
for operational purposes such as calculating the transmission, generation
and balancing fees. We proposed three data aggregation algorithms that
offer different security and performance trade-offs. We also analysed the
computational and communication cost of our protocol, including the data
aggregation algorithms. Our results indicate the feasibility of our protocol for a
setting based on a real smart metering architecture.






Chapter 7

Conclusions and future
work

In this chapter we give an overview of the main conclusions of our work, as well
as suggestions for future research.

7.1 Conclusions

Many privacy and security challenges arise when one wishes to transform the
traditional electricity grid into a so-called smart grid. We have looked at
different aspects and applications of one of its main components, the Smart
Meter (SM).

Using the STRIDE and DREAD methodologies, we have performed a threat and
risk analysis on the smart metering architectures of the two Flemish Distribution
System Operators (DSOs), Eandis and Infrax. Since simple encryption and
data authentication cannot protect against all types of attacks, for example,
Denial-of-Service (DoS) and repudiation attacks, the security architecture should
also take into account protection against these attack vectors, for example by
using public-key cryptography or by adding redundant components. When
developing new components in the smart metering architecture, one should take
into account as many attack vectors as possible rather than limiting security to
spoofing and tampering protection.

An interesting finding when carrying out the DREAD analysis was that the
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attacks identified as high-risk attacks are not necessarily the ones with the
highest impact, the probability of the attack taking place should also be taken
into account. Additionally, the risk of an attack is very dependent on the use
cases that are considered. Consequently, it is very important to update the risk
and threat analysis regularly, especially when the use cases change.

Zooming in to the smart meter itself, most of the existing smart meter
architectures are not sufficiently secure. In this thesis, we have proposed
a High Assurance Smart Meter (HASM) architecture that strongly isolates
different software modules and memory segments from each other. Taking into
account how the risk of attacks changes depending on the use case, we ensured
that our architecture can be updated, by adding new modules and memory
segments as needed.

In collaboration with colleagues from the Computer Science department of KU
Leuven, we have also implemented a proof-of-concept prototype of our HASM
architecture. Our implementation includes a HASM, an off-switch, a Home Area
Network (HAN) gateway, an in-home display, and a simplified central system.
The evaluation of our prototype provides strong indication for the feasibility of
implementing a Protected Module Architecture (PMA)-based HASM with a
very small software trusted computing base.

Next, we looked at the privacy of the data generated by the SM. Since simple
pseudonymisation does not provide sufficient privacy protection to users, we
presented three practically feasible, yet effective countermeasures to increase
users’ privacy. Our results show that all of the three countermeasures yield a
significant improvement in privacy, while ensuring that the data are still useful
to the DSO. With every countermeasure we are able to decrease the percentage
of de-pseudonymised users to less than 15%, while keeping the deviation of the
half-hourly aggregate below 5%.

Finally, as the deployment of Renewable Energy Sources (RESs), such as
solar panels and wind turbines, at individual households becomes increasingly
widespread, so does the demand and/or need for selling the excess electricity
produced by such sources. We proposed a local electricity trading market in
which RES owners can sell their excess electricity either to other users in their
neighbourhood or to suppliers, based on a system of bidding. We also proposed
a privacy-preserving protocol for such a local market. One of our colleagues
implemented the protocol in C++ and tested its performance with realistic
data. The simulation results show its feasibility for a typical electricity trading
period of 30 minutes as the market tasks are performed in less than 4 minutes
in the “online” phase.
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7.2 Future work

In this section we provide some directions for future research.

As concerns the HASM architecture, the full architecture should be implemented,
tested and validated in hardware as well. Moreover, the architecture should be
adapted to take into account additional use cases, such as prepayment billing,
detailed grid management, and SM maintenance.

For the countermeasures against de-pseudonymisation the optimal trade-off
between privacy gain and loss of data utility should be investigated. Moreover
the following research questions should be considered:

o If we consider the case where the utility does not get the individual
half-hourly consumption data, but only the aggregate over all users
per neighbourhood per half-hourly period, is it still possible to derive
individual users’ (approximate) half-hourly consumption data, when
taking into account several boundary conditions, such as the fact that
the consumption per half hour can only vary between zero and some
reasonable maximum for household consumption, and the fact that most
households have fairly regular consumption patterns?

e Is one month an appropriate period for aggregation from a user privacy
point of view, or would, for example, two weeks also be acceptable? We
expect that the weekly aggregate will still be roughly equal to a quarter
of the monthly aggregate, but that the trendbreak will occur as soon as
the aggregation period becomes shorter than one week.

e In the UK wusers can choose whether to disclose their half-hourly
consumption values, daily aggregates or monthly aggregates to the utility.
A third interesting question is how the choices of other users influence the
privacy of those consumers who only disclose their monthly aggregates.
Specifically, what is the relation between the percentage of users that
discloses half-hourly, daily and monthly aggregates on the one hand, and
the fraction of the latter users that can be de-pseudonymised on the other
hand?

For the local electricity markets the following are issues that should be solved
in future research:

e Providing secure and verifiable mechanisms for resolving disputes among
trading parties.
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e The protocols could benefit from a further analysis on the advantages
of parallelisation and possible further optimizations on efficiency.
Furthermore it would be interesting to consider the amount of energy
required by the trading platform and how this compares to reduction in
distribution and transmission line losses.

¢ Optimising the trading protocol such that not every SM is required to
submit a bid or offer for every trading period. This would reduce the
communication cost for the SMs.
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