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Abstract—The PhD project presented in this paper aims to
design a trust management infrastructure that allows to assess the
trustworthiness of context data in the scope of access control with
the IoT. The main requirements for this design are independence
from the underlying access control model and flexibility of trust
calculation schemes based on application needs.

Index Terms—Internet of Things, Access Controller, Context-
awareness, Trust Management.

I. INTRODUCTION

It is estimated that in 2020, more than 20 billion Internet
of Things (IoT) devices have already been connected to the
Internet [1]. In the coming years, the number of these devices
will increase and they will become more commonplace. We
will shortly arrive at an era in which we could have a digital
twin for every entity in our physical world. This network
of connected devices enables us to develop applications that
contains detailed information not only on events of interests,
but also the context in which they take place. Moreover, this
context can be used to improve existing applications with
regard to safety, security and usability.

In the literature, several well-known access control models
have been adapted to become context-aware [2]. In addition,
context has been used to refine different aspects of AC
systems. This includes improving the core functionalities such
as entity identification and authentication [3], [4], expressing
contextual conditions in authorization rules [5], [6], leveraging
context data to facilitate fallback authentication [7], and for
enabling and auditing emergency accesses [8].

While most research papers focus on the usage of context for
improving access control systems, context-awareness brings
in new issues that might hinder the security of the systems.
Consider the following automation policy in a smart home,
based on CO concentration “if |CO| > 6, unlock the front
door”. By manipulating the data from the gas leak detector,
an attacker can unlock the victim’s front door. Hence, the
security of the access controller heavily relies on its “trust
assumptions” regarding the gas leak detector’s readings. In
most research papers, the consequences of using context on the
trust assumptions of the access control system is disregarded.

Every AC system makes certain trust assumptions regarding
the core techniques and principles that it uses. For example,
when using certificates, the system assumes the trustworthiness
of the issuer, when using passwords for entity authentication,
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the AC system assumes that “knowing the password” accu-
rately proves “having a certain identity” and when considering
the authorization policies, the system assumes that these
policies are specified by authorities who have jurisdiction over
a particular access request.

Trust assumptions substantially change when the system
uses context data from sources that are external to the access
controller. The context data might be unintentionally inaccu-
rate (e.g., due to device or communication failures) or manip-
ulated by an attacker (e.g., spoofing, replaying and relaying
attacks). Hence, it is necessary to evaluate the trustworthiness
of context-data before using it in an AC decision. The goal of
this PhD project is to design a trust management infrastructure
that allows to assess the trustworthiness of context data in the
scope of access control.

II. CONSTRAINTS AND REQUIREMENTS

In most access controllers trust assumptions are incorpo-
rated into the model during the system design or deployment.
While these assumptions might change during the life-time of
the system, the changes are often triggered and resolved by
factors external to the AC. For example, the system adminis-
trator might revoke all current passwords if the password file is
compromised and then revise the authentication method. When
considering trust assessment of context data in IoT there are
many hurdles to overcome:

a) Heterogeneity of devices: Most of the context data
originates from IoT devices that have different capabilities
and characteristics. These devices might have different sensing
accuracy and use different network protocols. Some might
lack a trusted computation module and suffer from outdated
software or unpatched vulnerabilities.

b) Heterogeneity of application requirements: Whether
context information is trusted also depends on the application
that is using it. For example, in some healthcare applications
the access controller might want to receive all the available
data concerning a patient’s vital health parameters regardless
of the security of transportation channel or data authenticity
because the risk of missing an emergency is higher than
accepting inaccurate or even malicious data.

c) Cross-domain applications: Many IoT applications
use shared devices or services. These infrastructural elements
are often owned and controlled by different self-interested
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Fig. 1. From raw data to verified context data.
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organizations. Trustworthiness of data that comes from these
resources is dependent on the level of trust that the application
has on the owner of that resource.

d) Lack of security administrators: Many IoT applica-
tions are now deployed, configured and maintained by users
who lack in-depth knowledge of security, in domains such
as smart home and wearables. Applications in these domains
should be accompanied with support tools that are easy to use
for non-technical users. For example, the system should help
the user to understand the security problem of the automation
rule “if |[CO| > 6, unlock the front door” when the gas leak
detector lacks the required security features.

IIT. INITIAL DESIGN

The definition of trust is known to be context-dependent.
Hence, it is difficult to design a generic trust management
module that is suitable for every application. In the literature,
several trust management modules have been proposed which
operate at different layers of the IoT stack and target specific
applications [9], [10]. The relevant literature for our system
includes trust management systems for access controllers [11],
[12], context verification [13], [14] and quality of context [15]
schemes. There are two main approaches for trust manage-
ment: policy-based and reputation-based trust. In policy-based
systems trust is specified based on predefined rules. The
reputation-based approach establish trust based on previous
interactions of community members with a service or device.

The approach adapted in this PhD project leverages a
reputation-based trust management. The overview of our
scheme is illustrated in Figure 1. Our trust management
scheme relies on a middleware framework to process the raw
input data and capture the relevant parts in an explicit context
model. The reputation system utilizes community feedback
and provides information about the quality of services related
to each context source e.g., response time and accuracy.
The trust management module itself is inspired by the study
of Miao and Chen [16] in which the final trust score is
application-dependent and is composed of: a sfatic and a
dynamic part. The static part represents trust attributes that
are the same for different entities such as physical properties
associated with a context source, the service type and the
communication protocols. The dynamic part adapts the trust
calculation to the applications’ requirements and relies on

information that might differ for each application e.g., trust
relationships between organizations or the device owners.
This part also enables application to specify strategies for
escalation of trust. For example, the trust score of context
data received over an unencrypted channel can be increased
by crosschecking and involving third parties.

IV. CONCLUSION

The goal of this PhD project is to design a reputation-
based trust management infrastructure that allows to assess the
trustworthiness of context data in the scope of access control
systems in an [oT environment. We are currently working on
developing a decentralized reputation system that forms the
basis of our trust calculations.
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