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Abstract

This thesis deals with building blocks of cryptosystems in symmetric cryptography.
The building blocks can be seen as Boolean functions for a one dimensional output
and vectorial Boolean functions, also called S(ubstitution)-boxes, for a multi dimen-
sional output.

We start with a thorough security analysis of the filter and combination generator
in order to derive the minimal requirements on the Boolean function in the generator.
Then, we investigate the existence of efficiently implementable functions satisfying
these requirements. For this purpose, we study the symmetric functions and the
Boolean functions that are affine equivalent to the trace function of highly nonlinear
bijective power functions.

In order to study Boolean functions with a broader perspective, we derive the
affine equivalence classes of Boolean functions in 5 variables and 6 and 7 variables of
degree less than or equal to 3. From this classification, we find several new properties
on maximum resilient cubic Boolean functions, distance of resilient functions to low
degree functions, and cubic bent functions in less than or equal to 8 variables.

We also study the strength of two building blocks which are frequently used in
cryptographic algorithms, namely the addition and multiplication in a finite field. In
particular, we derive a compact representation of the algebraic equations representing
the nonlinear combinations of the output components of the S-boxes.

Finally, by considering a new metric, we generalize several cryptographic prop-
erties of Boolean functions. The new definitions result in a better understanding of
these properties and provide a better insight in the space defined by this metric. This
approach leads to the construction of “hand-made” Boolean functions, i.e., functions
for which the security with respect to some specific monotone sets of inputs is consid-
ered, instead of the security with respect to all possible monotone sets with the same
cardinality, as in the usual definitions. We show relations between resilient Boolean
functions, error-correcting codes, and orthogonal arrays in this generalized setting.

i



ii



Samenvatting

In deze thesis bestuderen we de bouwblokken van cryptografische systemen die ge-
bruikt worden in symmetrische cryptografie. De bouwblokken kunnen gezien worden
als Booleaanse functies voor een één dimensionale uitgang en vector Booleaanse func-
ties, ook S(ubstitutie)-boxen genoemd, indien de uitgang meer dan één bit is.

We beginnen met een gedetailleerde veiligheidsanalyse voor de filter-en combina-
tiegenerator, welke de twee meest voorkomende en bestudeerde stroomcijfers zijn. Uit
deze analyse leiden we de minimale veiligheidsvereisten af voor de Booleaanse functie
in de generator. Vervolgens bestuderen we het bestaan van dergelijke functies die
tevens een efficiënte implementatie bezitten. Symmetrische functies en Booleaanse
functies die afgeleid worden van bijectieve en sterk niet-lineaire machtfuncties worden
hiervoor onderzocht.

Om Booleaanse functies in het algemeen te bestuderen, leiden we eerst de affiene
equivalentie klassen af voor Booleaanse functies in 5 variabelen en 6 en 7 variabe-
len met graad kleiner dan of gelijk aan 3. Uit deze classificatie volgen verschillende
resultaten: nieuwe eigenschappen voor de maximaal resiliënte Booleaanse functies
van graad 3, nieuwe exacte waarden en grenzen voor de afstand van een resiliënte
functie tot functies van lagere graad, en het feit dat alle maximaal niet-lineaire func-
ties in dimensie kleiner of gelijk aan 8 en graad kleiner of gelijk aan drie tot de
Maiorana-McFarland klasse behoren.

We bekijken ook de sterkte van twee vaak voorkomende bouwblokken in crypto-
grafische algoritmen, namelijk de optelling en vermenigvuldiging in het veld. In het
bijzonder stellen we compacte vergelijkingen op voor de niet-lineaire combinaties van
hun uitgangscomponenten.

De thesis wordt afgesloten met een veralgemening van verschillende cryptografi-
sche eigenschappen van Booleaanse functies door te werken in een nieuwe metriek.
Deze nieuwe eigenschappen resulteren in een beter begrip van de eigenschappen van
Booleaanse functies. Hierdoor kunnen we functies construeren waarvoor de veiligheid
is uitgedrukt m.b.t. specifieke monotone verzamelingen in plaats van de veiligheid
m.b.t. alle monotone verzamelingen met dezelfde cardinaliteit zoals in de gewone
definities. Tenslotte tonen we in dit veralgemeende kader de verbanden aan tussen
resiliënte functies enerzijds en foutverbeterende codes en orthogonale rijen anderzijds.
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Chapter 1

Introduction

1.1 Cryptology

Cryptology is as old as writing itself and has been used for thousands of years to
safeguard military and diplomatic communications. For example, the famous Roman
emperor Julius Caesar used a cipher to protect the messages to his troops. Within the
field of cryptology one can see two separate divisions: cryptography and cryptanalysis.
Cryptography is the art of writing in secret code, while cryptanalysis is the study of
breaking secret codes.

Classical cryptology was mainly concerned with the making and breaking of secret
codes. Since the early 1970s, cryptography has broadened its scope. Besides the
classical goal of achieving (or compromising) confidentiality of communication, new
requirements such as authentication, data integrity, and non-repudiation have been
added. We refer to the book [200] of Menezes, van Oorschot, and Vanstone for an
excellent treatment of these issues.

Three types of cryptographic schemes are typically used to accomplish these goals:
secret key (or symmetric) cryptography, public key (or asymmetric) cryptography, and
hash functions. In all cases, the initial unencrypted data is referred to as plaintext.
It is encrypted into ciphertext, which will in turn be decrypted into usable plain-
text. In public key cryptography [101], the encryption and decryption is performed
with a different key, while in secret key cryptography both parties possess the same
key. Secret key cryptosystems can be further divided into block ciphers and stream
ciphers. While block ciphers (e.g. DES [209], AES [211, 91]) operate with a fixed
transformation on large blocks of data, stream ciphers (e.g. RC4 [187], A5/1 and
A5/2 [3]) typically operate with a time-varying transformation on smaller units of
plaintext, usually bits. Hash functions (e.g. MD5 [232], SHA-family [210]) are algo-
rithms that serve a different purpose. Instead, a fixed-length hash value is computed
based upon the plaintext that makes it impossible for either the contents or length
of the plaintext to be recovered. Since we focus on the building components of sym-

1
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metric schemes in this thesis, we will explain its two subclasses block and stream
ciphers a little bit more in detail.

Block Ciphers

Most of the contemporary data encryption principles and concepts were proposed
by Claude Elwood Shannon (1916-2001). In particular, Shannon [244] theoretically
deduced the principles confusion and diffusion that should be both present in a com-
putationally secure cryptosystem. The purpose of confusion is to make the relation
between the key and the ciphertext as complex as possible (obtained by nonlinear
transformations in the form of S-boxes). In contrast to confusion, diffusion spreads
the influence of a single plaintext bit over many ciphertext bits (obtained by linear
transformations).

For most block ciphers, the ciphertext is produced by repeatedly applying a so-
called round function. The key material used in the round function is called a round
key. The round keys are computed from the key using a key-schedule algorithm.
In the scope of proposed ciphers [227], one can basically distinguish two different
designs: Feistel ciphers and ciphers with substitution-permutation network (SPN).
While a Feistel cipher modifies only half of the data in each round, a cipher with SPN
modifies the entire data. The nice feature of a Feistel cipher is that encryption and
decryption are structurally identical, except for the round keys which are reversed.
Note that DES [209] is an example of a Feistel cipher and the current block encryption
standard AES [211, 91] is an SPN cipher.

Stream Ciphers

The one-time pad or Vernam scheme [259] is the simplest known and provably secure
[244] stream cipher. It uses a random sequence as key stream, which is added modulo
two with the plaintext in order to produce the ciphertext. The disadvantage of the
scheme is the length of the key, which should be at least as long as the length of
the plaintext, and thus leads to a totally unpractical scheme. However, most of the
recently proposed stream ciphers attempt to capture the spirit of the one-time pad
by using a short key to generate a key stream which appears to be random.

Unlike the block ciphers where we basically distinguish only two basic designs
(SPN and Feistel), there is a great variety of constructions in stream ciphers. A
vast majority of proposed key stream generators uses linear feedback shift registers
(LFSR) as they produce sequences with good statistical appearance, are easy to
analyze, and are appropriate for low-cost hardware. A LFSR is a linear device used
for generating a sequence of binary bits. The register consists of a series of states
that are set by an initialization vector defined by the secret key. The length of
the shortest initialization vector generating that sequence is also called the linear
complexity, denoted as LC, of the sequence. The behavior of the register is regulated
by a clock and at each clocking instant, the contents of the cells of the register are
shifted right by one position, and the addition modulo two of a subset of the states
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is placed in the leftmost state. The subset of the states that are involved in the
addition are defined by a connection polynomial. One bit of output is usually derived
during this update procedure. Sequences generated by single LFSRs are not secure
because a powerful mathematical framework has been developed which allows their
straightforward analysis. The Berlekamp Massey algorithm of [189] allows to find the
initial state of the LFSR or key with complexity O(LC2) and knowledge of 2LC key
stream bits, where LC is the linear complexity of the given key stream. Following
Massey [265], ”linearity is the crux of cryptography” , some nonlinearity needs to be
involved in the scheme (according to the principle of diffusion and confusion in block
ciphers).

The two most obvious models to use LFSRs together with a nonlinear transfor-
mation are called the combination and the filter generator (Chapter 3). Other possi-
bilities to introduce nonlinearity are for instance by using memory (e.g. E0 [247]) or
by irregularly clocking the register(s) (e.g. A5/1 [3]).

Note that, unlike the case of block ciphers, there is for the moment a lack of secure
and efficient stream ciphers. Although stream ciphers offer some advantages above
block ciphers, for instance in situations where one has to encrypt large quantities of
fast streaming.

1.2 Motivation

In this thesis, we concentrate on the study of building blocks of cryptosystems as
used in block and stream ciphers. Symmetric cryptography is a very active research
area: symmetric algorithms are used in GSM mobile phones, WLAN connections,
credit cards,... The building blocks of these cryptosystems can be seen as Boolean
functions for a one dimensional output and vectorial Boolean functions, also called
S(ubstitution)-boxes, for a multi dimensional output. Usually, they are defined on
the field F2 (Galois field with two elements).

The study of these objects is important due to the strong connection between
cryptographic attacks on the one hand and cryptographic properties of the building
blocks on the other hand. In most cases, the security against a particular class
of attacks can be expressed by the existence of a certain property of the Boolean
function or S-box, which results in a measure of security against that class of attacks.
For instance, the correlation attacks [246] of Siegenthaler introduced the properties
of correlation immunity and resiliency, or more recently, the property of algebraic
immunity [197] is derived from the algebraic attack presented in 2003 by Courtois
and Meier [84]. On the other hand, known structural properties of functions, defined
for instance in coding theory, may also be exploited in an attack. Think for instance of
the property of nonlinearity in linear cryptanalysis [192] of block ciphers. Therefore,
interaction between the theoretical research in Boolean functions on the one hand
and the area of cryptanalysis and design of cryptosystems on the other hand is very
important.
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Consequently, we can conclude that the use of strong building blocks is the basis
of any secure cryptographic scheme. The first important results on the study of
Boolean functions and S-boxes in cryptography appeared after the introduction of the
correlation attacks [245]. Since then, many researchers and designers of cryptographic
schemes (e.g. Daemen, Nyberg, Preneel,...) first started their career with a thorough
study on these objects: defining new cryptographic properties, deriving bounds and
relations between these properties, constructing functions that satisfy tradeoffs,...
This implies that the easiest problems in the area are mostly solved. Fortunately,
because of the ongoing developments in cryptanalysis, new problems and questions
constantly arise. In this thesis, we benefit strongly from the introduction of the
property algebraic immunity in 2004 [197]. But we also solve other more basic and
theoretical problems by means of an affine classification of Boolean functions in small
dimensions. We end this thesis with the study of several cryptographic properties in
a completely new framework, which allows much more flexibility in the definitions.
The most important results and contributions of the different chapters in this thesis
are summarized in the next section.

1.3 This Thesis

After introducing the main background on properties and definitions of Boolean func-
tions and S-boxes in Chapter 2, we start this thesis by showing a concrete example
of the relation between design and cryptanalysis. Therefore, we study in Chapter 3
the security against all known attacks of two popular types of stream ciphers, called
the filter generator and the combination generator. In Chapter 4, we propose several
Boolean functions that satisfy the requirements derived in this security analysis. In
particular, we investigate the symmetric functions and the Boolean functions ob-
tained from highly nonlinear bijective power functions. Chapters 3 and 4 are based
on the publications [31, 29, 32, 37].

In order to study applications of Boolean functions in more general designs, it
is important to understand the relations and bounds on the parameters that define
the cryptographic properties. This leads to a better understanding of the existence
of functions which satisfy several cryptographic properties simultaneously and thus
offer resistance against several classes of attacks. A classification into affine equivalent
Boolean functions as performed in Chapter 5 can be considered as a starting point.
Such a classification, even for small dimensions (5 variables and 6 and 7 variables
with degree less than or equal to 3), gives already a good overview and intention for
the different possibilities. Moreover, the classification is used to derive later on in
the chapter new general results: new properties on maximum resilient cubic Boolean
functions, new values and bounds for the distance of resilient functions with respect
to low degree functions, and a classification of cubic bent functions in less than or
equal to 8 variables. These new results described in Chapter 5 contain the results of
the publications [21, 22, 26, 25, 27, 28].
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In order to find an efficient attack on a cipher, it might be useful to first analyze
each of its components separately. Chapter 6 will therefore investigate the strength
of the addition and multiplication in a finite field, two operations which frequently
appear in cryptographic algorithms due to their efficiency in hardware. We derive
the algebraic equations of the nonlinear combinations of the output components of
these S-boxes. Based on these equations, the relations that are used in the algebraic
attacks on the summation generator and the E0 encryption scheme have been found
in a compact and theoretical way. Note that the algebraic attacks are the fastest
known attacks for these generators. This result is published in [39].

Finally in Chapter 7, by considering a new metric, we generalize an important
class of cryptographic properties such as resiliency and propagation characteristics.
The properties defined by numbers are replaced into properties based on monotone
decreasing sets. By this approach, we gain more flexibility in the design and we
are able to develop a better understanding of the cryptographic properties which
allows us to relax the tradeoffs. Moreover other combinatorial objects such as error-
correcting codes and orthogonal arrays are treated in a similar way. This chapter can
be seen as a more or less complete lift of the state of the art from the classical theory
to the new setting of monotone sets. A part of this chapter has been published in
[36, 35].

We end this thesis with conclusions and present some challenging and tractable
problems for future research.
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Chapter 2

Boolean Functions and
S-Boxes

The aim of this chapter is to present a detailed and compact overview on the most
essential aspects of Boolean functions and S-boxes related to cryptography. We start
with some notations that will be used throughout the thesis.

The first part of this chapter is on Boolean functions. First, we describe different
ways of representing Boolean functions in the context of cryptography (truth table,
algebraic normal form, numerical normal form, and trace representation), together
with the important tools (Walsh and autocorrelation spectrum). Related with the
Walsh spectrum, the autocorrelation spectrum, and the structure of the truth table
and algebraic normal form, we present the definitions and properties that charac-
terize cryptographic Boolean functions. Next, we derive by means of a new proof
method based on matrix multiplication the most important relations that are used
to define the bounds and tradeoffs between several cryptographic properties. Some
basic constructions of Boolean functions are also explained.

In the second part of this chapter, we discuss the properties and definitions of
vectorial Boolean functions (S-boxes). In particular, our method based on matrix
multiplication is used for studying the Walsh, algebraic normal form, and autocorre-
lation coefficients of nonlinear combinations of the output functions of the S-box.

2.1 Notation

Let Fn
2 be the set of all n-tuples of elements in the field F2 (Galois field with two

elements), endowed with the natural vector space structure over F2. The ordering
of the vectors is defined as follows: u ≤ v if and only if there exists k ∈ {0, . . . , n −
1}, such that u0 = v0, . . . , uk−1 = vk−1 and uk < vk. This ordering is called the
lexicographical ordering. An element u = (u0, . . . , un−1) in Fn

2 can be represented

7
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by an integer in Z2n belonging to the interval [0, 2n − 1], i.e., u =
∑n−1

i=0 ui2i. The
ordering above coincides with the natural ordering of integers. Thus, there is a
correspondence between Fn

2 and Z2n via

ψ : Fn
2 → Z2n : u = (u0, . . . , un−1) 7→ u =

n−1∑

i=0

ui2i .

In the rest of this thesis, we interchange both notations u and u. The partial ordering
x ¹ a on the Boolean lattice means that x precedes a or a covers x, and thus xi ≤ ai

for all i ∈ {0, . . . , n − 1}. The all-zero vector (resp. all-one vector) is denoted by 0
(resp. 1). The vector ei ∈ Fn

2 for 0 ≤ i ≤ n− 1 represents the all-zero vector with 1
on position i.

For the sake of clarity, we use “⊕,
⊕

” for the addition in characteristic 2 and
“+,

∑
” for the addition in C or in the finite field F2n (depending on the context).

The absolute value of a real number r ∈ R is written as |r|. The tensor product
between two matrices is denoted by “⊗”, and the k-th tensor power of the matrix
B by B[k]. The element on row i and column j of an n × m matrix B is denoted
by bi,j for 0 ≤ i ≤ n − 1, 0 ≤ j ≤ m − 1. The inner product or scalar product of
the vectors x = (x0, x1, . . . , xn−1) and ω = (ω0, ω1 · · ·ωn−1) is defined as x · ω =
x0ω0⊕x1ω1⊕· · ·⊕xn−1ωn−1. The concatenation of two vectors x ∈ Fn1

2 and y ∈ Fn2
2

is a vector (x|y) ∈ Fn1+n2
2 .

The complement of the vector u is defined by u+ = u ⊕ 1. The (Hamming)
weight of a vector x is equal to the number of non-zero positions and is denoted by
wt(x). The set sup(x) contains the non-zero positions in the vector x and is called
the support of x, i.e., sup(x) = {i : xi 6= 0}. The (Hamming) distance between
x, y ∈ Fn

2 , denoted by d(x, y) is equal to the number of positions in which they differ.
The vector space Fn

2 can also be identified with the field F2n (Galois field of order
2n). Let {β0, . . . , βn−1} be a basis of F2n over F2. Then the relation between Fn

2 and
F2n can be expressed by

φ : Fn
2 → F2n : u = (u0, . . . , un−1) 7→ u =

n−1∑

i=0

uiβi .

The inner product via this identification is equal to TrF2n (xy), where TrF2n is
the trace map from F2n to F2. For even characteristic, there exists a dual basis
{α0, . . . , αn−1} of {β0, . . . , βn−1} such that TrF2n (xy) =

∑n−1
i=0 xiyi = x · y.

Let u1, . . . , uk ∈ Fn
2 be k linearly independent vectors. Then they form the basis

of the subspace U of dimension k:

U :=<u1, . . . , uk> := {c1u1 ⊕ · · · ⊕ ckuk | ci ∈ F2}. (2.1)

For a given vector a ∈ Fn
2 , we represent the coset of this subspace by Ua := a ⊕ U .

Throughout this thesis, we call the coset Ua a flat or affine subspace. The dual of a
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subspace V ⊆ Fn
2 is denoted by V ⊥ and contains the elements V ⊥ = {x ∈ Fn

2 : ∀y ∈
V, x · y = 0}. The cardinality of a set or subspace V is denoted by |V | .

Let a linear [n, k, d] code represent a binary linear code C of length n, dimension
k, and minimum distance d. The minimum distance of the code is defined as the
minimum distance between all pairs of codewords in a code or also as the minimum
weight of the non-zero codewords. A linear [n, k, d] code corresponds with a subspace
of dimension k. The dual of a linear code C is denoted by C⊥. We refer to the books
of Lidl and Niederreiter [181] and of MacWilliams and Sloane [183] for an excellent
survey of these topics.

2.2 Boolean Functions

We first show the different representations and tools to study Boolean functions in
the context of cryptography. Then properties and definitions are presented, together
with a compact method to derive the relations and bounds on the parameters defining
the cryptographic properties. Finally, we describe the most basic constructions.

2.2.1 Representations and Tools

A Boolean function f is a mapping from Fn
2 into F2. The set of Boolean functions on

Fn
2 is denoted by Fn and the set of non-constant Boolean functions on Fn

2 is denoted
by F∗n. We now present the most important representations and tools for studying
Boolean functions in the context of cryptography.

Truth Table (TT) and Polarity Truth Table (PTT)

A Boolean function f on Fn
2 can be uniquely represented by a truth table (TT),

which is a vector (f(0), . . . , f(1)) that contains the function values of f , ordered
lexicographically. Associated with the Boolean function f is the function (−1)f =
1 − 2f whose function values belong to the set {1,−1}. The corresponding vector
that contains the functions values of (−1)f is called the polarity truth table (PTT)
or sequence of the function f . In the following, the 2n × 1 column matrices [f ]
and [(−1)f ] represent the transpose of the TT and PTT respectively. We mean by
the weight and support of a function, the weight and support of the corresponding
TT. Analogously, the distance between two functions is computed by considering
the distance between the corresponding TTs.

Algebraic Normal Form (ANF)

Another way of uniquely representing a Boolean function f on Fn
2 is by means of

a polynomial in F2[x0, . . . , xn−1]/(x2
0 − x0, . . . , x

2
n−1 − xn−1) and is defined as the

algebraic normal form. The corresponding transformation is called the algebraic
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normal transform:

f(x) =
⊕

(a0,...,an−1)∈Fn
2

h(a0, . . . , an−1)xa0
0 . . . x

an−1
n−1 =

⊕

a∈Fn
2

h(a) xa ,

with h a Boolean function on Fn
2 , defined by the Möbius inversion principle (see

Jacobson [151, pp. 480-483])

h(a) =
⊕

x¹a

f(x), for any a ∈ Fn
2 . (2.2)

The ANF can also be seen as the polynomial which consists of the modulo 2 sum of
the polynomial (x0⊕a0⊕1) · · · (xn−1⊕an−1⊕1) for all a ∈ Fn

2 such that f(a) = 1. As
the algebraic normal transform is a linear transformation, we can also use a matrix
representation. Denote the column matrix containing the coefficients h(a) of the
terms in the ANF of f for 0 ≤ a ≤ 2n − 1 ordered lexicographically by [Af ], then

[Af ] = An[f ] mod 2, (2.3)

where An is recursively determined by

A0 = 1, An =
[

1 0
1 1

]
⊗An−1 =

[
An−1 0
An−1 An−1

]
.

Note that this transform is an involution as A2
n = I2n mod 2 where I2n is the 2n×2n

identity matrix, and hence

[f ] = An[Af ] mod 2. (2.4)

The algebraic degree of f , denoted by deg(f) or shortly d, is defined as the max-
imum number of variables of the terms xa0

0 . . . x
an−1
n−1 in the ANF of f . Functions

with algebraic degree less than or equal to 1 are called affine. A non-constant affine
function for which f(0) = 0 is called linear.

The study of properties of Boolean functions is related to the study of Reed-
Muller codes [183]. The codewords of a Reed-Muller code of order r in F2n , de-
noted by RM(r, n), are the TTs of Boolean functions with degree less than or equal
to r. Therefore, a Reed-Muller code is a linear [2n, k, 2n−r]-code with dimension
k = 2

Pr
i=0 (n

i), as the TTs of the functions 1, x0, . . . , xn−1, x0x1, . . . , xn−2xn−1, . . . ,
xn−r · · ·xn−1 represent a basis of RM(r, n).

Numerical Normal Form (NNF)

The numerical normal form (see Carlet and Guillot [72, 71]) of a Boolean function f
on Fn

2 is defined as the ANF over C:

f(x) =
∑

u∈Fn
2

λu xu, λu ∈ C .

The degree of the polynomial is called the numerical degree.
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Trace Representation

Denote the trace function from F2n to the subfield F2m with m|n by

trn
m(x) = x + xq + xq2

+ · · ·+ xql−1 ,

with q = 2m and l = n
m . When there is no confusion, we denote trn

1 (x) by tr(x).
From the isomorphic relation between Fn

2 and F2n , a Boolean function f on Fn
2 can

be represented by tr(p(x)), where x ∈ F2n and p(x) a polynomial on one variable of
degree at most 2n − 1.

Walsh Transform

A Boolean function f on Fn
2 is also uniquely determined by its Walsh transform. The

Walsh transform Wf of f is a real-valued function defined for all ω ∈ Fn
2 as

Wf (ω) =
∑

x∈Fn
2

(−1)f(x)⊕x·ω = 2n − 2wt(f ⊕ x · ω) . (2.5)

Sometimes, the discrete Fourier transformation Ff is used instead of the Walsh trans-
form:

Ff (ω) =
∑

x∈Fn
2

f(x)(−1)x·ω ,

which is related with the Walsh transform as follows (see Forré [127]):

Wf (ω) = −2Ff (w) + 2nδ(w) , and Ff (ω) = −1
2
Wf (w) + 2n−1δ(w) , (2.6)

where δ(ω) denotes the Kronecker delta function (δ(0) = 1; δ(ω) = 0, ∀ ω 6= 0).
The function (−1)f (resp. f) can be recovered by the inverse Walsh (resp. Fourier)
transform:

(−1)f(x) =
1
2n

∑

ω

Wf (ω)(−1)x·ω (resp. f(x) =
1
2n

∑

ω

Ff (ω)(−1)x·ω) .

These transformations are expressed by matrix multiplication as follows:

[Wf ] = Hn[(−1)f ] , (2.7)

[(−1)f ] = 2−nHn[Wf ] , (2.8)

[Ff ] = Hn[f ] , (2.9)
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[f ] = 2−nHn[Ff ] , (2.10)

where [Wf ] and [Ff ] are 2n × 1 column matrices consisting of the function values of
Wf and Ff , lexicographically ordered. The matrix Hn is the Hadamard matrix of
order 2n, generated by the following recursive relation

H0 = 1, Hn =
[

1 1
1 −1

]
⊗Hn−1 =

[
Hn−1 Hn−1

Hn−1 −Hn−1

]
. (2.11)

The inner product of two distinct rows (columns) of a Hadamard matrix is zero,
while the inner product of any row (column) with itself is 2n. This property is also
expressed by HnHt

n = 2nI2n , where Ht
n is the transpose of Hn.

Autocorrelation Function

The autocorrelation function of the Boolean function f on Fn
2 is a real-valued function

defined for all ω ∈ Fn
2 as

rf (ω) =
∑

x∈Fn
2

(−1)f(x)⊕f(x⊕ω) .

However, note that the autocorrelation spectrum does not uniquely determine the
function in contrast to the previous transformations. In matrix notation, it is easily
checked that this transformation can be written as

rf (ω) = [(−1)f ]tDn
ω[(−1)f ] , (2.12)

with the following recursive definition of Dω

D0
0 = (1) Dn

ω =

(
D

(n−1)
ω 02n−1

02n−1 D
(n−1)
ω

)
if ω < 2n−1,

Dn
ω =

(
02n−1 D

(n−1)
ω−2n−1

D
(n−1)
ω−2n−1 02n−1

)
if ω ≥ 2n−1,

(2.13)

where 02n denotes the 2n × 2n all-zero matrix.
Remark. The crosscorrelation function between two Boolean functions f, g on Fn

2

is defined as the real-valued function defined for all ω ∈ Fn
2 :

cf,g(ω) =
∑

x∈Fn
2

(−1)f(x)⊕g(x⊕ω).

By taking f = g in the crosscorrelation function cf,g, we obtain the autocorrelation
function rf of f .
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2.2.2 Definitions and Properties

We make distinction between properties related to the Walsh transform and the au-
tocorrelation function because they both express different notions. The Walsh trans-
form gives information on the linearity of the function (cf correlation attacks [246],
distinguishing attacks [233], linear cryptanalysis [192],...), while the autocorrelation
function is related with the differential properties of the function (cf differential [16],
higher order differential attacks [160],...). Besides these properties, we also describe
properties that are related to both Walsh and autocorrelation spectrum, and prop-
erties related to the structure of the TT. Let f be a Boolean function on Fn

2 in the
following definitions.

Related with Walsh Spectrum

Plateaued functions [273]. A Boolean function f is said to be a plateaued function
if its Walsh transform Wf takes only three values 0 and ±2λ, where λ is a
positive integer, called the amplitude of the plateaued function.

Balanced. A Boolean function is balanced if its output is equally distributed, i.e., its
weight is equal to 2n−1. This translates in Wf (0) = 0 for the Walsh spectrum.

Correlation immunity [245]. A function f is said to be correlation immune of or-
der t, denoted by CI(t), if the output of the function is statistically independent
of the combination of any t of its inputs. For the Walsh spectrum, it holds that
Wf (ω) = 0, for 1 ≤ wt(ω) ≤ t [136].

Resiliency [245]. The combination of correlation immunity of order t and the prop-
erty balanced results in the property of resiliency of order t, denoted by R(t).
Or also, Wf (ω) = 0, for 0 ≤ wt(ω) ≤ t [136].

Nonlinearity [235, 103, 104]. The nonlinearity of a Boolean function f , denoted
by Nf , is defined as the distance to the nearest affine function on Fn

2 , i.e.,
Nf = ming∈RM(1,n) d(f, g). The nonlinearity of f can be expressed in terms of
the Walsh coefficients by Nf = 2n−1 − 1

2 maxw∈Fn
2
|Wf (w)|.

Bias of nonlinearity [190]. We say that f has bias ε if it has the same output as
its best affine approximation with probability 1

2 + ε. Consequently,

ε =
Nf

2n
− 1

2
=

maxw∈Fn
2
|Wf (w)|

2n+1
.

The bias can be seen as a measure for normalized nonlinearity.

Linearity. Related to the nonlinearity is the notion of linearity Lf which is defined
as Lf = maxw∈Fn

2
|Wf (w)|.
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Homomorphicity [272]. Denote by H
(2k)
f with k ∈ {2, 3, . . . ,

⌊
n
2

⌋} the collection of
ordered 2k-tuples of vectors (u1, u2, . . . , u2k) in Fn

2 such that u1⊕u2⊕· · ·⊕u2k =
0 and f(u1)⊕f(u2)⊕· · ·⊕f(u2k) = 0. The cardinality of the set H

(2k)
f is called

the (2k)-th order homomorphicity of F . In fact, homomorphicity can be seen
as a nonlinearity property which measures how often a function satisfies the
affine property.

Related with Autocorrelation Spectrum

Derivative [103]. The function Dωf(x) = f(x) ⊕ f(x ⊕ ω) is called the derivative
of f with respect to the vector ω. The derivative DV f of f with respect to a
subspace V is defined by DV f(ω) =

∑
x∈V f(x⊕ ω).

Propagation characteristics [228]. A function is said to satisfy the propagation
characteristics of degree l, denoted by PC(l), if all its derivatives w.r.t. vectors
ω with 1 ≤ wt(ω) ≤ l are balanced. In the autocorrelation spectrum, this
means that rf (ω) = 0 for all 1 ≤ wt(ω) ≤ l.

Boolean functions that satisfy PC(l) when at most k coordinates are fixed, are
said to satisfy PC(l) of order k. In other words, the function Dωf is k-resilient
for 1 ≤ wt(ω) ≤ l.

SAC [127]. The property PC(1) is also called strict avalanche criterion (SAC). The
strict avalanche criterion of order k, denoted by SAC(k), coincides with the
property of PC(1) of order k.

Linear structure [117, 170]. If the derivative Dωf is a constant function, the vector
ω is called a linear structure of f . The all-zero vector 0 is said to be a trivial
linear structure. When we say that a function has no linear structures, then
we mean that the function has only 0 as linear structure. The set of linear
structures forms a subspace which is called the linear space of f , denoted by
LSf . Following [134], the set of linear structures can be divided into 0-linear
structures and 1-linear structures corresponding to the constant value of the
function Dωf . The set of 0-linear structures forms a subspace, denoted by
LS0(f), the set of 1-linear structures is denoted by LS1. If LS1(f) is not
empty, the dimension of the linear space is equal to dim(LS0(f)) + 1.

GAC [269]. The global avalanche characteristics (GAC) indicators consist of an
absolute indicator, defined by D∞(f) = maxω∈Fn

2 \{0} |rf (ω)| and a sum-of-
square indicator defined by D2(f) =

∑
ω∈Fn

2
rf (ω)2. The absolute indicator

is used to define the distance σ(f) between a Boolean function f and the
set of functions with linear structures [198] by means of the relation σ(f) =
2n−2 − 1

4D∞(f). Expressions of the distance between a Boolean function and
the set of functions with dimension of the linear space equal to k are presented
in [51] by Canteaut.
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Related to Walsh and Autocorrelation Spectrum

Bent functions [235, 103, 104]. Let f be a bent function on Fn
2 (n is always even).

This is equivalent to the following statements:

• The Walsh spectrum is flat, i.e., |WF (ω)| = 2n/2 for all ω ∈ Fn
2 .

• The function f has maximum nonlinearity equal to 2n−1 − 2
n
2−1.

• The 2n×2n matrices N = (ni,j) and M = (mi,j) with ni,j = 1
2n Wf (xi⊕xj)

and mi,j = (−1)f(xi⊕xj) for 0 ≤ i, j ≤ 2n − 1 are Hadamard matrices.

• The function satisfies PC(n), i.e., rf (ω) = 0 for all ω 6= 0.

• The support of f is a difference set [104, 152].

Related to Structure of the TT

Normal [106]. A Boolean function f is said to be k-normal for k ∈ {1, . . . , n} if
there exists a flat V of dimension k such that f is constant on V . If k =

⌈
n
2

⌉
,

the function is said to be normal.

Weakly normal [113, 65]. The same definition as normality, but the function is
affine instead of constant when restricted to the flat.

Algebraic immunity [197]. Denote the Boolean function obtained by the product
of the TTs of two Boolean functions f, g by f · g (note that this product is
different from the dot product between two vectors x, y). The algebraic im-
munity (AI) of a Boolean function f on Fn

2 is defined as the lowest degree of
the function g from Fn

2 into F2 for which f · g = 0 or (f ⊕ 1) · g = 0. The
function g for which f · g = 0 is called an annihilator of f . Denote the set of all
annihilators of f by An(f). This set is an ideal in the ring of Boolean functions
generated by f ⊕ 1.

2.2.3 Equations

We will show how the matrix equations for the ANF (2.3), (2.4), Walsh (2.7), (2.8),
Fourier (2.9), (2.10), and autocorrelation (2.12) values can be used in order to derive
in a short way the relations between the ANF, Walsh, Fourier, and autocorrelation
values.

Let f, g be Boolean functions on Fn
2 . We start with two basic lemmas, which can

be easily proven by induction.

Lemma 2.2.1 The product of the matrix An from the ANF transform and the
Hadamard matrix Hn satisfies the following recursive relation for n ≥ 1:

AnHn =
[

1 1
2 0

][n]

.
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Lemma 2.2.2 Let n ≥ 1 and a, b, x be column vectors of length 2n. Define a = Anx.
For 0 ≤ i ≤ 2n − 1, the i-th element ai of a is given by ai =

∑
j¹i xj.

Define b = AnHnx. For 0 ≤ i ≤ 2n − 1, the i-th element bi of b is given by
bi = 2wt(b)

∑
j¹i+ xj.

Remark. Note that the first statement of Lemma 2.2.2 expresses the Möbius in-
version principle which is applied to the derivation of the ANF coefficients in Equa-
tion (2.2).

Theorem 2.2.3 [136]: Expressing the ANF coefficients h(a) for all a ∈ Fn
2 in terms

of the Fourier and Walsh coefficients leads to

h(a) = 2wt(a)−n
∑

w¹a+

Ff (w) mod 2 ; (2.14)

h(a) = 2wt(a)−1 − 2−wt(a+)−1
∑

w¹a+

Wf (w) mod 2 . (2.15)

Proof. Substituting Equation (2.10) in (2.3) gives

[Af ] = 2−nAnHn[Ff ] mod 2

= 2−n

[
1 1
2 0

][n]

[Ff ] mod 2 .

Lemma 2.2.2 shows the equivalence between the above formula and Equation (2.14).
Equation (2.15) can be derived from Equation (2.14) by using the relation between
the Walsh and Fourier coefficients as shown in Equation (2.6). ¤

Theorem 2.2.4 Wiener-Khintchine [12]: The expression of the autocorrelation val-
ues rf (w) for all w ∈ Fn

2 in terms of the Walsh values is equal to

rf (w) = 2−n
∑

u∈Fn
2

Wf (u)2(−1)u·w . (2.16)

Proof. Substituting Equation (2.8) in (2.12) gives

rf (w) = 2−2n(Hn[Wf ])tDw(Hn[Wf ])
= 2−2n[Wf ]tHt

nDwHn[Wf ])
= 2−nHw

n I2n [W 2
f ],

where Hw
n represents the w-th row of Hn. The last step can be explained as follows:

If w < 2n−1: Ht
nDwHn =

[
2Ht

n−1D
(n−1)
w Hn−1 0
0 2Ht

n−1D
(n−1)
w Hn−1

]
.

If w ≥ 2n−1: Ht
nDwHn =

[
2Ht

n−1D
(n−1)
w−2n−1Hn−1 0
0 −2Ht

n−1D
(n−1)
w−2n−1Hn−1

]
.
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Hence, by induction Ht
nDwHn is equal to 2nHw

n I2n , since Hn =
[

1 1
1 −1

][n]

with

H0 = D0
1 = 1. ¤

In matrix notation, Theorem 2.2.4 corresponds to

[rf ] = 2−nHn[W 2
f ] . (2.17)

Theorem 2.2.5 Parseval Equation [175]:
∑

ω∈Fn
2

Wf (ω)2 = 22n .

Proof. Transforming
∑

ω∈Fn
2

Wf (ω)2 in matrix notation gives:

[Wf ]t[Wf ] = [Hn(−1)f ]t[Hn(−1)f ] = 2n[(−1)f ]t[(−1)f ] = 22n,

where we used the orthogonality property of the Hadamard matrix: Ht
nHn = 2nI2n .

¤

Theorem 2.2.6 [274, 56]: The relation between the sum of the 4th power of Walsh
values and sum-of-square indicator is expressed as

∑

ω∈Fn
2

Wf (ω)4 = 2n
∑

x∈Fn
2

rf (x)2 . (2.18)

Proof. Squaring both sides of Equation (2.17) and taking the property Ht
nHn =

2nI2n into account leads to [rf ]2 = 2−n[W 4
f ]. ¤

Let i1, . . . , ir be such that ωi1 = · · · = ωir = 1 and ωj = 0 for j /∈ {i1, . . . , ir}.
Then fω is formed from f by setting the variable xj to 0 if and only if j ∈ {i1, . . . , ir}.
The function fw is also called the subfunction defined by w or the restriction of f
with respect to w.

Theorem 2.2.7 Poisson summation formula with Fourier coefficients [175] and with
Walsh coefficients [74] is equal to:

∑

u¹w

Ff (u) = 2wt(w) wt(fw) . (2.19)

∑

x¹w

Wf (x) = 2n − 2wt(w)+1 wt(fw) . (2.20)

Proof. The first equation can be obtained by multiplying both sides of Equa-
tion (2.9) by An, i.e., An[Ff ] = AnHn[f ]. Then by applying lemmas 2.2.1 and 2.2.2,
we find Formula (2.19).

The second equation can be derived from the first by taking into account the
relation between the Fourier and Walsh coefficients (2.6). ¤
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Theorem 2.2.8 [56]: The relation between the sum of autocorrelation values and
the sum of squares of the Walsh values with respect to the subspace Vw = {x : x ¹ w}
where w ∈ Fn

2 is given by:
∑

u¹w

rf (u) = 2−n+wt(w)
∑

x¹w+

Wf (x)2. (2.21)

Proof. The theorem follows immediately by multiplying both sides of Equation
(2.17) with matrix An and by using Lemma 2.2.2. ¤

2.2.4 Bounds and Tradeoffs

We first present some known trade-offs and bounds between the cryptographic prop-
erties of Boolean functions using the relations derived in the previous section. Then
we present bounds concerning the recently introduced property of algebraic immu-
nity. In this section, f is a Boolean function on Fn

2 .

Properties Related to Walsh and Autocorrelation Spectrum

• Siegenthaler’s inequality (Siegenthaler, [245]): A t-resilient (resp. t-CI) function
of degree d on Fn

2 satisfies t ≤ n−d−1 (resp. t ≤ n−d) (proof by using Equation
(2.15)).

• (Preneel et al., [228]): If f satisfies PC(p) of order t with 0 ≤ t < n − 2, then
deg(f) ≤ n − t − 1 for all p. If t = n − 2 then the degree of f is equal to 2
(proof using Equation (2.15)).

• (Canteaut and Videau, [60]): If for every ω ∈ Fn
2 , the value Wf (ω) is divisible

by 2k for some integer k, then the degree of f is upper bounded by n− k + 1.
The degree of a bent function on Fn

2 is less than or equal to n
2 [235] (proof by

using Equation (2.15)).

• (Carlet and Sarkar, [74]): The Walsh coefficients of a t-CI function (resp.
t-resilient function) on Fn

2 of degree d are divisible by 2t+1+bn−t−1
d c (resp.

2t+2+bn−t−2
d c) (proof by using Equation (2.20)).

• (Zheng and Zhang, [276]): If f is t-resilient and satisfies PC(p), then p + t ≤
n − 1. If p + t = n − 1, then p = n − 1, n is odd and t = 0 (proof by using
Equation (2.21)).

For bounds on the GAC indicators, we refer to [248] (balanced nonlinear functions),
and [184, 256] (correlation immune and resilient functions).

It is well known that the maximum nonlinearity of functions on Fn
2 coincides with

the covering radius of the first order binary Reed-Muller code RM(1, n) [82]. Many
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results on the covering radius of RM(1, n) have direct application to the nonlinearity.
The nonlinearity of a function is bounded above by 2n−1 − 2

n
2−1, which is achieved

by bent functions that only exist for n even (Parseval equation). The maximum
nonlinearity of an n-variable Boolean functions for n odd lies then between 2n−1 −
2

n−1
2 and 2n−1 − 2

n+1
2 . It has been shown that it is equal to 2n−1 − 2

n−1
2 when

n = 1, 3, 5, 7 (see [13] for n = 1, 3, 5 by exhaustive search, [208, 146] for n = 7 by
theoretical proof) and is strictly greater than 2n−1 − 2

n−1
2 for n ≥ 15 [224, 225].

As bent functions are not balanced, they are not suitable for use in cryptosys-
tems. For this reason, it is necessary to study the maximum nonlinearity of balanced
functions. But this value is unknown for any n with n ≥ 8. Upper and lower bounds
are derived in [241, 106].

Bounds on the nonlinearity which are related with the autocorrelation spectrum
can be found in [270, 276] using Equation (2.21).

The most general result on the nonlinearity of correlation immune and resilient
functions is described in [74], which is based on a divisibility result of the Walsh
values (see above). Nonlinearity of resilient functions satisfying PC are studied in
[73].

Properties Related to Algebraic Immunity

It has been shown by Courtois in [87] that AI(f) ≤ dn
2 e. We now shortly mention

the relations between the AI on the one hand and the weight, Walsh spectrum, and
normality on the other hand. The last three relations have been independently found
by Dalai et al. [92], Canteaut [53], and the author et al. [26].

• (Lobanov, [182]) If AI(f) is equal to k then Nf ≥ 2
∑k−2

i=0

(
n−1

i

)
. In particular

for a Boolean function with maximum AI, it holds that Nf ≥ 2n−1− (
n
n
2

)
for n

even and Nf ≥ 2n−1 − (n−1
n−1

2

)
for n odd.

• If 2n − ∑d
i=0

(
n
i

)
< wt(f) <

∑d
i=0

(
n
i

)
, then AI(f) ≤ d. Consequently if n is

odd, the AI is upper bounded by
⌈

n
2

⌉− 1 for non-balanced functions.

• Let f have a low degree approximation g. If d(f, g) <
∑r

i=0

(
n
i

)
, then AI(f) ≤

r+AI(g). Therefore, the property of AI is stable in some sense. This means that
changing some values of the output will not drastically decrease the AI, unlike
the degree of the function. For instance, when changing the output value in 1
of the function on Fn

2 with degree n and ANF x1x2 · · ·xn, the function reduces
to the all-zero function.

• If f is k-normal (resp. k-weakly normal), then f has an annihilator of degree
n− k (resp. n− k + 1) with 0 ≤ k ≤ n.

The relations between AI and other parameters such as resiliency and propagation
characteristics are still not clear.
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2.2.5 Constructions

We now describe some basic constructions for Boolean functions together with the
corresponding conditions on the cryptographic properties that are obtained in the
constructions.

Direct Sum

(See e.g. [238] for the derivation of the properties.) Let f1 : Fn1
2 → F2 and f2 :

Fn2
2 → F2 be Boolean functions. Consider the Boolean function f : Fn1

2 × Fn2
2 :

(x, y) 7→ f(x, y) = f1(x)⊕ f2(y). Then

• wt(f) = 2n2 wt(f1) + 2n1 wt(f2)− 2wt(f1)wt(f2).

• deg(f) = max(deg(f1), deg(f2)).

• Wf (x, y) = Wf1(x)Wf2(y).

• If f1 is t1-resilient and f2 is t2-resilient, then f is (t1 + t2 + 1)-resilient.

• Nf ≥ 2n2Nf1 + 2n1Nf2 − 2Nf1Nf2 .

• f has no linear structure iff f1 and f2 have no linear structure.

• max{AI(f1),AI(f2)} ≤ AI(f) ≤ min{max{deg(f1),deg(f2)}, AI(f1) + AI(f2)}.
Remark. The direct sum of Boolean functions corresponds with the tensor product
of the TTs of the functions, i.e., [f ] = [f1]⊗ [f2].

Concatenation

(See e.g. [50, 67, 92] for the derivation of the properties.) Let f1, f2 : Fn
2 → F2.

Consider the Boolean function f : Fn
2 × F2 → F2 : (x, xn) 7→ (xn ⊕ 1)f1(x)⊕ xnf2(x)

where x = (x0, . . . , xn−1). Then:

• wt(f) = wt(f1) + wt(f2).

• If f1 is t-resilient and f2 is t-resilient, then f is t-resilient. Moreover, if Wf1(ω)+
Wf2(ω) = 0 for all ω with wt(w) = t + 1, then f is (t + 1)-resilient.

• Wf (ω, ωn) = Wf1(ω) + (−1)ωnWf2(ω) for all (ω, ωn) ∈ Fn
2 × F2.

• Nf ≥ Nf1 + Nf2 .

• deg(f) ≤ 1 + max{deg(f1),deg(f2)} with equality if and only if f1 and f2 do
not have the same high degree monomials.

• Da,anf(x, xn) = Daf1(x)⊕an(f1⊕f2)(x)⊕xnDa(f1⊕f2)(x)⊕anDa(f1⊕f2)(x).
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• If AI(f1) < AI(f2), then AI(f) = AI(f1)+1. If AI(f1) = AI(f2), then AI(f1) ≤
AI(f) ≤ AI(f1) + 1.

Remark. The concatenation of Boolean functions corresponds with the juxtaposi-
tion of the TTs of the functions, i.e., [f ] = [f1|f2].

Maiorana-McFarland Construction

(See e.g. [242, 66] for the derivation of the properties.) The Maiorana-McFarland
construction of bent functions [195, 104] was modified in [50] for constructing re-
silient functions. Further optimizations and derived constructions can be found in
for instance [64, 66, 222].

Let r ∈ {1, . . . , n−1} be an integer, g a Boolean function on Fn−r
2 and φ a mapping

from Fn−r
2 to Fr

2. Consider the Boolean function f : Fr
2×Fn−r

2 : (x, y) 7→ x·φ(y)⊕g(y),
then

• deg(f) = max(deg(φ) + 1, deg(g)).

• Wf (u, v) = 2r
∑

y∈φ−1(u)(−1)g(y)+y·v .

• 2n−1 − 2r−1 maxu∈Fr
2

(|φ−1(u)|) ≤ Nf ≤ 2n−1 − 2r−1
⌈√

maxu∈Fr
2
(|φ−1(u)|)

⌉
.

• If φ is a permutation (one-to-one mapping) and n is even, then f is a bent
function. If φ is injective, then Nf = 2n−1− 2r−1. If φ takes exactly two times
each value of Im(φ), then Nf = 2n−1 − 2r.

• f is t-resilient with t ≥ miny∈Fn−r
2

{wt(φ(y))} − 1.

• AI(f) ≤ n− r + 1.

Remark. The Maiorana-McFarland construction can be seen as the concatenation
of 2n−r affine functions on Fr

2.

2.3 Vectorial Boolean Functions or S-Boxes

A vectorial Boolean function F : Fn
2 → Fm

2 (also called (n,m) S-box or shortly S-box)
can be represented by the vector (f0, f1, . . . , fm−1), where fi are Boolean functions
from Fn

2 into F2 for 0 ≤ i ≤ m − 1, which we also call the component or output
functions of the S-box.

In the theory of block ciphers related to linear cryptanalysis [192] (resp. differ-
ential cryptanalysis [16]), the linear approximation table (resp. differential table) is
studied with respect to the operation ⊕. The linear approximation table is a 2n×2m

table whose entries are defined as

La,b = #{x : b · F (x) = a · x} ∀ 0 ≤ b < 2m, ∀ 0 ≤ a < 2n .
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The differential table is a 2n × 2m table whose entries are defined as

Da,b = #{x : F (x)⊕ F (x⊕ a) = b} ∀ 0 ≤ b < 2m, ∀ 0 ≤ a < 2n .

The relation between the entries of the linear approximation table and the Walsh
coefficients of linear combinations of the component functions b · F = b0f0 ⊕ · · · ⊕
bm−1fm−1 is clear. As a consequence, the nonlinearity NF and linearity LF of an
S-box F is defined as

NF = min
b∈Fn

2 \{0}
Nb·F , LF = max

b∈Fn
2 \{0}

Lb·F .

In order to study the cryptographic properties of an S-box related to the linearity,
we need to consider all non-zero linear combinations of the components of the S-box,
denoted by b · F , where b ∈ Fm

2 . The Walsh (or autocorrelation) spectrum of F
is defined as the collection of all Walsh (autocorrelation) spectra of the component
functions of F . An S-box is said to be t-resilient if all linear combinations of the
component functions are t-resilient.

The relation between the entries of the differential table and the autocorrelation
coefficients of the linear combinations of the components b · F is made by a Fourier
transform [278]:

rb·F (a) =
∑

x∈Fn
2

(−1)b·xDa,x and Da,b = 2−n
∑

y∈Fm
2

(−1)b·yry·F (a) .

The propagation characteristics of an S-box are defined with respect to the whole
S-box and not the linear combinations of the component functions as in the case of
resiliency. The S-box F is said to satisfy the propagation characteristics with respect
to a ∈ Fn

2 if and only if F (x)⊕F (x⊕ a) is balanced. The value of interest related to
the differential table is called the differential uniformity, denoted by ∆(F ):

∆(F ) = max
a 6=0,b

Da,b = max
a 6=0,b

#{x ∈ Fn
2 : F (x⊕ a)⊕ F (x) = b}.

Another important parameter related to S-boxes is the algebraic degree of the (n,m)
S-box F which is defined as

deg(F ) = max
b∈Fm

2

deg(b · F ) = max
i∈{0,...,n−1}

deg(ei · F ) .

From the nonlinearity of Boolean functions, we immediately derive that LF ≥ 2
n
2 .

In [218], Nyberg showed that this lower bound can only be obtained if n ≥ 2m and
n even. The corresponding functions are called bent S-boxes.

It is obvious that ∆(F ) ≥ max{2, 2n−m}. Nyberg also proved in [218] that
∆F = 2n−m can only be satisfied if n ≥ 2m and n even. The corresponding functions
were called perfect nonlinear functions [183]. Moreover, an S-box is perfect nonlinear
if and only if the S-box is bent [183, 218].
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For (n, n) S-boxes F , ∆F ≥ 2 and we call F an almost perfect nonlinear function
(APN) if the equality is satisfied [219]. All known APN permutations are defined on
odd dimension n [218, 108, 109, 194]. It is conjectured that for any (n, n) bijective
S-box F with n even holds that ∆F ≥ 4. This statement has already been confirmed
for some particular cases such as power functions [52, 77, 43] and quadratic functions
[219, 149]. Note that there exist (n, n) non-bijective S-boxes with n even which are
APN and not affine equivalent to a power function [49]. For (n, n) S-boxes F with n

odd, the inequality LF ≥ 2
n+1

2 holds, and F is called almost bent (AB) if the lower
bound is reached [75]. For even n, some (n, n) S-boxes with LF = 2

n
2 +1 are known

and it is conjectured that this value is the minimum [107]. It is proven in [75] that
an almost bent function is almost perfect nonlinear, but the converse is not always
true [58].

Table 2.1: Nonlinearity and differential uniformity of (n,m) S-boxes

Dimension LF ∆F Note

∀ n,m ≥ 2
n
2 ≥ max{2, 2n−m} Eq. of both bounds for

n even, n ≥ 2m (bent)

n = m odd ≥ 2
n+1

2 ≥ 2
Eq. AB Eq. APN AB ⇒ APN

n = m even ≥ 2
n
2 +1 (conj.) ≥ 2 general

n = m even ≥ 2
n
2 +1 (conj.) ≥ 4 (conj.) permutation

Nonlinear Combinations of S-Box Components

Let F be a vectorial Boolean function from Fn
2 into Fm

2 and f be a Boolean function
on Fm

2 . Using S-boxes instead of Boolean functions as combination or filter function
in a stream cipher (see Chapter 3 for description of these generators) increases the
speed, since m output bits are produced in every clock cycle. However, not only the
linear but also the nonlinear combinations of the output functions need to satisfy
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good cryptographic properties. It turns out that the application of an S-box implies
a tradeoff between security and efficiency. Zhang and Chan investigated in [268] the
maximum correlation between affine functions and the nonlinear combinations of the
output functions of an S-box. These combinations are denoted by the composition
f ◦ F of the (n,m) S-box F with f a non-constant Boolean function on Fm

2 . This
concept was later defined in [73] as the unrestricted nonlinearity UNF for an (n,m)
S-box F . The UNF can be expressed as

UNF = min
f∈F∗m

g∈AGL(n,2)

d(f ◦ F, g) = 2n−1 − 1
2

max
f∈F∗m
u∈Fn

2

|Wf◦F (u)|

= 2n−1 − 1
2

max
f∈F∗m

Lf◦F .

Here, we do not only concentrate on the Walsh coefficients of f ◦ F which are
related with the security against correlation attacks and linear approximation attacks.
We also study the autocorrelation and ANF coefficients of the Boolean functions f ◦F
where f ∈ F∗m. This is important since the algebraic attacks exploit the existence
of low degree functions and low degree annihilators. Also a bad autocorrelation
spectrum and in particular the existence of linear structures do not seem to be
secure. For instance, it has been shown in [117] by Evertse that the complexity of an
exhaustive key search in block ciphers can be divided by 2k when the linear space of
the encryption function has dimension k. Also resynchronization attacks in stream
ciphers can be simplified by the existence of linear structures [134].

Our analysis is based on matrix computations and makes use of the following
practical lemma that relates the function values of f ◦ F with the function values of
f . The proof is straightforward.

Lemma 2.3.1 The function values of f ◦ F with f ∈ Fm and F an (n, m) S-box
satisfy

[f ◦ F ] = CF [f ], (2.22)

where CF is a 2n × 2m matrix whose values CF (x, y) are defined by δF (x)(y). The
function δF (x)(y) represents the Kronecker delta function which is equal to 1 if F (x) =
y and 0 else.

Walsh Coefficients

We first show how Equation (2.22) can be used to derive the Walsh coefficients of
f ◦ F .
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Theorem 2.3.2 [90, 138] The Walsh values of f ◦ F ∈ F∗n can be represented in
terms of the Walsh coefficients of f ∈ F∗m and the linear combinations of the compo-
nent functions of the (n,m) S-box F by

Wf◦F (v) = 2−m
∑

w∈Fm
2

Wf (w)Ww·F (v), ∀v ∈ Fn
2 . (2.23)

Proof. Applying Formula (2.8) to (2.22) yields

[Wf◦F ] = HnCF [(−1)f ] = 2−mHnCF Hm[Wf ] . (2.24)

Since the rows of Hm contain the function values of the sequences of the linear
functions lw : Fn

2 → F2 : x 7→ x·w ordered lexicographically, the columns of the matrix
CF Hm consist of the sequences of w · F . Consequently HnCF Hm represents the
matrix whose w-th row is equal to the Walsh coefficients of w·F for all 0 ≤ w ≤ 2n−1.

¤

From Equation (2.24), we derive that if F is CI(t), then f ◦F is CI(t) for all f ∈ F∗m.
Moreover, if F is R(t), then f ◦ F is also R(t) for all f ∈ F∗m. We can also derive
from Equation (2.24) the value maxf∈F∗m Lf◦F which determines UNF .

Theorem 2.3.3 Let F be an (n,m) S-box and f ∈ F∗m. Then,

max
f∈F∗m

Lf◦F = ||HnCF ||∞ = max
1≤u≤2n−1

2m−1∑

i=0

|(HnCF )u,i|

If u′ represents the vector for which
∑2m−1

i=0 |(HnCF )u′,i| reaches the maximum, then
the corresponding function f is defined by (−1)f(x) = sgn((HnCF )u′,x) : for all
x ∈ Fn

2 , where sgn is the function determined by

sgn(x) =





1 if x > 0
1 or − 1 if x = 0
−1 if x < 0 .

Note that Theorem 2.3.3 is equivalent to Theorem 1 from [268] because it holds that∑2m−1
i=0 |(HnCF )u,i| =

∑
y∈Fm

2
|∑x∈F−1(y)(−1)u·x|.

Corollary 2.3.4 If F is a permutation on Fn
2 , then UNF = 0. More precisely, for

every w ∈ Fn
2 \ {0} there exists a function f of F∗n such that Wf◦F (w) = 2n.

Proof. Since HnCF is equal to the Hadamard matrix Hn with permuted columns,
we have that

∑2m−1
i=0 (HnCF )w,i = 2n for every non-zero vector w ∈ Fn

2 . ¤

A trivial bound on the unrestricted nonlinearity for (n,m) balanced S-boxes with
n > m follows from UNF ≤ NF ≤ 2n−1 − 2n/2−1. In [73, Theorem 2], a new bound
for (n,m) balanced S-boxes on the unrestricted nonlinearity is derived.
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Autocorrelation Coefficients

For computing the autocorrelation values of f ◦ F , we use Equation (2.13) together
with (2.22) and get that

rf◦F (w) = [(−1)f ]tCt
F DwCF [(−1)f ], ∀w ∈ Fn

2 .

If F is an injective (n,m) S-box, the matrix Ct
F DwCF is a 2m × 2m permutation

matrix. Consequently, there always exists a function f for which Ct
F DwCF [(−1)f ] =

[(−1)f ]. If Ct
F DwCF is equal to the identity matrix, this property holds for any

function f ∈ Fm. The function f is constant if and only if the linear transformation
x 7→ x(Ct

F DwCF ) has only one cycle.

Example 2.3.5 Let F be an (n, 2) S-box such that Ct
F DwCF =




0 0 1 0
1 0 0 0
0 0 0 1
0 1 0 0


.

Then the corresponding linear transformation has only one cycle equal to (0, 2, 3, 1)
(0 maps onto 2, 2 maps onto 3, 3 maps onto 1, and 1 maps onto 0). Consequently,
no non-trivial combination of the output functions of the S-box F exists which has a
linear structure in w.

If the linear transformation x 7→ x(Ct
F DwCF ) has more than one cycle, then there

exist several functions f ∈ F∗m such that the Boolean function f ◦ F is non-constant
and possesses a linear structure in w. Consequently, checking if there exists a nonlin-
ear combination of the output components that have a linear structure in w ∈ Fn

2 \{0}
can be performed by computing the matrix product Ct

F DwCF .

ANF Coefficients

Analogously, by using equations (2.3) and (2.22), we can derive the following relation
for the ANF coefficients of f ◦ F :

[Af◦F ] = An[f ◦ F ] = AnC[f ] mod 2. (2.25)

Theorem 2.3.6 Let F be an (n,m) S-box. If 2n−∑d
i=0

(
n
i

)
< 2m, then there exists

a function f on Fm
2 such that f ◦ F has degree d.

Proof. Requiring the existence of a function of degree d means that we need to fix
2n −∑d

i=0

(
n
i

)
equations in (2.25). On the other hand we have 2m variables since f

is a function on Fm
2 . ¤

For the existence of low degree annihilators of the (non)linear combinations of the
S-box components, we derive in a similar way the following result. This theorem has
been independently proven by Golic in [132].
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Theorem 2.3.7 One of the (non)linear combinations of the components of an (n, m)
S-box has an annihilator of degree d if

∑d
i=0

(
n
i

)
> 2n−m.

2.4 Conclusions

We have started this chapter with a short note on the notation that will be used
throughout the whole thesis. Then, a compact background on the cryptographic
properties and definitions of Boolean functions has been given. In particular, we have
presented a compact method based on matrix computations for deriving relations
between Walsh, ANF, Fourier, and autocorrelation coefficients. The tradeoffs which
can be derived from these relations have been presented. We have also explained the
basic constructions of Boolean functions.

Next, for the S-boxes, we have briefly described the most important properties.
We have shown, based on our method for matrix computations, how one can ef-
ficiently study the cryptographic properties of the (non)linear combinations of the
output functions of an S-box.
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Chapter 3

Security Analysis of the
Filter and the Combination
Generator

Designing a secure stream cipher appears to be a hard task. In the NESSIE competi-
tion (2000-2003, [212]), flaws have been found in all candidates. In fact, unexpected
biases are often detected in designs, especially if the design is based on relatively
new concepts or if it uses large vectorial Boolean functions for which it is impossible
to calculate all biases and correlations on beforehand. In 2004, a new stream cipher
project, called eSTREAM [116], started. In the project, 35 different stream ciphers
have been proposed. The evaluation process is still going on.

The two most studied stream ciphers are the nonlinear filter and combination
generators (see Figure 3.1), which consist of linear feedback shift registers in con-
junction with a Boolean function. So far, only individual attacks which are based
on different ideas were proposed for these generators. Little attention has been paid
to the cryptographic design requirements that result from these combined attacks.
Due to this extensive analysis, we believe that if one can develop a filter or a com-
bination generator that is resistant to all these attacks combined and is still easily
implementable in hardware, confidence in this classical and transparent design can
be higher and hence actual application can be faster.

Therefore, we study in this chapter the impact of the strongest and most impor-
tant attacks on these building blocks (tradeoff attacks, Berlekamp-Massey attacks,
distinguishing attacks, (fast) correlation attacks and (fast) algebraic attacks). In
particular, we present a clear and compact framework for the distinguishing and fast
algebraic attacks. In this way, we derive minimal requirements for the LFSRs and
the properties of the Boolean function (number of inputs, Walsh transform, degree,
nonlinearity, algebraic immunity, . . . ). This analysis allows to establish design cri-

29
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teria for filters and combiners respectively. The results in this chapter have been
published in [31, 29, 30, 32].

3.1 Filter and Combination Generator

A key stream generator produces a sequence of bits which is added modulo 2 with
the plaintext in order to determine the ciphertext [259]. The two most basic and
well-understood models of key stream generators are the combination and the filter
generator (see Figure 3.1). Both generators are based on linear feedback shift registers
(LFSRs). LFSR-based stream ciphers are very popular since the 1960s because they
have a low-cost hardware implementation and produce sequences with good statistical
properties.

Definition 3.1.1 A Linear Feedback Shift Register (LFSR) of length L over F2 is
a collection of L 1-bit memory elements (also called taps or stages) k0

t , k1
t , . . . , kL−1

t .
At each time t the memory is updated as follows:

{
ki

t = ki+1
t−1 for i = 0, . . . , L− 2

kL−1
t =

⊕L
i=1 ci · kL−i

t−1 .
(3.1)

where the ci are fixed binary coefficients that define the feedback equation of the LFSR.
The LFSR stream (kt)t≥0 consists of the successive values in the memory element
k0.

Associated with an L-bit LFSR is its feedback polynomial P (X) of degree L,
P (X) = 1 +

∑L
i=1 ci · Xi. The weight of the feedback polynomial is equal to its

number of non-zero terms.

A combination generator uses several LFSRs in parallel and combines their outputs
in a nonlinear way (by means of the combination function). If the output is computed
by a nonlinear function (filter function) of some taps of one LFSR, a filter generator
is obtained. Note that a filter generator can always be converted into a combination
generator consisting of LFSRs with the same connection polynomial [246]. The num-
ber of parallel LFSRs depends on the number of variables that uniquely determine
the function. In the rest of this section, we suppose that the filter and combination
function depends on n variables.

3.2 Attacks on the Filter and the Combination Ge-
nerator

In this section we thoroughly investigate the different proposed attacks in the lit-
erature and will derive minimal requirements that the LFSR(s) and the Boolean
function should satisfy in order to offer 80-bit security, following the requirements
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Figure 3.1: Filter and combination generator

of the ECRYPT call for stream ciphers [116]. Consequently, any attack should have
complexity higher than 280, which corresponds to the complexity of a brute force at-
tack on the 80-bit key. We consider the scenario of a known-plaintext attack in which
the cryptanalyst has access to both plaintexts and ciphertexts. Consequently, for the
filter and combination generator, the attacker has knowledge of the key stream. In
real applications, the secret key (80-bit) together with an initialization vector iv are
used to update the initial state of the generator. In the rest of this chapter we assume
that this operation, also called resynchronization, has been performed in a secure way.
Therefore, the following attacks will only concentrate on finding the initial state of
the LFSR(s), denoted by k = (k0

0, . . . , k
L−1
0 ).

3.2.1 Tradeoff Attacks

Time-Memory-Data tradeoff attacks [10, 131, 19] are generic attacks against stream
ciphers. In order to prevent these attacks, the internal state should be at least twice
the key size. Consequently, with an 80-bit key, the length of the LFSR needs to
be at least 160 bits. In the following, we will investigate the security of filter and
combination generator with an internal state of 256 bits, and thus taking a sufficient
security margin. This allows us to quantify our analysis, but of course it is easy to
adapt the framework to other security parameters.

It was noticed that a tradeoff attack can also be mounted directly on the secret
key, irrespective of the internal state size [15, 144]. In order to prevent this attack,
the size of the iv should be equal to 80 bits, the same size as the key [98]. Note that
it is the responsibility of the implementer to make sure that the iv is chosen in a
correct way to prevent tradeoff attacks.

3.2.2 Berlekamp-Massey Attacks

Define the linear complexity, denoted as LC, of a sequence (st)t≥0 as the length of
the shortest LFSR that computes this sequence and ∞ if such an LFSR does not
exist. A sequence (st)t≥0 is said to be periodic if and only if there exists an integer
p > 0 such that st = st+p for all t ≥ 0. For a Boolean function of degree d, the
LC of the resulting key stream generated by a filter generator is upper bounded by∑d

i=0

(
L
i

)
. Moreover, it is very likely that the LC of the key stream is lower bounded

by
(
L
d

)
and that its period remains equal to 2L−1. If the n constituent LFSRs of the
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combination generator have distinct lengths greater than 2 and initial state different
from 0, then the LC of the key stream generated by a combination generator is equal
to f(L0, . . . , Ln−1), where Li for 0 ≤ i ≤ n−1 represent the lengths of the constituent
LFSRs and the ANF of f is evaluated over the integers. We refer to [236, 156] for
more details.

The Berlekamp-Massey [189] attack requires 2·LC key stream bits and has com-
plexity equal to LC2 in order to construct an LFSR of length LC that computes the
key stream. For a filter or combination generator with internal state size equal to
256 and a Boolean function of sufficient high degree (e.g. greater than or equal to 7),
this attack is clearly of no concern.

3.2.3 Distinguishing Attacks

The goal of a distinguishing attack is to distinguish the key stream from a truly ran-
dom sequence. The distinguishing attack we describe here is based on the framework
developed in [179] by Leveiller et al., by Englund and Johansson in [115], and by
Molland in [205] combined with the mathematical results from [206] by Molland and
Helleseth. We extend the framework for the filter generator and also develop the
attack for the combination generator.

Filter generator

The idea of the attack is the following. The LFSR stream has very good statisti-
cal properties, but of course there are linear relations, which are determined by the
feedback polynomial P (X) and its multiples Q(X) found in a precomputation step.
The precomputation is performed before the real attack and is independent of the
secret key. The number m(D, w) of multiples Q(X) = 1 +

∑D
i=1 li · Xi of a prim-

itive polynomial P (X), with degree less than or equal to D and weight w, can be
approximated by [59]:

m(D, w) ≈ Dw−1

(w − 1)! · 2L
. (3.2)

It is interesting to know from which Dmin we can expect a first multiple Q(X) of
weight w to start appearing. It follows from (3.2) that:

Dmin(w) ≈ (2L · (w − 1)!)
1

w−1 . (3.3)

One of the most efficient approaches, known to date, to search for these low-weight
multiples is a birthday-like approach, see [129]. The precomputation complexity
P needed to find all multiples Q(X) of weight w and degree at most D can be
approximated by:

P (D,w) ≈ Ddw−1
2 e

dw−1
2 e! . (3.4)
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A slightly more efficient technique has been presented by Joux et al. in [79]. Note
that these numbers are also valid if the polynomial is the product of several primitive
polynomials with coprime degree [137].

Given a linear relation Q(X) of weight w in the LFSR stream, the same relation
for the corresponding bits of the key stream will hold with some probability P ′ =
1
2 + ε′ (0 < |ε′| < 1/2) different from one half, because the Boolean function f does
not destroy all linear properties. This probability is determined by the combined
action of all affine approximations of the Boolean function (see also the property of
homomorphicity, p. 14). The interaction is governed by the piling-up lemma.

Lemma 3.2.1 (Piling-up lemma, [190]) Let Xi be independent binary variables
such that P (Xi = 0) = 1

2 + εi with i ∈ {1, . . . , n}, then

P (X1 ⊕X2 ⊕ · · · ⊕Xn = 0) =
1
2

+ 2n−1
n∏

i=1

εi .

Molland and Helleseth proved in [206] that the bias ε′ is expressed by

ε′ =
∑2n−1

ω=0 (Wf (ω))w

2n·w+1
. (3.5)

To distinguish the key stream from random, the number of samples needed is in the
order of c

ε′2 with c a small constant, which is also the time complexity of the attack.
The data complexity is the sum of the degree of the relation Q(X) and the number
of samples needed. It is possible to decrease the data complexity to some extent by
using multiple relations simultaneously.

We now study the impact of this attack on bent functions, as we expect that these
functions offer very good (or even maybe the best) resistance against the distinguish-
ing attack for larger weight (w ≥ 8) due to their flat Walsh spectra. We assume our
LFSR has an internal state of 256 bits and investigate the data complexity of the
attack as a function of the number of inputs. The bias for bent functions can be
written as:

ε′ = 2−(dw/2e−1)·n−1 . (3.6)

A cryptanalyst is interested in finding the weight w for which the attack complexity
is minimal. For very low weight w, the degree of Q(X) will be prohibitively high as
shown by (3.3). For very high weight w, the bias (3.6) will be too small. We hence
expect an optimal tradeoff. These optimal values for some even number of inputs
are shown in Table 3.1.

Under the assumption that bent functions are the functions which provide the
best resistance to this attack, we can make the following conclusion from this table.
If we take into account the NESSIE requirements [212], i.e. any attack should have
complexity larger than an exhaustive search attack, no 256-bit LFSR with a Boolean
function with less than 20 inputs can be made secure against this distinguishing
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Table 3.1: Optimal complexities of the distinguishing attacks for bent functions

Inputs Weight log2(ε′) log2(Dmin) log2(attack compl.)
8 8 -25.00 38.33 50.00
10 6 -21.00 52.58 52.58
12 6 -25.00 52.58 52.80
14 6 -29.00 52.58 58.03
16 6 -33.00 52.58 66.00
18 6 -37.00 52.58 74.00
20 6 -41.00 52.58 82.00

attack! However, we have to make two important observations. Firstly, the pre-
computation time to find the necessary multiples Q(X) is very high (in the order of
2150, governed by (3.3) and (3.4)). Secondly, whereas time complexity is only a mat-
ter of resources at the attacker’s side, the available data depends on what has been
encrypted by the sending party (see debate [233] on the relevance of distinguishing
attacks requiring long key streams during the NESSIE stream cipher competition).

Hence, we propose to limit the maximum amount of key stream generated from
a single key/iv pair to 240 bits (practical assumption), after which the scheme
should resynchronize. This measure prevents the appearance of low-weight mul-
tiples: from (3.3) it follows that, with a high probability, no multiples of weight
smaller than 8 exist with degree less than 240. Now, we can recalculate the best
attack complexities, by adding the extra constraint log2(Dmin) < 40. It follows from
Table 3.2 that, under this practical restriction, nonlinear filters can be built which
are secure against distinguishing attacks starting from 14 inputs (corresponding with
attack complexity 286). Note that the restriction of a single key stream to 240 bits
also provides some protection against algebraic attacks, as explained below.

Combination generator

For combination generators, the attack can be improved significantly by using a
divide-and-conquer approach. The attacker now mounts the same distinguishing
attack, restricting himself to r LFSRs, where r must be of course strictly larger than
the order of resiliency ρ. Again, we first search for a low-weight multiple of this
equivalent LFSR with length 256 · r/n, and then try to detect the bias that remains
of this relation after the Boolean function.

This divide-and-conquer approach gives the attacker some advantages compared
to the case of the nonlinear filter. If the resiliency of the Boolean function is low,
the length of the attacked equivalent LFSR can be low. First, this will allow the
attacker to perform the precomputation step, governed by (3.3) and (3.4) much
faster. Second, the degrees of the low-weight multiples will be much lower, making
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Table 3.2: Optimal complexities of the distinguishing attacks on the filter generator
(for bent functions), restricting the length of a single key stream to 240 bits

Inputs Weight log2(ε′) log2(Dmin) log2(attack compl.)
4 10 -17.00 30.50 34.12
6 8 -19.00 38.33 39.17
8 8 -25.00 38.33 50.00
10 8 -31.00 38.33 62.00
12 8 -37.00 38.33 74.00
14 8 -43.00 38.33 86.00
16 8 -49.00 38.33 98.00
18 8 -55.00 38.33 110.00
20 8 -61.00 38.33 122.00

the data complexities feasible for much lower weights. Even if the resiliency of the
LFSR is high, we will still have the advantages explained above, but to a smaller
extent. Moreover the tradeoff between resiliency and nonlinearity will come into play,
which may increase the vulnerability to other attacks. Consequently, it follows that
it is much harder to make the combination generator resistant to this distinguishing
attack. From multiple simulations reported in [29], we believe it is not possible to
design a practical nonlinear combination generator with 256-bit internal state, that
can resist this distinguishing attack. A more detailed analysis of this attack is part
of future work and outside the scope of this thesis. This in comparison to the case of
the filter generator, where we can succeed to get close to the bounds with functions
that can be implemented efficiently, as explained in Chapter 4.

3.2.4 (Fast) Correlation Attacks

Correlation [246] and fast correlation attacks [199] exploit the correlation between
the LFSR stream (kt)t≥0 and the key stream (zt)t≥0. These attacks can be seen as a
decoding problem, since the key stream (zt)t≥0 can be considered as the transmitted
LFSR stream (kt)t≥0 through a binary symmetric channel with error probability
p = Pt≥0(zt 6= kt). For the nonlinear filter generator, the probability p is determined
by 0.5 + ε, with ε the bias of the nonlinearity (see p. 13). For the combination
generator, a divide-and-conquer attack as in the case of distinguishing attacks is
possible. Consequently, it is sufficient to restrict the attack to a subset of LFSRs
{i0, . . . , iρ}, where ρ is the order of resiliency of the combination generator, such that
the following holds:

P (f(x) 6= 0|xi0 = a0, . . . , xiρ = aρ, ∀(a0, . . . , aρ) ∈ Fρ+1
2 ) 6= 1/2 . (3.7)
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Figure 3.2: Fast correlation attack as a decoding problem

This probability represents the correlation between the output of the Boolean func-
tion f and the input where ρ + 1 input variables are fixed. Then, the attack consists
of a fast decoding method for any LFSR code C of length N (the amount of available
key stream) and dimension L (the length of the LFSR), where the length N of the
code is lower bounded by Shannon’s channel coding theorem:

N ≥ L

C(p)
=

L

1 + p log2 p + (1− p) log2(1− p)
≈ ln(2)L

2ε2
.

For an LFSR with length L = 256, the bias ε should be greater than or equal
to 2−17, in order to require more than 240 key stream bits and thus to beat this
theoretical bound. However, this parameter setting corresponds to highly nonlinear
Boolean functions for dimensions greater than or equal to 34, which can never be
implemented efficiently in hardware.

However, the above criterion is far too stringent as actual decoding algorithms
are not able to decode efficiently. We now look at the current complexities of these
decoding algorithms. Besides the maximum-likelihood decoding, which has very
high complexity of L · 2L, mainly two different approaches have been proposed in
the literature. In the first approach (e.g. [59]), the existence of sparse parity check
equations for the LFSR code are exploited. These parity check equations correspond
to the low weight multiples of the feedback polynomial. In this way, the LFSR code
can be seen as a low-density parity-check code and has several efficient iterative
decoding algorithms. In the second approach (e.g. [78]), a smaller linear [n, l] code
with l < L and n > N is associated to the LFSR on which maximum-likelihood
decoding is performed. The complexity of the first approach strongly depends on
the existence of low degree multiples. As shown above, the precomputation time for
finding these low degree multiples is very high. Moreover, the approach requires long
key streams and suffers from a high decoding complexity.

To give an idea of the complexity of these attacks, we concentrate on the attack
of Canteaut and Trabbia [59], since the complexity of the second approach is based
on the Shannon’s channel coding theorem. When parity-check equations with weight
w are used, the required key stream N is approximated by:

(
1
2ε

) 2(w−2)
w−1

2
L

w−1 , (3.8)



3.2. ATTACKS ON THE FILTER AND THE COMBINATION GENERATOR 37

and the complexity for the attack can be roughly estimated by
(

1
2ε

) 2w(w−2)
w−1

2
L

w−1 . (3.9)

Note that if one only investigates the filter and combination generator, the com-
plexities (3.8) and (3.8) differ in both cases (because ε has a different definition in
both cases). However, there is a strong resemblance between this classical frame-
work for the correlation attacks and the framework we developed in the previous
subsection for distinguishing attacks. The main difference between the two is that
in the correlation attacks we need a decoding method, whereas in the distinguishing
attacks we just need to apply a simple distinguisher. Analysis of the above formulae
learns that the complexity of the decoding procedure is much higher than for the
distinguishing procedure. Even with huge improvements of the existing decoding
procedures, we do not expect this situation to change. Hence we can conclude that
a choice of parameters that makes the design resistant against distinguishing attacks
(explained above), will also make it resistant against correlation attacks. Opposed
to this, the requirements for resistance against algebraic attacks will not be related
to these two attacks. We will now briefly describe these attacks for our purpose.

3.2.5 (Fast) Algebraic Attacks

Algebraic Attacks

In algebraic attacks, the system of nonlinear equations between the initial state of
the LFSR k and the output (zi)i≥0 is constructed and subsequently solved:





f(k) = z0

f(U(k)) = z1

f(U2(k)) = z2

...

(3.10)

where U represents the linear update function of the LFSR(s) and f the filter or
combination function. Since U t for t ≥ 1 is a linear function, it follows that all
equations have degree equal to the degree of f .

However, as noticed by Meier et al. [197] in 2003, the degree of these equa-
tions (3.10) can be decreased in some cases corresponding to the following two sce-
narios:

S3a There exists a non-zero function h of low degree such that (f ⊕ 1) · h = 0.

h(U i(k)) = 0, ∀ i where zi = 0 or, (zi ⊕ 1)h(U i(k)) = 0 .

S3b There exists a non-zero function g of low degree such that f · g = 0.

g(U i(k)) = 0, ∀ i where zi = 1 or, zig(U i(k)) = 0 .
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Table 3.3: Complexity of the algebraic attack (in log2)

AI Data complexity Time complexity
4 27.40 76.92
5 33.07 92.84
6 38.46 107.97
7 43.62 112.46
8 48.59 136.41

Consequently, the degree of the resulting system of equations corresponds to the
lowest possible degree of the annihilators of f and f⊕1, as expressed by the property
of algebraic immunity (AI).

There exist several methods to solve systems of nonlinear equations such as lin-
earization and Gröbner bases algorithms such as F4 and F5 [120, 118, 121]. To
facilitate the complexity analysis, we use linearization, i.e., we replace each term by
a new variable and solve the resulting homogeneous system by Gaussian elimination.
The total complexity C(L, d) of such algebraic attack on a stream cipher with a linear
state of L bits and equations of degree d is then determined by

C(L, d) =

(
d∑

i=0

(
L

i

))ω

= Dω , with D =
∑d

i=0

(
L
i

)
,

where ω = log2(7) ≈ 2.807 corresponds to the Strassen’s exponent [253], which is the
most efficient known method for Gaussian elimination. We note that linearization is
not the best method for solving nonlinear systems of equations [11], but this method
gives a good approximation.

Table 3.3 shows an upper bound on the numerical values for the algebraic attack
on an LFSR of length 256 and AI between 4 and 8. All data in the table are base
2 logarithms. From the table, we believe that an AI of 5 is currently sufficient to
withstand algebraic attacks in our framework. We conclude that both the required
number of known key stream bits and the complexity of the attack are polynomial in
the key size (size of internal state), but exponential in the degree of the equations.

The implications for Boolean functions are the following. Since the AI of a
Boolean function with n inputs can be at most dn

2 e, a function which offers se-
curity against the algebraic attacks needs to have at least 9 inputs together with an
optimal AI. The complexity of the algorithm to compute the AI of a function can
be approximated by 1

8

(
n
d

)ω as shown in [197], which is feasible for most practical
functions of interest here.



3.2. ATTACKS ON THE FILTER AND THE COMBINATION GENERATOR 39

Fast Algebraic Attacks

Fast algebraic attacks can be much more efficient than the usual algebraic attacks.
In the fast algebraic attacks introduced by Courtois [87], the attacker tries to de-
crease the degree d of the system of equations (3.10) even further by searching for
relations between the initial state of the LFSR and several bits of the output function
simultaneously, i.e., equations of the form

ϕ(k, zt, zt+1, . . . , zt+T ) = 0, ∀t, (3.11)

with ϕ(k, z) = g(k, z)⊕h(k) and deg(h) > deg(g). See [141] for a general description.
Let us now restrict to the case T = 1 in (3.11) and thus obtain the equations

zig(U i(k))⊕ h(U i(k)) = 0, i ≥ 0 , (3.12)

where (g, h) represents the tuple of functions with low degrees (e, d) and e < d for
which f · g = h (cf Equation (3.10)).

Denote by D =
∑d

i=0

(
L
i

)
and E =

∑e
i=0

(
L
i

)
. It has been proven in [6] by

Armknecht and Krause that there always exist linear combinations (αi)0≤i≤D−1 such
that

D−1⊕

i=0

αih(U i(k)) = 0 . (3.13)

Consequently, the system of equations (3.12) of degree d can be transformed into the
following system of equations with degree e:





⊕D−1
i=0 αizig(U i(k)) = 0

⊕D
i=1 αizig(U i(k)) = 0

...

The linear combinations of (3.13) are found in an additional precomputation step with
complexity D · (log2 D)2 as shown by Hawkes and Rose in [141]. The complexity for
solving the resulting equations of (3.13) is now C(L, e). Hawkes and Rose in [141]
explain that also the complexity for substituting the key stream into the system of
equations should be taken into account. This complexity can be approximated by
2 ·E ·D · log2 D. Consequently, the total attack complexity can be approximated by

D · (log2 D)2 + C(L, e) + 2 · E ·D · log2 D .

The required key stream length is equal to D + E − 1 ≈ D because D À E. If we
have found C such linearly independent relations of degree e, we can further reduce
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the data complexity by a factor C, but at the cost of increasing the substitution
complexity by the same factor C because we have to repeat the substitution step C
times.

The efficiency of the fast algebraic attack is completely dependent on the existence
of such a pair of functions (g, h) of degree (e, d) for which f · g = h. Therefore
we introduce the following property which can measure the resistance against fast
algebraic attacks.

Definition 3.2.2 A function f on Fn
2 satisfies an (e, d)-relation if a tuple (g, h) of

Boolean functions on Fn
2 with degree (e, d) exists such that f · g = h.

The parameter e determines the solving complexity, while d is responsible for the
precomputation and substitution complexity. Moreover, d also determines the size
of the required key stream. The length of the LFSR will have a minor influence on
the total attack complexity in comparison with the parameters (e, d).

It is proven by Courtois in [87] that for any pair (e, d) with e+d ≥ n, there exists
an (e, d)-relation. Consequently, this bound implies that any Boolean function on
Fn

2 with n odd satisfies an (dn/2e − 1, dn/2e)-relation. Therefore, if the internal size
of the generator is equal to 256, an AI strictly larger than 5 is required in order to
withstand fast algebraic attacks.

The parameter (e, d)-relation is related to the degree and the AI of the function
in the following sense.

Relation with Degree The following straightforward relation exists between
(e, d)-relations and the degree of a Boolean function (also mentioned in [87, Theorem
7.1.1]).

Theorem 3.2.3 If f has degree d, then f satisfies an (i, d + i)-relation for every
i < d.

Relation with AI We now show that if f satisfies an (e, d)-relation, then
d ≥ AI(f).

Lemma 3.2.4 Let f, g, h be three Boolean functions on Fn
2 . The equation f · g = h

is satisfied if and only if both equations simultaneously hold f · (g ⊕ h) = 0 and
(f ⊕ 1) · h = 0. In other words, if and only if g ⊕ h is annihilator of f and h
annihilator of f ⊕ 1.

Proof. Let f · g = h. Multiplying both sides of the equation with f leads to
f2 · g = f · h. Consequently, f · g = f · h and f · h = h. The other side of the
implication is trivial. ¤

As a consequence, for every d greater than or equal to AI(f), the lowest possible e
such that f possesses an (e, d)-relation can be found by searching the lowest degree
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function which is a linear combination of functions belonging to the set of annihila-
tors with degree d of f and f ⊕ 1.

The following tables 3.4 and 3.5 represent the fast algebraic attack complexity
(in log2) on a filter or combination generator with internal state size 256 in the
consideration that there exists an (e, d)-relation for the Boolean function without and
with limitation on the key stream length respectively. Note that for the complexity
in the case that the length of the key stream is restricted to 240 bits, we have assumed
that there are enough linearly independent (e, d)-relations.

Table 3.4: Complexity of fast algebraic attack (in log2)

e/d 5 6 7 8 9 10 11 12

1 47.1 52.7 58.1 63.2 68.1 72.9 77.5 81.9
2 54.1 59.7 65.1 70.2 75.1 79.9 84.5 88.9
3 60.5 66.1 71.5 76.6 81.5 86.3 90.9 95.3
4 76.9 76.9 77.4 82.6 87.5 92.3 96.9 101.3
5 92.8 92.8 92.83 92.8 93.2 97.94 102.5 107.0

Table 3.5: Complexity of fast algebraic attack with restriction (in log2)

e/d 5 6 7 8 9 10 11 12

1 47.1 52.7 61.7 71.79 81.5 90.9 100.0 108.8
2 54.1 59.7 68.7 78.8 88.5 97.9 107.0 115.8
3 60.5 66.1 75.1 85.2 94.9 104.3 113.4 122.2
4 76.9 76.9 81.0 91.2 100.9 110.3 119.4 128.2
5 92.8 92.8 92.83 96.8 106.58 115.9 125.0 133.9

Consequently, if the key stream is limited to 240 bits, a Boolean function with AI
greater than or equal to 9 will resist any fast algebraic attack. However, a Boolean
function with AI between 6 and 8 might also be secure if the Boolean function does
not possess the (e, d)-relations determined in Table 3.5. Moreover, by Theorem 3.2.3,
the degree of the filter function should be greater than or equal to 8, leading to a
stronger restriction compared to the Berlekamp Massey attack.

In order to construct a filter or combination generator resistant against fast cor-
relation attacks, we need to take into account a sufficient security margin, e.g. aiming
at a security of the order 290 instead of 280. This is due to the fact that the attack
is relatively new and there might exist small improvements. For instance, in the
attack complexities we assume that the equations contain all possible terms (cf [5]).
Also parallelization might improve the complexities [85]. Moreover, there exist other
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algorithms which can solve nonlinear systems of equations much faster than by lin-
earization as shown by Bardet et al. [11]. Note also that we restricted ourselves to the
most practical case (T = 1) of fast algebraic attacks since no algorithm or efficient
approach is known for deriving ad hoc equations.

3.2.6 Other Cryptographic Attacks

We have restricted ourselves in the previous section to the most important classes of
attacks, i.e. attacks which have a direct influence on the parameters of the building
blocks.

For a nonlinear filter, some other attacks have been described in the litera-
ture, such as inversion attacks [130, 133] and attacks using decimation of the key
stream [130, 124]. Analysis indicates that these attacks can be prevented by a good
choice of the taps of the inputs to the Boolean function. Golic [130] suggests the use
of a full positive difference set for the taps of the Boolean function (the difference
between any two taps should be different), which ensures that if two bits enter the
output function at time t, they will never enter the output function simultaneously
at any other time. He also proposes to have an as long as possible difference between
the last tap and the first tap position.

Other attacks like backtracking attacks [131, 267, 126, 266] and BDD-based at-
tacks [163] have also been considered in the literature. However, they do not lead
immediately to new design criteria.

Finally, the side channel attacks and fault attacks are also worth mentioning.
Side channel attacks were firstly proposed by Kocher in 1996 in [161]. They are
based on the observation that encryption mechanisms leak side information in the
form of varying time delays, power consumption, electromagnetic radiation, and even
sound. Fault attacks, introduced by Boneh et al. in [17], try to provoke an abnormal
flow of operation by inducing faults using physical manipulations like clock glitches,
abnormal operating temperatures, or UV-light. Several countermeasures on the im-
plementation level are proposed in literature in order to overcome these attacks. In
particular, the implementation of an LFSR resistant against side-channel attacks is
not completely solved [165].

3.3 Summary of the Cryptographic Properties

The attacks described in the previous sections result in a list of requirements for the
filter and combiner models.

• The feedback polynomials defining the LFSR(s) should be primitive and have
high weight. The taps of the filter Boolean function should be chosen in such
a way that they form a full positive difference set and that they maximize the
difference between the first and last tap position.
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• The filter and combination function should have degree greater than or equal
to 9, while the AI of the function should be greater than or equal to 10. For
functions with AI between 6 and 9, one should check the existence of (e, d)-
relations with d ≥ AI(f) that lead to a fast algebraic attack. The filter function
should have bias ε (corresponding with the nonlinearity) less than or equal to
2−8. In order to satisfy this bias, a balanced filter function should depend on
at least 14 variables. The combination function should satisfy besides a high
nonlinearity also a high order of resiliency. The number of input variables is
greater than or equal to 18.

Since combination generators suffer from the tradeoff between resiliency and nonlin-
earity due to the divide-and-conquer attacks, we are inclined to choose in favor of
filter generators for a classical LFSR-based stream cipher. We will concentrate in
Chapter 4 on the design of such functions which encounter these requirements.

3.4 Conclusions

In this chapter, we have established the minimum security requirements for the
LFSR(s) and the Boolean function in a nonlinear filter and combination genera-
tor. For this purpose, we have studied the combined impact of the most important
attacks on these generators. We have introduced a new property, the (e, d)-relations,
for Boolean functions which measures resistance against fast algebraic attacks.
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Chapter 4

Construction of Secure and
Efficient Filter Functions

The goal of this chapter is to investigate the existence of a filter function that satisfies
the requirements as derived in Section 3.3. This means that we need to determine
balanced and highly nonlinear Boolean functions which possess high AI and good im-
plementation properties. Nonlinearity can be easily computed by means of the Walsh
spectrum, but determining AI requires much higher complexity. We will restrict us in
this chapter to a theoretical study of the AI for certain classes of functions. Note that
we do not focuss on the parameter relevant for the resistance against fast algebraic
attacks since high AI also prevents fast algebraic attacks.

We start by studying the AI of symmetric functions, which is the only known
class of Boolean functions with the property that the number of gates in a hardware
implementation increases linearly with the dimension [261]. We identify a set of
lowest degree annihilators for a symmetric function and propose an efficient algorithm
for computing an upper bound on the AI of a symmetric function. The existence
of several symmetric functions with maximum AI is proven. We also investigate the
existence of symmetric functions with high nonlinearity and reasonable order of AI.

The second class of functions we study are functions affine equivalent to the trace
of a highly nonlinear bijective power function. We determine the implementation
complexity and compute the AI of these functions.

We also present a short overview of the proposed constructions in literature that
have a provable lower bound on the AI. However, the main problem of these con-
structions is the low nonlinearity. Some of the results in this chapter have been
published in [30, 37].

45
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4.1 AI of Symmetric Functions

Symmetric Boolean functions have the property that the function value of all vec-
tors with the same weight is equal. Equivalently, a symmetric function f satisfies
that f(x0, . . . , xn−1) = f(xπ(0), . . . , xπ(n−1)) for any permutation π on {0, . . . , n−1}.
Consequently, the TT of the symmetric function on Fn

2 can be replaced by a vector
vf of length n + 1 where the components vf (i) for 0 ≤ i ≤ n represent the function
value for vectors of weight i. The vector vf is called the value vector (VV) of the
symmetric function f . Consequently, this property explains the low memory require-
ment for software implementations of symmetric functions. We define the support of
a symmetric function as the support of its VV.

The ANF representation for a symmetric function can also be replaced by a
shorter form [61, Prop. 2], called the simplified ANF (SANF). Let us first define the
basis elements used to express the SANF.

Definition 4.1.1 The function that contains all terms of degree k for 0 ≤ k ≤ n,
denoted by σk, is called the homogeneous symmetric function on Fn

2 . Consequently,
σ0(x) = 1 and σk(x) for 1 ≤ k ≤ n has ANF

σk(x) =
⊕

0≤i1<···<ik≤n−1

xi1 · · ·xik
.

Then, the SANF of a symmetric function is a polynomial in F2[x0, . . . , xn−1]/(x2
0 −

x0, . . . , x
2
n−1 − xn−1) with basis elements the homogeneous symmetric functions σi

for 0 ≤ i ≤ n:

f(x) =
n⊕

i=0

λf (i)σi(x), λf (i) =
∑

k¹i

vf (k), for 0 ≤ i ≤ n .

The vector λf = (λf (0), . . . , λf (n)) is called the simplified ANF vector (or shortly
SANF vector).

In order to study the AI of a symmetric function, we will first concentrate on the
AI of the homogeneous symmetric functions. This leads to insights on the annihilators
of a general symmetric function. Once we have defined a class of annihilators of a
symmetric function, we are able to present a fast algorithm to determine an upper
bound on the AI of any symmetric function. Moreover, we also determine several
symmetric functions with maximum AI.

4.1.1 AI of Homogeneous Symmetric Boolean Functions

Although the affine equivalence classes with representatives the homogeneous sym-
metric functions of degree n − 2 and n − 3 have rather high distance to low order
degree functions as proven in [150] by Iwata and Kurosawa, it does not mean that
they possess high security against algebraic attacks. Therefore, we will show in this
section upper bounds on the AI of σn−2 and σn−3.
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Lemma 4.1.2 The product of two homogeneous symmetric functions with degree a
and b is again a homogeneous symmetric function with degree equal to a ∨ b.

Proof. Let f = σaσb. For any 0 ≤ i ≤ n, vf (i) = 1 iff a ¹ i and b ¹ i by
Lucas’ theorem [183, p. 404]. In other words vf (i) = 1 iff (a ∨ b) ¹ i. Consequently,
vσaσb

= vσa∨b
. ¤

By applying the previous lemma, we obtain the following factorization of a ho-
mogeneous symmetric Boolean function.

Theorem 4.1.3 Let a = (a0, . . . , an−1) ∈ Fn
2 , then the homogeneous symmetric

function σa on Fn
2 can be factorized in σa = σ2a0 σ2a1 · · ·σ2an−1 .

This theorem enables us to immediately derive the following general result on the
AI of homogeneous symmetric functions.

Corollary 4.1.4 Let σa be the homogeneous symmetric function with 0 ≤ a ≤ n on
Fn

2 where 2j−1 ≤ n < 2j. Define i ∈ {0, . . . , j − 1} as the smallest integer for which
ai 6= 0. Then the AI of σa is less than or equal to 2i. An annihilator of degree 2i is
given by σ2i ⊕ 1.

Example 4.1.5 Consider σ3 on Fn
2 with n ≥ 3. The AI(σ3) = AI(σ1σ2) = 1.

Consequently σ1 ⊕ 1 is a corresponding lowest degree annihilator of degree 1 since
σ3(σ1 ⊕ 1) = σ3 ⊕ σ3 = 0.

Theorem 4.1.6 The homogeneous symmetric function σ2j−1 on Fn
2 where 2j−1 ≤

n < 2j − 1, can be written as

σ2j−1 = σ2j−1(σn−(2j−1−1) ⊕ 1)(σn−(2j−1−2) ⊕ 1) · · · (σ2j−1−1 ⊕ 1) .

Proof. The proof follows from the fact that the function values vσn−c(k) = 0 for all
n− 2j−1 + 1 ≤ c ≤ 2j−1 − 1 and 2j−1 ≤ k ≤ n. ¤

Corollary 4.1.7 Let 2j−1 ≤ n < 2j − 1. The AI of σa with aj−1 = 1 in Fn
2 is less

than or equal to n − (2j−1 − 1). An annihilator of degree equal to n − (2j−1 − 1) is
given by σn−(2j−1−1).

Example 4.1.8 For 8 ≤ n < 15, we have that j = 4 and thus

n = 8 : σ8 = σ8(σ1 ⊕ 1) · · · (σ7 ⊕ 1),
n = 9 : σ8 = σ8(σ2 ⊕ 1) · · · (σ7 ⊕ 1),

...
n = 14 : σ8 = σ8(σ7 ⊕ 1).
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Combining Corollary 4.1.7 and 4.1.4 leads to the following upper bound on the AI.

Corollary 4.1.9 Let 2j−1 ≤ n < 2j − 1. Define i ∈ {0, . . . , j − 1} as the smallest
integer for which ai 6= 0. Then

AI(σa) ≤ min{2i, n− (2j−1 − 1) + (aj−1 ⊕ 1)(2j−1 − 1)} .

Finally, as a direct application of Corollary 4.1.9, we derive an upper bound on the
AI of the symmetric function σd for d = n− 2 and n− 3. See Table 4.1 for numerical
values of the AI for σn−2 and σn−3 with n ∈ {8, . . . , 16}. Note that the upper bounds
are the actual values for the AI.

Corollary 4.1.10 If n is odd, then the AI(σn−2) = 1. If n = 4k with k ≥ 1,
then the AI(σn−2) ≤ 2. If n = 2i + 2 for i ≥ 2, then AI(σn−2) ≤ 3. Finally, if
n = 2i+1k + 2i + 2 for k ≥ 1 and i ≥ 2, then AI(σn−2) ≤ 2i.

Corollary 4.1.11 If n is even, then the AI(σn−3) = 1. If n = 4k + 1 with k ≥ 1,
then the AI(σn−3) ≤ 2. If n = 2i + 3 for i ≥ 2, then AI(σn−3) ≤ 4. Finally, if
n = 2i+1k + 2i + 3 for k ≥ 1 and i ≥ 2, then AI(σn−3) ≤ 2i.

Table 4.1: AI of σn−2 and σn−3 for 8 ≤ n ≤ 16

n σn−2 AI(σn−2) σn−3 AI(σn−3)
8 σ2σ4 2 σ1σ4 1
9 σ1σ2σ4 1 σ2σ4 2
10 σ8 3 σ1σ2σ4 1
11 σ1σ8 1 σ8 4
12 σ2σ8 2 σ1σ8 1
13 σ1σ2σ8 1 σ2σ8 2
14 σ4σ8 4 σ1σ2σ8 1
15 σ1σ4σ8 1 σ4σ8 4
16 σ2σ4σ8 2 σ1σ4σ8 1

Moreover, the set of dimensions in which a homogeneous symmetric function that
can reach the maximum AI exists, is very small.

Corollary 4.1.12 The only homogeneous symmetric function which may have maxi-
mum AI is equal to σ2j−1 in dimensions n = 2j , 2j−1, 2j−2. For all other dimensions
no homogeneous symmetric functions with maximum AI exist.

Proof. From corollaries 4.1.4 and 4.1.7, we derive that the homogeneous symmetric
function σ2j−1 in dimension n with 2j−1 < n ≤ 2j is the only function for which the
maximum AI can be reached, since all other homogeneous symmetric functions can be
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decomposed into the product of homogeneous symmetric functions of smaller degree.
Let n = 2j − k with k ≥ 3. From Theorem 4.1.6, we have that σn−2j−1+1 is an
annihilator for σ2j−1 . Then AI(σ2j−1) ≤ n − 2j−1 + 1 = 2j−1 − k + 1 < 2j−k

2 when
k ≥ 3. ¤

We will show in Section 4.1.4 that these functions have indeed maximum AI.

4.1.2 Annihilators of Symmetric Functions

We first identify a set of polynomials whose linear combinations lead to an annihilator
with low degree of a symmetric function. Based on this set, we propose an efficient
algorithm for computing an upper bound on the AI of a symmetric Boolean function.

Definition 4.1.13 Denote the homogeneous symmetric function of degree i which
depends on the j variables {xn−j , xn−j+1, . . . , xn−1} with j ≥ i by σj

i .

Definition 4.1.14 Denote by P k
l with 0 ≤ k ≤ n and

⌈
k
2

⌉ ≤ l, and 0 ≤ l <
⌈

n
2

⌉
the set of polynomials depending on all k variables {x0, . . . , xk−1} which have the
following property: each polynomial consists of the product of at most l factors where
every factor is either the sum of two variables, one variable, or the complement of
one variable. The role of the variables {x0, . . . , xk−1} in the polynomials is defined as
follows. Only the factors involving the first variables (starting from x0, x1, . . .) may
consist of one variable, the complement of one variable, or the sum of two variables.
The following factors may consist of one variable or the sum of two variables and the
last factors are the sum of two variables. Define P 0

l = 1 for all l ∈ {0 . . . ,
⌈

n
2

⌉− 1}.
The main property of the polynomials in the set P k

l is that they are equal to one
only for a subset of vectors which have exactly one fixed and equal weight (which is
the sum of the number of factors with 2 variables and the number of factors with
only one variable). These polynomials are equal to zero elsewhere.

Example 4.1.15 If
⌈

k
2

⌉
= l, only the polynomial (x0 ⊕ x1) · · · (xk−2 ⊕ xk−1) for k

even and the polynomials x0(x1⊕x2) · · · (xk−2⊕xk−1) and (x0⊕1)(x1⊕x2) · · · (xk−2⊕
xk−1) for k odd belong to P k

d k
2 e. The first polynomial is equal to 1 only in a subset

of vectors with weight k/2, the second polynomial in a subset of vectors with weight
dk/2e, and the third polynomial in a subset of vectors with weight bk/2c.

If l =
⌈

k
2

⌉
+ 1, the polynomials (x0⊕ x1) · · · (xk−2⊕ xk−1), (x0⊕ 1)x1 · · · (xk−2⊕

xk−1), (x0⊕1)(x1⊕1) · · · (xk−2⊕xk−1), and x0x1 · · · (xk−2⊕xk−1) belong to P k

d k
2 e+1

for k even.

We denote by σi
kPn−i

dn
2 e−1−k

the set of functions {σi
k · g : g ∈ Pn−i

dn
2 e−1−k

}. The

goal of this section is to show that at least one of the low degree annihilators with
degree strictly less than

⌈
n
2

⌉
of a symmetric function on Fn

2 is a linear combination
of elements in the set ANS , which is defined as follows.
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Definition 4.1.16 The set ANS contains the polynomials σxk

k P xl

l such that xk +
xl = n, 0 ≤ xl ≤ 2l, and k + l =

⌈
n
2

⌉− 1.

Consequently, the parameter xk for fixed k and l belongs to the interval {2k+2, 2k+
3, . . . , n} if n is even and {2k + 1, 2k + 2, . . . , n} if n is odd. Note that due to the
fact that P 0

l = 1, the symmetric functions σdn
2 e−l also belong to ANS .

Example 4.1.17 The set ANS contains the polynomials

n = 6 σ2
0P 4

2 , σ3
0P 3

2 , σ4
0P 2

2 , σ5
0P 1

2 , σ0, σ
4
1P 2

1 , σ5
1P 1

1 , σ1, σ2.

n = 5 σ1
0P 4

2 , σ2
0P 3

2 , σ3
0P 2

2 , σ4
0P 1

2 , σ0, σ
3
1P 2

1 , σ4
1P 1

1 , σ1, σ2.

We now give some examples of annihilators which consist of the linear combination
of polynomials in ANS .

Example 4.1.18 Let n = 16, and suppose f is a symmetric Boolean function on
Fn

2 with VV vf which satisfies vf (i) = 0 for i ∈ {6, 7, 10, 11}. Then the function
g(x) = σ9

2x0(x1 ⊕ x2)(x3 ⊕ x4)(x5 ⊕ x6) represents an annihilator of the function f .
This follows from the fact that σ9

2 is equal to 1 only for vectors (x7, x8, . . . , x15) in
F9

2 with weight equal to 2,3,6,7. The function x0(x1 ⊕ x2)(x3 ⊕ x4)(x5 ⊕ x6) is equal
to 1 only for a subset of vectors (x0, x1, . . . , x6) in F7

2 with weight 4. Consequently
the function g is equal to 1 only for a subset of vectors (x0, x1, . . . , x15) of weight
6,7,10,11.

If the VV in the coordinates 2 and 6 is equal to c where c ∈ {0, 1} for a symmetric
function f in 10 variables, then (x0⊕1)(σ9

2⊕σ9
3) represents an annihilator with degree

4 of f if c = 0, or f ⊕ 1 if c = 1.

Recall that we want to show that annihilators of a symmetric function with low
degree can be constructed by means of a linear combination of the polynomials in
ANS . By definition, the factors of the polynomials P k

l consist of the sum of two
variables, one variable, or the complement of one variable. We will first prove by
Corollary 4.1.21 that it is sufficient to consider polynomials with only this type of
factors. Note that if the factors of such polynomial would consist of more than
three variables or the complement of the sum of two variables, then compared to the
polynomials P k

l , the degree of this polynomial might be smaller (less factors), but
the polynomial is equal to 1 in a subset of vectors with several fixed weights instead
of only 1. We first prove the following lemma.

Lemma 4.1.19 Let k ≥ 1 and n ≥ 2k. Define Sn
i as the symmetric function on n

variables of degree i,

Sn
i =

⊕

0≤t≤i

cS
t σn

t where cS
t ∈ {0, 1} for all 0 ≤ t ≤ i.
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Denote the set of weights in the support of Sn
i by VS.

Define also Sn−2k
i−2k =

⊕
0≤t≤i cS

t σn−2k
t−2k where σi = 0 for i < 0 and denote the support

of its VV by VS′ . Then

{a + 2k : a ∈ VS′} ⊆ {a, a + 2, . . . , a + 2k : a ∈ VS} . (4.1)

Proof. Equation (4.1) is equivalent to the fact that the following situation cannot
appear.

vS′ : 1 * * * * * * · · ·
vS : 00 * 01 * · · · * 0k · · ·

Here ”∗” represents an element from {0, 1} and 0i for 0 ≤ i ≤ k represents the i-th
zero. We prove the theorem by induction on k. Let us start with k = 1.

We first show for homogeneous symmetric functions that if σi(j) = 1 then either
σi+2(j) = 1 or σi+2(j + 2) = 1. Note that (following the lemma) we here assume
that if σi depends on n − 2 variables, then σi+2 depends on n variables. Indeed,
σi(j) = 1 means that i ¹ j. Depending on the values of the k-th bits ik, jk of the
binary expansions of i and j, with k ≥ 1, we have the following possibilities:

• i1 6= j1. Then σi+2(j) = 1 since i+2 ¹ j and σi+2(j+2) = 0 since i+2 � j+2.

• i1 = j1 = 0. Then σi+2(j + 2) = 1 since i + 2 ¹ j + 2 and σi+2(j) = 0 since
i + 2 � j.

• i1 = j1 = 1. There are two cases.

– Let r be the smallest integer larger than 2 for which i1 = j1 = 1, . . . , ir−1 =
jr−1 = 1, and ir < jr (ir = 0, jr = 1). Then σi+2(j) = 1 since i + 2 ¹ j
and σi+2(j + 2) = 0.

– Let r be the smallest integer larger than 2 for which i1 = j1 = 1, . . . , ir−1 =
jr−1 = 1, and ir = jr = 0. Then σi+2(j + 2) = 1 since i + 2 ¹ j + 2 and
σi+2(j) = 0.

We now show that for a general symmetric function G′ (depending on n−2 variables)
if G′(j) = 1, then either G(j) = 1 or G(j + 2) = 1, where G (depending on n
variables) is a symmetric function which is obtained from G′ by replacing each term
σr of G′ by σr+2. Suppose that G′(j) = 1, i.e., there exists an odd number l
of homogeneous symmetric functions σi1 , . . . , σil in G′ for which the vector value
in j is equal to 1. Then for

⊕l
j=1 σij+2, either σi1+2(j) ⊕ · · · ⊕ σil+2(j) = 1 or

σi1+2(j+2)⊕· · ·⊕σil+2(j+2) = 1. This follows from the fact that if i1 ¹ j, . . . , il ¹ j
then the number of conditions satisfied in either the set D1 = {i1 +2 ¹ j, . . . , il +2 ¹
j} or the set D2 = {i1+2 ¹ j+2, . . . , il+2 ¹ j+2} is odd since l is odd and as proven
above either ir + 2 ¹ j or ir + 2 ¹ j + 2 for all r ∈ {1, . . . , l} is possible. To conclude
that either G(j) = 1 or G(j + 2) = 1, we need to check the effect of the remaining
terms σs′ in G′ for which σs′(j) = 0. Indeed, if s′ � j then either the both conditions



52 CHAPTER 4. SECURE AND EFFICIENT FILTER FUNCTIONS

s′ + 2 ¹ j and s′ + 2 ¹ j + 2 (only in the situation s′1 = s′2 = · · · = s′r−1 = 1, s′r < jr

where r ≥ 2 and s′k ≤ jk for all k > r) hold simultaneously or none of them hold.
Finally, we consider the symmetric functions S (depending on n variables) and

S′ (depending on n− 2 variables) as described in this lemma. The relation between
both functions is the following. Every symmetric function σi in S corresponds with
the symmetric function σi−2 in S′ where σ−1 = σ−2 = 0. Or in other words, we may
assume that we have the following representations: the function S′ = G′, while the
function S = G⊕A, where A is a symmetric function of degree less than 2 and G,G′

defined above. Following the discussion above, the only situation for which the lemma
is not satisfied is when A(j) = G(j) and A(j + 2) = G(j + 2) hold simultaneously.
Since G(j) 6= G(j +2), this would mean that the period of A is greater than or equal
to 3, which is a contradiction with the fact that deg(A) ≤ 1 (See Theorem 1 in [61]).

We now suppose that the lemma holds until k− 1 and prove it for k. Denote the
values in the VV of Si by {al : l ∈ Z}, of Si−2(k−1) by {bl : l ∈ Z}, and of Si−2k by
{cl : l ∈ Z}. We apply the induction hypothesis for the VV of Si compared with the
ones of Si−2(k−1) and obtain:

{bl + 2(k − 1) : l ∈ Z} ⊆ {al, al + 2, . . . , al + 2(k − 1) : l ∈ Z} .

Also the induction hypothesis for the VV of Si−2(k−1) compared with the ones of
Si−2k is applied:

{cl + 2 : l ∈ Z} ⊆ {bl, bl + 2 : l ∈ Z} .

Consequently,

{cl + 2k : l ∈ Z} ⊆ {bl + 2(k − 1), bl + 2k : l ∈ Z} ⊆ {al, al + 2, . . . , al + 2k : l ∈ Z} .

¤

Example 4.1.20 Let n = 10, r = 3. The support of the VV of the function σ10
0 ⊕

σ10
1 ⊕ σ10

2 ⊕ σ10
5 belongs to VS = {0, 3, 4, 5, 8}. The support of the VV of σ8

0 ⊕ σ8
3

belongs to VS′ = {0, 1, 2, 4, 5, 6, 8}. The theorem implies that {2, 3, 4, 6, 7, 8, 10} ⊆
{0, 2, 3, 4, 5, 6, 7, 8, 10}.

From Lemma 4.1.19, we immediately derive that

Corollary 4.1.21 Let r be odd and r ≥ 3, then the support of Sn−r
i (x0⊕· · ·⊕xr−1)

contains the support of S
n−(2r−1)
i−(r−1) x0(x1 ⊕ x2) · · · (x2r−3 ⊕ x2r−2). The support of

Sn−r
i (x0⊕· · ·⊕xr−1⊕1) contains the support of S

n−(2r−1)
i−(r−1) (x0⊕1)(x1⊕x2) · · · (x2r−3⊕

x2r−2). Both pairs of functions have the same degree.
Let r be even and r ≥ 4, then the support of Sn−r

i (x0 ⊕ · · · ⊕ xr−1) contains
the support of S

n−(2r−2)
i−(r−2) (x0 ⊕ x1)(x2 ⊕ x3) · · · (x2r−3 ⊕ x2r−4). Both functions have
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the same degree. The support of Sn−r
i (x0 ⊕ · · · ⊕ xr−1 ⊕ 1) contains the support of

Sn−2r
i−r (x0 ⊕ x1)(x2 ⊕ x3) · · · (x2r−1 ⊕ x2r−2). The last function has degree one less

than the degree of the first function. This equation also holds for r = 2.

The result of Corollary 4.1.21 is now applied in our main result of this section.

Theorem 4.1.22 An upper bound on the AI of a symmetric function can be ob-
tained by annihilators which are constructed by means of a linear combination of the
polynomials in ANS.

Proof. Annihilators of symmetric functions σ are equal to 0 for all vectors of a
given weight which belong to the support of the corresponding symmetric function.
But the annihilators can be 0 or 1 for vectors which do not belong to the support of
the symmetric function.

Due to the construction of the set ANS , there exists a linear combination of poly-
nomials g in ANS which consists of the product of a symmetric function s depending
on the last n − k variables with a polynomial p that depends on the remaining k
variables and which is 1 for a subset of vectors with fixed weight. The symmetric
function s of g guarantees that the function value is 1 for vectors of the same weight.
The polynomial p is responsible for shifting the weights of the support of the symmet-
ric function s over a fixed position such that these weights belong to the complement
of the support of the VV of the symmetric function σ. Consequently, the function g
represents an annihilator of σ.

Each polynomial belonging to the set P k
l in the polynomials ANS is constructed

in such a way that it is equal to 1 only for a subset of vectors which have exactly one
fixed and equal weight. Corollary 4.1.21, which is based on Lemma 4.1.19, proves
that the annihilators constructed by means of a linear combination of polynomials in
ANS have lowest possible degree by showing that if an annihilator g is constructed
by means of a polynomial P k

l for which one of the factors would consist of more
than 3 variables (in order to decrease the degree), then there also exists an annihi-
lator obtained from the set ANS , which support is contained in the support of this
annihilator g and which has smaller or equal degree. ¤

Remark. We note that the annihilators constructed by linear combination of the
polynomials in ANS do not determine the complete basis of the ideal of annihilators
with degree strictly less than

⌈
n
2

⌉
of a symmetric function. For instance, the variables

of the polynomials in P k
l play the same role in the representation, and that these

polynomials only depend on the first k variables. This follows from the symmetry of
the symmetric function.

We checked this result for many symmetric functions in less than 17 variables
and found out that the upper bound also corresponds with the actual AI of the
symmetric Boolean function. Since we are only interested in the existence of at least
one annihilator in order to determine the AI of the function, we can restrict our
search of annihilators to the set of functions obtained by linear combinations of the
polynomials in ANS in order to have a good measurement on the AI.
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The following example shows how to find the number of polynomials in the set
ANS for n = 14.

Example 4.1.23 We compute |ANS | for n = 14. For any k with 0 ≤ k ≤ 6, we need
to compute the number of polynomials in P i

6−k where 0 ≤ i ≤ 12 − 2k. In fact for
any k with 0 ≤ k ≤ 6, the sum

∑12−2k
i=0 |P i

6−k| corresponds to the sum of all elements
in ANS which have σi

k for i = n− 12 + 2k until n as factor. Consequently, the total
number of polynomials in ANS is equal to

∑6
k=0

∑12−2k
i=0 |P i

6−k|. For n = 14, we
obtain the following numbers.

σ0 → (|P 12
6 |, . . . , |P 0

6 |) = (1, 2, 4, 6, 9, 12, 16, 12, 9, 6, 4, 2, 1)
σ1 → (|P 10

5 |, . . . , |P 0
5 |) = (1, 2, 4, 6, 9, 12, 9, 6, 4, 2, 1)

σ2 → (|P 8
4 |, . . . , |P 0

4 |) = (1, 2, 4, 6, 9, 6, 4, 2, 1)
σ3 → (|P 6

3 |, . . . , |P 0
3 |) = (1, 2, 4, 6, 4, 2, 1)

σ4 → (|P 4
2 |, . . . , |P 0

2 |) = (1, 2, 4, 2, 1)
σ5 → (|P 2

1 |, . . . , |P 0
1 |) = (1, 2, 1)

σ6 → |P 0
0 | = 1

Consequently there are in total 210 elements in ANS for n = 14.
Let us explain in more detail how we find these numbers. Suppose k = 0 and we

compute |P i
6| for 0 ≤ i ≤ 12. Define the number d = 12− i, also called the degree of

freedom.

• For i = 12, there is exactly one element in P 12
6 namely (x0⊕x1)(x2⊕x3) · · · (x10⊕

x11).

• For i = 11 (d = 1), there is 1 degree of freedom which leads to 2 different polyno-
mials in P 11

6 namely x0(x1⊕x2) · · · (x9⊕x10) and (x0⊕1)(x1⊕x2) · · · (x9⊕x10).

• For i = 10 (d = 2), there are 2 degrees of freedom which lead to 4 different
polynomials in P 10

6 namely (x0 ⊕ x1) · · · (x8 ⊕ x9), (x0 ⊕ 1)x1 · · · (x8 ⊕ x9),
x0x1 · · · (x8 ⊕ x9) and (x0 ⊕ 1)(x1 ⊕ 1) · · · (x8 ⊕ x9).

The situations d = 1 and d = 2 can be seen as the basis for iteratively determining
the other numbers |P i

6| where i < 10.
For instance, let i = 9 and thus d = 3. The number of polynomials in P 9

6 can be
determined by means of the sum of the polynomials which contain the factor (x1⊕x2)
and the polynomials which have degree 1 in each of the first 3 variables. The number
in the first set is equal to 2 since it corresponds to the case d = 1 and the number
of polynomials in the second set is equal to d + 1 = 4 (x0x1x2, (x0 ⊕ 1)x1x2, (x0 ⊕
1)(x1 ⊕ 1)x2, (x0 ⊕ 1)(x1 ⊕ 1)(x2 ⊕ 1)).

More general, for 2 ≤ d ≤ 6, the number |P 12−d
6 | = |P 14−d

6 |+ d + 1. Once i < 6
(corresponding to d > 6), due to the smaller number of variables, the total number of
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polynomials decreases again in the same pattern as it increased, i.e., |P 12−d
6 | = |P d

6 |
for 0 ≤ d ≤ 12. This follows from the fact that both sets have the same degree d of
freedom.

4.1.3 An Algorithm for Computing the AI

The basic algorithm for computing the AI of a general Boolean function on Fn
2

searches for linear combinations among terms of degree 0, 1, . . . ,
⌈

n
2

⌉ − 1. For sym-
metric Boolean functions as shown in the previous section, it suffices to search for a
linear combination among the polynomials of ANS (if the upper bound on the AI of
Theorem 4.1.22 corresponds with the actual AI, otherwise we obtain an upper bound
on the AI).

Table 4.2 shows the comparison between the sizes of both sets in which a linear
combination is searched for dimensions n = 2k with 5 ≤ k ≤ 10. We can conclude
that the difference increases with the dimension since the size of the first set increases
with a factor of approximately 2n−1 while the size of the second set ANS increases
polynomially.

Table 4.2: Comparison of the size of the annihilator-set

n 10 12 14 16 18 20
∑dn

2 e−1

i=0

(
n
i

)
386 1 586 6 476 26 333 106 762 431 910

|ANS | 70 126 210 330 495 715

Since the complexity of searching a linear combination in a set of size N is equal
to N2.807, it follows that one can compute the AI or an upper bound on the AI for
symmetric Boolean functions which are defined in much higher dimensions compared
to a general Boolean function.

Instead of checking the whole set of 2n+1 symmetric functions for functions with
maximum AI, we first present some properties on the VV of a symmetric function
with maximum AI. These properties can be immediately derived from the existence
of the annihilators constructed by linear combination of the polynomials in ANS .

Properties

Theorem 4.1.24 Let f be a symmetric Boolean function on Fn
2 with VV equal to vf .

If vf (
⌈

n
2

⌉−1) = vf (
⌈

n
2

⌉
+1) for all n, or in addition for n odd vf (

⌈
n
2

⌉−2) = vf (
⌈

n
2

⌉
),

then f cannot have maximum AI.

Proof. One can easily check that the function

(x0 ⊕ x1)(x2 ⊕ x3) · · · (xn−6 ⊕ xn−5)σ4
1 if n is even

(x0 ⊕ x1)(x2 ⊕ x3) · · · (xn−5 ⊕ xn−4)(σ3
1 ⊕ c), c ∈ F2, if n is odd
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is 1 only in a subset of vectors with weight
⌈

n
2

⌉−1 and
⌈

n
2

⌉
+1 for n even and n odd

with c = 0. Similar for n odd and c = 1, the function is 1 only in a subset of vectors
with weight

⌈
n
2

⌉− 2 and
⌈

n
2

⌉
. Consequently, this function represents an annihilator

of f or f ⊕ 1 with degree equal to
⌈

n
2

⌉− 1. ¤

Example 4.1.25 For n = 7, consider the functions (x0⊕x1)(x2⊕x3)(x4⊕x5⊕x6)
and (x0 ⊕ x1)(x2 ⊕ x3)(x4 ⊕ x5 ⊕ x6 ⊕ 1). The first one has value 1 only in a subset
of vectors with weight 3 and 5. The second function has value 1 only in a subset of
vectors with weight 2 and 4. Therefore, all symmetric functions with VV such that
vf (3) = vf (5) or vf (2) = vf (4) can be annihilated by these functions. For n = 8, the
function (x0 ⊕ x1)(x2 ⊕ x3)(x4 ⊕ x5 ⊕ x6 ⊕ x7) has value 1 only in vectors of weight
3 and 5.

Theorem 4.1.26 Let 2j ≤ n ≤ 2j+1− 1 where j ≥ 1 and f be a symmetric Boolean
function on Fn

2 with VV equal to vf . Define for all 0 ≤ i < 2j−1 the set Vi = {l : l ≡ i
mod 2j−1 for 0 ≤ l < n}. If there exists an i ∈ {0, . . . , 2j−1− 1} such that vf (k) = 0
(resp. 1) for all k ∈ Vi, then the AI of f is smaller than or equal to 2j−1 − 1.
Moreover, for n = 2j+1 − 1 with j ≥ 1, the VV of f should be of the form (a|ac)
where a ∈ Fj

2 in order to reach the maximum AI.

Proof. Let 2j ≤ n < 2j+1 − 1. Let g be the symmetric function which is equal to 1
on Vi and 0 otherwise. Since the VV of g is periodic with period 2j−1, the degree of
g is strictly less than 2j−1 ≤ n

2 . Moreover, g is an annihilator of f (if f = 0 on Vi)
or of f ⊕ 1 (if f = 1 on Vi).

Let n = 2j+1 − 1 and g be the symmetric function for which there exists an
element a with 0 ≤ a ≤ dn

2 e such that vg(a) = vg(a + dn
2 e) = 1 and 0 otherwise.

Then g is periodic with period 2j with degree strictly less than 2j and represents an
annihilator of f (if f = 0 in a, a + dn

2 e) or of f ⊕ 1 (if f = 1 in a, a + dn
2 e).

Note that the only functions with degree 2j has VV of the form (a|ac) following
Proposition 4 in [61]. ¤

Example 4.1.27 For n = 7, the symmetric function σ3 satisfies vσ3(3) = vσ3(7) = 1
and 0 elsewhere. Consequently, σ3 is an annihilator of the symmetric functions f
(or their complements) on F7

2 which satisfy vf (3) = vf (7). Also if for the symmetric
function on F7

2 one of the equalities vf (2) = vf (6), vf (1) = vf (5), vf (0) = vf (4),
is satisfied, then no maximum AI can be obtained because σ2 ⊕ σ3, σ1 ⊕ σ3, and
σ0 ⊕ σ1 ⊕ σ2 ⊕ σ3 respectively represent the corresponding annihilators. Therefore,
vf = (a0, a1, a2, a3, a0⊕1, a1⊕1, a2⊕1, a3⊕1) with a0, a1, a2, a3 ∈ {0, 1} for symmetric
functions with maximum AI in 7 variables.

Finally, we want to mention that also the condition on the weight of a Boolean
function is very strong for symmetric functions with an odd number of variables.
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Maximum AI can only be obtained for balanced functions if n is odd. A large set of
balanced symmetric functions with n odd are the trivially balanced functions, i.e.,
the functions with VV which satisfies vf (i) = vf (n − i) ⊕ 1 for all 0 ≤ i ≤ ⌊

n
2

⌋
. In

fact, the trivially balanced functions form the whole set of balanced functions for n
odd and n ≤ 128, except in dimensions n ∈ {13, 29, 31, 33, 35,41, 47, 61, 63, 73, 97,
103} as shown in [260].

Experiments

For the computation of the AI, we can use a more efficient algorithm than the algo-
rithm of [197] as explained above and thus reach higher dimensions.

If n is odd, the condition of trivially balanced is very powerful. We checked for
n ≤ 17 and can conclude that the only trivially balanced functions for n odd with
maximum AI have VV equal to vf such that

vf (i) =
{

0 for i < dn/2e
1 else. (4.2)

Later, in [180], Li and Qi confirmed this experimental result by a theoretical proof.
In [239], the complete set of non-trivially balanced functions for n = 13 is described.
From this description, we derive that the AI of the non-trivially balanced functions in
13 variables is less than or equal to 3 due to Theorem 4.1.26. Therefore, we conclude
that all symmetric functions with n odd and n ≤ 27 with maximum AI have VV
defined by (4.2). We will prove in the next section that a symmetric function with
such VV always has maximal AI for every n odd. Moreover, it can be easily proven
that for n = 2i − 1, 2i + 1, with i ≥ 2, only the trivially balanced functions with
VV determined by (4.2) have maximum AI. In these dimensions, the property of
Theorem 4.1.26 is very powerful.

For n even, we found more symmetric functions with maximum AI. In the next
section, we will theoretically prove the maximum AI for some of these functions.
We refer to Appendix A for the complete set of symmetric Boolean functions with
maximum AI in dimensions n = 6, 8, 10, 12, 14, 16.

4.1.4 Symmetric Functions with Maximum AI

In this section, we prove the existence of several symmetric functions with maximum
AI for all dimensions n. The property of AI is invariant under affine transformation
in the input variables. This follows from the fact that if g(x) is an annihilator of
f(x), then g(xA ⊕ b) is an annihilator of f(xA ⊕ b), where A is an n × n matrix
and b ∈ Fn

2 . Therefore, we first investigate the affine transformations on the input
variables which will transform a symmetric function into a new symmetric function.
Due to the following lemma proven by Dawson and Wu, we only need to consider
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the transformations x 7→ xA ⊕ ca, where A is a nonsingular n × n binary matrix,
a ∈ {0, 1}, and c ∈ {0, 1}.

Lemma 4.1.28 [96] Let a ∈ Fn
2 \ {0, 1}. If f is a symmetric Boolean function, then

f(x⊕ a) is symmetric if and only if f is affine.

Theorem 4.1.29 For n even, the only binary linear transformation of the input
variables of a symmetric function that will compute a new symmetric function on Fn

2

is the transformation x 7→ xA, where A is a nonsingular n× n matrix over F2 with
the property that the sum of the elements in each row and column of A is equal to
n− 1. For n odd, no such transformations exist.

The transformation (x0, . . . , xn−1) 7→ (x0 ⊕ 1, . . . , xn−1 ⊕ 1) for all n will map a
symmetric function with VV vf to a symmetric function with VV equal to the reverse
of this VV, i.e., vr

f .

Proof. A minimal requirement for a binary linear transformation x 7→ xA which
maps a symmetric function onto a symmetric function is that the weight W of the
columns and rows of A is equal, since all variables play the same role in a symmetric
function. If W is greater than 1 and smaller than n − 1, the transformation is not
bijective. For W = 1, the transformation x 7→ xA represents a permutation of the
input variables and thus does not produce a new symmetric function.

Consider n even and W = n − 1. If wt(x) is odd and equal to i, then we show
that wt(xA) is equal to n− i. The coordinates j with j ∈ {0, . . . , n−1} in the vector
xA are 1 if and only if the elements on the corresponding column j of A are 1 exactly
on the i positions of sup(x). (Note that it is not possible that there are i− 2k with
k ≥ 1 elements in the columns of A which are 1 and 2k elements which are 0 as
W = n − 1.) The number of such columns j in A is equal to

(
n−i

n−i−1

)
for i odd and

1 ≤ i ≤ n− 1.
Now we show that if wt(x) is even and equal to i, then wt(xA) = i. The coordi-

nates j with j ∈ {0, . . . , n− 1} in the vector xA are 1 if and only if the elements on
the corresponding column j of A are 1 on exactly i − 1 positions of sup(x). There
are

(
i

i−1

)
= i possibilities for this to occur.

For n odd, the transformation T is not bijective which follows immediately from
the fact that vectors of weight 0 and n are both mapped onto vectors of weight 0.

Finally, since the transformation (x0, . . . , xn−1) 7→ (x0 ⊕ 1, . . . , xn−1 ⊕ 1) maps a
vector of weight i onto a vector of weight n − i, this transformation corresponds to
the mapping of vf (i) onto vf (n− i) for all i with 0 ≤ i ≤ n. ¤

We now present three basic classes of symmetric functions with maximum AI. Classes
1 and 3 are infinite, while class 2 is only defined for dimensions {8, 10, . . . , 22}. Note
that class 3 is conjectured.
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Class 1

Theorem 4.1.30 The symmetric function f in Fn
2 with VV equal to

vf (i) =
{

0 for i <
⌈

n
2

⌉
1 otherwise (4.3)

has maximum AI. Let us denote this function f by Fk where k is equal to the threshold⌈
n
2

⌉
.

Proof. First we show that the function Fdn/2e ⊕ 1 has only annihilators of degree
greater than or equal to dn/2e. The annihilators of Fdn/2e ⊕ 1 are 0 in all vectors
of weight less than dn/2e. Consequently, the terms which appear in the ANF of the
function correspond with vectors of weight greater than dn/2e by definition of the
ANF. Thus, no linear combination can be found in order to decrease the degree of
the resulting function.

As explained above, Fdn/2e and Fdn/2e⊕1 are affine equivalent under affine trans-
formation (complementation) in the input variables for n odd. For n even, the
function Fdn/2e is affine equivalent with Fdn/2e+1 ⊕ 1. The theorem explained above
can also be applied on the annihilators of the function Fdn/2e+1 ⊕ 1 for n even since
vFdn/2e⊕1 ¹ vFdn/2e+1⊕1. The proof follows then from the fact that functions which
are affine equivalent in the input variables have the same number of annihilators of
fixed degree. ¤

Note that this class of symmetric functions, also called the majority function in
literature, with maximal AI was also identified in [94] and [157] by using a different
proof method. For n even, we prove that also the function which only differs from the
threshold function Fdn/2e in the function value of the all-one vector 1 has maximum
AI. Denote by en ∈ Fn+1

2 the all-zero vector with a 1 on the last position.

Theorem 4.1.31 The symmetric function f with VV which satisfies vFdn/2e ⊕ en in
Fn

2 for n even has maximum AI.

Proof. First in a similar way as Theorem 4.1.30, we can prove that f ⊕ 1 can not
have annihilators of degree strictly less than dn/2e, since vFdn/2e⊕1 ⊆ vf⊕1.

Second, the proof that also f has no annihilators of degree less than dn/2e, is
reduced to the proof on the affine equivalent function f ′, which is obtained from
f after the transformation (x0, . . . , xn−1) 7→ (x0 ⊕ 1, . . . , xn−1 ⊕ 1). The function
values of annihilators of f ′ should be 0 for all vectors with weight 1, . . . , bn/2c and
can be 0 or 1 for vectors of weight 0 and weight bn/2c + 1, . . . , n. The terms in
the ANF corresponding with vectors of weight bn/2c + 1, . . . , n have degree greater
than or equal to bn/2c+ 1, while the terms corresponding with the zero vector have
degrees from 0 until n. Consequently for n even, any linear combination of the term
corresponding with the zero vector and terms corresponding with vectors of weight
greater than or equal to n/2 + 1 will still contain terms of weight n/2. Therefore,
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there are no annihilators of degree strictly less than n/2 for n even. This statement
does not hold for n odd, since bn/2c < dn/2e. Moreover, for n odd, the existence
of annihilators of degree less than dn/2e can also be easily understood from the fact
that the requirement of being balanced is not satisfied. ¤

Class 2

For 8 ≤ n ≤ 22 and even, we can distinguish another class of symmetric functions
with maximum AI. These symmetric functions differ from Fn/2 in two symmetric
positions; thus they possess the same weight as Fn/2. Denote by si the all-zero vector
on Fn+1

2 with 1 in positions i, n − i for 0 ≤ i < n
2 . The theorem below can also be

experimentally proven since it only holds until n = 22, but we will explain in detail
the main principles of the proof since it helps understanding the structure of the VV
of a symmetric function with maximum AI.

Theorem 4.1.32 Let n = 2k and 4 ≤ k ≤ 11. The symmetric function f with VV
equal to vFn/2 ⊕ sk−4 on Fn

2 has maximum AI.

Proof. We first show that f⊕1 has no annihilators of degree less than n/2. Suppose
that there exists an annihilator g of degree less than n/2 of this function:

g(x) = a0 ⊕
⊕

0≤i1≤n−1

ai1xi1 ⊕ · · · ⊕
⊕

0≤i1<···<ik−1≤n−1

ai1,...,ik−1xi1 · · ·xik−1 .

Then, the annihilator g should satisfy that g(a) = 0 for all a ∈ Fn
2 such that wt(a) ∈

{0, 1, 2, . . . , k− 1, k + 4} \ {k− 4}. This property for the weights {0, 1, 2, . . . , k− 1} \
{k−4} translates in the following equations for the coefficients of the ANF of g (here
ai1,...,i0 = a0 and aik,...,ir = 0 for r < 0 or r < k):

a0 = 0,

ai1 = 0, for all 0 ≤ i1 ≤ n− 1;
... (4.4)

ai1,...,ik−5 = 0, for all 0 ≤ i1 < · · · < ik−5 ≤ n− 1;
ai1,...,ik−3 = ai1,...,ik−4 ⊕ · · · ⊕ ai2,...,ik−3 , for all 0 ≤ i1 < · · · < ik−3 ≤ n− 1;
ai1,...,ik−2 = ai1,...,ik−4 ⊕ · · · ⊕ ai3,...,ik−2 , for all 0 ≤ i1 < · · · < ik−2 ≤ n− 1;
ai1,...,ik−1 = ai1,...,ik−4 ⊕ · · · ⊕ ai4,...,ik−1 , for all 0 ≤ i1 < · · · < ik−1 ≤ n− 1.

We express the coefficients of degree k − 2 by means of the coefficients of degree
k − 4 since the coefficients of degree k − 3 are expressed in terms of the coefficients
of degree k − 4. Every coefficient aj1,...,jk−4 with {j1, . . . , jk−4} ⊆ {i1, . . . , ik−2} of
degree k−4 will appear in the expression of the coefficient ai1 · · · aik−2 of degree k−2
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since it appears in an odd number (3) of terms namely due to the terms aj1,...,jk−4

and aj1,...,jk−4,x with x ∈ {i1, . . . , ik−2} \ {j1, . . . , jk−4}. The coefficients of degree
k − 1 can also be expressed by means of the coefficients of degree k − 4. Every
coefficient aj1,...,jk−4 with {j1, . . . , jk−4} ⊆ {i1, . . . , ik−1} of degree k − 4 will appear
in the expression of the coefficient ai1 · · · aik−1 of degree k − 1 since it appears in
an odd number (7) of terms namely due to the terms aj1,...,jk−4 , aj1,...,jk−4,x and
aj1,...,jk−4,x,y with x, y ∈ {i1, . . . , ik−1} \ {j1, . . . , jk−4}.

For all vectors of weight k + 4 with 1 on positions i1, . . . , ik+4, where 0 ≤ i1 <
· · · < ik+4 ≤ n− 1 we derive the equation

⊕

{j1,...,jk−4}⊂{i1,...,ik+4}
aj1,...,jk−4 = 0 . (4.5)

This equation is found as follows. The annihilator consists of a linear combina-
tion of terms of degree less than k − 1. By the system of equations (4.4), these
terms are either zero or linear combinations of terms of degree k − 4. Therefore, we
count the number of times a fixed term of degree k − 4 will appear in the result-
ing equation. For instance the term ai1,...,ik−4 will appear due to terms of the form
ai1,...,ik−4,x,y,z, ai1,...,ik−4,x,y, ai1,...,ik−4,x, ai1,...,ik−4 , where x, y, z ∈ {k− 3, . . . , k + 4}.
The total number of such terms is equal to

(
8
3

)
+

(
8
2

)
+

(
8
1

)
+

(
8
0

) ≡ 1 mod 2, which
explains Equation (4.5). Consequently, we obtain a homogeneous system of

(
2k

k+4

)

equations corresponding to all vectors with weight k + 4 and
(

2k
k−4

)
unknowns corre-

sponding with the coefficients of the terms of weight k− 4. The number of equations
is equal to the number of unknowns:

(
2k

k−4

)
=

(
2k

k+4

)
.

For 4 ≤ k ≤ 11, we can experimentally check that the only solution is the all-zero
solution, i.e., the system of equations is linearly independent. Following the system
of equations (4.4), g reduces to the zero function. For j ≥ 12, there exists a non-zero
solution and thus the theorem does not hold anymore. A set of non-zero solutions
satisfies the following properties.

• All coefficients are non-zero.

• Only the coefficients ax1,i2,...,ik−4 for at least one fixed x1 ∈ {0, . . . , n− 1} and
for all {i2, . . . , ik−4} ∈ {0, . . . , n− 1} \ {x1} are non-zero.

• . . .

• Only the coefficients ax1,...,xk−3,ik−4 for at least one fixed set {x1, . . . , xk−3} ∈
{0, . . . , n− 1} and for all ik−4 ∈ {0, . . . , n− 1} \ {x1, . . . , xk−3} are non-zero.

The number
(
j+4
j−4

)
for 5 ≤ j ≤ k represents the number of terms in each equation

which depend on k − j fixed indices in each equation. Starting from k equal to 12,
we have that

(
j+4
j−4

) ≡ 0 mod 2 for j with 12 ≤ j ≤ k by Lucas’ Theorem [125].
This means that a solution of the system is the following: all coefficients are equal
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to zero except the coefficients ax1,x2,...,xk−j ,ik−j+1,...,ik−4 = 1 for at least one fixed
set {x1, . . . , xk−j} ∈ {0, . . . , n − 1} and for all {ik−j+1, . . . , ik−4} ∈ {0, . . . , n − 1} \
{x1, . . . , xk−j}.

In a similar way, one can show that the affine equivalent function f ′, obtained
after complementing all input variables, also has no non-zero annihilators of degree
less than n/2 due to vf⊕1 ¹ vf ′ . ¤

We also present another class of functions which differs from Fn/2 in two symmet-
ric positions. These functions coincide with the function defined in Theorem 4.1.31
for n = 8.

Theorem 4.1.33 Let f be a symmetric function on Fn
2 with n even. If

(
n
n
2

) ≡ 2
mod 4, then the function with VV vF n

2
⊕ s0 has maximum AI.

Proof. In a similar way as the proof of Theorem 4.1.32, we derive that the coeffi-
cients with degree between 1 and n/2 − 1 of an annihilator g of f ⊕ 1 are all equal
to a0. This holds since the number of occurrences of a0 in the expression of each
coefficient is odd (number is equal to 2i − 1 of a coefficient of degree i). From the
vector of weight n, we derive that a0 = 0 if and only if the number of terms in the
equation is odd, and thus

∑n/2−1
i=0

(
n
i

)
= 2n−1 − 1

2

(
n
n
2

)
is odd. Let f ′ be the function

obtained from f after complementing the input variables, then vf⊕1 ¹ vf ′ and thus
f has annihilators of degree greater than or equal to n/2. ¤

Example 4.1.34 For example the numbers 8, 16, and 32 satisfy the property that(
n
n
2

) ≡ 2 mod 4.

Class 3

We are now interested in the AI of the symmetric Boolean functions which differ
from the VV of Fn

2
in only one position which is not the last one. These functions

have weight different from the weight of the functions of class 1 or 2. For n even,
a necessary condition on this position is first derived in order to obtain symmetric
functions with maximum AI.

Theorem 4.1.35 Let f be a symmetric function on Fn
2 with n even. For 1 ≤ i <

bn/4c, if there exists a t ∈ {1, . . . , i} such that
(n

2 +t−i
t

) ≡ 0 mod 2, then the function
f with VV vF n

2
⊕ en−i does not have maximum AI.

Proof. To prove that f has annihilators of degree less than n/2, we consider the
affine equivalent function f ′ which has VV equal to the reverse. In the same way as
the proof of Theorem 4.1.32, the coefficients of degree less than i are equal to 0 and
the coefficients of degrees between i + 1 and n/2− 1 can be expressed as the sum of
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terms of degree i (see Equation (4.4)). This follows from the fact that the number
of occurrences of a term of degree i is odd in the expression of a coefficient of degree
j with i + 1 ≤ j ≤ n/2 − 1 (the number of occurrences of a term of degree i in the
expression of a coefficient of degree j is equal to 2j−i − 1).

Let us consider the equations derived from the vectors of weight n/2. For all
vectors of weight n/2 with 1 on positions l1, . . . , ln/2 where 0 ≤ l1 ≤ · · · ≤ ln/2 ≤ n−1,
we derive the equation

⊕

{j1,...,ji}⊂{l1,...,ln/2}
aj1,...,ji

= 0 . (4.6)

The same reasoning as in Theorem 4.1.32 can be applied. A set of non-zero solutions
of (4.6) is the following:

• All coefficients are non-zero.

• Only the coefficients ax1,j2,...,ji
for at least one fixed x1 ∈ {0, . . . , n − 1} and

for all {j2, . . . , ji} ∈ {0, . . . , n− 1} \ {x1} are non-zero.

• . . .

• Only the coefficients ax1,...,xi−1,ji for at least one fixed set {x1, . . . , xi−1} ∈
{0, . . . , n− 1} and for all ji ∈ {0, . . . , n− 1} \ {x1, . . . , xi−1} are non-zero.

The number
(n

2 +t−i
t

)
determines the number of coefficients with i− t indices fixed in

one equation. Due to the condition
(n

2 +t−i
t

) ≡ 0 mod 2 for a certain t with 1 ≤ t ≤ i,
a non-zero solution is obtained for the above system of equations when fixing i − t
variables. This solution represents the ANF coefficients of an annihilator of degree
less than n/2. ¤

If one can prove that the proposed set of non-zero solutions of the system of equa-
tions (4.6) is completely contained in the span of the proposed set, then the condition
is also a sufficient condition. This seems to be very likely due to the strong structure
of the equations. From experiments until n ≤ 16 (see Appendix A), we obtain evi-
dence of this fact. This leads to the definition of the third class of symmetric Boolean
functions with maximum AI.

Conjecture 4.1.36 Let f be a symmetric function on Fn
2 with n even. For 1 ≤

i < bn/4c, if
(n

2 +t−i
t

) ≡ 1 mod 2 for all t ∈ {1, . . . , i}, then the function f with VV
vF n

2
⊕ en−i has maximum AI.

Example 4.1.37 For n = 14, since
(
7
1

) ≡ 1 mod 2, the function with VV equal to
vF7 ⊕ e13 has maximum AI. Also

(
7
3

) ≡ 1 mod 2,
(
6
2

) ≡ 1 mod 2,
(
5
1

) ≡ 1 mod 2,
and thus the function with VV equal to vF7⊕e11 represents a function with maximum
AI.

(
6
1

) ≡ 0 mod 2.
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For n = 14 and i = 5, the corresponding symmetric function has no maximum AI
since

(
5
3

) ≡ 0 mod 2 and
(
4
2

) ≡ 0 mod 2. An example for a solution of the system of
equations (4.6) is a0,1,x,y,z = 1 for {x, y, z} ∈ {2, . . . , 13} and the other coefficients
equal to zero since

(
5
3

) ≡ 0 mod 2. Also a0,1,2,x,y = 1 for {x, y} ∈ {3, . . . , 13} and
the other coefficients equal to zero is a solution of the system of equations (4.6) since(
4
2

) ≡ 0 mod 2.

Functions Derived From Classes 1, 2, and 3

For n even, the symmetric functions from classes 1, 2, and 3 can be used to de-
rive other symmetric functions by means of the affine transformations derived in
Theorem 4.1.29.

Corollary 4.1.38 Let f be a symmetric function on Fn
2 which belongs to class 1 or

2. If n = 4k, then f ⊕ σ1 has maximum AI. If n = 4k + 2, then the symmetric
function with VV equal to vf⊕σ1 ⊕ en/2 has maximum AI.

Let f be a symmetric function on Fn
2 which belongs to class 3. If n = 4k, then

the function with VV equal to vf⊕σ1 ⊕ csn−i, where c = 1 if i is odd and c = 0
otherwise, has maximum AI. If n = 4k + 2, then the function with VV equal to
vf⊕σ1 ⊕ en/2 ⊕ csn−i, where c = 1 if i is odd and c = 0 otherwise has maximum AI.

Proof. As shown in Theorem 4.1.29, the affine transformation A : (x0, . . . , xn−1) 7→
(x0⊕ x1⊕ · · · ⊕ xn−2, x1⊕ x2⊕ · · · ⊕ xn−1, . . . , xn−1⊕ x0⊕ · · · ⊕ xn−3) maps vectors
of odd weight i to vectors with weight n− i. Vectors of even weight are mapped to
vectors of the same weight. Consequently, the effect of A on the VV of the symmetric
function Fn/2 corresponds with the addition of σ1 where we need to be careful with
position n

2 ≡ 1 mod 2 if n = 4k + 2 since vFn/2 = vσ1 = 1.
For functions of class 3, we need to take into account besides the position n/2,

also the positions i and n− i if i is odd. If i is odd, the VV is 0 on the odd positions
i and n − i. Therefore the addition of the VV of σ1 on the VV should be corrected
on these positions. ¤

Remark. Note that any monomial of degree d ≥ dn/2e is an annihilator for
Fdn/2e ⊕ 1. Consequently, the set RM(n, n) \ RM(dn/2e − 1, n) is contained in the
set of annihilators of Fdn/2e ⊕ 1.

It is still not clear if a low number of terms in the equations can significantly
decrease the complexity for algebraic attacks. Therefore, it might be important to
be very careful in choosing the taps of the filter function and the taps of the LFSR
when using these symmetric functions in a filter generator.

Annihilators of degree n/2 of symmetric functions which belong to classes 2 or 3
are more complicated and consist of more terms.
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Properties of Symmetric Functions with Optimal AI

Properties such as degree, weight and maximum value in the Walsh spectrum of the
functions from classes 1, 2, and 3 for n even are summarized in Table 4.3. The prop-
erty of degree for the function Fn/2 is derived in [94] by means of recursion and can
be in fact also derived by using propositions 2 and 4 of [61]. The nonlinearity of the
function Fn/2 is derived from the weight since one can show that Lf = |Wf (0)| by
means of the Krawtchouk’s polynomials as performed in [94]. By computer simula-
tions (n ≤ 20), we found the following values for the degree and nonlinearity for the
functions of classes 2 and 3. In particular, it turned out that also Lf = |Wf (0)| for
functions of classes 2 and 3.

Table 4.3: Properties of symmetric function on Fn
2 with maximum AI for n even

(Results for class 3 are conjectured)

Class Function Degree weight Lf

1 Fn
2

2blog2 nc 2n−1 − 1
2

(
n
n
2

) (
n
n
2

)

2 Fn
2
⊕ sn

2−4 2blog2 nc 2n−1 − 1
2

(
n
n
2

) (
n
n
2

)

3 Fn
2
⊕ en−i ≥ n− i 2n−1 − 1

2

(
n
n
2

)− (
n

n−i

) (
n
n
2

)− 2
(

n
n−i

)

The functions from class 1 for n odd are trivially balanced. The nonlinearity
of these functions is equal to 2n−1 − (n−1

n−1
2

)
. This follows from the fact that the

restriction to the subspace xn = 0 (resp. xn = 1) is equal to the symmetric function
(resp. complement of symmetric function) of class 1 in Fn−1

2 . As mentioned in [61],
trivially balanced functions satisfy the property that the derivative with respect to
the all-one vector is constant, i.e., D1f = 1. Also Wf (v) = 0 for all vectors v of even
weight.

4.1.5 AI and Nonlinearity of Symmetric Functions

Since the nonlinearity of functions with maximum AI is rather small, we have also
explored the existence of symmetric functions with suboptimal AI and better non-
linearity.

Let us first investigate if there exists symmetric functions with the highest or
suboptimal nonlinearity that satisfy a reasonable order of AI. It has been pointed
out in [186] by Maitra that the only symmetric functions with maximum nonlinear-
ity (2n−1 − 2

n
2−1 for n even and 2n−1 − 2

n−1
2 for n odd) are quadratic functions.

Therefore, their AI is upper bounded by 2. In [61], Canteaut and Videau determined
all symmetric functions with suboptimal nonlinearity. Based on Theorem 4.1.3 and
Theorem 4.1.6, we derive that symmetric functions with suboptimal nonlinearity as
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determined in [61] have AI upper bounded by 3.

Theorem 4.1.39 The AI of all symmetric Boolean functions on Fn
2 which have non-

linearity equal to 2n−1 − 2bn−1
2 c − 2 is upper bounded by 3.

Proof. It has been proven in [61] that any such function f is defined by the SANF
c0σ0 ⊕ c1σ1 ⊕ σ3 ⊕ · · · ⊕ σn−2 ⊕ σn−1, with c0, c1 ∈ F2.

We will make use of the following equalities:

σ1σ3 = σ2σ3 = σ3 (4.7)
σ1σ4k+i = σ4k+i+1 with i ∈ {0, 2}, σ1σ4k+i = σ4k+i with i ∈ {1, 3} (4.8)
σ2σ4k+i = σ4k+i+2 with i ∈ {0, 1}, σ2σ4k+i = σ4k+i with i ∈ {2, 3} (4.9)

σn(x0 ⊕ 1) = 0 (4.10)
σk = 0 if k > n. (4.11)

The coefficient c0 can be 0 or 1, since the AI of a function f is defined as the lowest
degree annihilator of f or f ⊕ 1. We consider c0 = 0.

Let c1 = 0. Then we obtain the following pattern using equations (4.7), (4.8),
and (4.9) for the product σ1 · f :

σ1 · f = σ3 ⊕ (σ5 ⊕ σ5)⊕ · · · ⊕ (σn−1 ⊕ σn−1) = σ3 for n even
σ1 · f = σ3 ⊕ (σ5 ⊕ σ5)⊕ · · · ⊕ σn = σ3 ⊕ σn for n odd

(4.12)

and for the product σ2 · f :

σ2 · f = σ3 ⊕ (σ6 ⊕ σ7)⊕ (σ6 ⊕ σ7)⊕ · · · ⊕ (σn−2 ⊕ σn−1 ⊕ σn−2 ⊕ σn−1) = σ3

for n = 4k

σ2 · f = σ3 ⊕ (σ6 ⊕ σ7)⊕ (σ6 ⊕ σ7)⊕ · · · ⊕ (σn+1) = σ3 ⊕ σn+1

for n = 4k + 1
σ2 · f = σ3 ⊕ (σ6 ⊕ σ7)⊕ (σ6 ⊕ σ7)⊕ · · · ⊕ (σn ⊕ σn+1) = σ3 ⊕ σn ⊕ σn+1

for n = 4k + 2
σ2 · f = σ3 ⊕ (σ6 ⊕ σ7)⊕ (σ6 ⊕ σ7)⊕ · · · ⊕ (σn−1 ⊕ σn ⊕ σn−1) = σ3 ⊕ σn

for n = 4k + 3
(4.13)

Consequently following equations (4.10) and (4.11), we see that σ1 ⊕ σ2 for n =
4k, 4k + 3 and (σ1 ⊕ σ2)(x0 ⊕ 1) for n = 4k + 1, 4k + 2 represents an annihilator of
the function.

Let c1 = 1. The product σ2 · f is determined in (4.13) with the additional term
σ3 due to (4.7). Therefore, σ2 represents an annihilator for n = 4k, 4k + 1, while for
n = 4k + 2, 4k + 3, the function σ2(x0 ⊕ 1) annihilates the function f . ¤
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In a similar way, we also derive an upper bound on the AI of another class of functions
with suboptimal nonlinearity.

Theorem 4.1.40 The AI of all symmetric Boolean functions on Fn
2 with nonlinear-

ity equal to 2n−1 − 2bn−1
2 c − 1 is upper bounded by 3.

Proof. As shown in [61], these functions have SANF defined by c0σ0⊕c1σ1⊕σ2⊕σn

or c0σ0 ⊕ c1σ1 ⊕ σ3 ⊕ · · · ⊕ σn−1 ⊕ σn, where c0, c1 ∈ F2.
Again, we can set c0 = 0 for both functions when determining the AI. The

function f ′ = c1σ1⊕σ2⊕σn has AI less than or equal to 3 since (c1σ1⊕σ2⊕1)(x0⊕1)
represents an annihilator of f ′ due to (4.10).

Based on the equations (4.12) and (4.13) we have found in Theorem 4.1.39, we
can now derive the AI of the function f ′ = c1σ1 ⊕ σ3 ⊕ · · · ⊕ σn which differs from
f in Theorem 4.1.39 by the extra term σn. In particular, if c1 = 0, we derive that
σ1 ⊕ σ2 is an annihilator of f ′ for all n. If c1 = 1, the function σ2 represents an
annihilator for all dimensions n of f ′. ¤

Therefore, we need to work from the other direction, i.e., to search in the set of
functions with suboptimal AI the class of functions with the best nonlinearity. From
computer experiments, we derive that for dimensions 10, 12, and 14, no symmetric
function exists which has AI equal to n

2 −1 and better nonlinearity than the functions
with maximum AI. For n = 8 and 16, several functions could be found with AI equal
to n

2 − 1 and slightly better nonlinearity. For instance, the best nonlinearity of a
function with AI equal to 7 in n = 16 is 27804 in comparison with 26333 for a
function with maximum AI, and 32640 for a symmetric function with maximum
nonlinearity. If n is odd and equal to 9 ≤ n ≤ 17 among all functions with AI equal
to

⌈
n
2

⌉−1 we distinguish one class of functions which has a higher nonlinearity. They
have VV equal to vFdn

2 e ⊕ sdn
2 e−5 for n = 2k + 1 with 4 ≤ k ≤ 8. Note that for

dimensions greater than or equal to 19, this function no longer has an AI equal to⌈
n
2

⌉ − 1. These functions are all trivially balanced but the gain in nonlinearity in
comparison with the functions that have maximum AI is marginal. The difference
between the nonlinearity is only 2

[( n−1

dn
2 e−5

)− ( n−1

dn
2 e−6

)]
.

However, the difference in nonlinearity between functions with maximum AI and
functions with smaller AI increases much more if one considers functions with AI
equal to

⌈
n
2

⌉− 2. Among all functions with AI equal to
⌈

n
2

⌉− 2, we exhibit one class
of symmetric functions which has the best nonlinearity. We checked until dimension
17 and only in dimension 10, we could find one function with AI equal to 3 and
which has slightly better nonlinearity than the class we distinguished (476 compared
to 468). The VV of this class of symmetric functions is gradually constructed as
follows. We start in dimension d = 1 with the value vector (1, 0). For d = 1 until the
end dimension n, we need to add one extra bit with every increase of d to the VV.
If the dimension d is even, we obtain the VV depending on the dimension d:

• If 4(22i − 1) ≤ d < 4(22i+1 − 1) for i ≥ 0: we add the bit 1 on the left (d ≥ 0).
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• If 4(22i−1 − 1) ≤ d < 4(22i − 1) for i ≥ 1: we add the bit 0 on the left.

In odd dimensions d, we complete the VV with a bit on the right such that a trivially
balanced function is obtained. Consequently, the VV consists of k different subvectors
si for 1 ≤ i ≤ k, i.e., vf = (s1, . . . , sk). The two middle subvectors sd k

2 e, sd k
2 e+1 have

size equal to 2. The following two subvectors going from the middle to the second
vector s2 and second last vector sk−2 have size 4, 8,... Every subvector is either
the all-zero or the all-one vector and two consecutive subvectors are different. The
construction is illustrated in Table 4.4 with some examples for dimensions n with
9 ≤ n ≤ 17. From the construction, we immediately derive a formula for the weight
in function of the dimension:

wt(f) = 2n−1 − 1
2

(
n
n
2

)
+

∑

i≥2

(−1)i+1

(
n

n
2 − (2i − 2)

)
,

where
(
n
l

)
= 0 if l < 0. We checked the AI of this class by computer until dimension

17. Also the maximum value in the Walsh spectrum is given in the table. Note
that the maximum value is reached in the zero vector for symmetric functions of
dimensions 2k for k ≥ 7, which means that the nonlinearity can be derived from the
weight of these functions.

Table 4.4: Symmetric functions with suboptimal AI equal to n− 2

n vf AI weight max|Wf | Nf

8 (0,0,0,1,1,0,0,1,1) 2 121 18 119
9 (0,0,0,1,1,0,0,1,1,1) 3 256 36 238
10 (0,0,0,0,1,1,0,0,1,1,1) 3 506 44 490
11 (0,0,0,0,1,1,0,0,1,1,1,1) 4 1024 88 980
12 (1,0,0,0,0,1,1,0,0,1,1,1,1) 4 2 080 112 1 992
13 (1,0,0,0,0,1,1,0,0,1,1,1,1,0) 5 4 096 224 3 984
14 (1,1,0,0,0,0,1,1,0,0,1,1,1,1,0) 5 8 464 544 7 920
15 (1,1,0,0,0,0,1,1,0,0,1,1,1,1,0,0) 6 16 384 1088 15 840
16 (1,1,1,0,0,0,0,1,1,0,0,1,1,1,1,0,0) 6 34 221 2 906 31 720
17 (1,1,1,0,0,0,0,1,1,0,0,1,1,1,1,0,0,0) 7 65 536 4 192 63 440

We want to note that this class is not satisfactory in order to obtain symmetric
functions with good nonlinearity and reasonable AI. Computing the measure for
normalized nonlinearity for a Boolean function in n variables, ε = Lf

2n+1 shows that
this value reaches its maximum ε = 2−5.19 for dimensions 12 and 13. For dimensions
greater than or equal to 14, this value slightly increases. It seems that it is not
possible to obtain a sufficient order of AI (in the order of 6 − 10) together with a
reasonable bias of nonlinearity (in the order of ε = 2−9) for symmetric functions
which depend on less than 32 variables.
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4.2 Power Functions

The idea of using a filter function f derived from a power function P on Fn
2 is as

follows: we consider the n input bits to the function P as an element x in F2n . We
then compute the d-th power, y = xd, of this word. The output of the Boolean func-
tion f is one bit yi for i ∈ {0, . . . , n− 1} of this output word y = (y0, . . . , yn−1). All
these functions for i ∈ {0, . . . , n− 1} are linearly equivalent to the trace of the power
function P [181, 128]. We now discuss the nonlinearity, AI, and implementation
complexity of the Boolean functions derived from some interesting power functions.
Note that all power functions with exponent d in the cyclotomic coset in F2n of d de-
termined by {d, 2d, 4d, . . . , 2n−1d mod (2n − 1)} are linearly equivalent in the input
variables and hence satisfy the same nonlinearity, implementation complexity, and
AI (see also Chapter 5).

4.2.1 Nonlinearity

We will investigate Boolean functions derived from highly nonlinear bijective power
functions. These functions have bias ε = 2−

n
2 for n even and 2−

n+1
2 for n odd,

which is very close to the ideal case, the bent functions. An overview of the different
known classes which contain highly nonlinear power functions on F2n of degree ≥ 9
is presented in Table 4.5. We want to note that nobody knows whether this table is
complete or not. As shown in [219], the degree of the Boolean function derived from
the power function xd is equal to wt(d).

Table 4.5: Known highly nonlinear power functions on F2n of degree ≥ 9

Exponent Condition on n Name + Reference
2n − 2 all n Inverse [219]
22k − 2k + 1 with k < n

2 , gcd(k, n) = 2 n mod 2 ≡ 0 Kasami class [155]
22k − 2k + 1 with k < n

2 , gcd(k, n) = 1 n mod 2 ≡ 1 Kasami class [155]∑n
2
i=0 2ik with k < n

2 , gcd(k, n) = 1 n mod 4 ≡ 0 Dobbertin class [107]
2

n−1
2 + 2

n−1
4 − 1 n mod 4 ≡ 1 Niho 1 class [111]

2
3n−1

2 + 2
n−1

2 − 1 n mod 4 ≡ 3 Niho 2 class [108]

4.2.2 Algebraic Immunity

In [70], the AI of the Boolean functions derived from the highly nonlinear power
functions (see Table 4.5) is computed up to dimension less than or equal to 14.
These results together with our simulations for dimensions larger than 14 indicate
that most of the highly nonlinear bijective power functions we study do not achieve
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the optimal AI, but they behave reasonably well with respect to this criterion. For
instance, the AI of the Boolean function derived from the inverse power function on
F216 is equal to 6 (where 8 would be the maximum attainable). However, as shown
by Courtois [85], fast algebraic attacks can be efficiently applied to this function. In
particular, there exist 4 annihilators of degree 6 which reduce to degree 4 and there
exist 32 annihilators of degree 7 which reduce to degree 3.

4.2.3 Implementation

We now study the implementation complexity of some concrete functions and give
the nonlinearity and AI of these practical functions. Efficient implementations of the
inverse function in the field F2i for i ≥ 3 has been studied by several authors as this
function is used in the Advanced Encryption Standard (AES) [211, 91]. An efficient
approach can be obtained by working in composite fields as described in [221] by
Paar. Based on recursion, the inverse function is decomposed into operations in the
field F22 . A minimal hardware implementation for n = 16 requires 398 XOR gates
and 75 AND gates, and thus consists of about 1107.5 NAND gates [31]. It is also
possible to increase the clock frequency if necessary by pipelining the design.

Hardware implementation of exponentiation with general exponents in F2n has
been well studied [2]. However, it turns out that all classes of bijective highly non-
linear power functions with degree greater than or equal to 7 have a very regular
pattern in their exponent, which can be exploited for a more efficient implementa-
tion. We call the sequence regular if the distance between every two consecutive
elements in the sequence is equal. If the weight of this sequence is equal to a power
of 2, then this property can be exploited leading to a more efficient implementation.
As we can see in Table 4.5, all exponents d satisfy the property that the vector
d = (d0, . . . , dn−1) defining its binary representation, contains a regular sequence
consisting of ones together with at most one bit which is separated of this sequence.

We will demonstrate this improved implementation on the power function x511

in F16
2 . The exponent 511 has binary representation (1, 1, 1, 1, 1, 1, 1, 1, 1, 0, 0, 0, 0,

0, 0, 0). Consequently, it contains a sequence of weight 9, or also a sequence of weight
8 with one extra digit. First, consider the normal basis {α, α2, α4, · · · , α2n−1} of
Fn

2 for n = 16 (a normal basis exists for every n ≥ 1, see [220]). Computing the
power function in this basis will not change the properties of nonlinearity, degree, AI
and Walsh spectrum of the output functions, since power functions in different bases
are linearly equivalent. Squaring in this basis represents simply a cyclic shift of the
vector representation of that element. Consequently, the power 511 of an element
x ∈ F216 , can be computed as follows:

x511 = (x · x2) · (x4 · x8) · (x16 · x32) · (x64 · x128) · x256

= (y · y4) · (y16 · y64) · x256 with y = x · x2

= z · z16 · x256 with z = y · y4 .
(4.14)

Therefore, we only need to perform some shifts together with 4 multiplications in
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the normal basis of F16
2 . These multiplications correspond with (x · x2), (y · y4), and

(z ·z16 ·x256). The hardware complexity of such a multiplication depends on the basis
used to represent the field elements, or more precisely, on the number of ones Cn in
the multiplication matrix. It is known that Cn ≥ 2n−1 with equality if and only if the
normal basis is optimal [207]. Note that optimal bases do not exist for any dimension
n. The overall gate count of the multiplication is lower bounded by nCn ≥ 2n2 − n
AND gates and (n− 1)Cn ≥ 2n2 − 3n + 1 XOR gates [188]. Also several algorithms
exist for performing normal basis multiplication in software efficiently [215, 231]. For
n = 16, 17, 19 (corresponding with the dimensions in Table 4.6), there is no optimal
basis. Therefore, the number of NAND gates for a multiplication in the normal basis
is lower bounded by 1906.5 for n = 16, 2161.5 for n = 17, and 2719.5 for n = 19
respectively.

If the vector containing the binary representation of the exponent consists of a
regular sequence with weight 2i, then the number of multiplications is equal to i,
or i + 1 if there is an additional digit defining the complete exponent. Table 4.6
represents the bijective highly nonlinear power function which behaves optimally
with respect to the above described implementation for dimensions n between 14
and 32. We also computed the AI of the Boolean functions associated to these power
functions.

Table 4.6: AI of known highly nonlinear power functions on F2n of degree ≥ 9

Class Exponent n # mult. AI Degree
Inverse 217 − 2 17 4 7 16
Kasami 65281 17 4 8 9
Dobbertin 511 (k = 1) 16 4 7 9
Dobbertin 37741 (k = 3) 16 4 8 9
Dobbertin 51001 (k = 5) 16 4 8 9
Dobbertin 21931 (k = 7) 16 4 7 9
Niho Class(2) 214 + 511 19 5 ≥ 7 10

Consequently, all these functions seem to offer sufficient resistance against the
attacks described in the previous chapter. Only to be sure of the resistance against
the fast algebraic attack, an extra check on the number of (3, 7) and (2, 8) relations
needs to be performed.

Moreover, we believe that the implementation of a complete (n, m) S-box in the
design of a filter generator has several advantages above a Boolean function. In the
first place, we can increase the throughput of the generator by outputting more bits
k with k ≤ m instead of outputting 1 bit. Therefore, a careful study on the best bias
in the affine approximation and the AI of all linear and nonlinear combinations of the
m output bits needs to be performed. Another possibility, which makes the analysis
harder but may increase the security, is to destroy the linearity of the state. We could
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consider a filter generator with memory by simply feeding some remaining bits from
the S-box into a nonlinear memory. Another possibility is to feedback bits of the
S-box into the LFSR during keystream generation. In both cases, it seems that the
added nonlinearity may allow to increase the throughput. Finally, resynchronization
can be performed faster by using all bits of the S-box to destroy as rapidly as possible
the linear relations between the bits.

4.3 Proposed Constructions with Lower Bound on
AI

Not many iterative constructions that optimize the algebraic immunity of a Boolean
function have been presented in literature. The two most important constructions
which have a provable lower bound on the AI are the construction of Dalai et al.
in [93] (based on concatenation) and the construction of Carlet and Gaborit in [70]
(based on the direct sum). We will very shortly explain the constructions below.
Unfortunately, the nonlinearity of the resulting functions in both constructions is
not high enough in order to overcome the distinguishing attacks. We also propose
a new recursive construction which is only checked experimentally, but which has
higher nonlinearity than the previous constructions.

4.3.1 Construction of Dalai et al.

The function fd+2k on Fd+2k
2 in the construction of Dalai et al.. [93] can be seen as

the direct sum of the functions fd ∈ Fd
2 and φ2k ∈ F2k

2 for k ≥ 1. Here, fd represents
the offset function and φ2k is recursively computed for k ≥ 1 as follows:

φ2k+2 = (φ2k|φ2k|φ2k|φ1
2k),

where φ1
2k is defined by a doubly indexed recursion

φi
2j = (φi−1

2j−2|φi
2j−2|φi

2j−2|φi+1
2j−2),

with base step φ0
j = φj for j > 0 and φi

0 ≡ i mod 2 for i ≥ 0.
From the definition of the direct sum of two functions (see Section 2.2.5) and

Theorem 1 in [93], we derive the following properties of the function fd+2k.

• Nfd+2k
= 2dNφ2k

+ 22kNfd
− 2Nφ2k

Nfd
.

• If fd is r-resilient, then fd+2k is also r-resilient.

• deg(fd+2k) = max{deg(fd),deg(φ2k)}.

• AI(fd+2k) ≥ k + 1 .
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Consequently, there is no guarantee that the function fd+2k has maximum AI if
d ≥ 3. Moreover, if fd is unbalanced, then also fd+2k. Note that no exact formula
was found for determining the nonlinearity or the degree of the function φ2k for
k ≥ 1. The values for the nonlinearity of φ2k have been computed experimentally and
turn out to be equal to the nonlinearity of the majority function (See Section 4.1.4),
which is too small for offering resistance against distinguishing and correlation attacks
following the framework of Chapter 3. Recently, the authors have pointed out [94]
the relation between this function and a symmetric function, which implies efficient
implementations.

4.3.2 Construction of Carlet and Gaborit

The construction of Carlet and Gaborit [70] is based on the following theorem.

Theorem 4.3.1 Let f be a Boolean function on Fn
2 with AI equal to a. Then the AI

of the function f(x)⊕ xnxn+1 · · ·xn+a−1 on Fn+a
2 is equal to a + 1.

A straightforward example of this construction is the function

f(x0, . . . , xn−1) = x0 ⊕ x1x2 ⊕ · · · ⊕ xn−axn−a+1 · · ·xn−1 ,

on n = a(a+1)
2 variables with AI equal to a. This function has degree a and is

balanced. The function only satisfies a lower bound on the AI and is not optimal
with respect to this parameter. Moreover, the nonlinearity of this function is far too
small since it is equal to 2n−1 − 1

2 (2a − 2)(2a−1 − 2) · · · (22 − 2).

4.3.3 New Construction

We propose a recursive construction where the degree and AI increases in every step
of the recursion and which results in functions with a higher nonlinearity than the
existing algorithms. The construction is based on the concatenation of functions.
Since the AI increases with 1 for every increase of 2 in the dimension, the dimension
of the functions created in the recursion should also increase with 2. This means that
every function in the construction is built from the concatenation of 4 subfunctions.
We cannot give a formal proof of the fact that the AI in the construction increases
with every induction step, but checked the construction for at least 8 consecutive
induction steps and several starting functions.

The concatenation process in the construction of [93] is rather complex. For
computing the i-th function in the recursion, we need to concatenate functions from
the 0-th level. This is an undesirable property with respect to implementation issues.
We here present a recursive construction based on concatenation, where functions
computed in the i-th step of the recursion can be described only by functions derived
in the (i − 1)-th level. One can easily check that we need at least three different
functions in every step of the recursion in order to increase the degree and thus
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the AI. Consequently, in every step of the construction, three functions are created
simultaneously which have the same bound on the AI. Denote the sum of all terms
of degree equal to i of a function f by Ti(f) for 0 ≤ i ≤ n. For ease of notation we
denote the complement in the rest of this chapter f ⊕ 1 of a function f by f+. The
construction works as follows.

Conjecture 4.3.2 Let f0, f̃0, f0 be Boolean functions on Fn0
2 with AI equal to s.

The functions fi, f̃i, f i for i ≥ 1 are constructed recursively as follows:

fi = (fi−1|f̃i−1|f+

i−1|fi−1)

f̃i = (f̃i−1|f+

i−1|fi−1|f̃i−1)

f i = (f
+

i−1|fi−1|f̃i−1|f i−1) .

Let x ≥ s and y ≥ s − 1. If for any g0, g
a
0 ∈ An(f0), g+

0 , ga+
0 ∈ An(f+

0 ), g̃0, g̃
a
0 ∈

An(g̃0), g̃+
0 , g̃a+

0 ∈ An(g̃+
0 ), g+

0 ∈ An(g+
0 ), and g0 ∈ An(g0) both conditions

Tx(g+
0 ⊕ g0) = 0 and Tx(g0 ⊕ g̃0) = 0

together with the conditions

Ty(g0 ⊕ g̃0 ⊕ g+
0 ⊕ ga

0 ) = 0 (corresponding to fi)

Ty(g̃0 ⊕ g+
0 ⊕ g0 ⊕ g̃a

0 ) = 0 (corresponding to f̃i)
Ty(g+

0 ⊕ g0 ⊕ g̃0 ⊕ g0) = 0 (corresponding to f i)

do not hold simultaneously, where not all annihilators are zero, then there are no
annihilators of fi, f̃i, f i of degree less than or equal to s + i − 1. Similarly if both
conditions

Tx(g0 ⊕ g+
0 ) = 0 and Tx(g+

0 ⊕ g̃+
0 ) = 0

together with the conditions

Ty(g+
0 ⊕ g̃+

0 ⊕ g0 ⊕ ga+
0 ) = 0 (corresponding with fi)

Ty(g̃+
0 ⊕ g0 ⊕ g+

0 ⊕ g̃a+
0 ) = 0 (corresponding with f̃i)

Ty(g0 ⊕ g+
0 ⊕ g̃+

0 ⊕ g+
0 ) = 0 (corresponding with f i)

do not hold simultaneously, where not all annihilators are zero, then there are no
annihilators of f+

i , f̃+
i , f

+

i of degree less than or equal to s + i− 1.

Example 4.3.3 Examples of functions that satisfy the starting conditions are for
instance affine functions. Taking f0 = x0, f̃0 = x1, f0 = x0 ⊕ x1 with n0 = 2, will
produce functions with maximum AI in at least 16 variables. Another example which
leads to balanced functions with maximum AI and slightly better nonlinearity in at
least 16 variables are the functions f0 = x0x1 ⊕ x2, f̃0 = x1x2 ⊕ x3, f0 = x1x3 ⊕ x0

until n0 = 4.
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Nonlinearity

For the bounds on the nonlinearity, we apply the well known theorems concern-
ing the nonlinearity of functions obtained by concatenation (see p. 21). But first

we need to introduce some notation. Denote nf0
f , n

ef0
f , n

f0
f as the number of times

(f0, f
+
0 ), (f̃0, f̃

+
0 ), and (f0, f

+

0 ) respectively appear in the concatenation of the func-
tion f where f ∈ {fi, f̃i, f i} for i ≥ 1. It is clear that




2 1 1
1 2 1
1 1 2




i−1

=




nf0
fi

nf0
efi

nf0

fi

n
ef0
fi

n
ef0
efi

n
ef0

fi

n
f0
fi

n
f0
efi

n
f0

fi




.

Theorem 4.3.4 Let f ∈ {fi, f̃i, f i} with i ≥ 1. If f0, f̃0, f0 are affine functions on
Fn0

2 , then the nonlinearity Nf is bounded as follows:

2n0+2i−1 − t2n0−1 ≤ Nf ≤ 2n0+2i−1 −
⌈√

t
⌉

2n0−1 ,

where t = max{nf0
f , n

ef0
f , n

f0
f }. Otherwise Nf ≥ nf0

f Nf0 + n
ef0
f N ef0

+ n
f0
f Nf0

.

Note that if f0, f̃0, f0 are affine functions, then the functions computed in the re-
cursion belong to the Maiorana-McFarland class. Table 4.7 shows the nonlinearity
for the functions fi, f i when the starting functions in n0 = 2 are affine and for the
functions fi, f i when the starting functions in n0 = 4 are quadratic and of the form
presented in Example 4.3.3, for dimensions 6 until 16. The nonlinearity of fi is al-
ways equal to the nonlinearity of f̃i due to the symmetry of the construction. As
expected, the nonlinearity of the functions with quadratic starting functions is higher
for larger dimensions. Also, the nonlinearity is much better than the nonlinearity in
the construction of [93] and the nonlinearity of the symmetric functions. Compare
for instance Nf =31 576 of our construction with 26 333 of the construction in [93]
and 26 335 for symmetric functions in dimension 16.

We did not find a clear formula to predict the nonlinearity of the functions. From
experiments, we conclude that the nonlinearity increases through every step of the
recursion with a factor larger than 4, but this factor decreases with the depth of the
recursion. Once this factor becomes smaller than 4, the bias ε does not decrease
anymore. Note that in order to resist distinguishing attacks following the framework
of the previous chapter for a generator with internal size 256, the parameter ε is
required to be smaller than 2−8. Unfortunately, we have to mention that the non-
linearity of the functions in this construction will not reach this requirement. For
instance, for functions on F16

2 , the nonlinearity should be at least 32 512, which is
satisfied by the highly nonlinear power functions.
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Table 4.7: Nonlinearity Nf of functions from the new construction

n fn
2−1 (lin) f n

2−2 (lin) fn
2−2 (quad) f n

2−1 (quad)
6 22 20 16 16
8 97 95 108 104

10 430 428 452 448
12 1 800 1 824 1 884 1 880
14 7 456 7 596 7 696 7 744
16 30 578 31 184 31 296 31 576

Degree

Suppose the three starting functions and their complements in Fn0
2 are different. If

their degree is equal to d0, the degree of the functions at the i-th step of the recursion
becomes d0 + 2i, due to the construction.

Resiliency

It is known (see p. 21) that the resiliency order of the functions fi, f̃i, f i for i ≥ 1 is
equal to the minimum of the resiliency order of the functions f0, f̃0, f0. Therefore,
for the functions obtained by the affine starting functions in n0 = 2, it holds that the
functions fi, f̃i, f i are balanced. When using affine functions in starting dimension
n0 = 4 which are the sum of at least 3 variables, we obtain a 2-resilient function
with AI one less than the maximum AI. In addition, the nonlinearity of the function
decreases since the maximum value in the Walsh spectrum is equal to 4 times the
maximum Walsh value in the spectrum of the function of 1 recursion step lower
obtained by the recursion with n0 = 2. In general, a t-resilient function with AI
equal to

⌈
n
2

⌉ − ⌈
t
2

⌉
can be obtained in the construction, by using three different

affine functions on Ft+2
2 which consist of the sum of at least t+1 variables as starting

functions in the construction.

Implementation

The recursion only depends on one level below, the functions can be implemented very
efficiently. The function created in the i-th step for i ≥ 1 of the recursion consists of
the concatenation of 22i

functions which belong to S = {f0, f̃0, f0, f
+
0 , f̃+

0 , f
+

0 }. The
integer (xn0 , . . . , xn0+2i−1) determines the three functions of S for which the vector
(x0, . . . , xn0−1) should be evaluated. In a loop of i steps corresponding with the
pairs (xn0+2i−2, xn0+2i−1), . . . , (xn0 , xn0+1), we gradually determine the three right
functions of S.
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4.4 Conclusions

Let us summarize the results we have obtained in this chapter.

• There exist several classes of symmetric functions with optimal AI, which is
important for the resistance against (fast) algebraic attacks. Moreover, they
have a very efficient implementation in hardware and software. On the other
hand, the functions suffer from the problems of being not balanced (if n is even)
and a low nonlinearity. They also possess a lot of internal structure.

• There exist Boolean functions derived from the highly nonlinear bijective power
functions on Fn

2 which have very high nonlinearity, reasonable implementation
cost, and AI between 7 and 8.

We conclude that the Boolean functions derived from the power functions are the
best solution we have for the moment. However, the extra conditions to overcome the
fast algebraic attack still need to be checked since the AI is too low. The AI of the
functions can be increased by making use of the direct sum construction (see p. 20
for the properties related to the direct sum construction) with a symmetric function
or a function of one of the proposed constructions (Section 4.3) in order to keep the
implementation cost low. Note that the AI in a direct sum always increases in the
following situation.

Corollary 4.4.1 If f is a Boolean function on Fn
2 which has maximum AI, then

f ⊕ xn+1 has also maximum AI if n is odd.

Not only the AI increases in this situation, but also the order of resiliency, which may
play a favorable role in the resynchronization of the cipher as shown by Armknecht
et al. in [7].
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Chapter 5

Classification of Boolean
Functions

A well-known and widely used approach in the study of algebraic objects (groups,
rings,...) is the investigation of their subobjects and quotient objects. Since linear
codes are linear spaces, this approach can also be applied to them. Let C be a linear
code over the finite field F and G be the group of automorphisms. If A is a G-
invariant subcode of C (i.e., φ(A) ⊆ A for all φ ∈ G) then G naturally induces an
action on the quotient space C/A consisting of all cosets c + A, c ∈ C. If φ ∈ G
preserves a given property and φ : c1 + A → c2 + A, then both c1 + A and c2 + A
satisfy (or do not satisfy) this property. Therefore, once we know the partition of
C/A into G-orbits, we can restrict ourselves to the study of the representatives of the
orbits.

The automorphism group of RM(r, n) for all 0 ≤ r ≤ n is equal to the general
affine group AGL(n, 2) [183, Theorem 24]. Define RM(−1, n) = {}. For −1 ≤
s < r ≤ n, the quotient space of RM(r, n) by the subcode RM(s, n) is denoted by
RM(r, n)/RM(s, n). Consequently, two functions f1, f2 of RM(r, n)/RM(s, n) are
said to be equivalent over RM(s, n) if f1(x) = f2(xA⊕ b) mod RM(s, n). If s = 1,
this means that

f1(x) = f2(xA⊕ a)⊕ x ·B ⊕ b, ∀x ∈ Fn
2 , (5.1)

where A is a nonsingular binary n × n matrix, b is a binary constant, and a,B are
n-dimensional binary vectors. The functions f1 and f2 satisfying (5.1) are called
equivalent under the action of AGL(n, 2). This equivalence determines the affine
equivalence classes in RM(r, n) for r ≥ 1. If s = 0, then B is zero and the functions
f1 and f2 are said to be equivalent over RM(0, n). If B and b are equal to zero,
the functions are equivalent over RM(−1, n). We also say in this case that the
functions are affine equivalent. If in addition a = 0, the functions are said to be

79
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linear equivalent. A property is called a RM(s, n) invariant property if it is invariant
over RM(s, n). A RM(s, n) invariant property can be seen as a mapping from the
set of Boolean functions to a set such that for any two equivalent functions f, g over
RM(s, n), the equality M(f) = M(g) holds. By definition, a RM(s, n) invariant
property is also a RM(k, n) invariant property for all −1 ≤ k ≤ s. Note that on
RM(r, n)/RM(r − 1, n) for 0 ≤ r ≤ n, the action of AGL(n, 2) is reduced to the
action of the general linear group GL(n, 2) since translations (x 7→ x ⊕ a, ∀a ∈ Fn

2 )
leave every element of RM(r, n)/RM(r − 1, n) fixed.

The same approach can be performed on S-boxes. For practical and cryptanalytic
reasons, only the restriction to affine or linear equivalent S-boxes is considered. Two
S-boxes S1 and S2 are said to be linear (resp. affine) equivalent if and only if there
exist two linear (resp. affine) transformations T1 and T2 such that S1 = T2 ◦ S2 ◦ T1.
The number of different solutions for S1 = T2 ◦ S2 ◦ T1 (denoted by s ≥ 1) can be
seen as a measure for the symmetry of the S-box. In [18], Biruykov et al. present an
extensive study on the linear and affine equivalences of S-boxes. Efficient algorithms
with complexity O(n32n) and O(n322n) are proposed for distinguishing linear and
affine equivalence of n × n S-boxes. Using these algorithms, new equivalent repre-
sentations are found for a variety of block ciphers such as Rijndael, DES, Camellia,
Serpent, Misty, Kasumi, Khazad, etc. The algorithms are also extended for the case
of non-bijective (n, m) S-boxes with a small value of |n−m| and for the case of almost
equivalent S-boxes. More general affine equivalence relations for S-boxes are studied
in [69, 45].

In this chapter, we concentrate on the classification of Boolean functions. An
overview of invariant properties of RM(s, n) for s = 1, 0,−1 is presented. We then
determine the affine classification of Boolean functions of dimension 6 and dimension
7 of degree 3 and compute the number of cosets in each affine equivalence class.
An algorithm for counting the number of functions satisfying properties such as
correlation immunity, resiliency, propagation characteristics, and their combinations
is presented in order to completely classify functions of dimension less than or equal
to 6. This classification is useful for the construction of Boolean functions with
properties relevant to cryptography since many constructions are recursive [255, 223,
184, 249, 271] or happen by a random and heuristic search approach [223, 203].
The efficiency of the constructions relies heavily on the use of appropriate functions
on (small) dimensions in the case of recursive constructions. In the optimization
algorithms, equivalence classes are used to provide restricted input and thus it is
very important to identify which equivalence classes obtain functions with the desired
properties. Moreover, using the classification of RM(3, 6)/RM(1, 6), we derive a new
theoretical result which shows that all (n − 4)-resilient cubic functions have a non-
trivial linear space for functions of dimensions greater than or equal to 7. Also several
new results on the covering radius of the Reed-Muller code in the set of resilient
functions are presented. Finally, we distinguish the affine equivalence classes of cubic
bent functions in 8 variables and find out that all quadratic and cubic bent functions
in dimension less than or equal to 8 belong to the Maiorana-McFarland class.
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Part of the results presented in this chapter has been published in [21, 22, 26, 25,
27, 28].

5.1 Invariant Properties

Equivalence classes provide a powerful tool in both the construction and analysis
of Boolean functions for cryptography. In particular, rather than considering the
entire space of 22n

functions a reduced view can be found in the consideration of
only one function from each equivalence class. We start by giving an overview of the
invariant properties over RM(s, n) for s = 1, 0,−1, which are the most frequently
used equivalences. The computational complexity of determining if the Boolean
function satisfies the invariant property is an important measure for the efficiency of
the property.

5.1.1 Invariant Properties over RM(1, n)

• A well-known invariant property over RM(1, n) is the frequency distribution of
the absolute values of the Walsh and autocorrelation functions which is denoted
as a set of tuples in which the first element represents the absolute value in

the spectrum and the second element the frequency of occurrence. We call this
the extended Walsh and autocorrelation spectrum. Consequently, also other
properties which are derived from the Walsh and autocorrelation spectrum
like e.g. nonlinearity, dimension of the linear space, GAC indicators, distance
to functions with non-zero linear structures [198],... are invariant properties
over RM(1, n). For two equivalent functions f1 and f2 such that f1(x) =
f2(xA⊕ a)⊕ x ·B ⊕ b, it is easy to derive the relations between the Walsh and
autocorrelation values (cf Preneel in [226]):

Wf1(w) = (−1)aA−1wt+aA−1B
t
+bWf2(((w ⊕B)(A−1)t); (5.2)

rf1(w) = (−1)wB
t

rf2(wA) . (5.3)

The Walsh and autocorrelation spectrum can be determined with complexity
O(n2n) using the Fast Fourier Transform [83].

• In [198], the degree of a function is proven to be an invariant property over
RM(1, n). This parameter can be computed with complexity O(n2n) using the
Fast Möbius Transform.

• In [173, 172], Langevin et al. introduced the invariants stabilisator, index, and
height. The stabilisator is defined as the order of the group of linear (affine)
transformations that keep the function invariant. The dimension of the largest
flat on which f is affine is called the index. The height of a function is defined
as the smallest dimension of a flat V for which DV f = 0. The properties height
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and index can be generalized by the number of flats for which the correspond-
ing property is satisfied. Related to the index of a function is the property
of weakly normality. These invariants over RM(1, n) have very high computa-
tional complexity (more or less equal to the order of the group of linear (affine)
transformations for the stabilisator and the number of flats of certain dimension
for the height, index, and weakly normality). Consequently, without special-
ized programs they cannot be used in practice for determining inequivalence of
f in dimensions n ≥ 13..15.

• Dillon proved in [104] that if M is a RM(0, n) invariant property, than {M(Daf) :
a ∈ Fn

2} is a RM(1, n) invariant property.

• In [47], Brier and Langevin pointed out the relation between restriction and
derivation. Moreover, it was shown that if M is a RM(0, n − 1) invariant
property, than {{M(f|a·x=0),M(f|a·x=1)} : a ∈ Fn

2} is a RM(1, n) invariant
property.

• Brualdi and Pless [48] and later Fuller and Millan [128] introduced the con-
cept of connection functions, which are functions that differ from the original
function with distance one. Denote by fi the function which differs from f in
position i. If M is a RM(1, n) invariant property, then {{M(fi) : i ∈ Fn

2} is
a RM(1, n) invariant property. Moreover, this concept can be generalized to
connection functions of any distance 1 ≤ d ≤ 2n − 1 (see Millan et al. [204]).

• The weight distribution of the minimum words of f⊕g for all g ∈ RM(1, n) was
noticed to be an invariant property in [23] by Borissov and Manev. Here a min-
imal word is a codeword whose support does not contain the support of another
codeword. Properties on minimal codewords are derived in [9] by Ashikmin and
Barg. The complexity to determine a minimal word can be approximated by
O(23n). However, this invariant can only be used as distinguisher for Boolean
functions of low degree with respect to the dimension, since the weight of a
codeword should be less than 2n−∑d

i=1

(
n
i

)
+1 in order to be a minimal word.

• The number of bases in the set of vectors with the same absolute value in
the Walsh and in the autocorrelation spectrum is an invariant property over
RM(1, n). The proof follows immediately from the fact that between the sets
of bases there exists a bijective correspondence as expressed in (5.2) and (5.3).
The complexity of the invariant mainly depends on the spectra and is different
for each Boolean function.

• The existence and also the number of (e, d) relations with e < d of a Boolean
function, i.e., the property related to fast algebraic attacks as defined in Chap-
ter 3, is an invariant property over RM(1, n).
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5.1.2 Invariant Properties over RM(0, n)

• The number of flats of fixed dimension k for k ∈ {1, . . . , n} on which a Boolean
function is constant, corresponding with the property of k-normality, is a
RM(0, n) invariant.

• It was noted by Leander in [174] that the approach of connection functions of
Fuller and Millan does not work for bent functions because the Walsh and au-
tocorrelation spectrum of the connection functions are too similar. Therefore
Leander presented a further generalization which can only be used for check-
ing equivalence over RM(0, n). Instead of adding a function of low weight, a
quadratic function of the form xixj for 1 ≤ i < j ≤ n was added. This requires
2

(2n−1)(2n−2)
2 functions to be tested.

• A more efficient invariant property for testing equivalence over RM(0, n) of bent
functions is based on the set of 2n+1 product functions. These functions are
obtained by the product with an affine function. It is easy to prove that for two
equivalent functions f1, f2 with f1(x) = f2(xA⊕ a)⊕ b their product functions
are invariant over RM(1, n). This follows from the fact that f1(x)(c ·x⊕ c0) =
f2(x)(d · x ⊕ d0) ⊕ Bx ⊕ b′ if and only if d = c(A−1)t, d0 = c(A−1)tat ⊕ c0,
B = b(c(A−1)t), and b′ = b(c(A−1)tat ⊕ c0) where c, d ∈ Fn

2 and c0, d0 ∈ F2.

• The tuple consisting of the size of An(f) and An(f+), the set of annihilators
of a function f and its complement f+, is an invariant over RM(0, n). Let
f1(x) = f2(xA ⊕ a) ⊕ b, then if g is annihilator of f1, g(xA−1 ⊕ aA−1) is
annihilator of f2(x)⊕ b.

5.1.3 Invariant Properties over RM(−1, n)

The most efficient invariant over RM(−1, n) is the weight of the function. Balanced
functions are invariant, while non-balanced functions split into two classes under
RM(−1, n) invariance.

5.2 Analysis of Affine Equivalence Classes

The interest in studying the different types of equivalence classes of Boolean functions
dates already from the 1960s [139, 140, 216, 252, 164]. Its original application was
in the design of switching circuits. The methods for counting the equivalence classes
were all based on Polya theory [97], by using the cycle index polynomial of the linear
and affine equivalence classes. We refer to [254] of Strazdins for an excellent survey
on this topic. Asymptotic numbers of the equivalence classes for larger dimensions n
were derived by Denev and Tonchev in [99].
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We will only concentrate on the affine equivalence classes. The representatives
of the affine equivalence classes of Boolean functions with less than or equal to 4
variables can be easily found by means of exhaustive search. Berlekamp and Welch
classified the set of Boolean functions with 5 variables into 48 affine equivalence
classes in 1972 [13] using algebraic techniques. Maiorana proved in 1991 the exis-
tence of 150 357 equivalence classes under RM(1, n) for Boolean functions with 6
variables by means of a computer search based on group theory. The TTs of the rep-
resentatives of these affine equivalence classes, together with the degree, nonlinearity,
and maximum value in the autocorrelation spectrum, can also be found on the web
page maintained by Fuller: http://www.isrc.qut.edu.au/people/fuller/.

Here, we show an alternative way to find back the 34 affine equivalence classes of
RM(3, 6). We also determine by the same method the 179 affine equivalence classes
of RM(3, 7)/RM(1, 7). These numbers for the affine equivalence classes correspond
with the theoretical computations performed by Hou (cf Table I and II in [145]).
The advantage of our method is that we derive in addition the sizes of the affine
equivalence classes, which will be used in our algorithm for counting the number of
functions with certain cryptographic properties in each affine equivalence class. Our
approach will start from the orbits of RM(3, n)/RM(2, n) for n = 6, 7 as found in
[147] by Hou.

Equivalence Classes and Sizes of Cubic Functions in Dimension 6

The affine equivalence classes of RM(3, 6) can be obtained from the 6 representa-
tives fi ⊕ RM(2, 6) for 1 ≤ i ≤ 6 of RM(3, 6)/RM(2, 6) as determined by Hou in
[147] (see also Appendix B). For each representative, we run through all functions
in F∗6 consisting only of quadratic terms (215 functions) and distinguish the affine
inequivalent cosets of RM(1, 6) by using as invariants the frequency distribution of
absolute values of the Walsh and autocorrelation spectra. These indicators suffice to
distinguish all 34 affine equivalence classes.

In order to employ the approach described in Sect. 5.2 we also need to know the
sizes of these affine equivalence classes. The sizes were computed during the classifi-
cation phase through multiplying the final results by the sizes of the corresponding
orbits in RM(3, 6)/RM(2, 6) given in [147]. To check these results in the cases of
f2, f4 and f6 we obtained linear systems for unknown sizes by taking into account
the weight distributions of the cosets of RM(1, 6) and the weight distribution of the
corresponding representative of RM(3, 6)/RM(2, 6) to which these cosets belong. Of
course if f1 = 0 one can use also [183, Theorem 1 and Theorem 2, pp. 436]. The
results obtained in these two ways coincide.

The representatives of the 34 equivalence classes, together with the number of
cosets in each class, the Walsh spectrum and the autocorrelation spectrum are given
in Appendix D.
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Equivalence Classes and Sizes of Cubic Functions in Dimension 7

We start from the 12 equivalence classes of RM(3, 7)/RM(2, 7) as derived by Hou
in [147] and run through all functions of F∗7 containing only quadratic terms (221

functions). The invariant Walsh/autocorrelation spectra will only distinguish 153 of
the 179 affine equivalence classes. Therefore, we need some additional invariant. The
fastest invariant in the list of Sect. 5.1.1 which leads to the complete classification
is the invariant of the restrictions with respect to a hyperplane. For every function
of RM(3, 7)/RM(1, 7), we need to compute all 254 restrictions f(x) with respect to
the hyperplane c1x1 ⊕ · · · ⊕ c7x7 ⊕ c8 where (c1, . . . , c8) ∈ F8

2 \ {0, 1} and check to
which of the 34 affine equivalence classes of RM(3, 6)/RM(1, 6) it belongs. For this
identification, it suffices to use the invariants of Walsh and autocorrelation spectrum,
together with the determination of the class of RM(3, 6)/RM(2, 6). This class can
be distinguished by the invariant δ(f) = (δ0(f), δ1(f), δ2(f)), where δi(f) = |{a ∈
Fn

2 : Daf is a plateaued function with amplitude 2n−i}| for 0 ≤ i ≤ 2 (see Hou,
[147]).

The sizes of the affine equivalence classes in RM(3, 7) were computed in a similar
way as for n = 6: the number obtained during the classification phase need to be
multiplied by the sizes of the orbits of RM(3, 7)/RM(2, 7), derived by Borissov and
Manev in [23]. We refer to Appendix E for a list of the 179 representatives in ANF
of the affine equivalence classes of RM(3, 7) together with their size, Walsh and
autocorrelation spectrum. Note that Hou in [147] only derived the 12 equivalence
classes of RM(3, 7)/RM(2, 7).

Classification of Boolean Functions w.r.t. to Cryptographic Properties

We describe a method which enables us to count the number of Boolean functions in
each affine equivalence class satisfying correlation immunity, resiliency, propagation
characteristics and their combinations. In appendix, we apply this method on the
48 affine equivalence classes of functions with 5 input variables and on the 34 affine
equivalence classes of RM(3, 6).

For ease of notation, let us call the property that we investigate the C-property.
For a given function f we denote by ZCf the set of vectors which are mapped to
zero by the transformation corresponding to the considered C-property (e.g. Walsh
transformation for correlation immunity and resiliency, autocorrelation for propaga-
tion characteristics) and call it a zero set of f with respect to this C-property. Our
method employs the idea behind the “change of basis” construction as previously
used by Maitra and Pasalic [185], and Clark et al. [80].

Let R be a representative coset of a given affine equivalence class O under the ac-
tion of the general affine group AGL(2, n). R is partitioned into subsets T consisting
of affine equivalent functions. Let us fix one T ∈ T and a function f ∈ T .



86 CHAPTER 5. CLASSIFICATION OF BOOLEAN FUNCTIONS

From equations (5.2) and (5.3) and the definition of the corresponding C-property,
it follows that for any function with this property, affine equivalent to f , a basis in
ZCf with certain properties exists. Conversely, for any proper basis in ZCf and a
constant from Fn

2 we can apply an invertible affine transformation to f (derived by the
basis and the constant) such that its image f̃ possesses the C-property. Therefore the
number Nf of functions affine equivalent to f and satisfying a certain C-property
can be determined by counting bases in ZCf . Moreover it can be seen that this
number does not depend on the specific choice of f from T , since for two different
functions f1 and f2 from T there exists a one-to-one correspondence between the
sets of their proper bases in the zero sets. It is important to note that in the case
of Walsh transform we use the fact that the vector B (from the equivalence relation
(5.1)) is equal to 0.

In the following theorem we prove the formula that gives the number NC of
functions with C-property in the affine equivalence class O.

Theorem 5.2.1 Let R be a representative coset of a given affine equivalence class O
under the action of AGL(2, n). Then the number NC of functions with the C-property
in this affine equivalence class can be computed by the formula:

NC = KO
∑

f∈R
Bf , (5.4)

where Bf represents the number of proper bases in the set ZCf and with KO =
2n!|O|

|GL(2,n)| .

Proof. We will obtain the number of functions with a C-property in the affine
equivalence class O by counting the bases in the zero sets ZCf . But this way we
count each function |S(f)| = Sf times, where S(f) is the stabilizer subgroup of
the function f in AGL(2, n) (i.e.the set of all g ∈ AGL(2, n) such that f ◦ g = f).
Therefore taking into account the considerations preceding the theorem, the number
NT of functions that are equivalent to the functions from T and that satisfy the
C-property is equal to

NT = Nf =
2n2n!Bf

Sf
, (5.5)

where Bf is the number of proper bases in ZCf . The factor 2 appears in Equation (??)
since the property holds for f and f ⊕ 1, and the factor n! appears because any
arrangement of a given basis represents a different function. Let |O| be the number
of cosets in the affine equivalence class O. Then substituting Sf = |AGL(2,n)|

|O||T | in (5.5)
we get

NT =
2n+1n!|O|Bf |T |
|AGL(2, n)| = KOBf |T | , (5.6)
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where KO = 2n!|O|
|GL(2,n)| . Therefore the number of all functions with the C-property

belonging to the affine equivalence class O is equal to:
∑

T∈T
NT = KO

∑

T∈T
Bf |T | = KO

∑

f∈R
Bf . (5.7)

¤

In order to avoid difficulties when determining affine equivalent functions in R
we prefer to use the last expression of (5.7). Thus, to compute the number NC

of functions with C-property in the affine equivalence class O we shall apply the
following formula

NC = KO
∑

f∈R
Bf . (5.8)

Example 5.2.2 Consider the representative coset f(x1, x2, x3, x4, x5) = x1x2x3 ⊕
x1x4 of an affine equivalence class under the action of AGL(2, 5). Let us determine
the number NR(1) of 1-resilient functions in the corresponding affine equivalence class.
The zero set in the Walsh transform of f contains the vectors (denoted by means of
the corresponding representation in Z2n)

ZWf = {2, 3, 4, 5, 6, 7, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31} .

To determine the number of resilient functions, we can restrict us to the computation
of the number of bases in the zero sets of the balanced functions in the coset, i.e. the
functions fc = f(x) ⊕ c · x where c ∈ ZWF . The set of balanced functions can
be split into two subsets containing affine inequivalent functions. The number of
bases in ZWfc with c ∈ {2, 3, 4, 5, 6, 7} is equal to 10 240, and the number of bases
in ZWfc with c ∈ {16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31} is equal to
9456. Consequently

∑

f∈R
Bf = 10 240 · 6 + 9456 · 16 = 212 736

KO =
2 · 5! · (155 · 168)

(25 − 1)(25 − 2)(25 − 4)(25 − 8)(25 − 16)
= 0.625 ,

where we used Table C.1 for the number |O|. Therefore, by Equation (5.8) we find
that NR(1) = 132 960.

5.3 Classification of (n−4)-Resilient Cubic Boolean
Functions

In [68], Carlet and Charpin proved that the set of (n − 4)-resilient cubic Boolean
functions, i.e., the cubic functions with maximum order of resiliency, can be divided
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into 4 different types based on the Walsh spectrum and the dimension of the linear
space LSf .

Theorem 5.3.1 [68] The 4 types of (n− 4)-resilient cubic Boolean functions on Fn
2

have the following frequency distribution of the absolute values in the Walsh spectrum
and dimension of the linear space.

I. Ext. Walsh spectrum: (2n−2, 7), (3 · 2n−2, 1), (0, 2n − 8), dim(LSf ) = n− 3.

II. Ext. Walsh spectrum: (2n−2, 8), (2n−1, 2), (0, 2n − 10), dim(LSf ) = n− 4.

III. Ext. Walsh spectrum: (2n−2, 12), (2n−1, 1), (0, 2n − 13), dim(LSf ) = n− 5.

IV. Ext. Walsh spectrum: (2n−2, 16), (0, 2n − 16), n− 9 ≤ dim(LSf ) ≤ n− 5.

Using the affine equivalence classes of RM(3, 6), we complete this classification by
computing the ANF and the autocorrelation spectrum of each type. Moreover, we
prove that dim(LSf ) = n− 5 or n− 6 for functions of type IV, which was presented
as an open problem in [68].

Further on in our investigations we will use the following Lemma, which slightly
strengthens Lemma 3 in [68] by replacing the requirement of resiliency by the re-
quirement of the divisibility of the Walsh coefficients.

Lemma 5.3.2 Any cubic function whose Walsh values are divisible by 2n−2 has
autocorrelation spectrum with values also divisible by 2n−2.

The proof in [68] exploits only the divisibility property of the Walsh spectrum. That
is why it is also valid for functions with all Walsh values divisible by 2n−2.

5.3.1 Linear Dimension of Functions of Type IV

The proofs of the next theorems make use of the representatives fi of the affine
equivalence classes Ci of RM(3, n)/RM(2, n) where 1 ≤ i ≤ 6 for n = 6 and 1 ≤ i ≤
12 for n = 7 (see Appendix B). We assume that the classes Ci with i ≤ 12 represent
the first affine equivalence classes of RM(3, n)/RM(2, n) for any n ≥ 8. Note that
the numbering of the variables in the rest of this chapter and in the corresponding
appendix B, C, D and E start from 1 until n instead of 0 until n− 1.

Theorem 5.3.3 Cubic 3-resilient functions in 7 variables can only belong to the
affine equivalence classes of RM(3, 7)/RM(2, 7) with representatives f2, f3 and f5.

Proof. The Walsh values of a 3-resilient Boolean function on F7
2 are all divisible by

25 (see Section 2.2.4). From the autocorrelation spectrum of f7 and f9, we conclude
by Lemma 5.3.2 that the classes C7 and C9 do not contain 3-resilient functions.
Consequently, it remains to show that a cubic Boolean function f on F7

2, which is
linearly equivalent to a function with cubic part among f4, f6, f8, f10, f11, or f12 is
not 3-resilient. In fact, we will even show that such function is also not 2-resilient.
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Suppose that f is 2-resilient and let f̃ be the image of f under an invertible
linear transformation such that the cubic part of f̃ belongs to one of the classes with
representative among {f4, f6, f8, f10, f11, f12}. The Walsh transform values of f̃ are
divisible by 16. Now by applying Equation (2.20) we get

W ef (0, 0, . . . , 1) + W ef (0, 0, . . . , 0) = 128− 4 · wt(f̃(0,0,...,1)) .

Thus, 4 is a divisor of wt(f̃(0,0,...,1)). If f̃ ∈ {f4, f8, f10} the function f̃(0,0,...,1) belongs
to the coset f4 ⊕ RM(2, 6), if f̃ ∈ {f6, f11, f12} then f̃(0,0,...,1) belongs to the coset
f6 ⊕RM(2, 6). But from [147, pp. 113] we see that there is no weight divisible by 4
in these cosets, which leads to a contradiction. ¤

In order to show that Theorem 5.3.3 can be generalized for dimensions n ≥ 7, we
need the following lemma.

Lemma 5.3.4 Let f be a cubic representative on Fn
2 of an affine equivalence class in

RM(3, n)/RM(2, n) for n ≥ 7, excluding C2, C3, C5, then at least one of the following
properties is satisfied:

1. f has a subfunction with respect to a vector of weight n − 6 which is linearly
equivalent to a function belonging to f4 ⊕RM(2, 6) or f6 ⊕RM(2, 6);

2. f has a subfunction with respect to a vector of weight n − 7 which is linearly
equivalent to a function belonging to f7 ⊕RM(2, 7) or f9 ⊕RM(2, 7).

Proof. The proof goes by induction with respect to n. For n = 7 as shown in
the previous proof, the functions f4, f6, f8, f10, f11, and f12 have a subfunction with
respect to x7 = 0 which is either f4 or f6. For n ≥ 7, we will use Proposition 6
of [47] from Brier and Langevin, which states that any cubic representative f of
RM(3, n)/RM(2, n) is linearly equivalent to a function of the form fi ⊕ xnq, where
fi ⊕ RM(2, n − 1) is a representative of the class in RM(3, n − 1)/RM(2, n − 1)
and q a non-zero quadratic function of the variables x1, . . . , xn−1. If i /∈ {1, 2, 3, 5}
substituting xn = 0 and using the inductive assumption we conclude that the theorem
holds. So, we only have to show that the theorem also holds when fi is one of the
functions f1, f2, f3, f5 and does nonlinearly depend on all variables since otherwise
the induction hypothesis can be applied.

If f = f1 ⊕ xnq = xnq and if f depends in a nonlinear way on all n variables, by
Dickson’s theorem [183, Theorem 4, pp. 438] f is linearly equivalent to a function
of the form xn(x1x2 ⊕ x3x4 ⊕ · · · ⊕ xn−2xn−1) (for n odd). Therefore there exists a
subfunction with respect to a vector of weight n− 7, which is linearly equivalent to
f7.

Let f be linearly equivalent to fi ⊕ xnq for i = {2, 3, 5} with n ≥ 8. Since f de-
pends in a nonlinear way on n variables, f should contain at least the term xnxn−1xj

where j ∈ {1, . . . , n−2}. Since, none of the variables xi for i ∈ {1, . . . , 6} is contained
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in each term of f5, we can obtain a subfunction with respect to the restriction xk = 0
for k /∈ {j, n, n − 1, a, b, c} where xaxbxc is a term in f5 which does not contain the
variable xj , i.e., the subfunction xaxbxc ⊕ xnxn−1xj ⊕ xnq′(xj , xn, xn−1, xa, xb, xc),
with q′ a quadratic function in its arguments. This function is linearly equivalent to
f4.

For f3, the same reasoning as above can be applied, except if xj = x2. Let
xj = x2. If f depends in a nonlinear way on n variables with n ≥ 8, then also the
term xnxn−2xl with l ∈ {1, . . . , n−3}\{2} is contained in the ANF since f3 depends
in a nonlinear way on 5 variables. Taking the restriction with respect to xn−1, we
are in the same situation as for f5.

Finally, for f2, in order to obtain a function that depends in a nonlinear way
on n variables with n ≥ 8, there exists a term xnxlxj in the ANF of f with l ∈
{4, 5, . . . , n− 1} such that the variable xj is not equal to {x1, x2, x3}. Therefore, we
can apply the same approach as explained for the function f5. ¤

Theorem 5.3.5 Any cubic function of n variables with Walsh values divisible by
2n−2 belongs to one of the orbits C2, C3, or C5 in RM(3, n)/RM(2, n) for n ≥ 7.

Proof. Taking into account Lemma 5.3.4 we have to consider the following two
cases:

1. there exists a vector w of weight n− 6 for which the restriction fw belongs to
the classes C4 or C6 in RM(3, 6)/RM(2, 6);

2. there exists a vector w of weight n− 7 for which the restriction fw belongs to
the classes C7 or C9 in RM(3, 7)/RM(2, 7).

In the first case we can even prove that there are no cubic functions with Walsh
values divisible by 2n−3. The proof is similar to the one of Theorem 5.3.3. Suppose
that f is such a function and let f̃ be the image of f under the invertible linear
transformation, described in Lemma 5.3.4. Now applying Equation (2.20) we obtain

∑

v¹w

W ef (v) = 2n − 2n−5 · wt(f̃w) .

The Walsh transform values of f̃ are divisible by 2n−3 and thus, 4 is a divisor of
wt(f̃w). But from [147, pp. 113] we see that there is no weight divisible by 4 in the
cosets f4 ⊕ RM(2, 6) and f6 ⊕ RM(2, 6). Since the weight of a function is linear
invariant we reach a contradiction.

Proceeding in a similar way in the second case we obtain that all Walsh values of
f̃w (which belongs to the classes C7 or C9) are divisible by 32. This is a contradiction
with Theorem 5.3.3 and the proof is completed. ¤
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Corollary 5.3.6 Any (n − 4)-resilient cubic function on Fn
2 belongs to one of the

affine equivalence classes C2, C3, or C5 of RM(3, n)/RM(2, n) for n ≥ 7.

From now on we will consider only functions of type IV. Recall that these func-
tions are cubic (n− 4)-resilient plateaued functions with amplitude n− 2.

Proposition 5.3.1 Each of the affine equivalence classes C2, C3, and C5 contain
functions of type IV.

Proof. From Corollary 5.3.6, we found that only the classes C2, C3, and C5 might
contain functions f ′ of type IV. By computer simulations for n = 6, we found indeed
in each class these type IV functions. Let f ′i with i ∈ {2, 3, 5} be such function
depending on 6 variables and belonging to the classes C2, C3, and C5 respectively.
Then for n ≥ 7, the functions f ′i ⊕ x7 ⊕ · · · ⊕ xn for i ∈ {2, 3, 5} also satisfies this
property. ¤

We will now prove that the linear dimension of the plateaued cubic (n−4)-resilient
functions in the class C2 is equal to n − 5. Therefore, we first describe the cosets
which belong to the class C2.

Lemma 5.3.7 Any affine equivalence class of C2 for n ≥ 6 consists of the direct sum
of functions f1(x) belonging to {x1x2x3, x1x2x3⊕x1x4, x1x2x3⊕x1x4⊕x2x5, x1x2x3⊕
x1x4⊕x2x5⊕x3x6} with functions f2(y) belonging to {1, y1y2, . . . , y1y2⊕· · ·⊕yk−1yk}
where k + 6 ≤ n.

Proof. Any affine equivalence class of RM(3, n)/RM(1, n) which belongs to C2 for
n ≥ 3 can be decomposed as g3⊕gc⊕gn−3. The function g3 contains the term x1x2x3

together with a quadratic function g′3 in the variables {x1, x2, x3}. The function gn−3

is a quadratic function in the variables {x4, . . . , xn} with rank 2k for k ≥ 0, and the
function gc contains cross terms from both sets of variables.

First, the function g′3 can be absorbed in the cubic term x1x2x3. Then, there exists
a linear transformation that maps gn−3 onto

⊕k−1
i=0 xn−2ixn−2i−1 and maps the vari-

ables x1, x2, x3 onto itself. The terms in gc that contain the variables xn−2k+1, . . . , xn

can be absorbed in gn−3. Consequently, gc is of the form x1l1 ⊕ x2l2 ⊕ x3l3 where
l1, l2, l3 are linear functions in the variables x4, . . . , xn−2k. Thus, after applying a
suitable linear transformation, the functions l1, l2, l3 can be mapped onto

l1 = 0 l2 = 0 l3 = 0,

l1 = x4 l2 = 0 l3 = 0, if n− 2k + 1 > 4;
l1 = x4 l2 = x5 l3 = 0, if n− 2k + 1 > 5;
l1 = x4 l2 = x5 l3 = x6, if n− 2k + 1 > 6.

This will lead to the form as stated in the theorem. ¤
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Theorem 5.3.8 The dimension of the linear space of the functions on Fn
2 from type

IV in class C2 is equal to n− 5.

Proof. From Lemma 5.3.7, we derive the affine equivalence class of C2 for n ≥ 6.
The Walsh spectrum of f1(x) ⊕ f2(y) is equal to the product of the Walsh spectra
of f1(x) and f2(y). We refer to Appendix C for the Walsh spectra of the functions
f1 and conclude that only the function x1x2x3 ⊕ x1x4 ⊕ x2x5 is 3-valued and the
function x1x2x3 ⊕ x1x4 ⊕ x2x5 ⊕ x3x6 is bent. Consequently, the only plateaued
function with amplitude 2n−2 which belongs to C2 is the function with representative
x1x2x3 ⊕ x1x4 ⊕ x2x5. Therefore, the linear dimension is equal to n− 5. ¤

In order to derive the dimension of the linear space for plateaued functions of
classes C3 and C5, we make use of the following three basic lemmas.

Lemma 5.3.9 Let g be a function of type IV on Fn
2 and Wg(0) = 2n−2. Then

the weight of g is equal to 2n−1 − 2n−3 and there are three possible weights for the
subfunctions of g:

• if Wg(ei) = 2n−2, then wt(g(x|xi = 0)) = 2n−3;

• if Wg(ei) = −2n−2, then wt(g(x|xi = 0)) = 2n−2;

• if Wg(ei) = 0, then wt(g(x|xi = 0)) = 3 · 2n−4.

Proof. The proof follows from Equation (2.20). ¤

Lemma 5.3.10 (Kasami et al. [155], van Tilborg [258]) Let us denote by P3,1 the
functions which are equivalent over RM(1, n) to a function of degree 3 with ANF in
which each term involves the same variable. If f ∈ RM(3, n) and wt(f) = 2n−2 then
either f ∈ P3,1 or f is equivalent over RM(1, n) to one of the following forms:

1. x2(x1x3 ⊕ x4x5)⊕ x1x3;

2. x2(x1x3 ⊕ x4x5)⊕ x3x4x6;

3. x2(x1x3 ⊕ x4x5)⊕ x4x6x7.

Lemma 5.3.11 [258, Th.1.3.2] If f(x1, . . . , xm) = x1x2 ⊕ · · · ⊕ x2k−1x2k ⊕ (a0 ⊕∑m
i=1 aixi)(b0 ⊕

∑m
i=1 bixi), (2k ≤ m), then f is equivalent over RM(1, n) to one of

the following forms:
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x1x2 ⊕ · · · ⊕ x2k−3x2k−2,

x1x2 ⊕ · · · ⊕ x2k−3x2k−2 ⊕ 1,

x1x2 ⊕ · · · ⊕ x2k−3x2k−2 ⊕ x2k−1,

x1x2 ⊕ · · · ⊕ x2k−3x2k−2 ⊕ x2k−1x2k,

x1x2 ⊕ · · · ⊕ x2k−1x2k ⊕ 1,

x1x2 ⊕ · · · ⊕ x2k−1x2k ⊕ x2k+1,

x1x2 ⊕ · · · ⊕ x2k−1x2k ⊕ x2k+1x2k+2,

wt(f) = 2m−1 − 2m−k

wt(f) = 2m−1 + 2m−k

wt(f) = 2m−1

wt(f) = 2m−1 − 2m−k−1

wt(f) = 2m−1 + 2m−k−1

wt(f) = 2m−1

wt(f) = 2m−1 − 2m−k−2

Theorem 5.3.12 The dimension of the linear space of the functions on Fn
2 from

type IV in class C3 is either equal to n− 5 or n− 6.

Proof. Let g be a function of type IV, which belongs to the coset f3⊕RM(2, n), i.e.,
g(x) = x1x2x3 ⊕ x2x4x5 ⊕ q(x), where q(x) is a quadratic function. We can assume
without loss of generality that Wg(0) = 2n−2. It is known from Equation (2.20) that
if all the Walsh values of a given function are divisible by 2l then all the Walsh values
of its subfunctions with respect to a vector of weight w are divisible by 2l−w. Let ν
be the following vector: ν = (0, 0, 0, 0, 0, 1, 1, . . . , 1). Since all the Walsh values of g
are divisible by 2n−2, we obtain that gν(x) = x1x2x3 ⊕ x2x4x5 ⊕ qν(x) is such that
all its Walsh values are divisible by 8.

From the classification of Berlekamp and Welch for Boolean functions of 5 vari-
ables (Appendix C), we see that the only possible cosets of RM(1, 5) for gν are the
cosets with representatives x1x2x3 ⊕ x2x4x5 ⊕ x1x3 and x1x2x3 ⊕ x2x4x5 ⊕ x1x3 ⊕
x1x4 ⊕ x3x5. Therefore we have to consider the following two cases for g:

1. g(x) = x1x2x3 ⊕ x2x4x5 ⊕ x1x3 ⊕ q1(x),

2. g(x) = x1x2x3 ⊕ x2x4x5 ⊕ x1x3 ⊕ x1x4 ⊕ x3x5 ⊕ q2(x),

where each quadratic term of qi(x), i = 1, 2 contains a variable xj , for j ≥ 6.
Let us consider the first case. By Lemma 5.3.9 there are three possibilities for the

weights of the subfunctions g(x|x2 = 0) of g(x) with respect to the set {x ∈ Fn
2 |x2 =

0}. If wt(g(x|x2 = 0)) = 2n−3 = dmin(RM(2, n − 1)), we substitute x2 = 0 and get
g(x|x2 = 0) = x1x3 ⊕ q1(x|x2 = 0). Taking into account the form of g(x|x2 = 0) and
Lemma 5.3.11, we obtain that the function g(x) must be equivalent over RM(1, n)
to x1x2x3⊕x2x4x5⊕x1x3⊕x1y1⊕x2y2, where y1, y2 are some affine functions of xj ,
for j ≥ 6. If y1 or/and y2 vanish then dim(LS)g ≤ n− 6. If both y1 and y2 are non-
zero, since by Lemma 5.3.9 g(x|x2 = 1) is balanced they will be linearly independent.
Then g(x) cannot be a plateaued function since the Walsh spectrum of the function
x1x2x3⊕x2x4x5⊕x2x6⊕x1x7 on F7

2 is not three-valued (see Appendix E). Therefore
dim(LS)g ≤ n− 6. Proceeding in a similar way, if wt(g(x|x2 = 0)) = 2n−2 we arrive
at the same conclusion, i.e., dim(LS)g ≤ n− 6. Finally, by using Lemma 5.3.11 and
consecutively substituting x2 = 0 and x2 = 1 we conclude that a function g(x), with
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wt(g(x|x2 = 0)) = wt(g(x|x2 = 1)) = 3 · 2n−4 = 1.5dmin(RM(2, n − 1)) cannot be
plateaued.

Consider now the second case, when g(x) = x1x2x3 ⊕ x2x4x5 ⊕ x1x3 ⊕ x1x4 ⊕
x3x5 ⊕ q2(x). The subfunction g(x|x2 = 0) = x1x3 ⊕ x1x4 ⊕ x3x5 ⊕ q2(x|x2 = 0)
has weight 1.5 dmin(RM(2, n − 1)). Then using Lemma 5.3.11 the function g(x) is
equivalent over RM(1, n) to x1x2x3⊕x2x4x5⊕x1(x3⊕x4⊕y1)⊕x3x5⊕x2y2, where
y1 and y2 are some affine functions of xj , for j ≥ 6. By substituting x2 = 1 we get
that g(x|x2 = 1) = x5(x3 ⊕ x4) ⊕ x1x4 ⊕ x1y1 ⊕ y2 and by Lemma 5.3.11 we can
conclude that y2 = 0, and if y1 6= 0 the function g(x) is not plateaued. Hence the
dimension of the linear space is n− 5. ¤

Theorem 5.3.13 The dimension of the linear space of the functions from type IV
in class C5 on Fn

2 is equal to n− 6.

Proof. Let g be a function of type IV, which belongs to the coset f5⊕RM(2, n), i.e.,
g(x) = x1x2x3⊕x2x4x5⊕x3x4x6⊕q(x), where q(x) is a quadratic function. Similarly
as in the proof above, we assume that Wg(0) = 2n−2. We consider the vector ν =
(0, 0, 0, 0, 0, 0, 1, 1, . . . , 1) and obtain that gν(x) = x1x2x3 ⊕ x2x4x5 ⊕ x3x4x6 ⊕ qν(x)
satisfies the property that all its Walsh values are divisible by 16.

From the classification of cubic functions of 6 variables, we conclude that only
the following function has to be investigated: g(x) = x1x2x3 ⊕ x2x4x5 ⊕ x3x4x6 ⊕
x1x2 ⊕ x1x3 ⊕ x2x5 ⊕ q(x), where each quadratic term of q(x) contains a variable xj

for j ≥ 7.
Let us first consider the subfunctions with respect to the variable x3. We have

that g(x|x3 = 0) = x2x4x5⊕x2(x1⊕x5)⊕ q(x|x3 = 0). Suppose that Wg(e3) = 2n−2

(the case Wg(e3) = −2n−2 is treated in a similar way, substituting x3 = 1) then
wt(g(x|x3 = 0)) = 2n−3 = 2dmin(RM(3, n−1)). Then by Lemma 5.3.10 the function
g(x) = x1x2x3⊕x2x4x5⊕x3x4x6⊕x1x2⊕x1x3⊕x2x5⊕x2y1⊕x3y2, where y1, y2 are
affine functions of xj , j ≥ 7. If one of y1 or y2 is not equal to zero then by computing
the Walsh spectra we see that g(x) cannot be a plateaued function.

The only remaining case is when Wg(e3) = 0. We will show that this is impossible.
Consider the subfunctions with respect to the variable x4. We obtain that g(x|x4 =
0) = x1x2x3 ⊕ x1x2 ⊕ x1x3 ⊕ x2x5 ⊕ q(x|x4 = 0). By Lemma 5.3.10 we see that
wt(g(x|x4 = 0)) cannot be 2dmin(RM(3, n−1)). If this weight is equal to 2n−2, then
wt(g(x|x4 = 1)) = 2dmin(RM(3, n − 1)), but since g(x|x4 = 1) = x1x2x3 ⊕ x1x2 ⊕
x1x3⊕x3x6⊕q(x|x4 = 1) we arrive at a contradiction with Lemma 5.3.10. Therefore
wt(g(x|x4 = 0)) = wt(g(x|x4 = 1)) = 3 · 2n−4 and the Walsh value Wg(e4) = 0.

Now by using (2.20) for the vector ω = (0, 0, 1, 1, 0, . . . , 0) we obtain Wg(0) +
Wg(e3) + Wg(e4) + Wg(ω) = 2n − 8wt(gω). Then

wt(gω) = 3 · 2n−5 − Wg(ω)
8

.
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We have to consider three cases according to the values of Wg(ω). The correspond-
ing weights for gω are: 3 · 2n−5, 2n−4, 2n−3. Since (g(x|x3 = 1, x4 = 1)) = x1 ⊕ x6,
the weight 2n−3 for gω will not appear. Consider the most complex case, when
wt(gω) = 3 · 2n−5. It is easy to verify that also the weights of g(x|x3 = 0, x4 = 1),
(g(x|x3 = 1, x4 = 0)) and (g(x|x3 = 1, x4 = 1)) are equal to 3 · 2n−5. By using
Lemma 5.3.11 we have g(x) = x1x2x3 ⊕ x2x4x5 ⊕ x3x4x6 ⊕ x1x2 ⊕ x1x3 ⊕ x2x5 ⊕
x3y1 ⊕ x4y2 ⊕ y3y4, where y1, y2 are affine functions of xj , j ≥ 7 and y3, y4 are affine
functions independent from x2 and x1 ⊕ x5.

Since the weights of the restrictions of g(x) over the hyperplanes a3x3⊕a4x4 = 1,
(a3, a4) ∈ F2

2 \ 0 are equal to 3 · 2n−4 and from the properties of the direct sum (see
p. 20) we obtain that y1, y2 are linearly dependent on y3, y4. Considering all possible
linear combinations of y3 and y4 we see that g(x) cannot be a plateaued function.
The other possible weight of gω leads to the same conclusion and hence Wg(e3) = 0
is impossible. So, g(x) is plateaued only if q(x) ≡ 0 and therefore the dimension of
the linear space is n− 6. ¤

Corollary 5.3.14 Plateaued cubic functions with amplitude n− 2 without linear
structure for n ≥ 7 do not exist.

We want to mention that this result has been found independently by Tarannikov in
[257].

5.3.2 ANF

Theorem 5.3.15 The 4 types of (n − 4)-resilient cubic Boolean functions on Fn
2

belong (up to affine transformations) to the following cosets of RM(1, n):

I. x1x2x3 ⊕RM(1, n)

II. x1x2x3 ⊕ x1x4 ⊕RM(1, n)

III. x1x2x3 ⊕ x2x4x5 ⊕ x1x3 ⊕RM(1, n)

IV. If dim(LSf ) = n− 5:

(i) x1x2x3 ⊕ x2x4 ⊕ x1x5 ⊕RM(1, n)

(ii) x1x2x3 ⊕ x2x4x5 ⊕ x3x4 ⊕ x1x3 ⊕ x1x5 ⊕RM(1, n)

If dim(LSf ) = n− 6:

(i) x1x2x3 ⊕ x2x4x5 ⊕ x2x6 ⊕ x1x3 ⊕RM(1, n)

(ii) x1x2x3 ⊕ x2x4x5 ⊕ x3x4x6 ⊕ x1x2 ⊕ x1x3 ⊕ x2x5 ⊕RM(1, n)
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Proof. It is well-known (see for instance Evertse [117], Lai [170]) that any function
with a linear space of dimension k can be transformed by an affine transformation in
the sum of two functions f1 and f2 where f1 is a nonlinear function that nonlinearly
depends on n − k variables and f2 an affine function. As a consequence, up to an
affine transformation, the nonlinear part of the functions of type I, II, and III, depend
on 3, 4, resp. 5 variables, while the nonlinear part of the functions of type IV, depend
on 5 or 6 variables. From Table D.1 in Appendix D, we derive the corresponding
ANF. ¤

5.3.3 Autocorrelation Spectrum

Since all the functions in a fixed coset of RM(1, n) have the same autocorrelation
spectrum, we immediately obtain from Table D.1 in Appendix D the following ex-
tended autocorrelation spectrum:

Theorem 5.3.16 The 4 types of (n−4)-resilient cubic Boolean functions on Fn
2 have

the following extended autocorrelation spectrum.

I. (2n, 2n−3), (2n−1, 2n − 2n−3)

II. (2n, 2n−4), (2n−1, 2n−1 − 2n−3), (0, 2n−1 + 2n−4)

III. (2n, 2n−5), (2n−1, 2n−2 − 2n−4), (2n−2, 2n−1), (0, 2n−2 + 2n−5)

IV. If dim(LSf ) = n− 5:

(i) (2n, 2n−5), (2n−1, 2n−3), (0, 2n − 2n−5 − 2n−3)

(ii) (2n, 2n−5), (2n−2, 2n−1), (0, 2n − 2n−5 − 2n−1)

If dim(LSf ) = n− 6:

(i) (2n, 2n−6), (2n−1, 2n−2 − 2n−4), (0, 2n − 2n−3 − 2n−4 − 2n−6)

(ii) (2n, 2n−6), (2n−1, 2n−4), (2n−2, 2n−1), (0, 2n−1 − 2n−4 − 2n−6)

Remark. For classes I and II, we note that the autocorrelation values are all
divisible by 2n−1. This can be proven similarly as in [68, Lemma 3], but by taking
into account that the 8 vectors which yield a non-zero value in the Walsh spectrum
of a function of type I and the 8 vectors with value 2n−2 in the Walsh spectrum of a
function of type II belong to a flat of dimension 3, also proven in [68].
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5.4 Covering Radius of Reed-Muller Code in Set of
Resilient Boolean Functions

The covering radius of RM(r, n) is defined as

ρ(r, n) = max d(f(x), RM(r, n)) ,

where the maximum is taken over all Boolean functions f(x) [81, pp. 252]. A new
covering radius of RM(r, n) from a cryptographic point of view was introduced by
Kurosawa et al. in [167]. It is defined as the maximum distance between t-resilient
functions Rt,n and the r-th order Reed-Muller code RM(r, n). That is,

ρ̂(t, r, n) = max
f(x)∈Rt,n

d(f(x), RM(r, n)) .

This covering radius is important in settings where both correlation and approxima-
tion to low order degree functions need to be considered. For instance, it leads to a
condition for resisting correlation attacks on the combination generator (cf resiliency
[246]) and low degree approximation attacks or probabilistic algebraic attacks (cf
distance to low degree functions [167, 86]) on the combination generator. However,
note that this measure is not sufficient in the context of algebraic attacks [84, 87],
since the algebraic attacks rely on the existence of low degree relations between the
inputs and the output of the function [197], and thus not only on the existence of a
good approximation of the output by a function of low degree [86], see the notion of
AI.

Since Rt,n ⊆ RM(r, n), it follows that 0 ≤ ρ̂(t, r, n) ≤ ρ(r, n). Siegenthaler’s
inequality gives that ρ̂(t, r, n) = 0, when n ≤ t+r+1. Note that Nf = d(f, RM(1, n)).
In fact, in this terminology an upper bound on ρ̂(t, 1, n) has been derived in [74, 255,
275].

For the new covering radius ρ̂(t, r, n) the authors in [167] derived some lower
and upper bounds. Here, we prove exact values of the covering radius ρ̂(t, 2, 6), for
t = 0, 1, 2 and ρ̂(n − 4, 2, n) for n ≥ 6. These results could not be obtained by
exhaustive search since both the set of Boolean functions of 6 variables and the set
of cubic Boolean functions of 7 variables contain 264 elements. We also generalize
our method and find a new lower bound for the covering radius of the Reed-Muller
code RM(2, n) in the set Rt,n for t ≤ n − 4. We present new lower bounds in the
sets Rt,7, t = 0, 1, 2 for RM(2, 7). In [22], new results are obtained on the covering
radius of (n− 3)-rd and (n− 4)-th order Reed-Muller codes. There, based on results
from coding theory in [196], Borissov, Nikova, and the author show exact values of
the covering radius of RM(n − 3, n) in the set of 1-resilient Boolean functions of n
variables, when bn/2c = 1 mod 2 and lower bounds for ρ̂(2, n− 4, n). This leads to
several new lower bounds.
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5.4.1 The Covering Radius of RM(2, 6) in the Set Rt,6 for t =
0, 1, 2

We begin with the following lemma.

Lemma 5.4.1 [21] If a Boolean function f on F6
2 is at distance 18 from RM(2, 6),

then its degree is 3.

Remark. J. Schatz proves in [240] that the covering radius of RM(2, 6) is 18 by
constructing a coset which has a minimal weight 18. This coset can be written as
f ⊕RM(2, 6), where f(x) = (x1x2x3⊕ x1x4x5⊕ x2x3⊕ x2x4⊕ x3x5)x6⊕ (x1x2x3⊕
x1x4x5)(x6 ⊕ 1).

Lemma 5.4.2 The Boolean function g1(x) = x1x2x3 ⊕ x2x4x5 ⊕ x3x4x6 ⊕ x1x2 ⊕
x1x3 ⊕ x2x5 ⊕ x2 ⊕ x3 ⊕ x4 ⊕ x5 ⊕ x6 is 2-resilient and it is at distance 16 from
RM(2, 6).

Proof. By computing the Walsh transform and checking the spectrum, we see that
g1(x) is 2-resilient. From Appendix B, we derive that g1 belongs to the orbit C5 of
RM(3, 6)/RM(1, 6). In [147], Hou shows that the coset f5 ⊕ RM(2, 6) has minimal
weight 16. Therefore the function g1(x) is at distance 16 from RM(2, 6). ¤

The function g1(x) from Lemma 5.4.2 achieves maximal possible nonlinearity 24
among the 1-resilient functions of 6 variables, i.e., it is at distance 24 from RM(1, 6).
This holds since g1(x) is a plateaued function with amplitude 4.

Theorem 5.4.3 The covering radius of RM(2, 6) in the sets Rt,6, t = 0, 1, 2 is 16,
i.e., ρ̂(t, 2, 6) = 16, for t ∈ {0, 1, 2}.
Proof. According to Lemma 5.4.1, any Boolean function at distance 18 from
RM(2, 6) has degree 3. By using the results in [146, pp. 113] we see that the unique
orbit of the general linear group GL(6, 2) in RM(3, 6)/RM(2, 6), which has as a rep-
resentative a coset of minimal weight 18, does not contain balanced functions (see
also proof of Theorem 5.3.3). Therefore there exist no resilient functions at distance
18 from RM(2, 6). On the other hand by Lemma 5.4.2 there exists a 2-resilient func-
tion at distance 16 from that code. To complete the proof we only need the obvious
inclusion Rt,n ⊂ Rt−1,n. ¤

5.4.2 The Covering Radius of RM(2, n) in the Set Rt,n for t ≤
n− 4 and n ≥ 7

We determine the exact value of ρ̂(n − 4, 2, n) for n ≥ 7. Note that due to the
Siegenthaler’s upper bound the degree of any (n−4)-resilient function on Fn

2 must be
at most 3 for n ≥ 7. This result leads to lower bounds on ρ̂(t, 2, n) for t < n−4, n ≥ 7.
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Lemma 5.4.4 The Boolean function g2(x) = x1x2x3 ⊕ x2x4x5 ⊕ x3x4x6 ⊕ x1x2 ⊕
x1x3 ⊕ x2x5 ⊕ x2 ⊕ x3 ⊕ x4 ⊕ x5 ⊕ x6 ⊕ x7 ⊕ · · · ⊕ xn is (n − 4)-resilient and is at
distance 2n−2 from RM(2, n).

Proof. We have that g2(x1, . . . , xn) = g1(x1, . . . , x6)⊕x7⊕· · ·⊕xn and g1 achieves
the covering radius of RM(2, 6) in R2,6 by Lemma 5.4.2. Therefore g2(x) is (n− 4)-
resilient and at distance 2n−2 from RM(2, n). ¤

The function g2(x) is plateaued with an amplitude n− 2. Therefore the distance
between g2 and RM(1, n) is the maximal possible, namely 3 · 2n−3.

Theorem 5.4.5 The covering radius of RM(2, n) in the set Rt,n for t ≤ n − 4 is
bounded from below by 2n−2, when n ≥ 6, i.e.,

2n−2 ≤ ρ̂(t, 2, n) for t ≤ n− 4, n ≥ 6.

For t = n− 4, n ≥ 6, the equality is reached.

Proof. From Theorem 5.3.5, any (n− 4)-resilient cubic function on Fn
2 with n ≥ 7

belongs to one of the affine equivalence classes C2, C3 or C5 of RM(3, n)/RM(2, n).
The equivalence class C5 is the class with maximum minimal weight (see Table B.1
in Appendix B). By Lemma 5.4.4 there exists an (n−4)-resilient function at distance
2n−2 from RM(2, n) for n ≥ 7, which completes the proof for the equality.

The obvious inclusion Rt,n ⊂ Rt−1,n explains the lower bound for the covering
radius. ¤

In the following propositions we improve the above lower bounds for the covering
radius in the sets Rt,7 and Rt,8 for t = 0, 1, by exhaustive search in the classes of
RM(3, n)/RM(2, n) for n = 7, 8 with high minimal weight (see Appendix B).

Proposition 5.4.1 The Boolean function g3(x) = f11 ⊕ x1 ⊕ x2 is 0-resilient (bal-
anced) and it is at distance 40 from RM(2, 7).

Proposition 5.4.2 The Boolean function g4(x) = f27⊕x2x3⊕x1⊕x2 is 0-resilient
(balanced) and it is at distance 88 from RM(2, 8).

Proposition 5.4.3 The Boolean function g5(x) = f9 ⊕ x1x7 ⊕ x5 ⊕ x6 ⊕ x7 is 1-
resilient and it is at distance 36 from RM(2, 7).

Proposition 5.4.4 The Boolean function g6(x) = f26 ⊕ x1x3 ⊕ x3 ⊕ x5 is affine
equivalent with a 1-resilient functions and it is at distance 84 from RM(2, 8).
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5.4.3 Summary of Results on ρ̂(t, r, n) for n ≤ 8

In Table 5.1, we present the improved numerical values of the covering radius for
resilient functions using the results obtained from Theorem 5.4.3, Theorem 5.4.5,
Proposition 5.4.1, Proposition 5.4.2, Proposition 5.4.3, and Proposition 5.4.4. Also
the results obtained in [20, 22] are presented in the table. The entry α − β means
that α ≤ ρ̂(t, r, n) ≤ β. Note that some values between α and β cannot appear by
the divisibility theorem shown in [22].

Table 5.1: Numerical data of the bounds on ρ̂(t, r, n)

n 1 2 3 4 5 6 7 8
r = 1 0 2 4 12 26 56 112
r = 2 0 2 6 16 40− 44 88 -100

t = 0 r = 3 0 2 8 20− 22 40 - 66
r = 4 0 2 8 18-30
r = 5 0 2 10
r = 6 0 2
r = 7 0

n 1 2 3 4 5 6 7 8
r = 1 0 4 12 24 56 112
r = 2 0 6 16 36− 44 84-100

t = 1 r = 3 0 8 20− 22 40-66
r = 4 0 8 18-30
r = 5 0 10
r = 6 0

n 1 2 3 4 5 6 7 8
r = 1 0 8 24 56 96
r = 2 0 16 32− 44 64-100

t = 2 r = 3 0 16− 22 32-66
r = 4 0 18-30
r = 5 0

n 1 2 3 4 5 6 7 8
r = 1 0 24 48 96
r = 2 0 32 64-100

t = 3 r = 3 0 32-66
r = 4 0

n 1 2 3 4 5 6 7 8
r = 1 0 32 64

t = 4 r = 2 0 64
r = 3 0
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5.5 Bent Functions in 6 and 8 Variables of Degree
Less than or Equal to 3

The Maiorana-McFarland class and the Partial Spread class [104] are the most impor-
tant classes of bent functions. Rothaus derived the complete classification of affine
invariant Boolean bent functions in 6 variables in [235]. He concluded that all these
functions belong to two different classes. In [62], Carlet derived in a rather compli-
cated way that any cubic bent functions in 6 variables (x, y) = (x1, x2, x3, y1, y2, y3)
can be written as x · φ(y)⊕ g(y)⊕ x1x2x3. We now show, based on the classification
of Rothaus (confirmed by our classification of RM(3, 6)/RM(1, 6)) and one simple
property on Maiorana-McFarland functions proven by Dillon, that all Boolean bent
functions in 6 variables belong to the Maiorana-McFarland class, i.e., that we get
rid of the function x1x2x3 in the representation of Carlet. This result was previously
also obtained by Dillon in [103]. We also compute, based on the classification of
RM(3, 7)/RM(1, 7), all affine equivalence classes of cubic bent functions in 8 vari-
ables and show that all of them are Maiorana-McFarland.

5.5.1 Bent Functions in 6 Variables

From the classification of RM(3, 6)/RM(1, 6), we see that all bent functions are
equivalent under affine transformation to one of the following classes (Dillon [103],
Rothaus [235], Preneel [226]):

1. x1x2 ⊕ x3x4 ⊕ x5x6;

2. x1x2x3 ⊕ x1x4 ⊕ x2x5 ⊕ x3x6;

3. x1x2x3 ⊕ x2x4x5 ⊕ x1x2 ⊕ x1x4 ⊕ x2x6 ⊕ x3x5 ⊕ x4x5;

4. x1x2x3⊕ x2x4x5⊕ x3x4x6 ⊕ x1x4⊕ x2x6⊕ x3x4⊕ x3x5⊕ x3x6⊕ x4x5⊕ x4x6 .

The following property of Maiorana-McFarland functions proven by Dillon in 1974
can be found in [104].

Lemma 5.5.1 A Boolean function f on F2n
2 is affine equivalent to a Maiorana-

McFarland function if and only if there exists a subspace U of dimension n such that
the derivative of f with respect to every 2-dimensional subspace of U is constant.

This property can also be rephrased as follows. A Boolean function f on F2n
2 is a

Maiorana-McFarland function if and only if there exists a subspace U of dimension
n such that the function f is affine on every coset of U (Daum et al.[95]).

This property can now be very easily checked for the four different classes of
Boolean bent functions in dimension 6. An example of such a subspace U for which
Lemma 5.5.1 is satisfied is equal to < e1, e3, e5 > for classes 1 and 2, and equal to
< e2, e3, e4 > for classes 3 and 4. Consequently, we derive the following result.



102 CHAPTER 5. CLASSIFICATION OF BOOLEAN FUNCTIONS

Corollary 5.5.2 [103] All Boolean bent functions in 6 variables are affine equivalent
to the Maiorana-McFarland class.

5.5.2 Bent Functions in 8 Variables and Degree Less than or
Equal to 3

The following theorem was previously found by Hou using computer computations
[148], but it can also be proven theoretically as shown below.

Theorem 5.5.3 Cubic bent functions in F8
2 belong to the equivalence classes C2,

C3, C5, C7, and C9 of RM(3, 8)/RM(2, 8).

Proof. Lemma 5.3.4 together with Equation (2.20) can be used for proving (similar
as the proof of Theorem 5.3.3) the non-existence of cubic bent functions in F8

2 that
belong to the classes C4, C6, C8, C10, C11, . . . , C32. ¤

Consequently, all bent functions in RM(3, 8) depend in a nonlinear way on at most 7
variables in the cubic part. As explained in [57], 8 is the only even dimension greater
than or equal to 6 for which there exists no cubic bent function that depends in a
nonlinear way on all variables in the cubic part.

Any restriction of a bent function on Fn
2 with respect to a hyperplane will re-

sult in a plateaued function on Fn−1
2 with amplitude n

2 . Consequently, cubic bent
functions that are cosets of the classes Ci with i ∈ {2, 3, 5, 7, 9} are affine equivalent
to functions which have ANF equal to f ′i ⊕ x8a(x1, . . . , x7), where a(x1, . . . , x7) is a
linear function in the variables x1, . . . , x7 and f ′i is a plateaued function with ampli-
tude 4 in RM(3, 7)/RM(1, 7) belonging to the class Ci . Using the classification of
RM(3, 7)/RM(1, 7) (see Appendix E), we derive the 10 different affine equivalence
classes of bent functions in 8 variables with degree less than or equal to 3.

C1: x1x2 ⊕ x3x4 ⊕ x5x6 ⊕ x7x8;

C2: x1x2x3 ⊕ x1x4 ⊕ x2x5 ⊕ x3x6 ⊕ x7x8;

C3: x1x2x3 ⊕ x2x4x5 ⊕ x3x4 ⊕ x2x6 ⊕ x1x7 ⊕ x5x8;
x1x2x3 ⊕ x2x4x5 ⊕ x1x3 ⊕ x1x5 ⊕ x2x6 ⊕ x3x4 ⊕ x7x8;

C5: x1x2x3 ⊕ x2x4x5 ⊕ x3x4x6 ⊕ x3x5 ⊕ x2x6 ⊕ x2x5 ⊕ x1x7 ⊕ x4x8;
x1x2x3 ⊕ x2x4x5 ⊕ x3x4x6 ⊕ x3x5 ⊕ x1x3 ⊕ x1x4 ⊕ x2x7 ⊕ x6x8;
x1x2x3 ⊕ x2x4x5 ⊕ x3x4x6 ⊕ x3x5 ⊕ x2x6 ⊕ x2x5 ⊕ x1x2 ⊕ x1x3 ⊕ x1x4 ⊕ x7x8;
x1x2x3 ⊕ x2x4x5 ⊕ x3x4x6 ⊕ x3x5 ⊕ x1x6 ⊕ x2x7 ⊕ x4x8;

C7: x1x2x7 ⊕ x3x4x7 ⊕ x5x6x7 ⊕ x1x4 ⊕ x3x6 ⊕ x2x5 ⊕ x4x5 ⊕ x7x8.

C9: x1x2x3 ⊕ x2x4x5 ⊕ x3x4x6 ⊕ x1x4x7 ⊕ x3x5 ⊕ x2x7 ⊕ x1x5 ⊕ x1x6 ⊕ x4x8.
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The first class follows from Dickson’s theorem. The second class was determined by
Hou in [148], see also Lemma 5.3.7 for an alternative proof. Agievich in [1] identified
the bent function cosets of the classes C3 and C7. His method can only be applied
for these classes since the property that each term in the ANF of the representative
of the class contains at least one common variable is exploited. We here extend the
classification by also deriving the equivalence classes corresponding with C5 and C9.
One can check that for every representative of the affine equivalence classes of bent
functions on F8

2 with degree less than or equal to 3, the property of Lemma 5.5.1 is
satisfied.

Corollary 5.5.4 All Boolean bent functions in 8 variables with degree less than or
equal to 3 are affine equivalent to the Maiorana-McFarland class.

5.6 Conclusions

We have discussed the advantages of studying affine equivalence classes of Boolean
functions and S-boxes. Affine invariant properties, algorithms, and concrete classifi-
cations for Boolean functions have been presented. Based on this classification, we
have determined new properties for (n−4)-resilient cubic Boolean functions and new
bounds on the covering radius of Reed-Muller codes in the set of t-resilient functions.
From the classification of RM(3, 6)/RM(1, 6), we have derived that all bent functions
in 6 variables are Maiorana-McFarland. The classification of RM(3, 7)/RM(1, 7) has
been used to derive the affine equivalence classes of cubic bent functions in 8 vari-
ables, which has lead to the result that all bent functions in 8 variables and with
degree less than or equal to 3 are Maiorana-McFarland.
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Chapter 6

Addition and Multiplication
in a Finite Field

The operations addition and multiplication modulo 2n can be very efficiently imple-
mented in hardware. Therefore, these building blocks are frequently used in cryp-
tosystems like e.g. in the block ciphers SAFER [191] and IDEA [171], in the key
stream generators natural sequence generator [88], summation generator [237] and
the E0 encryption system of the Bluetooth key stream generator [247], and also in
many stream ciphers such as Turing [234] and Helix [123].

In this chapter, we analyze its strength by deriving the ANF of the functions
f(x + a mod 2n), f(x× a mod 2n), and f(x× a + b mod 2n), which represent the
nonlinear combinations of the output functions of the corresponding S-box (addition,
multiplication, or combination of both). We determine the degree and the number of
terms for each equation depending on the constant a ∈ Fn

2 . Moreover, we also prove
that the AI is less than or equal to 2 for all the components of addition in the field.
Based on the compact equations that are derived for the ANF of the functions, we
show how the low degree equations used in the algebraic attacks for the summation
generator and the E0 stream cipher are obtained. The main ideas in this chapter
have been published in [39].

6.1 Addition and Multiplication in the Field

As mentioned in Chapter 2, we use the notation u ∈ Fn
2 and u ∈ Z2n interchangeably.

However, note the difference between xu and xu. The first one defines the ANF term
xu0

0 · · ·xun−1
n−1 and the second one defines the u-th power of x ∈ F2n . The n-bit

105
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addition r = x + a mod 2n is computed as follows

r0 + r1 · 2 + · · ·+ rn−1 · 2n−1 = (6.1)
(x0 + x1 · 2 + · · ·+ xn−1 · 2n−1) + (a0 + a1 · 2 + · · ·+ an−1 · 2n−1) mod 2n,

with components (r0, . . . , rn−1) recursively defined by

r0 = x0 ⊕ a0 ⊕ c0, c0 = 0,

ri = xi ⊕ ai ⊕ ci, ci = xi−1ai−1 ⊕ xi−1ci−1 ⊕ ai−1ci−1,

∀i ∈ {1, ..., n− 1}.

The multiplication s = x× a mod 2n is computed in the following way

s0 + s1 · 2 + · · ·+ sn−1 · 2n−1 = (6.2)
(x0 + x1 · 2 + · · ·+ xn2n−1)× (a0 + a1 · 2 + · · ·+ an2n−1) mod 2n,

with components (s0, . . . , sn−1) equal to

s0 = x0a0,

s1 = x1a0 ⊕ x0a1 ⊕ c1(x0, a0),
...

sn−1 = xn−1a0 ⊕ xn−2a1 ⊕ · · · ⊕ x0an−1 ⊕ cn−1(x0, . . . , xn−1, a0, . . . , an−1),

where ci() is a function of its arguments which defines the carry bit. The number of
terms of ci grows exponentially for increasing i. We write ci for i = 1, 2, 3 explicitly:

c1(x0, a0) = 0,

c2(x0, x1, a0, a1) = a0a1x0x1,

c3(x0, . . . , x2, a0, . . . , a2) = a0a1x0x1 ⊕ a0a1x1x2 ⊕ a0a1x0x1x2

⊕ a0a2x0x2 ⊕ a1a2x0x1 ⊕ a0a1a2x0x1.

The sum and product of the bit-wise components of addition and multiplication mod-
ulo 2n can be represented by the ANF of the composition of addition/multiplication
with a Boolean function f on Fn

2 , i.e., by means of the functions f(x + a), f(x× a),
and f(x× a + b). Note that the operation x× a + b is performed as (x× a) + b.

6.2 ANF of f(x + a), f(x× a), and f(x× a + b)

In this section, we deduce compact equations for representing the ANF of the func-
tions f(x + a), f(x× a), and f(x× a + b), using the ANF of f .
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6.2.1 ANF of f(x + a)

Theorem 6.2.1 If the ANF of f ∈ F∗n is given by the monomial xu (u ∈ Z2n \{0}),
then the ANF of f(x + a) with a ∈ Fn

2 a fixed constant is given by

f(x + a) =
u⊕

c=0

xu−cac, (6.3)

where u−c represents the subtraction modulo 2n. The number of terms of the function
f(x + a) is equal to 2wt(a′u), where a′u is the restriction of a such that a′ ≤ u, i.e.,
a′ = (a0, a1, . . . , ablog2 uc, 0, . . . , 0).

Proof. To prove the theorem, we need two lemmas:

Lemma 6.2.2 For x, a0 ∈ Fn
2 , with a0 = (a0, 0, . . . , 0) and u ∈ Z2n \ {0}, we have

that
(x + a0)u = xu ⊕ xu−1a0.

Proof. (Lemma 6.2.2) If n = 1, the lemma is trivial. Suppose the lemma is true
for dimension less than or equal to n − 1. We will show that the lemma holds for
dimension n. If u < 2n−1, the lemma is true by induction, otherwise write u as
2n−1 + u1, where 0 < u1 < 2n−1, and thus

(x + a0)2
n−1+u1 = (x + a0)2

n−1
(x + a0)u1 .

On the second term of the product, we apply induction. For the first term, we
use the definition of addition (6.1) to compute (x + a0) = (x0 ⊕ a0, x1 ⊕ a0x0, x2 ⊕
a0x0x1, . . . , xn−1⊕a0x0 · · ·xn−2). Taking the 2n−1-th power is equal to selecting the
(n− 1)-th component in the binary representation. As a result we have

(x + a0)u = (x2n−1 ⊕ a0x
2n−1−1)(xu1 ⊕ xu1−1a0)

= x2n−1+u1 ⊕ x2n−1+u1−1a0,

where we used the fact that a0x
2n−1−1xu1 = a0x

2n−1−1xu1−1 = a0x
2n−1−1 in the last

reduction step. This equality is due to the fact that u1 ¹ 2n−1 − 1 and u1 − 1 ¹
2n−1 − 1. ¤

Lemma 6.2.3 Denote x = x0 + 2× x′ with vectors x0 = (x0, 0, . . . , 0) and
x′ = (x1, . . . , xn−1, 0). Similarly, denote a = a0 + 2× a′ with a0 = (a0, 0, . . . , 0) and
a′ = (a1, . . . , an−1, 0), then

(2× (x′ + a′))u =
{

0 if u is odd,⊕u
2
v=0(2× x′)u−2v(2× a′)2v if u is even.
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Proof. (Lemma 6.2.3) We prove the lemma by induction on the number n of
variables. Because multiplication by 2 only shifts the vector over one position, it
follows that

(2× x′)u =
{

0 if u is odd,
(x′)

u
2 if u is even. (6.4)

By induction on n, we have for even u that

(x′ + a′)
u
2 =

u
2⊕

v=0

x′
u
2−va′v.

If we rescale the previous equation using (6.4), we get the equation of the lemma. ¤

By using the previous lemmas, we are now able to prove the theorem. We start by
using Lemma 6.2.2 repeatedly.

(x + a)u = (x0 + 2× x′ + a0 + 2× a′)u

= (2× x′ + 2× a′ + x0)u ⊕ (2× x′ + 2× a′ + x0)u−1a0

= (2× x′ + 2× a′)u ⊕ (2× x′ + 2× a′)u−1x0

⊕ a0((2× x′ + 2× a′)u−1 ⊕ (2× x′ + 2× a′)u−2x0). (6.5)

Note that multiplication modulo 2n is distributive with respect to addition modulo
2n, i.e. (2×x′+2×a′) = 2× (x′+a′). As a consequence, we can apply Lemma 6.2.3
on Equation (6.5). This implies that we need to distinguish the case u is odd and
the case u is even.

• Case 1: u odd
For u odd, we simplify Equation (6.5) by

(x + a)u = x0(2× x′ + 2× a′)u−1 ⊕ a0(2× x′ + 2× a′)u−1

= x0

u−1
2⊕

v=0

(2× x′)u−2v−1(2× a′)2v ⊕ a0

u−1
2⊕

v=0

(2× x′)u−2v−1(2× a′)2v.

(6.6)

The following equalities hold

(2× x′)u−2v−1 = xu−2v−1,

x0(2× x′)u−2v−1 = xu−2v, (6.7)

because 2× x′ = (0, x1, . . . , xn−1) and u− 2v − 1 is even. The same argument
holds for 2× a′ and thus

(2× a′)2v = a2v,

a0(2× a′)2v = a2v+1. (6.8)
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After substituting the equalities (6.7) and (6.8) in Equation (6.6) and collecting
the terms, we find Equation (6.3).

• Case 2: u even
We can simplify Equation (6.5) as

(x + a)u = (2× x′ + 2× a′)u ⊕ a0x0(2× x′ + 2× a′)u−2

=

u
2⊕

v=0

xu−2va2v ⊕
u−2

2⊕
v=0

xu−2v−1a2v+1 .

The last equation is obtained using similar tricks as above and gives exactly
Equation (6.3).

We now determine the number of terms. From Equation (6.3), it follows that the
term xu−cac is different from zero if and only if ac 6= 0. This will be satisfied for all
c ∈ Flog2 u

2 for which c ¹ a. ¤

Remark. If u = 2i, Equation (6.3) expresses the i-th component of the sum x + a.
Similarly, if u = 2i + 2j , Equation (6.3) expresses the product of the i-th and j-th
component of the sum x + a. Note that Equation (6.3) consists only of all terms for
which the integer sum of the exponents of x and a is exactly equal to u. The equation
can be easily generalized for the addition of n elements y1, . . . , yn of Fn

2 by applying
Equation (6.3) recursively. Again, the result is equal to the sum of all terms with
sum of exponents of the variables y1, . . . , yn equal to u.

f(y1 + · · ·+ yn) =
⊕

k0,...,kn−1≥0
k0+···+kn−1=u

yk0
1 yk1

2 · · · ykn−1
n . (6.9)

Theorem 6.2.1 can be generalized for Boolean functions where the ANF consists
of an arbitrary number of terms. By collecting the terms in a right way, we obtain
the following equation.

Corollary 6.2.4 If the ANF of f ∈ F∗n is equal to
⊕

u∈Z2n
huxu, hu ∈ F2, the ANF

of f(x + a) is given by

f(x + a) =
⊕

v


⊕

u≥v

huau−v


xv, (6.10)

where u− v represents the subtraction modulo 2n.

Example 6.2.5 Consider the ANF of the function f(x0, x1, x2) = x5⊕x1. The ANF
of f(x + a) is then determined by the previous corollary:

f(x + a) = (a1 ⊕ a5)⊕ x1(a0 ⊕ a4)⊕ x2a3 ⊕ x3a2 ⊕ x4a1 ⊕ x5,
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which can also be written as

f(x + a) = (a0 ⊕ a0a2)⊕ x0(1⊕ a2)⊕ x1a0a1 ⊕ x0x1a1 ⊕ x2a0 ⊕ x0x2.

6.2.2 ANF of f(x× a)

Theorem 6.2.6 If the ANF of f ∈ F∗n is given by the monomial xu (u ∈ Z2n), then
the ANF of f(x× a) with a ∈ Fn

2 a fixed constant is given by

f(x× a) =
⊕

ku=[k0,...,kn−1]

ark

xsk

, (6.11)

where ku = [k0, . . . , kn−1] satisfies

k0 ≥ 0, . . . , kn−1 ≥ 0;
k0 + 2k1 + · · ·+ 2n−1kn−1 = u. (6.12)

The integers rk = rk
0 + rk

1 + · · ·+ rk
n−1 and sk = sk

0 + sk
1 + · · ·+ sk

n−1 are defined by
the following (n + 1)× (n + 1) table:

sk
n−1 k0,n−1 0 · · · 0

sk
n−2 k0,n−2 k1,n−2 · · · 0

. . .
sk
0 k0,0 k1,0 · · · kn−1,0

rk
0 rk

1 · · · rk
n−1

For each ku that satisfies the properties (6.12), we fill the table with the binary
representation of k0 = (k0,0, . . . , k0,n−1), . . . , kn−1 = (kn−1,0, . . . , kn−1,n−1). The
value rk

i (resp. sk
i ) for all i ∈ {0, . . . , n− 1} is equal to 1 if the corresponding column

(resp. row) is different from the all-zero vector and is equal to 0 otherwise. The
integer rk is then defined by the binary representation (rk

0 , . . . , rk
n−1) and the integer

sk by (sk
0 , . . . , sk

n−1).

Proof. Note that the multiplication a× x can be written as a sum:

a× x = a0 · x + a1 · (2× x) + · · ·+ an−1 · (2n−1 × x).

By equation (6.9) for the addition of n points, we obtain

f(x× a) =
⊕

k0,...,kn−1≥0
k0+···+kn−1=u

(a0x)k0(a1 · (2× x))k1 · · · (an−1 · (2n−1 × x))kn−1 .

As explained in the proof of Lemma 6.2.3, we have for the general case i, with
i ∈ {0, . . . , n − 1} that (2i × x)ki shifts the components of x over i positions, which
means that

(2i × x)ki =

{
x

ki
2i if 2i|ki

0 otherwise,
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where 2i|ki means that 2i is a divisor of ki. Consequently, we can write the above
equation for f(x× a) as:

f(x× a) =
⊕

k0,...,kn−1≥0

2|k1,...,2n−1|kn−1
k0+···+kn−1=u

(a0x)k0(a1x)
k1
2 · · · (an−1x)

kn−1
2n−1 .

This representation contains mixed terms, i.e. terms which consist of powers of the
vector x and powers of the components of a. Moreover because x2

i = xi for i ∈
{0, . . . , n − 1}, we can very often reduce the powers of x. However by translating
this form in the representation given by (6.11), we avoid these disadvantages. This
can be seen by the definition of the vectors rk and sk: the value rk

i (resp. sk
i ) for all

i ∈ {0, . . . , n − 1} is equal to 1 if the corresponding column (resp. row) is different
from the all-zero vector and is equal to 0 otherwise. ¤

Example 6.2.7 Consider the ANF of the function f(x0, x1, x2) = x5. To com-
pute the ANF of f(x × a), we first determine all k5 that satisfy the properties of
(6.12). There are 4 different possibilities for k = (k0, k1, k2), i.e. k = (5, 0, 0), k =
(3, 1, 0), k = (1, 2, 0), k = (1, 0, 1). For each k, we compute the corresponding expo-
nent of a and x by computing its corresponding table:

1 1 0 0
0 0 0 0
1 1 0 0

1 0 0

0 0 0 0
1 1 0 0
1 1 1 0

1 1 0

0 0 0 0
1 0 1 0
1 1 0 0

1 1 0

0 0 0 0
0 0 0 0
1 1 0 1

1 0 1
k = (5, 0, 0) k = (3, 1, 0) k = (1, 2, 0) k = (1, 0, 1)

As a consequence, we get the following ANF of f :

f(x× a) = a1x
5 ⊕ a3x

3 ⊕ a3x
3 ⊕ a5x

1.

= a1x
5 ⊕ a5x

1.

Remark. We note that the equation of multiplication, unlike the equation of
addition, does not immediately give the full reduced form of the ANF because some

terms can cancel out. For instance (see also Example 6.2.7), if the pattern 1 0
1 1

appears in the representation table of the exponents of a term, then also the pattern
0 1
1 0 satisfies the same conditions of (6.12) and will give the same exponents.

Consequently both terms will cancel out. Another clear example is the pattern
1 1
1 0 which is equivalent with the pattern 0 1

1 1 . However, the equation is still

much more practical than using explicitly the definition of multiplication. We now
determine an upper bound on the number of terms of Equation (6.11).
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Theorem 6.2.8 If the ANF of f ∈ F∗n is given by the monomial xu, an upper bound
on the number of terms in the function f(x× a) is asymptotically equal to

cu ³ un−1

1 · 2 · 2n−1(n− 1)!
.

Proof. To estimate the number, we search in fact the number of n-tuples ku =
(k0, . . . , kn−1) for which 2|k1, . . . , 2n−1|kn−1 and the sum k0 + · · ·+ kn−1 = u. This
problem can be translated in the following number theoretic problem as described in
[213]:
Consider the polynomials pi(x) for all 0 ≤ i ≤ n− 1

pi(x) = 1 + x2i

+ (x2i

)2 + (x2i

)3 + (x2i

)4 + · · · = 1
1− x2i .

The number of terms is exactly equal to the u-th coefficient cu of the generating
function

∑

j

cjx
j =

∏

i

pi(x).

This number can be easily computed for small n. An asymptotic equation of the
u-th component is derived in [213] by Newman and given by

cu ³ un−1

1 · 2 · 2n−1(n− 1)!
.

¤

The next corollary generalizes Theorem 6.2.6 for arbitrary Boolean functions.

Corollary 6.2.9 If the ANF of f ∈ F∗n is given by
⊕

u∈Z2n
huxu, hu ∈ F2, the ANF

of f(x× a) is given by

f(x× a) =
⊕

u∈Z2n

hu


 ⊕

ku=[k0,...,kn−1]

ark,uxsk,u


 ,

where ku, rk,u and sk,u for each u (corresponding with a non-zero hu in the ANF of
f) are defined as in Theorem 6.2.6.

6.2.3 ANF of f(x× a + b)

This theorem follows immediately from Corollary 6.2.4 and Corollary 6.2.9.
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Theorem 6.2.10 If the ANF of f ∈ F∗n is given by
⊕

u∈Z2n
huxu, hu ∈ F2, the ANF

of f(x× a + b) is given by

f(x× a + b) =
⊕

v∈Z2n


⊕

u≥v

hub
u−v


 ⊕

kv=[k0,...,kn−1]

ark,vxsk,v





 .

where kv, rk,v and sk,v for each v are defined as in Theorem 6.2.6.

Example 6.2.11 Consider the ANF of the function f(x0, x1, x2) = x5 + x1. The
ANF of f(x× a + b) is then determined by the previous theorem:

f(a× x + b) = b
5 ⊕ b

4
a1x1 ⊕ b

3
(a1x2 ⊕ a1x1)⊕ b

2
(a1x3 ⊕ a3x1)

⊕ b
1
(a4x1 ⊕ a2x2 ⊕ a3x3 ⊕ a1x4)⊕ a5x1 ⊕ a3x3

⊕ a3x3 ⊕ a1x5 ⊕ b
1 ⊕ a1x1.

6.3 Comparison of the Degrees

We give conditions for which we can compare the degrees of f(x) with the degrees
of f(x + a) and f(x× a).

6.3.1 Degrees of f(x) and f(x + a)

Theorem 6.3.1 Let f be a Boolean function on Fn
2 . If f(x) =

⊕
u∈Z2n

huxu, define
um = max hu 6=0

u∈Z2n

u. For all values of a ∈ Fn
2 , the degree of the function fa : Fn

2 → F2 :

x 7→ f(x + a) will be in the interval

[wt(um), blog2 umc] if wt(um) ≤ blog2 umc or um 6= 2dlog2 ume − 1,
[wt(um), wt(um)] otherwise.

Proof. As derived in Corollary 7.2.4, we can write

f(x + a) =
⊕

v


⊕

u≥v

huau−v


 xv

= xum ⊕
⊕

v<um


⊕

u≥v

huau−v


xv. (6.13)

From (6.13), the lower bound for the degree of fa is equal to wt(um), because the
term xum always appears and will not cancel out in the ANF of fa. The degree of
the function fa is exactly equal to wt(um) if the term

⊕
u≥v huau−v from (6.13) is

equal to zero for all v < um with weight greater than wt(um).
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The upper bound is equal to the maximum weight of v for which v ≤ um. This
is equal to blog2 umc for um 6= 2dlog2 ume − 1. The degree of fa is exactly equal to
blog2 umc if the term

⊕
u≥v huau−v from (6.13) is equal to one for at least one v with

weight equal to blog2 umc. ¤

Example 6.3.2 Consider the function f : F7
2 → F2 : x 7→ x64 + x62. The degree

of this function is 5, while um is equal to 64 with weight one. We now show that
the degree of the function fa is between one and six according to Theorem 6.3.1 and
depending on the value a.

For odd a, i.e. a0 = 1, the term x63 appears in the ANF of fa, and thus the
corresponding functions have degree 6. If a0 = 0, a1 = 0, the function fa has degree
5 because of the term x62 in the ANF of the function. For functions fa with a0 =
0, a1 = 1, a2 = 0, the resulting degree is equal to 4. If a0 = 0, a1 = 1, a2 = 1, a3 = 0
the degree of fa is 3, and if a0 = 0, a1 = 1, a2 = 1, a3 = 1, a4 = 0 the degree of fa

becomes 2. Finally for a = (0, 1, 1, 1, 1, 0, 1) and a = (0, 1, 1, 1, 1, 0, 0) the function fa

has degree 1.

In order to diminish the degeneration of the degree of the function f(x + a) for
a ∈ Fn

2 with respect to the degree of the function f(x), we need to take care that
|wt(um)− deg(f)| is small. The condition that a function satisfies wt(um) = deg(f)
will appear for instance if f is of degree d and contains the monomial xn−d · · ·xn−1.

For the algebraic attacks, not only the degree of the equation, but also the AI
plays an important role. We now show that all components of the addition in the
field have AI upper bounded by 2.

Theorem 6.3.3 For every a ∈ Fn
2 , define Fa = (r0, . . . , rn−1) : Fn

2 → Fn
2 : x 7→ x+a.

The least significant bit r0 of addition modulo 2n has AI equal to 1. All other bits ri

for 1 ≤ i ≤ n− 1 have AI equal to 2 and satisfy (1, 2)-relations.

Proof. Since r0 = x0 ⊕ a0, it has AI equal to 1. All other bits ri for 1 ≤ i ≤ n− 1
of the addition modulo 2n can be defined by the recursive relation ri = xi ⊕ ai ⊕
xi−1ai−1⊕xi−1ci−1⊕ai−1ci−1 where ci−1 is the carry bit of the (i−1)-th component.
By computer we determined the annihilators of ri and ri ⊕ 1. The function

g(x) = 1⊕ xi ⊕ ai ⊕ xi−1 ⊕ ai−1 ⊕ xi−1ai−1 ⊕ xi−1(ai ⊕ xi)⊕ ai−1(xi ⊕ ai)

represents an annihilator of ri for all 1 ≤ i ≤ n − 1 which does not depend on the
carry bit ci−1. This function has degree 2 for any a ∈ Fn

2 .
The function

h(x) = xi ⊕ ai ⊕ xi−1ai−1 ⊕ xi−1(ai ⊕ xi)⊕ ai−1(xi ⊕ ai)

represents an annihilator of ri⊕ 1 for all 1 ≤ i ≤ n− 1 which does not depend on the
carry bit ci−1. This function has degree 2 for any a ∈ Fn

2 . From the computation of
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the annihilators, we conclude that g and h are the only functions of degree 2 in the
ideal of the annihilators of ri or ri ⊕ 1, which does not depend on the carry bit ci−1.
Note that the AI of ri is strictly greater than 1 since ri defines a balanced non-affine
function (Proposition 2, [197]).

Due to Lemma 3.2.4, the functions ri for all 1 ≤ i ≤ n− 1 satisfy (1, 2)-relations
since g ⊕ h = 1⊕ xi−1 ⊕ ai−1. ¤

6.3.2 Degrees of f(x) and f(x× a)

Theorem 6.3.4 Let a = (a0, a1, . . . , an−1). If a0 6= 0 then the degree of f(x×a) will
be greater or equal than the weight of u0

m, where u0
m = max hu 6=0

u∈Z2n

u. If a0 = 0 and

a1 6= 0, then the degree of f(x× a) will be greater than or equal to the weight of u1
m,

where u1
m = max hu 6=0

u∈Z2n

2|u

u. In general, for all i ∈ {1, . . . , n − 1} if a0 = · · · ai−1 = 0

and ai 6= 0, then the degree of f(x× a) will be greater than or equal to the weight of
ui

m, where ui
m = max hu 6=0

u∈Z2n

2i|u

u.

Proof. Define i ∈ {0, . . . , n− 1} as the integer for which a0 = · · · ai−1 = 0 and ai 6=
0. We use the same notation as in Theorem 6.2.6. Because k = (0, . . . , 0, ui

m, 0, . . . , 0)
always satisfies the properties for the exponent, we can write that:

f(x× a) =
⊕

u∈Z2n

hu


a2i

xu ⊕
⊕

ku=[k0,...,kn−1]
ku 6=(0,...,0,u,0,...,0)

ark,uxsk,u




= aix
ui

m ⊕
⊕

u∈Z2n

hu

⊕

ku=[k0,...,kn−1]

ku 6=(0,...,0,ui
m,0,...,0)

ark,uxsk,u .

¤

6.4 Algebraic Attacks

By having a compact equation for representing the ANF of the composition of a
Boolean function with addition and/or multiplication modulo 2n, we can better un-
derstand the structure of the polynomial equations of the cipher which are exploited
in the algebraic attack of ciphers containing these operations. As an example, we
show how to derive the equations used in an algebraic attack on the summation
generator and on the E0 encryption system used in Bluetooth specification [247].
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6.4.1 Algebraic Attack on the Summation Generator

Consider a summation generator, proposed by Rueppel [237], that consists of n binary
Linear Feedback Shift Registers (LFSR). The output bit of the j-th LFSR for j ∈
{0, . . . , n−1} at time t will be denoted by xt

j . The binary output bit zt is defined by

zt = xt
0 ⊕ · · · ⊕ xt

n−1 ⊕ ct
0, (6.14)

where ct
0 is the 0-th bit of the carry vector ct = (ct

0, . . . , c
t
k−1) with k = dlog2 ne. The

carry vector for the next stage t + 1 is computed by

ct+1 =
⌊
(xt

0 + · · ·+ xt
n−1 + ct)/2

⌋
. (6.15)

The summation generator is an (n, k)-combiner, which is a stream cipher that com-
bines n LFSRs and has k bits of memory. The summation generator produces a key
stream with linear complexity close to its period, which is equal to the product of the
periods of the n LFSRs. Moreover, the combination function has maximum algebraic
degree and maximum order of resiliency (cf Siegenthaler’s inequality t ≤ n − d − 1
for combiners without memory). For this reason, summation generators are very
interesting building blocks in stream ciphers. We here describe the algebraic attack
as presented in [176] by Lee et al., but by using the equations for addition modulo
2n as given is Subsection 6.2.1, which makes the analysis and the proofs from [176]
much shorter.

Theorem 6.4.1 For a summation generator of n = 2k LFSRs we can write an
algebraic equation connecting LFSR output bits (xt

i)t≥0 for 0 ≤ i ≤ n− 1 and k + 1
consecutive key stream bits of degree upper bounded by 2k in the LFSR output bits.

Proof. Define the homogeneous symmetric functions in the variables {xt
0, . . . , x

t
n−1}

by σt
i for i ≥ 0. By definition ct+1

i = (xt
0 + · · ·+xt

n−1 +ct)2
i+1

or ct+1
i is the (i+2)-th

component of the sum xt
0 + · · ·+ xt

n−1 + ct for i ∈ {0, . . . , k − 1}. We now apply to
ct+1
i Equation (6.9) (based on Lemma 6.2.2).

ct+1
i =

⊕

k0,...,kn−1∈{0,1}
k0+···+kn−1=2i+1−kn

(xt
0)

k0 · · · (xt
n−1)

kn−1(ct)kn

=
2i+1⊕

kn=0

(ct)kn(
⊕

k0,...,kn−1∈{0,1}
k0+···+kn−1=2i+1−kn

(xt
0)

k0 · · · (xt
n−1)

kn−1)

=
2i+1⊕

kn=0

(ct)knσt
2i+1−kn

, (6.16)
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where the last equality is obtained by the fact that for all i ∈ {0, . . . , n− 1} it holds
that x1

i = xi and x0
i = 1. More precisely, we have that

ct+1
0 = σt

2 ⊕ ct
0σ

t
1 ⊕ ct

1 , (6.17)
ct+1
1 = σt

4 ⊕ ct
0σ

t
3 ⊕ ct

1σ
t
2 ⊕ ct

0c
t
1σ

t
1 ⊕ ct

2 , (6.18)
ct+1
2 = σt

8 ⊕ ct
0σ

t
7 ⊕ ct

1σ
t
6 ⊕ ct

0c
t
1σ

t
5 ⊕ ct

2σ
t
4

⊕ct
0c

t
2σ

t
3 ⊕ ct

1c
t
2σ

t
2 ⊕ ct

0c
t
1c

t
2σ

t
1 ⊕ ct

3 , (6.19)
...

ct+1
k−1 = σt

2k ⊕ ct
0σ

t
2k−1 ⊕ · · · ⊕ ct

0 · · · ct
k−1σ

t
1 . (6.20)

As a consequence, ct+1
i for 0 ≤ i ≤ k − 1 can be expressed by an equation of degree

2i+1 in the LFSR output bits xt
0, . . . , x

t
n−1 because it contains the term σt

2i+1 . From
(6.14), we derive an equation for ct

0 of degree one in the variables xt
0, . . . , x

t
n−1

ct
0 = σt

1 ⊕ zt. (6.21)

Substitution of the equations for ct
0 (6.21) and ct+1

0 ((6.21) shifted over one posi-
tion) in Equation (6.17), results in an equation for ct

1 of degree 2 in the variables
xt

0, . . . , x
t
n−1, x

t+1
0 , . . . , xt+1

n−1

ct
1 = σt

2 ⊕ (zt ⊕ 1)σt
1 ⊕ σt+1

1 ⊕ zt+1. (6.22)

Substitution of the equations for ct
0 (6.21), ct

1 and ct+1
1 (6.22) in Equation (6.18),

results in an equation for ct
2 of degree 4 in the variables xt

0, . . . , x
t
n−1, x

t+1
0 , . . . , xt+1

n−1,

xt+2
0 , . . . , xt+2

n−1. This process is repeated and in the last step we substitute the equa-
tions for ct

0, . . . , c
t
k−1, c

t+1
k−1 in Equation (6.20) which results in an equation in the

LFSR output bits xt
0, . . . , x

t
n−1, . . . , x

t+k
0 , . . . , xt+k

n−1.
We now show that the degree of ct

i in terms of the LFSR output is upper bounded
by 2i, i.e., deg(ct

i) ≤ 2i for 0 ≤ i ≤ k− 1 and for all t. This can be very easily proven
by induction on i. For i = 0, 1, we can check it by using the explicit equations.

From Equation (6.16), we derive that

ct+1
i−1 =

2i−1⊕
u=0

(ct)uσt
2i−u ⊕ ct

i .

Consequently, we have that

deg(ct
i) ≤ max

u≤2i−1
{deg((ct)uσt

2i−u)} ≤ max
u≤2i−1

{(2i − u) + deg((ct)u)} .

We now apply the induction hypothesis (since u ≤ 2i−1) and obtain that deg((ct)u) =∑i−1
j=0(deg(ct

j))uj ≤
∑i−1

j=0 2juj = u. ¤
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Recently, algebraic attacks on stream ciphers with memory are presented. In
[6], Armknecht and Krause prove an upper bound on the degree d of an algebraic
equation for an (n, k)-combiner, namely d ≤

⌈
n(k+1)

2

⌉
. The degree of the algebraic

relation of the summation generator for the general method from [6] with degree
obtained from Theorem 6.4.1 for n = 2k with 1 ≤ k ≤ 4 and some simulations for
the case when n is not a power of 2 and 2 ≤ n ≤ 16 is compared in Table 6.1.

Table 6.1: Comparison of degree of algebraic relation for summation generator with
n LFSRs: Armknecht and Krause [6] versus our results

n 3 4 5 6 7 8 9 10 11 12 13 14 15 16
[6] 5 6 10 12 14 16 23 25 28 30 33 35 38 40

Here 3 4 6 6 7 8 12 12 13 14 14 14 15 16

In [176], for the case when n = 2k, it has been shown how to reduce the degree of
the algebraic equation further by one. Therefore, the method based on double-decker
equations described in [87] is applied. We refer to [176] for more details.

We want to note that a similar approach for deriving the equations can also be
used on two versions of stream ciphers which are derived from the summation gene-
rator: the improved summation generator with 2-bit memory [177] and the parallel
stream cipher for secure high-speed communications [178].

6.4.2 Algebraic Attack on Bluetooth Key Stream Generator

The E0 encryption system used in the Bluetooth specification [247] for wireless com-
munication is derived from the summation generator and consists of four different
LFSRs. The variables zt, xt

i, σ
t
i for i ∈ {0, 1, 2, 3} have the same meaning as explained

for the summation generator. Now the initial state consists of four memory bits, de-
noted by (ct+1

0 , ct+1
1 , St+1

0 , St+1
1 ). In order to obtain the output and the initial state,

the following equations are derived:

zt = σt
1 ⊕ ct

0

ct+1
0 = St+1

0 ⊕ ct
0 ⊕ ct−1

0 ⊕ ct−1
1

ct+1
1 = St+1

1 ⊕ ct
1 ⊕ ct−1

0

(St+1
0 , St+1

1 ) =
⌊

xt
0 + xt

1 + xt
2 + xt

3 + ct
0 + 2ct

1

2

⌋
.

Using our equation for addition, we immediately find the algebraic equations for St+1
0

and St+1
1 :

St+1
0 = σt

4 ⊕ σt
3c

t
0 ⊕ σt

2c
t
1 ⊕ σt

1c
t
0c

t
1

St+1
1 = σt

2 ⊕ σt
1c

t
0 ⊕ ct

1 .
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In [4], these equations are justified by comparing the TTs of both sides, but they are
not proven in a formal way. The next step is to manipulate the equations in such
a way that an equation is obtained where all memory bits are eliminated. These
equations have degree 4 and are used for solving the system.

6.5 Conclusions

We have presented a compact equation for the sum and product of the bit-wise
components of addition and multiplication modulo 2n. The number of terms and
the degree of these equations have been shown to be dependent on the constant of
addition and multiplication. The AI of all components of addition with any constant
in the field has been proven to be upper bounded by 2. As an application, we
have explained how the equation for addition can be used in order to derive the
low degree equations used in an algebraic attack on the summation generator and
the E0 encryption scheme. Using the equations derived in this chapter, we hope to
get a better understanding of the security of other cryptographic schemes which use
addition or multiplication in the field as building block. For instance, the new class
of stream ciphers FCSR [8], which use a feedback with carry shift register instead of
an LFSR, will be an interesting target to study.
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Chapter 7

A General Framework for
Boolean Functions

In this chapter, we work in the metric corresponding to δ(x, y) = {i : xi 6= yi} with
associating norm defined by sup(x) = {i : xi 6= 0} where x, y are two arbitrary vectors
of Fn

2 . Note that the classical (threshold) theory is based on the related concepts
of Hamming distance and weight. Consequently, numerical values are replaced by
monotone decreasing sets in the new metric.

As already shown in [214] by Nikov and Nikova, this new space with monotone
sets can be used to generalize notions such as codes, minimum distance of a code,
minimal codewords, generator and parity check matrices of a code, packing and
covering, error-correcting capabilities, etc. In addition, monotone sets are widely
used in secret sharing schemes (SSS) to describe the sets of players which are allowed
(disallowed) to reconstruct a secret. It has been recently pointed out by Fehr and
Maurer [122] and Nikov and Nikova [214] that the security of (verifiable) SSS can be
derived from the properties of this space.

In this chapter, after giving some background and preliminaries on the theory
of access structures, we mainly focus on Boolean functions and related objects. We
first generalize the definition of t-resilient functions to functions which are resilient
with respect to a monotone decreasing set ∆. For these functions, we investigate
the notions algebraic and numerical degree, nonlinearity and divisibility results for
the Walsh coefficients. Also different constructions are identified and the relation
with codes, orthogonal arrays, monotone span programs, and matroids is pointed
out. As a motivation, we define two concrete examples of ∆-resilient functions that
have better tradeoff between degree/nonlinearity and resiliency compared with the
classical theory. Analogously, the parameters for defining the propagation charac-
teristics (PC) of functions are replaced by monotone decreasing sets. We study the
properties, bounds and constructions of these functions. Part of this chapter has
been published in [36, 35].
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Before we start the chapter, let us give a brief background on some previous work
where generalizing properties of Boolean functions is studied. The first steps in con-
sidering not only classical t-resiliency and functions satisfying PC properties has been
made in [55, 56] by Canteaut et al.. The authors extended the properties resiliency
and propagation characteristics with respect to subspaces. So, our definitions can
be seen as natural extensions of the definitions by Canteaut et al., but instead of a
subspace to collections of subspaces. We also refer to the research on almost resilient
functions and functions satisfying almost PC properties (Kurosawa et al. [168, 166],
Dodis et al. [112]). The concept there is different and is based on probabilities but
it is also introduced for relaxing the parameters and for avoiding (or relaxing) the
tradeoffs.

7.1 Background on Access Structure

Define the set Pn = {0, . . . , n−1} and denote the power set of Pn by P (Pn). The set Γ
(Γ ⊆ P (Pn)) is called monotone increasing if for each set A in Γ, each set containing
A is also in Γ. Similarly, the set ∆ (∆ ⊆ P (Pn)) is called monotone decreasing, if
for each set B in ∆ each subset of B is also in ∆. A monotone increasing set Γ can
be described efficiently by the set Γ− consisting of the minimal elements (sets) in
Γ, i.e., the elements in Γ for which no proper subset is also in Γ. Similarly, the set
∆+ consists of the maximal elements (sets) in ∆, i.e., the elements in ∆ for which
no proper superset is also in ∆. We set Γ = ∆c (∆c = P (Pn) \∆). Note that Γ is
monotone increasing if and only if ∆ is monotone decreasing.

The dual sets ∆⊥ and Γ⊥ to ∆ and Γ, respectively, are defined by Γ⊥ = {A :
Ac ∈ ∆} and ∆⊥ = {A : Ac ∈ Γ}. It is easy to see that ∆⊥ is monotone decreasing
and Γ⊥ is monotone increasing. For two monotone decreasing sets ∆1 and ∆2 define
∆1]∆2 = {A = A1∪A2; A1 ∈ ∆1, A2 ∈ ∆2}. Note that ∆1]∆2 is again a monotone
decreasing set.

As it has been pointed out in [122, 214], δ(x, y) has similar properties as a metric
and sup(x) has similar properties as a norm. Notice that sup(x) and δ(x, y) =
sup(x⊕ y) are subsets of Pn and that Pn is partially ordered (i.e., x ¹ y if and only
if sup(x) ⊆ sup(y)). For a vector u ∈ Fn

2 , sup(u+) = sup(u)c.

For an element A ∈ ∆ \ {0}, the subspace defined by A is given by UA = {u :
sup(u) ⊆ A}. The dual U⊥

A of the subspace UA is the subspace consisting of the
elements x such that x · y = 0 for all y ∈ UA. In other words, let a ∈ Fn

2 defined
by ai = 1 if and only if i ∈ A, then UA = {u : u ¹ a} and U⊥

A = {u : u ¹ a+}
Consequently, U⊥

A is defined by Ac, i.e., U⊥
A = UAc = {u : sup(u) ⊆ Ac}.
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7.2 ∆-Resilient Functions

7.2.1 Definition

In this section we generalize the definitions of resilient and correlation immune (CI)
functions with respect to a monotone decreasing set ∆. We assume that the set
∆ is the maximal possible monotone decreasing set for which the function satisfies
the corresponding property. The monotone increasing set Γ corresponding with ∆ is
defined by Γ = ∆c.

Definition 7.2.1 Let f be a Boolean function on Fn
2 and ∆ be a monotone decreas-

ing set. Then f(x) is called ∆-resilient iff f(x) ⊕ w · x is a balanced function for
all w such that sup(w) ∈ ∆. Furthermore, f(x) is called ∆-CI iff f(x) ⊕ w · x is a
balanced function for all w such that sup(w) ∈ ∆ \ {∅}.
When ∆ = {A : |A| ≤ t} the definitions of ∆-resilient function and t-resilient func-
tion, (resp. ∆-CI function and t-CI function) coincide. Note that the property of
being balanced of f(x)⊕w ·x can also be translated in terms of Walsh spectrum into
Wf (w) = 0. Denote the set of vectors which have zero Walsh value by ZWf , then
∆ ⊆ {sup(u) : u ∈ZWf}. Note that ZWf ∩ Γ is not necessarily empty.

Example 7.2.2 Consider the sets ∆+ and Γ− in {0, 1, 2, 3}: ∆+ = {{0, 1}, {2, 3}}
and Γ− = {{0, 3}, {1, 3}, {0, 2}, {1, 2}}. It is easy to verify that Γ = ∆c and Γ ∩
∆ = ∅. A function which is ∆-resilient has zero Walsh coefficients for the inputs
w, where sup(w) ∈ {∅, {0}, {1}, {2}, {3}, {0, 1}, {2, 3}}, i.e., for the vectors w ∈
{(0, 0, 0, 0), (1, 0, 0, 0), (0, 1, 0, 0), (0, 0, 1, 0), (0, 0, 0, 1), (1, 1, 0, 0), (0, 0, 1, 1)}.
Next we establish the relationship with the classical definition of resiliency. For the
monotone sets Γ and ∆ define the parameters

t1 = min{|A| : A ∈ Γ−} and t2 = max{|A| : A ∈ ∆+} .

From the definition of t1 and the fact that Γ is a monotone increasing set, each subset
of size t1 − 1 belongs to ∆, which implies that a ∆-resilient function is also (t1 − 1)-
resilient. Analogously, a ∆-CI function is (t1 − 1)-CI. The parameter t2 defines the
maximum dimension of a subspace in which the ∆-resilient function is resilient.

The following theorem shows a necessary and sufficient condition for ∆-resilient
functions concerning its balancedness properties on affine subspaces. It is based on
an important property of the sum of characters (see e.g., [153, p. 263]).

Lemma 7.2.3 For any subspace V ⊆ Fn
2 , we have

∑

x∈V

(−1)w·x =
{ |V | if w ∈ V ⊥;

0 otherwise. (7.1)

Theorem 7.2.4 A Boolean function f on Fn
2 is ∆-resilient if and only if f is bal-

anced when restricted to any of the flats a⊕ UA, where A ∈ ∆⊥.
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Proof. It suffices to show that a Boolean function f on Fn
2 is resilient on the

subspace V if and only if f is balanced on the flats a⊕V ⊥, for all a ∈ Fn
2 . Assume f

is resilient on the subspace V , or equivalently Wf (v) = 0 for all v ∈ V . Now ∀a ∈ Fn
2

using Equation (7.1) the following equations are equivalent
∑

v∈V

(−1)a·vWf (v) = 0

∑

v∈V

(−1)a·v ∑

x∈Fn
2

(−1)f(x)+v·x = 0

∑

x∈a⊕V ⊥

(−1)f(x)
∑

v∈V

(−1)(a+x)·v +
∑

x/∈a⊕V ⊥

(−1)f(x)
∑

v∈V

(−1)(a+x)·v = 0

|V |
∑

x∈a⊕V ⊥

(−1)f(x) = 0.

The proof of the converse part of the theorem follows from the equivalence of the
above equations. ¤

Remark. The previous theorem corresponds to Proposition 1 of [57]. From the
definition of resiliency, we deduce that if at most t components of a t-resilient function
are fixed (this defines a subspace V of dimension n − t), the output is balanced.
The previous theorem generalizes this property by proving that the function is also
balanced on all flats of V ⊥.

Example 7.2.5 A possible TT of the ∆-resilient function defined in Example 7.2.2
is given by the vector (0, 1, 0, 1, 1, 1, 0, 0, 0, 0, 1, 1, 1, 0, 1, 0). This function is exactly 1-
resilient. Moreover the function is resilient with respect to two subspaces of dimension
2 whose basis is given by < e0, e1 > resp. < e2, e3 >. One can check that the
conditions of Theorem 7.2.4 are satisfied.

7.2.2 Properties

Algebraic and Numerical Degree

Theorem 7.2.6 For a ∆-resilient function f on Fn
2 all ANF coefficients h(a) of f

with sup(a) ∈ Γ⊥ and wt(a) > 1 are equal to zero. If sup(a) ∈ Γ⊥ and wt(a) = 1
then h(a) = 1.

Proof. As discussed in Chapter 2, the Siegenthaler’s inequality deg(f) ≤ n− t− 1
for t-resilient functions on Fn

2 relies on the observation that the coefficient h(a) of
the term xa in the ANF of f satisfies Equation (2.15)

h(a) = 2wt(a)−1 − 2−wt(a+)−1
∑

w¹a+

Wf (w) mod 2 . (7.2)
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Consider now a with sup(a) ∈ Γ⊥: then sup(a+) ∈ ∆ and hence sup(w) ⊆ sup(a+) ∈
∆ for all w ¹ a+. By definition of ∆-resilient functions Wf (w) = 0 for sup(w) ∈ ∆.
Therefore h(a) = 0 for all a such that sup(a) ∈ Γ⊥ and wt(a) > 1, but when
sup(a) ∈ Γ⊥ and wt(a) = 1 we obtain h(a) = 1. Note that this is a generalization
of the Siegenthaler’s inequality for t-resilient functions since if ∆ = {A : |A| ≤ t} we
have Γ⊥ = {B : |B| ≥ n− t}. ¤

Remark. For a ∆-CI function f on Fn
2 all coefficients h(a) from the ANF of f

with sup(a) ∈ Γ⊥, wt(a) > 1 and Wf (0) 6= 2n ± 2n−wt(a)+1 are equal to zero. If
sup(a) ∈ Γ⊥, wt(a) = 1 and Wf (0) 6= 2n then h(a) = 1. The proof for ∆-CI
functions is analogous to the previous proof. This result generalizes the Siegenthaler’s
inequality for t-CI functions of degree d, i.e., t ≤ n− d.
Remark. Notice that because of the factor mod 2 in (7.2) the coefficient h(a) is

1 for a such that sup(a) ⊆ [∆⊥]+ and Wf (a+) = ±2n−wt(a)+1. Knowledge of the
coefficients of the ANF of f enables us to derive bounds (upper and lower) on the
nonlinearity as shown in [277, Theorem 18 and Theorem 30]. We now generalize
the definition of degree to this new setting.

Definition 7.2.7 Define the monotone decreasing set Deg = {A : A ⊆ sup(a),
h(a) 6= 0}. We call the set Deg+ the “degree-set” of f .

Remark. The “degree-set” of f satisfies the following relation Deg ⊆ ∆⊥ ∪ {A :
A ∈ Γ⊥, |A| = 1}. Moreover, the equality does not always hold; it is even possible
that Deg+ ∩ [∆⊥]+ = ∅.

Example 7.2.8 Applying Theorem 7.2.6 to the function of Example 7.2.2, we ob-
tain that all coefficients h(a) for a such that sup(a) ∈ Γ⊥ are zero, which gives
additional information compared to the Siegenthaler’s inequality. Note that [Γ⊥]− =
{{2, 3}, {0, 1}} and [∆⊥]+ = {{1, 3}, {1, 2}, {0, 3}, {0, 2}}. Because the ANF of f is
given by x0x2 ⊕ x0x3 ⊕ x1x2 ⊕ x1x3 ⊕ x0 ⊕ x2, the equality Deg+ = [∆⊥]+ holds in
this example.

Theorem 7.2.9 For a ∆-resilient function f(x) on Fn
2 all coefficients λu from the

NNF of g(x) = f(x)⊕x0⊕· · ·⊕xn−1 with sup(u) ∈ Γ⊥ are equal to zero. Moreover,
all coefficients λu from the NNF of g with sup(u) ∈ [∆⊥]+ are non-zero.

Proof. In [71], Carlet and Guillot characterize a t-resilient function f by the numer-
ical degree of the function g(x) = f(x)⊕x0⊕· · ·⊕xn−1. The numerical degree of the
function g(x) is less than or equal to n−t−1. The proof uses the connection between
Walsh coefficients, i.e., Wf (w) = Wg(w+) and the observation that the coefficient
λu of the term xu in the NNF of g satisfies the following relation

λu = 2−n(−2)wt(u+)−1
∑

u¹w

Wg(w) +
1
2
σ0(u) . (7.3)
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Consider now u with sup(u) ∈ Γ⊥. Then sup(u+) ∈ ∆ and hence sup(v) ⊆ sup(u+) ∈
∆ for all v ¹ u+. By rewriting (7.3) into

λu = 2−n(−2)n−wt(u+)−1
∑

v¹u+

Wf (v) +
1
2
σ0(u) (7.4)

and by using the definition of ∆-resilient functions, we obtain that λu = 0 for all u
such that sup(u) ∈ Γ⊥.

Note that there is one-to-one mapping between the coefficients λu equal to zero
and the resiliency (see (7.4)). Namely let f be ∆-resilient and assume that there exists
a zero coefficient λu from the NNF of g with sup(u) ∈ [∆⊥]+ then f is (∆∪sup(u+))-
resilient. As a consequence, the numerical degree of the function is equal to max{|A| :
A ∈ [∆⊥]+}. ¤

Remark. From the previous proof, it is easy to derive that for ∆-CI functions f the
coefficients λu of the NNF of g are nonzero if sup(u) ∈ Γ⊥ and also if sup(u) ∈ [∆⊥]+

when Wf (0) 6= −Wf (u+).

Nonlinearity

In this section we improve the divisibility results on the Walsh coefficients of resilient
functions which leads to an upper bound on the nonlinearity. First, the divisibility
result by Sarkar and Maitra [238] can be generalized in the following way:

Theorem 7.2.10 Let f be a ∆-resilient function on Fn
2 . Then the Walsh coefficients

of f satisfy the following divisibility conditions:

Wf (v) = 0 mod 2t4(v)+1,

where sup(v) ∈ Γ and t4(v) = min{wt(w) : w ¹ v, sup(w) ∈ Γ−}.

Remark. Note that t4(v) ≥ t1 = t + 1 for v with sup(v) ∈ Γ, therefore we have
a stronger result comparing to the divisibility of 2t+2 proven in [238] for t-resilient
functions, since some of the coefficients are divisible by a higher power of 2. Now we
extend the result of Carlet and Sarkar in [74], namely Wf (v) = 0 mod 2t+2+bn−t−2

deg(f) c.

Theorem 7.2.11 Let f be a ∆-resilient function on Fn
2 . Then the Walsh coefficients

of f satisfy the following divisibility conditions:

Wf (v) = 0 mod 2t4(v)+1+
j

n−t4(v)−1
t5(v)

k
,

where sup(v) ∈ Γ and with parameters t4(v) (as defined in Theorem 7.2.10) and
t5(v) = max{|A| : A ∈ Deg+, A ⊆ sup(u+) with u ¹ v, sup(u) ∈ Γ−}.



7.2. ∆-RESILIENT FUNCTIONS 127

Proof. We start from Equation (2.20):
∑

u¹v

Wf (u) = 2n − 2wt(v)+1 wt(fv) . (7.5)

Let f be a ∆-resilient function. If sup(v) ∈ Γ−, then for any u � v we have
u ∈ ∆ thus Wf (u) = 0. Hence (7.5) reduces to Wf (v) = 2n − 2wt(v)+1 wt(fv).
Applying McEliece’s [183] theorem for cyclic codes on fv we obtain that wt(fv) = 0

mod 2
j

n−t4(v)−1
t5(v)

k
, since t4(v) = wt(v) and t5(v) = deg(fv). This proves the result for

v with sup(v) ∈ Γ−.

Let sup(v) ∈ Γ \ Γ−. By the hypothesis Wf (u) = 0 mod 2t4(u)+1+
j

n−t4(u)−1
t5(u)

k
for

any u � v and sup(u) ∈ Γ. Since t5(u) is increasing with respect to wt(u) we obtain

that Wf (u) = 0 mod 2t4(u)+1+
j

n−t4(u)−1
t5(v)

k
for any u � v and sup(u) ∈ Γ. Note that

by Remark 7.2.2 the degree of fv is less than or equal to t5(v). Rewrite (7.5) in the
form Wf (v) = 2n − 2wt(v)+1 wt(fv)−∑

u�v Wf (u). To conclude the proof note that
t4(u) is decreasing with respect to wt(u) and that t5(v) ≥ deg(fv). ¤

Remark. The parameters t4(v) and t5(v) satisfy an inequality similar to the Siegen-
thaler’s inequality.

t4(v) + t5(v) ≤ n.

Thus Theorem 7.2.11 improves the result from Theorem 7.2.10 when t4(v) and/or
t5(v) are smaller.

Example 7.2.12 Consider again the function of Example 7.2.2. By definition of Γ−

and Deg+ (see Example 7.2.8), the parameters t4(v) = 2 and t5(v) = 1 for all v ∈ Γ.
Consequently, the Walsh values of the function are divisible by 8.

The divisibility results of the Walsh coefficients for ∆-resilient functions result in
bounds on the nonlinearity of these functions (see [74]).

7.2.3 Constructions

We will restrict us to the basic constructions since the more complicated constructions
(e.g. [255, 185, 223]) mostly consist of several applications of one or more basic
constructions.

Lemma 7.2.13 If f is a ∆-resilient function on Fn
2 , then g(x) = f(x) ⊕ 1 and

h(x) = f(x0 ⊕ c0, . . . , xn−1 ⊕ cn−1) where c ∈ Fn
2 are ∆-resilient.

The Concatenation

Theorem 7.2.14 Let f1 and f2 be two ∆-resilient functions on Fn
2 . The function f

on Fn+1
2 defined by

f(x0, . . . , xn) = xnf1(x0, . . . , xn−1)⊕ (1⊕ xn)f2(x0, . . . , xn−1)
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is ∆̃-resilient, where ∆̃ = ∆]P ({n + 1}). Furthermore, if w ∈ Γ and for any u ¹ w

it holds that Wf1(u) + Wf2(u) = 0 then f is ∆̂-resilient, where ∆̂ = ∆̃ ∪ P (sup(w)).

Proof. Let λ̃ = (λ0, . . . , λn−1) and λ = (λ̃, λn). The Walsh coefficients of f satisfy
the following relation:

Wf (λ) = Wf2(λ̃) + (−1)λnWf1(λ̃) . (7.6)

If λ satisfies sup(λ) ∈ ∆̃, then sup(λ̃) ∈ ∆. Since f1 and f2 are ∆-resilient functions
it follows (from (7.6)) that Wf (λ) = 0.

If λ satisfies sup(λ) ∈ ∆̂ we have the following two cases:

• sup(λ) ∈ ∆ ] P ({n}), for which it is already proven that Wf (λ) = 0.

• sup(λ) ∈ P (sup(w)) for some w ∈ Γ. We have now that λn = 0 and thus
Wf (λ) = Wf1(λ̃) + Wf2(λ̃) = 0 since λ ¹ w.

¤

Remark. In Theorem 7.2.14, we extend Siegenthaler’s result [245] that states “if f1

and f2 are t-resilient then f is t-resilient” by showing that if f1 and f2 are ∆-resilient,
then f is ∆̃-resilient. Similarly, we generalize the result of Camion et al. [50] which
states “if also for all v such that wt(v) = t + 1 holds that Wf1(v) + Wf2(v) = 0,
f is (t + 1)-resilient”, because we show that if f1 and f2 are ∆-resilient then f is
∆̂-resilient.

Corollary 7.2.15 Let f(x) = w · x be a linear function on Fn
2 and wt(w) = d, i.e.,

without lost of generality we can suppose that f(x) = x0 ⊕ . . .⊕ xd−1. Then f(x) is
(∪d−1

i=0 P ({0, . . . , n− 1} \ {i}))-resilient function.

Proof. Note that ∆ = (∪d−1
i=0 P ({0, . . . , n − 1} \ {i})) could be rewritten as ∆ =

P ({d, . . . , n−1})]{A : A ⊂ {0, . . . , d−1}}. It is easy to see now that {0, . . . , d−1} /∈
∆ and hence f is (d − 1)-resilient. Also in accordance with Theorem 7.2.6 we have
{i} ∈ Γ⊥ for i = 0, . . . , d− 1. ¤

Direct Sum

Theorem 7.2.16 Let f1 be a ∆1-resilient function on Fn1
2 and f2 be a ∆2-resilient

function on Fn2
2 then the direct sum

f : Fn1
2 × Fn2

2 : (x, y) 7→ f(x, y) = f1(x)⊕ f2(y)

is a (∆̃ = ∆1]∆2]S)-resilient function on Fn1+n2
2 where S = {∅, {0}, · · · , {n1 − 1},

{n1}, · · · , {n2 + n1 − 1}}.
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Proof. For x = (x1, x2), where x1 ∈ Fn1
2 and x2 ∈ Fn2

2 , the Walsh coefficient is
equal to Wf (x1, x2) = Wf1(x1)Wf2(x2). For each x = (x1, x2) with sup(x) ∈ ∆̃, at
least one of xi satisfies sup(xi) ∈ ∆i, since all elements of S have weight maximum
one. ¤

Remark. The classical theorem says that for the direct sum of a t1-resilient
function and t2-resilient function yields a (t1 + t2 + 1)-resilient function [271], which
is reflected here by the set ∆̃.

The Maiorana-McFarland

Theorem 7.2.17 Let φ be a function from Fn−r
2 into Fr

2 and let g be an arbitrary
Boolean function on Fn−r

2 , then the function f defined by

Fr
2 × Fn−r

2 → F2 : (x, y) 7→ f(x, y) = x · φ(y)⊕ g(y)

is ∆-resilient with ∆ = {A : ∃y ∈ Fn−r
2 , such that sup(φ(y)) ⊆ A}c. Moreover, if

φ is injective (resp. takes each value exactly 2 times), the function is plateaued with
amplitude 2r (resp. 2r+1).

Proof. Calculate the Walsh spectrum of the function (see p. 21)

Wf (u, v) = 2r
∑

y∈φ−1(u)

(−1)g(y)+y·v ,

where u ∈ Fr
2 and v ∈ Fn−r

2 . As a consequence, Wf (u, v) = 0 if there exists no y such
that φ(y) = u. ¤

Remark. This construction always leads to P ({r, . . . , n − 1}) ⊆ ∆ because φ is a
mapping from Fn−r

2 into Fr
2. It is clear that the higher the weight of the elements in

the image of φ are, the higher the values t2 and |∆| are.

7.2.4 Relations with Codes and Orthogonal Arrays

Codes

The following construction shows a relation between ∆-resilient functions and linear
[n, k, d]-codes, which is a generalization of a result from Stinson [251].

Lemma 7.2.18 Let G be a generator matrix of an [n, k, d]-code C and let f be a
balanced function on Fn

2 . Define ∆u = P ({0, . . . , n− 1} \ sup(u))]{A : A ⊂ sup(u)}
for u ∈ C. Then f(xGT ) is a (∩u∈C ∆u)-resilient function.

Proof. Denote F : Fn
2 → Fk

2 as the function x 7→ xGT . Let us recall Equation (2.23).

Wf◦F (v) = 2−k
∑

w∈Fk
2

Wf (w)Ww·F (v), ∀v ∈ Fn
2 . (7.7)
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Note that the function w·F = w·xGT = (wG)·x is linear and thus by Corollary 7.2.15,
w·F is a ∆u-resilient function, where u = wG is a codeword of C. Now (7.7) concludes
the proof. ¤

Remark. Because {A : |A| ≤ d − 1} ⊆ ∩u∈C ∆u, Lemma 7.2.18, generalizes the
property that the function f(xGT ) is at least (d − 1)-resilient as proven in [251] by
Stinson.

Lemma 7.2.18 can also be immediately translated in the new setting by making use
of a generalization of the linear [n, k, d]-code, called the [n, k, ∆] error-set correcting
code. An [n, k, ∆]-code C̃ is a code of dimension k, length n and for which codewords
x = (x0, . . . , xn−1) satisfy sup(x) ∈ Γ, where Γ = ∆c.

Lemma 7.2.19 Let G be the generator matrix of an [n, k, ∆]-code and g a Boolean
function on Fn

2 defined by g(x) = f(xGT ), where f is a balanced algebraic non-
degenerate Boolean function on Fk

2 with k ≤ n. Then g is at least ∆-resilient. More-
over, if f is resilient in α (Wf (α) = 0), then g is also resilient in sup(αG).

Let us show how to construct these [n, k, ∆]-codes. Nikov and Nikova derived in [214]
that the generator matrix of the code can be defined by using the matrix M of a
Monotone Span Program.

Definition 7.2.20 (Karchmer and Wigderson, [154]) A Monotone Span Program
(MSP) M is defined by the quadruple (F, M, ε, ψ), where F is a finite field, M is a
matrix (with m rows and d ≤ m columns) over F, ψ : {0, . . . , m−1} → {0, . . . , n−1}
is a surjective function and ε = (1, 0, . . . , 0) is a fixed non-zero vector, called target
vector. The size of M is the number of rows and is denoted as size(M).

The properties that matrix M (from the MSP M) possesses are in one-to-one corre-
spondence with a monotone increasing set Γ. In this case it is said that M computes
Γ.

Definition 7.2.21 [214] An MSP is called ∆-non-redundant (denoted by ∆-rMSP)
when v ∈ ker(MT ) ⇐⇒ v 6= 0 and sup(v) ∈ Γ (Γ = ∆c).

It is shown in [214] how the generator matrix of an [n, k, ∆]-code can be deduced
from the results in [102] of Van Dijk.

Theorem 7.2.22 [214] Let M be a ∆-rMSP computing Γ and let M⊥ be the matrix
of the dual M⊥ MSP computing Γ⊥. Then a generator matrix G of an [n + 1, k, ∆]-
code is given by G = (εt | (M⊥)T ).

Note that it is not trivial from the previous relation how to immediately construct
[n + 1, k, ∆]-codes. Although, we could observe the following relations. Consider a
linear SSS (Shamir, [243]) defined on set of players Pn = {1, . . . , n} and with dealer
P0, a matroid over the set S = {0, 1, . . . , n} = {P0}∪Pn, and a linear code of length
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n + 1. On the one hand, a relation between linear codes (constructed by means of
MSPs) and linear SSS was shown in [214]. On the other hand, the relation between
linear SSS and matroids was found in [46]. Consequently, it follows logically that also
matroids and linear codes are related, as we will explicitly show in Theorem 7.2.25.
We first recall the definition of matroid together with the famous augmentation
theorem.

Definition 7.2.23 (Welsh, [262]) A matroid M = (S, I) is a finite set S and a col-
lection I of subsets of S (called the independent sets) such that ∅ ∈ I, I is monotone
decreasing, if U, V ∈ I with |U | = |V | + 1, then there exists x ∈ U \ V such that
V ∪ x ∈ I. The maximal independent sets are called the bases. If B = {Bi : i ∈ I}
is the set of bases of a matroid M. Then the dual matroid M∗ of a matroid M is
defined by the set of bases B∗ = {S \Bi : i ∈ I}.
Theorem 7.2.24 (Augmentation Theorem, [262]) Suppose that X,Y ∈ I and that
|X| < |Y |. Then there exists Z ⊆ Y \X such that |X ∪ Z| = |Y | and X ∪ Z ∈ I.
Theorem 7.2.25 The parity check matrix of an [n + 1, k, ∆(C)]-code is a matroid
defined on the set of column indices S = {0, 1, . . . , n} with independent set I = ∆(C).
The generator matrix of an [n + 1, k, ∆(C)]-code is equivalent to a matroid defined
on the set S = {0, 1, . . . , n} with an independent set I∗ = ∆(C⊥) = ∆(C)∗ (the dual
matroid of (S, I)).

Proof. A vector x does not belong to the code if and only if HxT 6= 0. This also
means that the columns corresponding to the indices defined by sup(x) are linearly
independent. Recall that by Theorem 7.2.24 the columns corresponding to the indices
defined by the supports of the vectors from ∆(C) define the independent sets of a
matroid on S.

As shown in [66], the dual of a matroid with independent sets defined by ∆(C)
is the matroid with independent sets defined by ∆(C)∗. This matroid corresponds
with the parity check matrix of the dual code. For the similar reason as above, the
dual code cannot have vectors with support belonging to ∆(C⊥). ¤

Example 7.2.26 Consider the [5, 3,∆(C)] linear code with its corresponding dual
the [5, 2, ∆(C)∗]-code where the defining sets of the forbidden distances are equal to
(∆(C)∗)+ ={{1, 2, 4}, {0, 2, 4}, {0, 1, 4}, {1, 3, 4}, {0, 3, 4}, {0, 1, 3}, {0, 2, 3}, {1, 2, 3}}
∆(C)+ = {{0, 3}, {1, 3}, {2, 3}, {0, 2}, {1, 2}, {2, 4}, {1, 4}, {0, 4}}.
The generator matrix G and parity check matrix H of the code are given by:

G =




1 0 1 1 0
0 1 1 1 0
0 0 0 1 1


 , H =

(
1 1 1 0 0
0 0 1 1 1

)
.

The linearly independent sets of columns in the matrix H correspond to the elements
of ∆, while the linearly independent sets of columns in G correspond to the elements
of ∆(C)∗.
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Then g(x) = f(xGt) = f(x0 ⊕ x2 ⊕ x3, x1 ⊕ x2 ⊕ x3, x3 ⊕ x4), where f is an
arbitrary balanced Boolean function on F3

2, represents a ∆-resilient Boolean function.
If f(x0, x1, x2) = x0x2 ⊕ x1, we can say more. Since Wf (α) = 0 for α ∈ V =
{(0, 0, 0), (1, 0, 0), (0, 0, 1), (1, 0, 1)}, we compute sup(αG) for all α ∈ V , which belong
to V ′ = {{}, {0, 2, 3}, {3, 4}, {0, 2, 4}}. Consequently, following Lemma 7.2.19, the
function g(x) = f(xGT ) = (x0⊕x2⊕x3)(x3⊕x4)⊕x1⊕x2⊕x3 represents a ∆′-resilient
function with ∆′+ = {{0, 2, 3}, {0, 2, 4}, {3, 4}, {1, 3}, {1, 2}}. Clearly ∆′ does not
represent the independent sets of a matroid on {0, . . . , 4}, since the cardinality of the
elements are not equal.

Orthogonal Arrays

Let us consider a generalized definition of orthogonal arrays.

Definition 7.2.27 An orthogonal (M, n, q, ∆) array is an M × n matrix V with
entries from a set of q elements, strength ∆ which is a decreasing monotone set and
index µ. Any set A ∈ [∆⊥]+ of columns of V contains all q|A| possible row vectors
exactly µ = Mq−|A| times.

If ∆ = {A : |A| ≤ k}, then the definition of an (M,n, q, k) orthogonal array is
obtained. The relation between linear [n, k, d]-codes and (qk, n, q, d⊥ − 1) orthog-
onal arrays as mentioned in [183, Theorem 8] by MacWilliams and Sloane can be
translated as follows:

Theorem 7.2.28 Let [C] be the M × n array consisting of all codewords of an
[n, k, ∆]-code. Then the array [C] will define a (qk, n, q, ∆(C⊥)) orthogonal array.

Consequently, by Theorem 7.2.25, ∆ represents the independent sets of a matroid
which means that the definition of a generalized orthogonal array only depends on
the rank of the corresponding matroid.

Orthogonal arrays have important applications in statistics, more precisely in
fractional factorial experiments [142]. The rows of the array represent the experi-
ments or tests to be performed and the columns correspond to different variables. By
basing the experiment on an orthogonal array, one ensures that all possible combina-
tions of variables determined by ∆⊥ occur equally often. Consequently, this type of
generalized orthogonal array is certainly interesting since in general we do not want
to investigate all possible combinations but only sets of combinations.

Orthogonal arrays are also equivalent to transversal designs [142], Cartesian au-
thentication codes [250], and perfect local randomizers [193, 54]. Consequently, equiv-
alence can also be expressed between their generalized forms.

As shown in [50] by Camion et al., the extended truth table of a k-CI function
f on Fn

2 forms an (M,n, 2, k) orthogonal array, where the extended truth table is
defined as the wt(f) × n table with rows determined by the elements x for which
f(x) = 1. A natural generalization in the new metric is given in the next theorem.
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Theorem 7.2.29 A Boolean function f on Fn
2 is ∆-CI if its extended truth table is

an (M,n, 2, ∆) orthogonal array.

7.2.5 Example of Modified Combination Generator

We describe some advantages of our approach by means of two concrete examples of
a generalized combination generator. We want to stress that the main goal of this
section is to show the advantages and not to design a secure generator following the
very strong requirements derived in Chapter 3.

1. Suppose the generator consists of 5 LFSRs of lengths L0 = 67, L1 = 61, L2 =
19, L3 = 31, and L4 = 37 respectively. Recall that it is sufficient if all lengths
of the constituent LFSRs are different in order to satisfy maximum LC. Let the
security parameter for the (fast) correlation attack be equal to 60. Consequently
in order to be secure against the (fast) correlation attack, we need a combination
function which is resilient with respect to the 2rd, 3th, 4th and also the 2rd+3th,
2rd+4th LFSR, i.e., a ∆ resilient function with ∆ = {{2, 3}, {2, 4}}. The
function f(x0, . . . , x4) = x1x2x3x4 ⊕ x0x1x2 ⊕ x0x3 ⊕ x2x4 ⊕ x0 ⊕ x1 satisfies
this property. Remark that this function has degree 4 and nonlinearity 10.
High degree and high nonlinearity are important properties for resisting other
attacks such as the Berlekamp-Massey attack, the algebraic attack, and the
distinguishing attack, as shown in Chapter 3.

2. The function f(x0, . . . , x4) = x0x1x2⊕x0x3⊕x1x4⊕x3 is a ∆-resilient function
with ∆ = {{0, 1}, {0, 3}, {0, 4}, {1, 3}, {1, 4}}. Moreover, the function has de-
gree 3 and maximum nonlinearity 12. The LFSRs of the corresponding general-
ized combination generator with security parameter 60 should have for instance
lengths 19, 17, 61, 29, and 37 respectively.

When we consider the same models of combination generators in the classical theory,
the combination function should be in both cases 2-resilient in order to resist (fast)
correlation attacks. Following Siegenthaler’s inequality, the corresponding function
has degree less than or equal to 2. Moreover, by Carlet-Sarkar’s result on the divisi-
bility of the Walsh coefficients (cf p. 18), the maximum Walsh value is greater than
or equal to 16, resulting in a nonlinearity less than or equal to 8.

However, these examples already show the advantages of considering resiliency
with respect to specified monotone sets since the strong tradeoffs between resiliency
and degree, resiliency and nonlinearity can be avoided. The main idea is in fact to
exactly define which components need to satisfy a certain order of resiliency, and
then to strengthen the weaker components by using other constructions in order to
achieve an optimal design.
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7.3 Functions Satisfying Propagation Characteris-
tics with Respect to ∆-sets

Analogously to the definitions of ∆-resilient and ∆-correlation immune (CI) func-
tion, we define functions which satisfy the propagation characteristic of degree ∆1

and order ∆2 (PC(∆1) of order ∆2), the propagation characteristic of degree ∆1

(PC(∆1)), and the strict avalanche criteria of order ∆2 (SAC(∆2)), where ∆, ∆1,∆2

are monotone decreasing sets.

Definition 7.3.1 For two monotone decreasing sets ∆1 and ∆2 the function f sat-
isfies PC(∆1) of order ∆2 iff for every w, such that sup(w) ∈ ∆1 \{∅} the function
f(x) ⊕ f(x ⊕ w) is ∆2-CI. If ∆2 = ∅, the function f is said to be PC(∆1). If
∆1 = {A : |A| = 1}, the function f satisfies SAC(∆2).

Again if ∆1 = {A : |A| ≤ `} and ∆2 = {B : |B| ≤ k} the definitions of PC(∆1)
function of order ∆2 and PC(`) function of order k, PC(∆1) function and PC(`)
function; SAC(∆2) function and SAC(k) function coincide. The property of being
balanced of f(x)⊕ f(x⊕ w) implies for the autocorrelation rf (w) = 0.

7.3.1 A Relation with ∆-Resilient Functions

We generalize the well-known relation p + t ≤ n− 1 between the order of resiliency t
and the degree of propagation p of a Boolean function on Fn

2 as proven in [276, 76].

Theorem 7.3.2 For a ∆1-resilient function on Fn
2 which satisfies PC of degree ∆2

holds that ∆2 ∩ Γ⊥1 = ∅ and ∆1 ∩ Γ⊥2 = ∅.
Proof. From Equation (2.21), we derive that

∑

u∈V

rf (u) =
1

|V ⊥|
∑

x∈V ⊥

Wf (x)2 . (7.8)

Let A be an arbitrary element of ∆2 \ {0}. Note that the coefficient rf (0) is equal
to 2n. Now applying the definition of PC of degree ∆2 we obtain

∑

u∈UA

rf (u) = rf (0) = 2n =
1

|U⊥
A |

∑

x∈U⊥A

Wf (x)2 .

Thus
|U⊥

A | 2n =
∑

x∈U⊥A

Wf (x)2 =
∑

x∈UAc

Wf (x)2.

As a consequence Ac /∈ ∆1 or also A /∈ Γ⊥1 , otherwise the right side of the equation
above would be zero. This holds for all A ∈ ∆2 and thus ∆2 ∩ Γ⊥1 = ∅, which
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is equivalent to ∆2 ⊆ ∆⊥
1 . This in turn is equivalent to Γ⊥2 ⊆ Γ1, equivalent to

∆1 ⊆ ∆⊥
2 and finally equivalent to ∆1 ∩ Γ⊥2 = ∅. ¤

7.3.2 Linear Structures

Next we derive a condition for the existence of linear structures for a ∆1-resilient
function which satisfies PC(∆2).

Theorem 7.3.3 Let f be a ∆1-resilient function on Fn
2 that satisfies PC(∆2). If

there exists a non-empty element A ∈ ∆+
2 ∩ [∆⊥

1 ]+, then all b with sup(b) = B,
B ∈ Γ−2 and A ⊂ B are linear structures of f .

Proof. Let A ∈ ∆+
2 ∩ [∆⊥

1 ]+. From (7.8) for V = UA and the assumption, we
deduce that there exists x, such that sup(x) = Ac ∈ Γ−1 and Wf (x)2 = 2n|U⊥

A | since
Wf (y) = 0 ∀y ∈ U⊥

A , y 6= x (sup(y) ∈ ∆1). Next we apply (7.8) for V = UB , where
B ∈ Γ−2 and A ⊂ B:

rf (0) + rf (b) =
2

|U⊥
A |

∑

x∈U⊥B

Wf (x)2 .

Because U⊥
B ⊆ U⊥

A , there are two possibilities:

1. sup(x) ⊆ U⊥
B , which leads to rf (b) = 2n;

2. sup(x) * U⊥
B , which leads to rf (b) = −2n.

The fact that |rf (b)| = 2n implies that b is linear structure of f . ¤

The following theorem gives a condition on the existence of linear structures for
functions which satisfy PC(∆). The proof is similar to the one of Theorem 7.3.3.

Theorem 7.3.4 Let f be a Boolean function on Fn
2 that satisfies PC(∆). If there

exists an element x ∈ Fn
2 \ {0} such that sup(x) ∈ A⊥ for A ∈ ∆+ which satisfies

Wf (x) = 2n− |UA|
2 , then all b with sup(b) = B and B ∈ Γ−, A ⊆ B are linear

structures of f .

7.3.3 Algebraic Degree

First note that the functions satisfying PC(P (Pn)) are the bent functions. From the
definition of resiliency, we deduce that for a Boolean function on Fn

2 which satisfies
PC(∆1) of order ∆2, the functions f(x)⊕f(x⊕w) are ∆2-resilient for all w ∈ ∆1\{0}.
By Theorem 7.2.4, the functions f(x) ⊕ f(x ⊕ w) are balanced for all w ∈ ∆1 \ {0}
on any of the flats a⊕ UA, where A ∈ ∆⊥

2 .
The following theorem generalizes the bound on the degree d of a function on Fn

2

satisfying the SAC(k) property, namely d ≤ n− k − 1 (cf p. 18).
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Theorem 7.3.5 If f satisfies SAC of order ∆ then all coefficients h(a) from the ANF
of f with sup(a) ∈ Γ⊥ are equal to zero. Moreover, for all sets A ∈ Γ⊥ : |A| > 1.

Proof. Assume that h(a) = 1 for a such that sup(a) ∈ Γ⊥ or equivalently sup(a+) ∈
∆. The function fa will have maximum degree wt(a) which contradicts the PC(1)
property. Note that a function of maximum degree has a non-zero autocorrelation
spectrum as proven in [228] by Preneel et al..

The condition |A| > 1 for all A ∈ Γ⊥ comes from the fact that a linear function
does not satisfy PC(1). ¤

Corollary 7.3.6 For functions satisfying PC(∆1) of order ∆2, where ∀ A ∈ Γ⊥2 :
|A| > 1, the ANF coefficients h(a) of f with sup(a) ∈ Γ⊥2 are equal to zero.

7.3.4 Constructions

The set of functions which satisfy PC(∆1) of order ∆2 are globally invariant under
the complementation of any of its coordinates, composition with any permutation on
{0, . . . , n− 1} which keeps ∆1,∆2 invariant, and the addition of any affine function.

The best known and general construction for PC(`) functions of order k is due
to Kurosawa and Satoh [169]. This construction uses linear codes. It was later
generalized by Carlet [64] who also takes nonlinear codes into account. We present
a further generalization of the Kurosawa and Satoh construction.

Theorem 7.3.7 Let g be an arbitrary function on Fs
2 and Q be an s × t-matrix.

Define ∆1 on {0, . . . , t − 1} and ∆2 on {t, . . . , t + s − 1}. Let G1 be the generator
matrix of a [t, h,∆1]-code and let G2 be the generator matrix of a [s, h, ∆2]-code.
Define the function f on Fs+t

2 as follows:

f(x0, . . . , xs−1, y0, . . . , yt−1) = [x0, . . . , xs−1]Q[y0, . . . , yt−1]T ⊕ g(x0, . . . , xs−1) .

Set Q = Gt
2G1 then the function f satisfies PC(∆`) of order ∆k, where ∆` = ∆⊥

1 ]∆⊥
2

and ∆k = ∆1 ]∆2.

Proof. Analogous to the proof in [169] it is easy to see that if the matrix Q satisfies
the following two conditions then f satisfies PC(∆`) of order ∆k:

• sup(Qat) /∈ ∆k for any a ∈ Ft
2, a 6= 0 and sup(a) ∈ ∆`,

• sup(bQ) /∈ ∆k for any b ∈ Fs
2, b 6= 0 and sup(b) ∈ ∆`.

Next we verify that Q = Gt
2G1 satisfies both conditions. Indeed by Theorem 7.2.25,

we have that G1a
t 6= 0 if sup(a) ∈ ∆⊥

1 and thus sup(Qat) = sup(Gt
2(G1a

t)) /∈ ∆2.
Analogous bGt

2 6= 0 if sup(b) ∈ ∆⊥
2 and thus sup(bQ) = sup((bGt

2)G1) /∈ ∆1. These
checks conclude the proof. ¤
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Remark. Let ∆k = {A : |A| ≤ k} and ∆` = {B : |B| ≤ `}, then ∆⊥
` = {B :

|B| ≤ n− 1− `}. So, it is easy to verify that ∆k ⊆ ∆⊥
` (in this case) corresponds to

k + ` ≤ n− 1.
Constructions of functions satisfying propagation characteristics that are not

based on codes have been proposed by Gouget [135]. We now give two examples
of them.

Theorem 7.3.8 Let f be a Boolean function on F2n+1
2 defined by

f : Fn
2 × Fn

2 × F2 → F2 :
(x, y, z) 7→ z(g(x)⊕ y0 ⊕ · · · ⊕ yn−1)⊕ x · y,

where g is an arbitrary function on Fn
2 . If g(1) = 1, then f is balanced. The function

f satisfies the properties:

1. PC(∆) with ∆ =
{{1, · · · , 2n}, A1, . . . , An

}
, where Ai = {1, . . . , 2n + 1} \ {i}.

2. PC(∆1) of order ∆2 with the property that ∆1 ]∆2 = ∆.

Proof. We refer to [135] for the proof of being balanced of f . In order to prove the
first part of the theorem, we compute the derivative of f with respect to (a, b, c) ∈
Fn

2 × Fn
2 × F2:

Da,b,cf(x, y, z) = z(g(x)⊕ g(x⊕ a))⊕ z(b0 ⊕ · · · ⊕ bn−1)⊕ a · y ⊕ b · x⊕ a · b
⊕ c(g(x⊕ a)⊕ y0 ⊕ · · · ⊕ yn−1 ⊕ b0 ⊕ · · · ⊕ bn−1).

It is easy to check that if sup(a, b, c) ⊆ ∆, the derivative Da,b,cf(x, y, z) becomes a
linear function in the y-variables. This also means that Da,b,cf(x, y, z) is a balanced
function.

For the second part of the proof, let A ∈ ∆1 and B ∈ ∆2 such that A ∪ B ∈ ∆.
Then the derivative with respect to B of the function obtained by fixing the variables
corresponding to A is again a function which will linearly depend on y. ¤

The next construction from [135] is a generalization of the construction of Honda et
al. in [143] and can reach a high degree.

Theorem 7.3.9 Let f be a Boolean function on Fn
2 defined by

f : Fs
2 × Fn−s−1

2 × F2 → F2 :
(x, y, z) 7→ f1(x)⊕ f2(y)⊕ f3(z)⊕ x · φ(y)⊕ z(x0 ⊕ · · · ⊕ xn−1),

where f1, f2, f3 are functions on Fs
2,F

n−s−1
2 and F2 respectively. The function φ is a

mapping from Fn−s−1
2 into Fs

2. Then f satisfies the propagation criterion of order

∆ =
{{∅, {0}, {1}, . . . , {s− 1}} ]∆2 ]

{∅, {n− 1}}
}
∪

{
∆1 ]

{∅, {n− 1}}
}

,

where ∆1 and ∆2 are defined on {0, . . . , s− 1} and {s, . . . , n− 2} respectively, if and
only if φ satisfies the properties:
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1. the function x · φ(y) is balanced if and only if sup(x) ∈ ∆1;

2. the function φ(y)⊕φ(y⊕x) is different from the all-zero and the all-one function
for all x such that sup(x) ∈ ∆2.

Proof. Let us compute the derivative of f with respect to the triple (a, b, c) ∈
Fs

2 × Fn−s−1
2 × F2:

D(a,b,c)f(x, y, z) = Daf1(x)⊕Dbf2(y)⊕Dcf3(z)⊕ x · (φ(y)⊕ φ(y ⊕ b))⊕
a · φ(y ⊕ b)⊕ z(a0 ⊕ · · · ⊕ as−1)⊕
c(x0 ⊕ · · · ⊕ xs−1 ⊕ a0 ⊕ · · · ⊕ as−1).

Note first that when wt(a) = 1 the derivative is a linear function in z, hence{{0}, {1}, . . . , {s− 1}} ] P ({s, . . . , n− 2}) ] {∅, {n− 1}} ∈ ∆.
On the other hand, when wt(a) = 0 and sup(b) ∈ ∆2 the second condition ensures

that the derivative is balanced independently of wt(c). Thus ∆2 ]
{∅, {n − 1}} ∈

∆2. Therefore combining both observations (and taking into account the monotone
decreasing property) we derive that

{{∅, {0}, {1}, . . . , {s−1}}]∆2]
{∅, {n−1}}

}
∈

∆. Finally, notice that when wt(b) = 0 and sup(a) ∈ ∆1 the first condition ensures
that the derivative is balanced. So, we have also that ∆1 ]

{∅, {n− 1}} ∈ ∆ which
completes the proof. ¤

7.4 Conclusions and Open Problems

In this chapter we have shown that many classical notions, constructions and results
from the theory of cryptographic properties of Boolean functions can be extended
to a more general setting: t-resiliency and PC properties can be represented as ∆-
resiliency or PC properties with respect to ∆, where ∆ = {A : |A| ≤ t}. Instead of
working with numbers, we work with sets, which give us more flexibility in satisfying
incompatible requirements as shown in Section 7.2.5. We have also defined analogous
notions for the algebraic and the numerical degree of a Boolean function. Then we
have proven equivalent results to most of the known inequalities in this new setting.
It is much easier to adjust the parameters of a function, when one works with sets
compared to numbers. When a tradeoff needs to be achieved between parameters of
a function, we can easily reduce a set (e.g., ∆) with some of its elements in order to
satisfy the condition, comparing to the previous case where we need to reduce the
number (e.g., t to t − 1 for example) discarding all sets of a fixed cardinality (e.g.,
with cardinality t).

This approach gives more insight and better understanding in the behavior of a
Boolean function. More precisely, it allows us to determine which structural prop-
erties contributes to different known results like for instance the Siegenthaler’s in-
equality. Future work will investigate if these insights lead to new constructions of
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t-resilient functions (functions satisfying PC properties) by going over special mono-
tone set resilient function (PC functions).

We leave as an open question whether such functions exist for any ∆. In the theory
of SSS, a scheme (or equivalently a monotone increasing set) is called ideal if each
player has a share of minimal size. But it is known that for “many” monotone sets
there is no ideal scheme, i.e., there is no finite field in which the SSS is ideal. This also
corresponds to the question of representability of a matroid. For Boolean functions
we consider only this ideal case, since every coordinate (input) in the function is
considered as a player’s share. Thus in the binary field there are monotone sets Γ
for which there does not exist a corresponding MSP (equivalently matroid or SSS).
It seems likely that there exist sets ∆ for which there does not exist a corresponding
∆-resilient function.

Another interesting problem is to generalize and study the notions of resiliency
and PC for vectorial Boolean functions. For these functions, the definitions have
more freedom since sets of input and output can be considered. Zigzag functions
introduced by Brassard et al. in [44], used in the context of oblivious transfer [230],
are a particular example of such ∆-resilient vectorial functions. Properties from
access structures can be used to derive the properties of these functions as shown in
[34] by Nikov, Nikova, and the author.
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Chapter 8

Conclusions and Open
Problems

”If there is a problem you can’t solve, then there is
an easier problem you can’t solve: find it.” – George Polya

8.1 Our Contributions

Boolean functions are interesting combinatorial objects. Applications can be found
in cryptography, error correcting codes (Reed-Muller code), graph theory, design
theory, switching circuits,...

In this thesis, we have concentrated on the cryptographic properties of Boolean
functions. This research is important since it is situated between cryptanalysis and
cryptographic design of symmetric cryptographic schemes. Designing a strong scheme
requires a good understanding of the existing cryptographic attacks. This results in
several conditions on the building blocks of the scheme which can be considered as
Boolean functions or vector Boolean functions (S-boxes). Therefore it is important
to understand each of these conditions with respect to their occurrence and relations
to other properties. In this thesis, we have made the following contributions.

• We have presented a detailed cryptanalysis of the nonlinear LFSR-based filter
generator and combination generator. In this way we have specified, for the
filter function and the combination function, the essential properties and related
lower bounds on the parameters of the cryptographic properties in order to
resist all known cryptographic attacks.

• We have studied the AI of two classes of interesting functions with respect to
implementation properties. These classes contain the symmetric functions and
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the Boolean functions which are affine equivalent to the trace function of highly
nonlinear bijective power functions.

• We have described a complete classification with respect to important cryp-
tographic properties of Boolean functions in 5 variables and 6 variables with
degree less than or equal to 3. We have also derived all 179 affine equivalence
classes of Boolean functions in 7 variables with degree less than or equal to 3.
Based on these classifications, we have obtained the following results:

– new theoretical results on cubic maximum resilient Boolean functions;

– new exact values and bounds on the distance of resilient Boolean functions
with respect to low degree functions;

– the basic result that all cubic bent functions in 8 variables belong to the
Maiorana-McFarland class.

• We have derived a compact formula for the nonlinear combinations of the out-
put functions of addition and multiplication in the field.

• We have presented a general framework on an important set of cryptographic
properties of a Boolean function. In this setting, we have shown how to relax
tradeoffs between several cryptographic properties and to get a better under-
standing of the properties. Generalized definitions of error-correcting codes and
orthogonal arrays nicely fit in this framework.

The results in this thesis have been published in [29, 31, 26, 27, 25, 21, 20, 22, 39,
36, 35, 28, 37]. The remaining papers [18, 24, 38, 33, 263, 42, 43, 41, 40, 34, 31]
published during this doctoral research are not included in this thesis due to lack of
space. All of them are related in some sense to the study of Boolean functions and
S-boxes with respect to cryptographic properties.

8.2 What to Learn?

As mentioned in the introduction, this thesis is meant to make a bridge between the
cryptanalysis and design of cryptosystems on the one hand and the theory of Boolean
functions and S-boxes on the other hand.

We believe that the chapter on the security analysis of the filter and the com-
bination generator together with the chapter on the construction of a secure filter
function will give a very good idea on the different shortcomings and possibilities
to designers and cryptanalysts of stream ciphers. The chapter on addition in the
field gives the cryptanalysts a concrete tool to construct and interpret the algebraic
relations that will lead from operations of addition and multiplication. Finally, in the
last chapter where we generalize several cryptographic properties, we introduce new
ideas which might be useful and powerful in constructions of cryptographic schemes.
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On the other hand, this thesis also contains many approaches and ideas for theo-
rists. In the chapter on affine classification of Boolean functions, we study the affine
equivalence classes of functions in a rather small number of variables. This study
helps to create intuition into general properties of Boolean functions. Moreover, the
generalization of numbers into sets for several cryptographic properties lead to new
insights.

8.3 Open Problems

We believe that there are many open problems in the research related to Boolean
functions in cryptography. A nice list of basic open questions related to the nonlin-
earity of Boolean functions has been presented by Dobbertin in [110]. However, all
these problems are considered to be very hard since they are related to longstanding
open problems in Reed-Muller codes. Instead, we present below a list of several open
problems which we believe are challenging and tractable in future research.

• We have presented a security analysis of the filter-and combination generator
in this thesis based on the attacks which are known up to date. Since the
last proposed attack (algebraic attack) on filter-and combination generators
only dates from 2002, it still remains very likely that also other cryptographic
attacks or significant improvements on this attack exist.

• As we have done for the filter-and combination generator, it will also be inter-
esting to set up a similar security model for more complicated stream ciphers
such as for instance the nonlinear filter-or combination generator with memory
or with a nonlinear/clock controlled update function. An important question
in this context is to determine if these schemes can provide the same level of
security with a lower implementation cost and higher speed.

• Symmetric functions have lots of internal structure, but until now it is unclear
if this particular structure implies a greater danger in the design. For instance,
we have shown that the nonlinearity of symmetric functions with good AI is too
small to be used immediately as filter function, but what about a filter function
which is the direct sum of a symmetric function and a highly nonlinear balanced
Boolean function?

• We have concentrated us on the study of Boolean functions which are resistant
against algebraic attacks, expressed by means of the algebraic immunity. Func-
tions with high algebraic immunity also resist fast algebraic attacks. However,
it would be interesting to get a better understanding of the parameter we have
introduced for measuring resistance against fast algebraic attacks.

• We have learned that in order to use a Boolean function or S-box in practice,
one should not only focus at trying to make the tradeoffs between the cryp-
tographic properties as optimal as possible, but also keep its implementation
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complexity in mind. This feature has been neglected by many authors until
now. A construction of Boolean functions with a provable lower bound on the
AI and very high nonlinearity (for instance in the order of the nonlinearity of
a highly nonlinear power function), which can also be easily implemented, is
still a challenging task. In general, there is a lack of proposals for constructions
of functions which have good cryptographic properties and are easily imple-
mentable in hardware.

• We are convinced that the study of new structural properties of Boolean func-
tions and S-boxes is important. This means first to detect a new structure and
second to exploit this structure. For instance, in [43], the author et al. have in-
troduced a generalization of the property of normality for S-boxes, which turns
out to be very strong for the class of bijective power functions in even dimen-
sion and thus including the AES S-box. Also algorithms are proposed to detect
normality for Boolean functions [95, 41, 217] and the generalized normality for
S-boxes [43]. However, it still remains an open problem if this property can
be exploited in the cryptanalysis of symmetric or asymmetric cryptosystems.
Note that the property of normality is used as trapdoor in the (unbalanced) oil
and vinegar schemes [158, 42].

• We believe that other interesting theoretical results will follow from the affine
classification of Boolean functions with greater than or equal to 7 variables.
For instance, Meng et al. in [201] have provided a preliminary classification of
RM(4, 7)/RM(2, 7) (353 of the 69 433 classes are missing). A complete clas-
sification leads to a complete enumeration of all bent functions in 8 variables.
Also more information on quartic functions could be obtained in this way.

• As mentioned in the last section of Chapter 7, many open problems in the
new setting we have proposed, such as for instance the existence problem, the
extension to S-boxes,... are still unsolved.

”Every human activity, good or bad,
except mathematics, must come to an end.” – Paul Erdos
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de Caen, 2004.

[136] X. Guo-Zhen and J. Massey, A spectral characterization of correlation-immune
combining functions, IEEE Transactions on Information Theory IT-34 (1988),
no. 3, 596–571.

[137] K. Gupta and S. Maitra, Multiples of primitive polynomials over GF (2), In-
docrypt 2001 (C.P. Rangan and C. Ding, eds.), Lecture Notes in Computer
Science, vol. 2247, Springer-Verlag, 2001, pp. 62–72.

[138] K. Gupta and P. Sarkar, Improved construction of nonlinear resilient S-boxes,
Asiacrypt 2002 (Y. Zheng, ed.), Lecture Notes in Computer Science, vol. 2501,
Springer-Verlag, 2002, pp. 466–483.

[139] M.A. Harrison, The number of transitivity sets of Boolean functions, Journal
of the Society for industrial and applied mathematics 11 (1963), 806–828.

[140] M.A. Harrison, On the classification of Boolean functions by the general linear
and affine group, Journal of the Society for industrial and applied mathematics
12 (1964), no. 3, 284–299.

[141] P. Hawkes and G. Rose, Rewriting variables: The complexity of fast algebraic
attacks on stream ciphers, Crypto 2004 (M. Franklin, ed.), Lecture Notes in
Computer Science, vol. 3152, Springer-Verlag, 2004, pp. 390–406.

[142] A.S. Hedayat, N.J.A. Sloane, and J. Stufken, Orthogonal arrays: Theory and
applications, Springer-Verlag, New York, 1999.



Bibliography 157

[143] T. Honda, T. Satoh, T. Iwata, and K. Kurosawa, Probabilistic higher order
differential attack and higher order bent functions, Selected Areas in Cryptog-
raphy SAC 1997 (C. Adams and M. Just, eds.), Lecture Notes in Computer
Science, vol. 1556, Springer-Verlag, 1997, pp. 64–72.

[144] J. Hong and P. Sarkar, New applications of time memory data tradeoffs, to
appear in Asiacrypt 2005 (B.K. Roy, ed.).

[145] X.D. Hou, AGL(m, 2) acting on R(r,m)/R(s,m), Journal of Algebra 171
(1995), 921–938.

[146] X.D. Hou, Covering radius of the Reed-Muller code R(1, 7) – a simpler proof,
Journal of Theoretical Theory 74 (1996), 337–341.

[147] X.D. Hou, GL(m, 2) acting on R(r,m)/R(r−1,m), Discrete Mathematics 149
(1996), 99–122.

[148] X.D. Hou, Cubic bent functions, Discrete Mathematics 189 (1998), no. 1–3,
149–161.

[149] X.D. Hou, Affinity of permutations of GF(2n), Workshop on Coding and Cryp-
tography WCC 2003 (D. Augot, P. Charpin, and G. Kabatianski, eds.), Discrete
Applied Mathematics, 2003, pp. 237–280.

[150] T. Iwata and K. Kurosawa, Probabilistic higher order differential attack and
higher order bent functions, Asiacrypt 1999 (K.-Y. Lam, E. Okamoto, and
C. Xing, eds.), Lecture Notes in Computer Science, vol. 1716, Springer-Verlag,
1999, pp. 62–74.

[151] N. Jacobson, Basic algebra I, Freeman, W.H. and Company, 1985.

[152] D. Jungnickel, Contemporary design theory: A collection of surveys, J. Dinitz
and D.R. Stinson, John Wiley & Sons, 1992.

[153] D. Jungnickel, Finite fields structure and arithmetrics, Tech. report, Wis-
senshaftsverlag, Mannheim, Leipzig, Wein, Zürich, 1993.
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Appendix A

Symmetric Functions with
Maximum AI in n = 6, 8, 10,
12, 14, and 16

We present the complete set of symmetric functions with maximum AI in dimensions
6, 8, 10, 12, 14, and 16. The functions are ordered in groups of size 4. The first
function f1 of the group can be seen as the representative of that group, since the
three other functions are affine equivalent to f1. The second function f2 is derived
from f1 by complementing all input variables and thus has VV which is the reverse
of the VV of f1. The third function f3 is obtained from f1 by applying the affine
transformation presented in Theorem 4.1.29 and the fourth function f4 has VV equal
to the reverse of the VV of f3. All symmetric functions in the table are normalized
in order to satisfy the property vf (0) = 0. For every function f , we computed the
SANF vector, weight, and maximum value of the Walsh spectrum Lf .
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Table A.1: Symmetric functions in dimension 6 with maximum AI

vf weight SANF vector Lf

(0,0,0,1,1,1,1) 42 (0,0,0,1,1,0,0) 20
(0,0,0,0,1,1,1) 22 (0,0,0,0,1,0,0) 20
(0,1,0,1,1,0,1) 42 (0,1,0,0,1,0,0) 20
(0,1,0,0,1,0,1) 22 (0,1,0,1,1,0,0) 20
(0,0,0,1,1,1,0) 41 (0,0,0,1,1,0,1) 18
(0,1,1,1,0,0,0) 41 (0,1,1,1,0,1,1) 18
(0,1,0,1,1,0,0) 41 (0,1,0,0,1,0,1) 18
(0,0,1,1,0,1,0) 41 (0,0,1,0,0,1,1) 18
(0,0,0,1,1,0,1) 36 (0,0,0,1,1,1,0) 12
(0,1,0,0,1,1,1) 28 (0,1,0,1,1,1,0) 12

Table A.2: Symmetric functions in dimension 8 with maximum AI

vf weight SANF vector Lf

(0,0,0,0,1,1,1,1,1) 163 (0,0,0,0,1,0,0,0,1) 70
(0,0,0,0,0,1,1,1,1) 93 (0,0,0,0,0,1,1,1,1) 70
(0,1,0,1,1,0,1,0,1) 163 (0,1,0,0,1,0,0,0,1) 70
(0,1,0,1,0,0,1,0,1) 93 (0,1,0,0,0,1,1,1,1) 70
(0,0,0,0,1,1,1,1,0) 162 (0,0,0,0,1,0,0,0,0) 68
(0,1,1,1,1,0,0,0,0) 162 (0,1,1,1,1,0,0,0,0) 68
(0,1,0,1,1,0,1,0,0) 162 (0,1,0,0,1,0,0,0,0) 68
(0,0,1,0,1,1,0,1,0) 162 (0,0,1,1,1,0,0,0,0) 68
(0,1,1,1,1,0,0,0,1) 163 (0,1,1,1,1,0,0,0,1) 70
(0,1,1,1,0,0,0,0,1) 93 (0,1,1,1,0,1,1,1,1) 70
(0,0,1,0,1,1,0,1,1) 163 (0,0,1,1,1,0,0,0,1) 70
(0,0,1,0,0,1,0,1,1) 93 (0,0,1,1,0,1,1,1,1) 70
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Table A.3: Symmetric functions in dimension 10 with maximum AI

vf weight SANF vector Lf

(0,0,0,0,0,1,1,1,1,1,1) 638 (0,0,0,0,0,1,1,1,1,0,0) 252
(0,0,0,0,0,0,1,1,1,1,1) 386 (0,0,0,0,0,0,1,0,1,0,0) 252
(0,1,0,1,0,1,1,0,1,0,1) 638 (0,1,0,0,0,0,1,0,1,0,0) 252
(0,1,0,1,0,0,1,0,1,0,1) 386 (0,1,0,0,0,1,1,1,1,0,0) 252
(0,0,0,0,0,1,1,1,1,1,0) 637 (0,0,0,0,0,1,1,1,1,0,1) 250
(0,1,1,1,1,1,0,0,0,0,0) 637 (0,1,1,1,1,1,0,1,0,1,1) 250
(0,1,0,1,0,1,1,0,1,0,0) 637 (0,1,0,0,0,0,1,0,1,0,1) 250
(0,0,1,0,1,1,0,1,0,1,0) 637 (0,0,1,1,1,0,0,0,0,1,1) 250
(0,1,0,0,0,1,1,1,1,0,0) 637 (0,1,0,1,0,0,1,0,1,0,1) 250
(0,0,1,1,1,1,0,0,0,1,0) 637 (0,0,1,0,1,0,0,0,0,1,1) 250
(0,0,0,1,0,1,1,0,1,1,0) 637 (0,0,0,1,0,1,1,1,1,0,1) 250
(0,1,1,0,1,1,0,1,0,0,0) 637 (0,1,1,0,1,1,0,1,0,1,1) 250
(0,1,0,0,0,1,1,1,1,0,1) 638 (0,1,0,1,0,0,1,0,1,0,0) 252
(0,1,0,0,0,0,1,1,1,0,1) 386 (0,1,0,1,0,1,1,1,1,0,0) 252
(0,0,0,1,0,1,1,0,1,1,1) 638 (0,0,0,1,0,1,1,1,1,0,0) 252
(0,0,0,1,0,0,1,0,1,1,1) 386 (0,0,0,1,0,0,1,0,1,0,0) 252
(0,0,0,0,0,1,1,1,1,0,1) 628 (0,0,0,0,0,1,1,1,1,1,0) 232
(0,1,0,0,0,0,1,1,1,1,1) 396 (0,1,0,1,0,1,1,1,1,1,0) 232
(0,0,0,1,0,1,1,0,1,0,1) 628 (0,0,0,1,0,1,1,1,1,1,0) 232
(0,1,0,1,0,0,1,0,1,1,1) 396 (0,1,0,0,0,1,1,1,1,1,0) 232
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Table A.4: Symmetric functions in dimension 12 with maximum AI

vf weight SANF vector Lf

(0,0,0,0,0,0,1,1,1,1,1,1,1) 2510 (0,0,0,0,0,0,1,0,1,0,0,0,0) 924
(0,0,0,0,0,0,0,1,1,1,1,1,1) 1586 (0,0,0,0,0,0,0,1,1,0,0,0,0) 924
(0,1,0,1,0,1,1,0,1,0,1,0,1) 2510 (0,1,0,0,0,0,1,0,1,0,0,0,0) 924
(0,1,01,0,1,0,0,1,0,1,0,1) 1586 (0,1,0,0,0,0,0,1,1,0,0,0,0) 924
(0,0,0,0,0,0,1,1,1,1,1,1,0) 2509 (0,0,0,0,0,0,1,0,1,0,0,0,1) 922
(0,1,1,1,1,1,1,0,0,0,0,0,0) 2509 (0,1,1,1,1,1,1,0,0,0,1,1,1) 922
(0,1,0,1,0,1,1,0,1,0,1,0,0) 2509 (0,1,0,0,0,0,1,0,1,0,0,0,1) 922
(0,0,1,0,1,0,1,1,0,1,0,1,0) 2509 (0,0,1,1,1,1,1,0,0,0,1,1,1) 922
(0,0,1,0,0,0,1,1,1,1,0,1,0) 2509 (0,0,1,1,0,0,0,1,1,0,0,0,1) 922
(0,1,0,1,1,1,1,0,0,0,1,0,0) 2509 (0,1,0,0,1,1,0,1,0,1,1,1,1) 922
(0,1,1,1,0,1,1,0,1,0,0,0,0) 2509 (0,1,1,1,0,0,0,1,1,0,0,0,1) 922
(0,0,0,0,1,0,1,1,0,1,1,1,0) 2509 (0,0,0,0,1,1,0,1,0,1,1,1,1) 922
(0,0,1,0,0,0,1,1,1,1,0,1,1) 2510 (0,0,1,1,0,0,0,1,1,0,0,0,0) 924
(0,0,1,0,0,0,0,1,1,1,0,1,1) 1586 (0,0,1,1,0,0,1,0,1,0,0,0,0) 924
(0,1,1,1,0,1,1,0,1,0,0,0,1) 2510 (0,1,1,1,0,0,0,1,1,0,0,0,0) 924
(0,1,1,1,0,1,0,0,1,0,0,0,1) 1586 (0,1,1,1,0,0,1,0,1,0,0,0,0) 924
(0,0,0,0,0,0,1,1,1,1,0,1,1) 2444 (0,0,0,0,0,0,1,0,1,0,1,1,0) 792
(0,0,1,0,0,0,0,1,1,1,1,1,1) 1652 (0,0,1,1,0,0,1,0,1,0,1,1,0) 792
(0,1,0,1,0,1,1,0,1,0,0,0,1) 2444 (0,1,0,0,0,0,1,0,1,0,1,1,0) 792
(0,1,1,1,0,1,0,0,1,0,1,0,1) 1652 (0,1,1,1,0,0,1,0,1,0,1,1,0) 792
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Table A.5: Symmetric functions in dimension 14 with maximum AI

vf weight SANF vector Lf

(0,0,0,0,0,0,0,1,1,1,1,1,1,1,1) 9908 (0,0,0,0,0,0,0,1,1,0,0,0,0,0,0) 3432
(0,0,0,0,0,0,0,0,1,1,1,1,1,1,1) 6476 (0,0,0,0,0,0,0,0,1,0,0,0,0,0,0) 3432
(0,1,0,1,0,1,0,1,1,0,1,0,1,0,1) 9908 (0,1,0,0,0,0,0,0,1,0,0,0,0,0,0) 3432
(0,1,0,1,0,1,0,0,1,0,1,0,1,0,1) 6476 (0,1,0,0,0,0,0,1,1,0,0,0,0,0,0) 3432
(0,0,0,0,0,0,0,1,1,1,1,1,1,1,0) 9907 (0,0,0,0,0,0,0,1,1,0,0,0,0,0,1) 3434
(0,1,1,1,1,1,1,1,0,0,0,0,0,0,0) 9907 (0,1,1,1,1,1,1,1,0,1,1,1,1,1,1) 3434
(0,1,0,1,0,1,0,1,1,0,1,0,1,0,0) 9907 (0,1,0,0,0,0,0,0,1,0,0,0,0,0,1) 3434
(0,0,1,0,1,0,1,1,0,1,0,1,0,1,0) 9907 (0,0,1,1,1,1,1,0,0,1,1,1,1,1,1) 3434
(0,0,0,1,0,0,0,1,1,1,1,0,1,1,0) 9907 (0,0,0,1,0,0,0,0,1,0,0,0,0,0,1) 3434
(0,1,1,0,1,1,1,1,0,0,0,1,0,0,0) 9907 (0,1,1,0,1,1,1,0,0,1,1,1,1,1,1) 3434
(0,1,0,0,0,1,0,1,1,0,1,1,1,0,0) 9907 (0,1,0,1,0,0,0,1,1,0,0,0,0,0,1) 3434
(0,0,1,1,1,0,1,1,0,1,0,0,0,1,0) 9907 (0,0,1,0,1,1,1,1,0,1,1,1,1,1,1) 3434
(0,0,0,1,0,0,0,1,1,1,1,0,1,1,1) 9908 (0,0,0,1,0,0,0,0,1,0,0,0,0,0,0) 3432
(0,0,0,1,0,0,0,0,1,1,1,0,1,1,1) 6476 (0,0,0,1,0,0,0,1,1,0,0,0,0,0,0) 3432
(0,1,0,0,0,1,0,1,1,0,1,1,1,0,1) 6476 (0,1,0,1,0,0,0,1,1,0,0,0,0,0,0) 3432
(0,1,0,0,0,1,0,0,1,0,1,1,1,0,1) 9907 (0,1,0,1,0,0,0,0,1,0,0,0,0,0,0) 3432
(0,0,0,0,0,0,0,1,1,1,1,0,1,1,1) 9544 (0,0,0,0,0,0,0,1,1,0,0,1,0,0,0) 2704
(0,0,0,1,0,0,0,0,1,1,1,1,1,1,1) 6840 (0,0,0,1,0,0,0,1,1,0,0,1,0,0,0) 2704
(0,1,0,0,0,1,0,1,1,0,1,0,1,0,1) 9544 (0,1,0,0,0,0,0,0,1,0,0,1,0,0,0) 2704
(0,1,0,1,0,1,0,0,1,0,1,1,1,0,1) 6840 (0,1,0,1,0,0,0,0,1,0,0,1,0,0,0) 2704
(0,0,0,0,0,0,0,1,1,1,1,1,1,0,1) 9894 (0,0,0,0,0,0,0,1,1,0,0,0,0,1,0) 3404
(0,1,0,0,0,0,0,0,1,1,1,1,1,1,1) 6490 (0,1,0,1,0,1,0,1,1,0,0,1,0,1,0) 3404
(0,1,0,1,0,1,0,0,1,0,1,0,1,1,1) 9894 (0,1,0,0,0,0,0,0,1,0,0,0,0,1,0) 3404
(0,0,0,1,0,1,0,1,1,0,1,0,1,0,1) 6490 (0,0,0,1,0,1,0,0,1,0,0,1,0,1,0) 3404
(0,0,0,1,0,0,0,1,1,1,1,0,1,0,1) 9894 (0,0,0,1,0,0,0,0,1,0,0,0,0,1,0) 3404
(0,1,0,1,0,0,0,0,1,1,1,0,1,1,1) 6490 (0,1,0,0,0,1,0,0,1,1,0,1,0,1,0) 3404
(0,1,0,0,0,1,0,0,1,0,1,1,1,1,1) 9894 (0,1,0,1,0,0,0,1,1,0,0,0,0,1,0) 3404
(0,0,0,0,0,1,0,1,1,0,1,1,1,0,1) 6490 (0,0,0,0,0,1,0,1,1,1,0,1,0,1,0) 3404



174 APPENDIX A. SYMMETRIC FUNCTIONS WITH MAXIMUM AI

Table A.6: Symmetric functions in dimension 16 with maximum AI

vf weight SANF vector Lf

(0,0,0,0,0,0,0,0,1,1,1,1,1,1,1,1,1) 39203 (0,0,0,0,0,0,0,0,1,0,0,0,0,0,0,0,1) 12870
(0,0,0,0,0,0,0,0,0,1,1,1,1,1,1,1,1) 26333 (0,0,0,0,0,0,0,0,0,1,1,1,1,1,1,1,1) 12870
(0,1,0,1,0,1,0,1,1,0,1,0,1,0,1,0,1) 39203 (0,1,0,0,0,0,0,0,1,0,0,0,0,0,0,0,1) 12870
(0,1,0,1,0,1,0,1,0,0,1,0,1,0,1,0,1) 26333 (0,1,0,0,0,0,0,0,0,1,1,1,1,1,1,1,1) 12870
(0,0,0,0,0,0,0,0,1,1,1,1,1,1,1,1,0) 39202 (0,0,0,0,0,0,0,0,1,0,0,0,0,0,0,0,0) 12868
(0,1,1,1,1,1,1,1,1,0,0,0,0,0,0,0,0) 39202 (0,1,1,1,1,1,1,1,1,0,0,0,0,0,0,0,0) 12868
(0,1,0,1,0,1,0,1,1,0,1,0,1,0,1,0,0) 39202 (0,1,0,0,0,0,0,0,1,0,0,0,0,0,0,0,0) 12868
(0,0,1,0,1,0,1,0,1,1,0,1,0,1,0,1,0) 39202 (0,0,1,1,1,1,1,1,1,0,0,0,0,0,0,0,0) 12868
(0,0,0,0,1,0,0,0,1,1,1,1,0,1,1,1,0) 39202 (0,0,0,0,1,1,1,1,1,0,0,0,0,0,0,0,0) 12868
(0,1,1,1,0,1,1,1,1,0,0,0,1,0,0,0,0) 39202 (0,1,1,0,0,0,0,0,1,0,0,0,0,0,0,0,0) 12868
(0,1,0,1,1,1,0,1,1,0,1,0,0,0,1,0,0) 39202 (0,1,0,0,1,1,1,1,1,0,0,0,0,0,0,0,0) 12868
(0,0,1,0,0,0,1,0,1,1,0,1,1,1,0,1,0) 39202 (0,0,1,0,0,0,0,0,1,0,0,0,0,0,0,0,0) 12868
(0,0,0,0,1,0,0,0,1,1,1,1,0,1,1,1,1) 39203 (0,0,0,0,1,1,1,1,1,0,0,0,0,0,0,0,1) 12870
(0,0,0,0,1,0,0,0,0,1,1,1,0,1,1,1,1) 26333 (0,0,0,0,1,1,1,1,0,1,1,1,1,1,1,1,1) 12870
(0,1,0,1,1,1,0,1,1,0,1,0,0,0,1,0,1) 39203 (0,1,0,0,1,1,1,1,1,0,0,0,0,0,0,0,1) 12870
(0,1,0,1,1,1,0,1,0,0,1,0,0,0,1,0,1) 26333 (0,1,0,0,1,1,1,1,0,1,1,1,1,1,1,1,1) 12870
(0,1,1,1,1,1,1,1,0,0,0,0,0,0,0,0,1) 26333 (0,1,1,1,1,1,1,1,0,1,1,1,1,1,1,1,1) 12870
(0,1,1,1,1,1,1,1,1,0,0,0,0,0,0,0,1) 39203 (0,1,1,1,1,1,1,1,1,0,0,0,0,0,0,0,1) 12870
(0,0,1,0,1,0,1,0,0,1,0,1,0,1,0,1,1) 26333 (0,0,1,1,1,1,1,1,0,1,1,1,1,1,1,1,1) 12870
(0,0,1,0,1,0,1,0,1,1,0,1,0,1,0,1,1) 39203 (0,0,1,1,1,1,1,1,1,0,0,0,0,0,0,0,1) 12870
(0,1,1,1,0,1,1,1,0,0,0,0,1,0,0,0,1) 26333 (0,1,1,1,0,0,0,0,0,1,1,1,1,1,1,1,1) 12870
(0,1,1,1,0,1,1,1,1,0,0,0,1,0,0,0,1) 39203 (0,1,1,1,0,0,0,0,1,0,0,0,0,0,0,0,1) 12870
(0,0,1,0,0,0,1,0,0,1,0,1,1,1,0,1,1) 26333 (0,0,1,1,0,0,0,0,0,1,1,1,1,1,1,1,1) 12870
(0,0,1,0,0,0,1,0,1,1,0,1,1,1,0,1,0) 39203 (0,0,1,1,0,0,0,0,1,0,0,0,0,0,0,0,1) 12870



Appendix B

Representatives of the
GL(n, 2) Orbits in
RM(3, n)/RM(2, n) with n ≤ 8

Theorem B.0.1 (Hou, [147]) Let s(r, n) denote the number of GL(n, 2)-orbits in
RM(3, n)/RM(2, n). Then

1. s(3, 6) = 6 and fi ⊕ RM(2, 6) for 1 ≤ i ≤ 6 are the representatives of the
GL(6, 2)-orbits in RM(3, 6)/RM(2, 6).

2. s(3, 7) = 12 and fi ⊕ RM(2, 7) for 1 ≤ i ≤ 12 are the representatives of the
GL(7, 2)-orbits in RM(3, 7)/RM(2, 7).

3. s(3, 8) = 32 and fi ⊕ RM(2, 8) for 1 ≤ i ≤ 32 are the representatives of the
GL(8, 2)-orbits in RM(3, 8)/RM(2, 8).

where the Boolean functions fi are represented1 in Table B.1.

The column with heading “wt” in Table B.1 determines the minimum weight of the
functions belonging to the coset f ⊕RM(2, 8). The column with heading “invariant”
in Table B.1 represents the tuple

δ(f) = (δ0(f), δ1(f), δ2(f), δ3(f))

where δi(f) = |{a ∈ Fn
2 : Daf is a plateaued function with an amplitude 2n−i}| for

0 ≤ i ≤ 3.

1The functions in all tables of the appendix are represented in abbreviated notation (only the
digits of the variables) and the sum should be considered modulo 2. The numbering of the variables
starts from 1.
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Table B.1: Representatives of the GL(8, 2) orbits in RM(3, 8)/RM(2, 8)

Class Representative wt Invariant

f1 0 32 (256,0,0,0)

f2 123 32 (32,224,0,0)

f3 123+245 48 (8,120,128,0)

f4 123+456 56 (4,56,196,0)

f5 123+245+346 64 (4,28,224,0)

f6 123+145+246+356+456 72 (4,0,252,0)

f7 127+347+567 56 (2,126,0,128)

f8 123+456+147 64 (2,26,164,64)

f9 123+245+346+147 72 (2,14,112,128)

f10 123+456+147+257 72 (2,6,152,96)

f11 123+145+246+356+456+167 80 (2,2,60,192)

f12 123+145+246+356+456+167+247 72 (2,0,126,128)

f13 123+456+178 68 (1,22,121,112)

f14 123+456+178+478 72 (1,9,102,144)

f15 123+245+678+147 76 (1,6,89,160)

f16 123+245+346+378 72 (1,19,108,128)

f17 123+145+246+356+456+178 80 (1,3,76,176)

f18 123+145+246+356+456+167+238 80 (1,2,53,200)

f19 123+145+246+356+456+158+237+678 80 (1,1,58,196)

f20 123+145+246+356+456+278+247+168 84 (1,1,30,224)

f21 145+246+356+456+278+347+168+237+147 84 (1,0,35,220)

f22 123+234+345+456+567+678+128+238+348 80 (1,0,49,206)
+458+568+178+128+238+348+458+568+178

f23 123+145+246+356+456+167+578 84 (1,1,30,224)

f24 123+145+246+356+456+167+568 80 (1,7,56,192)

f25 123+145+246+356+456+167+248 80 (1,2,53,200)

f26 123+456+147+257+268+278+348 84 (1,0,63,192)

f27 123+456+147+257+168+178+248+358 88 (1,0,7,248)

f28 127+347+567+258+368 80 (1,3,76,176)

f29 123+456+147+368 72 (1,9,102,144)

f30 123+456+147+368+578 80 (1,1,58,196)

f31 123+456+147+368+478+568 76 (1,3,76,176)

f32 123+456+147+168+258+348 80 (1,1,30,224)



Appendix C

Classification of Cosets of
RM(1, 5)

C.1 Affine Equivalence Classes of Boolean Func-
tions in 5 Variables

The following two tables (Table C.1 and Table C.2) present the 48 affine equivalence
classes of the cosets of RM(1, 5) classified by Berlekamp and Welch in [13]. For each
equivalence class, the number of such cosets, the absolute Walsh spectrum, and the
absolute autocorrelation spectrum is given. The first table is also called the table
of the even cosets. The second table is called the table of the odd cosets. These
names come from the fact that the weights of all functions in the cosets are even,
respectively odd.

In the second table all representatives have the extra term x1x2x3x4x5. The fre-
quency distribution of the absolute values in the Walsh and autocorrelation spectrum
is denoted by a set of tuples, the first element represents the absolute value in the
spectrum and the second value represents the number of times this value appears.

C.2 Cryptographic Properties of Cosets of Boolean
Functions in 5 Variables

For the study of functions in n variables with n ≤ 4, we refer to [50] and [228]. In
[50, Section 4.2], a formula is derived for the number of (n − 3)-resilient functions
and the number of balanced quadratic functions of n variables. In [228, Table 1],
the number of quadratic functions that satisfy PC(l) of order k with k + l ≤ n are
determined for n ≤ 7. Consequently, taking into account the tradeoffs mentioned
in Section 2, to cover all classes only the class with representative x1x2x3 ⊕ x1x4 in
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Table C.1: Even cosets of RM(1, 5)

Representative # of such Walsh Spectrum Autocorrelation Spectrum
cosets

2345 496 (28,1),(4,15),(0,16) (32,2),(24,30)
2345+12 496 × 120 (16,2),(12,2),(4,14),(0,14) (32,1),(24,7),(8,7),(0,17)
2345+23 496 × 35 (20,1),(12,3),(4,12),(0,16) (32,2),(24,6),(8,24)
2345+23+45 496 × 28 (12,6),(4,10),(0,16) (32,2),(8,30)
2345+12+34 496 × 840 (12,2),(8,8),(4,14),(0,8) (32,1),(24,1),(8,13),(0,17)
2345+123 17 360 × 2 (24,1),(8,3),(4,16),(0,12) (32,1),(24,6),(16,25)
2345+123+12 17 360 × 24 (20,1),(12,1),(8,4),(4,14),(0,12) (32,1),(24,3),(16,9),(8,19)
2345+123+24 17 360 × 18 (16,2),(8,4),(4,16),(0,10) (32,1),(24,2),(16,9),(8,4),(0,16)
2345+123+14 17 360 × 192 (16,1),(12,2),(8,4),(4,14),(0,11) (32,1),(24,1),(16,6),(8,13),(0,11)
2345+123+45 17 360 × 32 (12,4),(8,4),(4,12),(0,12) (32,1),(16,7),(8,6),(0,18)
2345+123+12+34 17 360 × 72 (12,4),(8,4),(4,12),(0,12) (32,1),(24,1),(16,1),(8,21),(0,8)
2345+123+14+35 17 360 × 576 (12,2),(8,8),(4,14),(0,8) (32,1),(16,2),(8,14),(0,15)
2345+123+12+45 17 360 × 96 (16,1),(8,8),(4,16),(0,7) (32,1),(16,3),(8,22),(0,6)
2345+123+24+35 17 360 × 12 (8,12),(4,16),(0,4) (32,1),(16,1),(8,6),(0,24)
2345+123+145 13 888 × 320 (16,1),(12,1),(8,6),(4,15),(0,9) (32,1),(16,6),(8,16),(0,9)
2345+123+145+45 13 888 × 32 (20,1),(8,6),(4,15),(0,10) (32,1),(16,15),(8,16)
2345+123+145+24+45 13 888 × 480 (12,3),(8,6),(4,13),(0,10) (32,1),(16,3),(8,16),(0,12)
2345+123+145+35+24 13 888 × 192 (12,1),(8,10),(4,15),(0,6) (32,1),(8,16),(0,15)
123 155 × 8 (24,1),(8,7),(0,24) (32,4),(16,28)
123+45 155 × 512 (12,4),(4,28) (32,1),(16,7),(0,24)
123+14 155 × 168 (16,2),(8,8),(0,22) (32,2),(16,12),(0,18)
123+14+25 155 × 336 (8,16),(0,16) (32,1),(16,4),(0,27)
123+145 868 × 32 (20,1),(12,1),(4,30) (32,1),(8,16),(16,15)
123+145+23 868 × 320 (16,1),(8,12),(0,19) (32,1),(16,6),(8,16),(0,9)
123+145+24 868 × 480 (12,4),(4,28) (32,1),(16,3),(8,16),(0,12)
123+145+23+24+35 686 × 192 (8,16),(0,16) (32,1),(8,16),(0,15)
12 155 (16,4),(0,28) (32,6),(0,24)
12+34 868 (8,16),(0,16) (32,2),(0,30)
- 1 (32,1),(0,31) (32,32)

Table C.2: Odd cosets of RM(1, 5)

Representative # of such Walsh Spectrum Autocorrelation Spectrum
cosets

12 32 × 155 (18,1),(14,3),(2,28) (32,1),(28,7),(4,24)
12+34 32 × 868 (10,6),(6,10),(2,16) (32,1),(28,1),(4,30)
123 4 960 (26,1),(6,7),(2,24) (31,1),(28,3),(20,28)
123+12 4 960 × 7 (22,1),(10,3),(6,4),(2,24) (32,1),(28,3),(20,4),(12,24)
123+14 4 960 × 84 (18,1),(14,1),(10,2),(6,6),(2,22) (32,1),(28,1),(20,6),(12,6),(4,18)
123+45 4 960 × 64 (14,3),(10,1),(6,7),(2,21) (32,1),(20,7),(4,24)
123+14+25 4 960 × 336 (10,6),(6,10),(2,16) (32,1),(20,1),(12,3),(4,27)
123+12+45 4 960 × 448 (14,1),(10,3),(6,13),(2,15) (32,1),(20,1),(12,6),(4,24)
123+12+34 4 960 × 84 (14,2),(10,4),(6,4),(2,22) (32,1),(28,1),(12,12),(4,18)
123+145 27 776 × 10 (18,1),(14,1),(6,12),(2,18) (32,1),(4,16),(12,9),(20,6)
123+145+12 27 776 × 6 (22,1),(10,1),(6,10),(2,20) (32,1),(20,10),(12,21)
123+145+23 27 776 × 80 (18,1),(10,3),(6,9),(2,19) (32,1),(20,3),(12,15),(4,13)
123+145+45+23 27 776 × 16 (18,1),(10,1),(6,15),(2,15) (32,1),(12,21),(4,10)
123+145+24 27 776 × 180 (14,2),(10,2),(6,10),(2,18) (32,1),(20,3),(12,15),(4,13)
123+145+24+23 27 776 × 240 (14,1),(10,5),(6,7),(2,19) (32,1),(20,1),(12,9),(4,21)
123+145+35+24 27 776 × 240 (14,1),(10,3),(6,13),(2,15) (32,1),(12,9),(4,22)
123+145+35+24+23 27 776 × 192 (10,6),(6,10),(2,16) (32,1),(12,6),(4,25)
123+145+45+35+24+23 27 776 × 60 (10,4),(6,16),(2,12) (32,1),(12,3),(4,28)
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n = 4 should be considered in relation with its propagation characteristics. It can
be easily computed by exhaustive search that its size is 26 880 and that it contains
2816 functions satisfying PC(1).

We now count the number of functions satisfying correlation immunity, resiliency,
propagation characteristics and their combinations in each of the 48 affine equivalence
classes of RM(1, 5) by using the method explained in Section 5.2.

Correlation Immune Functions When we take into account Siegenthaler’s in-
equality, we expect to find for functions of 5 variables CI(1) functions of degree 4,
CI(1) and CI(2) functions of degree 3, CI(1), CI(2) and CI(3) functions of degree 2.
Notice that only the linear functions x1⊕x2⊕x3⊕x4⊕x5⊕ c with c ∈ {0, 1} satisfy
CI(4). We counted the number of correlation immune functions in each class, accord-
ing to the classification of Berlekamp and Welch, adapting the method described in
Chapter 5 (Section 5.2) for n = 5.

In this case we consider the sets ZWf of vectors with zeroes in the Walsh spectrum
ZWf = {w|Wf (w) = 0}, where f runs through the representative coset. A function
that satisfies CI(1) can be constructed from a basis of ZWf by using the affine
transformation (x⊕ a)(A−1)t of the input vector x, where A is the matrix with rows
containing the vectors of the basis in ZWf and a is an arbitrary constant in Fn

2 . This
property follows easily from relation (5.2). For functions that satisfy a higher order
t > 1 of correlation immunity, a proper basis should have the additional property
that any sum of at least t basis vectors also belongs to ZWf . It is easy to see that a
CI(t) function exists if and only if a basis that satisfies this property exists.

By applying (5.8) we compute the number of CI functions of orders 1, 2, and 3.
The values of N for CI functions of 5 variables are given in tables C.8 and C.4.

Note that there are two cosets for which the set of balanced functions is divided
into at least two subsets containing affine inequivalent functions. Namely these are
the cosets with representatives x1x2x3 ⊕ x1x4 and x1x2x3 ⊕ x1x4x5 ⊕ x2x3. These
subsets contain functions with the same Walsh and autocorrelation spectrum but the
number of bases Bf is different (see Table C.3).

Resilient Functions The number of balanced (0-resilient) Boolean function of
5 variables is equal to

(
32
16

)
= 601 080 390. This number can also be obtained by

computing the sum of the numbers of balanced functions in each even coset multiplied
by the number of cosets in its orbit. (see Table C.1).

For 1-resilient functions, only the classes of Boolean functions with degree less
than or equal to 3 need to be considered. Equation (2.20) excludes three more cases,
namely the orbits with representatives x1x2x3 ⊕ x4x5, x1x2x3 ⊕ x1x4x5, x1x2x3 ⊕
x1x4x5⊕x2x4. To adapt our method for this case it makes sense to consider the zero
sets in the Walsh spectrum only of the balanced functions.

Because of Siegenthaler’s inequality, 2-resilient functions of 5 variables have degree
less than or equal to 2. Then (2.20) implies that the weights are divisible by 8, which
is not satisfied by the coset with representative x1x2⊕x3x4. The only class that can
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Table C.3: Number of bases in a coset

coset representative Bf

x1x2 39 552
x1x2x3 16 128

x1x2x3 ⊕ x1x4

{
10240
9456

x1x2x3 ⊕ x1x4 ⊕ x2x5 1248

x1x2x3 ⊕ x1x4x5 ⊕ x2x3

{
4464
4232

x1x2x3 ⊕ x1x4x5 ⊕ x2x3 ⊕ x2x4 ⊕ x3x5 1512

contain 2-resilient functions is those with representative x1x2. Their number turns
out to be 520 as previously obtained in [50].

The number of resilient functions in each class is presented in Table C.8.

Propagation Characteristics The frequency distribution of the absolute values
in the autocorrelation spectrum is an affine invariant property. In Table C.1, the
autocorrelation spectra are computed for the representative cosets.

We can again apply the method from Chapter 5 (Section 5.2), using the zero sets
ZAF in the autocorrelation spectra [80]. This time, we apply the transformation xA
on the input variables, with A a 5 × 5 matrix with rows containing the vectors of a
basis for which the autocorrelation is zero. Similarly as for the case of correlation
immune functions, there is a one-to-one correspondence between PC functions and
such bases.
Remark. Note that for CI and resilient functions an arbitrary constant a ∈ Fn

2 was
involved also in the transformation. This follows for PC functions from the fact that
all functions f(x)⊕ x · a, ∀a ∈ Fn

2 have the same autocorrelation spectrum and thus
the same level of PC.

As all functions belonging to a given coset have equal absolute autocorrelation
spectrum, we only need to count for the number of bases for one function in a coset.
Consequently, this simplifies formula (5.8).

Note that functions which satisfy PC(3) should have at least 25 zeroes in their
autocorrelation spectra. This is satisfied only by the functions of the classes with
representatives x1x2⊕x3x4 and x1x2x3⊕x1x4⊕x2x5. As proven for general dimension
n in [64], functions that satisfy PC(n− 2) are of the form

g(x1 ⊕ xn, . . . , xi−1 ⊕ xn, xi, xi+1 ⊕ xn, . . . , xn−1 ⊕ xn)⊕ h(x1, . . . , xn) ,

g(x1 ⊕ xn−1, . . . , xn−2 ⊕ xn−1, xn)⊕ h(x1, . . . , xn) ,

where g is a bent function of dimension n and h is any affine function on Fn
2 . Moreover,

functions satisfying PC(n− 1) are functions of the form g(x1⊕ xn, . . . , xn−1⊕ xn)⊕
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h(x1, . . . , xn), where g and h are defined above. As a consequence, only the class of
x1x2 ⊕ x3x4 contains PC(3) and even PC(4) functions, for which the number after
computation turns out to be equal to 10 752 and 1792. We get the same number as
obtained by [228] for the number of quadratic functions satisfying PC(p) with p ≤ 4.
Moreover, we could conclude that there is only one class of degree 4 that contains
PC(2) functions. The numbers can be found in Tables C.6, C.7, and C.8.

Note that in the set of affine equivalence classes which have as representatives
odd cosets, there are no Boolean functions that satisfy a certain order of PC. This
follows from the fact that if the autocorrelation has zeroes, the degree of the function
should be less than or equal to n− 1, as proven in [228].

Propagation Characteristics and Correlation Immunity In order to compute
the number of functions that satisfy both PC and CI (resp. resiliency), we determine
first all PC functions and search in this set for functions that satisfy CI (resp. re-
siliency), where we take into account the divisibility theorem and the tradeoff between
the order of resiliency and the degree of PC into account. The balanced PC(1) func-
tion with nonlinearity 12 and sum of the squared autocorrelation values equal to
1664, used in [249] can be found in the class of x2x3x4x5⊕x1x2x3⊕x2x4⊕x3x5. In
tables C.4, C.6, C.7, and C.8, the numbers corresponding to the different classes are
presented.

Propagation Characteristics of order t Taking into account the tradeoff be-
tween the degree and the order of PC, we can now also search in the set of PC(p)
functions for functions that satisfy PC(p) of order t. The results can be found in
tables C.5 and C.6. Note that the numbers for all functions of degree 2 coincide with
the results of [228].

Table C.4: Number of CI(2) functions

Representative NCI(2) NCI(2)∩PC(1)

123+145+23+24+35 384 0
12 640 120
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Table C.5: Number of functions satisfying PC(1) and PC(2) of order 1 and 2

Representative NPC(1) of ord 1 NPC(1) of ord 2 NPC(2) of ord 1 NPC(2) of ord 2

123+45 5 120 0 0 0
123+14 30 720 0 0 0
12 2 240 960 0 0
12+34 13 952 704 1792 64

Table C.6: Number of functions satisfying PC(2)

Representative NPC(2) NPC(2)∩Bal NPC(2)∩CI(1)

2345+123+145+35+24 12 288 2 304 384
123+14+25 199 680 99 840 3 840
12+34 28 672 23 296 896

Table C.7: Number of functions satisfying PC(3) and PC(4) in coset 12 + 34

NPC(3) NPC(4) NPC(3)∩Bal NPC(4)∩Bal NPC(3) of ord 1 NPC(4) of ord 1

10 752 1 792 5 376 896 1 792 64
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Table C.8: Number of functions satisfying CI(1), R(1), PC(1), PC(1) with resiliency
properties

Representative NCI(1) NR(1) NPC(1) NPC(1)∩Bal NPC(1)∩CI(1) NPC(1)∩R(1)
2345 512 0 0 0 0 0
2345+12 28 160 0 163 840 71 680 0 0
2345+23 1 790 0 0 0 0 0
2345+23+45 14 336 0 0 0 0 0
2345+12+34 1 146 880 0 0 0 0 0
2345+123 6 400 0 0 0 0 0
2345+123+12 76 800 0 0 0 0 0
2345+123+24 17 280 0 645 120 201 600 0 0
2345+123+14 385 400 0 737 280 253 440 640 0
2345+123+45 102 400 0 1 904 640 714 240 0 0
2345+123+12+34 230 400 0 0 0 0 0
2345+123+14+35 122 880 0 11 550 720 2 887 680 0 0
2345+123+12+45 7 680 0 0 0 0 0
2345+123+24+35 0 0 3 440 640 430 080 0 0
2345+123+145 138 240 0 276 480 77 760 0 0
2345+123+145+45 27 648 0 0 0 0 0
2345+123+145+24+45 414 720 0 1 966 080 614 400 4 160 0
2345+123+145+35+24 6 144 0 2 654 208 497 664 384 0
123 16 640 11 520 0 0 0 0
123+45 0 0 1 310 720 0 0 0
123+14 216 000 132 960 94 720 65 120 10 560 5 280
123+14+25 69 120 24 960 1 582 080 791 040 19 200 0
123+145 0 0 0 0 0 0
123+145+23 1 029 120 537 600 0 0 0 0
123+145+24 0 0 0 0 0 0
123+145+23+24+35 233 472 96 960 0 0 0 0
12 4 840 4 120 2 560 2 240 1 120 840
12+34 896 0 46 592 23 296 896 0
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Appendix D

Classification of
RM(3, 6)/RM(1, 6) under the
Action of AGL(2, 6)

D.1 Affine Equivalence Classes of Cubic Boolean
Functions in 6 Variables

To count the number of functions that satisfy certain cryptographic properties, the
same approach as used for n = 5 is applied on these 34 affine equivalence classes of
RM(3, 6)/RM(1, 6).

We refer to Table B.1 for the six representatives of RM(3, 6)/RM(2, 6). The
number of cosets, the Walsh spectrum and autocorrelation spectrum of the 34 affine
equivalence classes of RM(3, 6)/RM(1, 6) can be found in Table D.1. From this
table, we immediately derive the total number of bent functions in 6 variables, (see
also [226, pp. 256]).

D.2 Cryptographic Properties of RM(3, 6)/RM(1, 6)

We compute the number of functions satisfying R(1), R(2), PC(1), and PC(2) in
the 34 affine equivalence classes of RM(3, 6)/RM(1, 6) by means of the algorithm
described in Chapter 5 (Section 5.2). The results are presented in Table D.2. Besides
the bent functions which are PC(6), only the class with representative x1x4 ⊕ x2x3

contains PC(3) functions with a total of 128× 420.
Resilient functions of order 3 can only belong to the class with representative

x1x2 and there are in total 1120 3-resilient functions of dimension 6 (see also [50]).
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Table D.1: Number of cosets, weight distribution and autocorrelation spectra of affine
equivalence classes of RM(3, 6)/RM(1, 6)

Representative Number of Cosets Walsh transform Autocorrelation Transform
f1 0 1 (0,63),(64,1) (64,64)

12 651 (0,60),(32,4) (0,48),(64,16)
14+23 18 228 (0,48),(16,16) (0,60),(64,4)
16+25+34 13 888 (8,64) (0,63),(64,1)

f2 0 1 395 × 8 (0,56),(16,7),(48,1) (32,56),(64,8)
14 1 395 × 392 (0,54),(16,8),(32,2) (0,36),(32,24),(64,4)
24+15 1 395 × 2 352 (0,48),(16,16) (0,54),(32,8),(64,2)
16+25+34 1 395 × 1 344 (8,64) (0,63),(64,1)
45 1 395 × 3 584 (0,32),(8,28),(24,2) (0,48),(32,14),(64,2)
16+45 1 395 × 25 088 (0,24),(8,32),(16,8) (0,57),(32,6),(64,1)

f3 0 54 684 × 32 (0,32),(8,30),(24,1),(40,1) (16,32),(32,30),(64,2)
13 54 684 × 320 (0,51),(16,12),(32,1) (0,18),(16,32),(32,12),(64,2)
14 54 684 × 480 (0,32),(8,28),(24,4) (0,24),(16,32),(32,6),(64,2)
16 54 684 × 7 680 (0,28),(8,30),(16,4),(24,2) (0,39),(16,16),(32,8),(64,1)
26 54 684 × 32 (0,30),(8,32),(32,2) (0,32),(32,30),(64,2)
26+13 54 684 × 320 (0,48),(16,16) (0,51),(32,12),(64,1)
26+14 54 684 × 480 (0,24),(8,32),(16,8) (0,57),(32,6),(64,1)
13+15+26+34 54 684 × 192 (8,64) (0,63),(64,1)
34+13+15 54 684 × 23 040 (0,48),(16,16) (0,30),(16,32),(64,2)
34+16 54 684 × 192 (0,24),(8,32),(16,8) (0,45),(16,16),(64,1)

f4 0 357 120 × 64 (4,49),(12,14),(36,1) (16,49),(32,14),(64,1)
14 357 120 × 3 136 (4,49),(12,12),(28,1),(20,2) (0,24),(16,33),(32,6),(64,1)
15+24 357 120 × 64 (4,46),(20,3),(12,15) (0,36),(16,25),(32,2),(64,1)
34+25+16 357 120 × 64 (4,42),(12,21),(20,1) (0,42),(16,21),(64,1)

f5 0 468 720 × 448 (0,27),(8,32),(16,4),(32,1) (0,9),(16,48),(32,6),(64,1)
12+13 468 720 × 18 (0,28),(8,30),(16,4),(24,2) (0,27),(16,32),(32,4),(64,1)
15 468 720 × 14 336 (0,26),(8,31),(24,1),(16,6) (0,30),(16,32),(32,1),(64,1)
12+13+25 468 720 × 2 222 (0,48),(16,16) (0,27),(16,32),(32,4),(64,1)
14+25 468 720 × 1 344 (0,24),(8,32),(16,8) (0,45),(16,16),(64,1)
35+26+25+12+13+14 468 720 × 64 (8,64) (0,63),(64,1)
25+15+16 468 720 × 14 336 (0,24),(8,32),(16,8) (0,39),(16,24),(64,1)

f6 0 166 656 × 3 584 (4,45),(12,18),(28,1) (0,18),(16,45),(64,1)
12+13 166 656 × 21 504 (4,46),(12,15),(20,3) (0,30),(16,33),(64,1)
23+15+14 166 656 × 7 680 (4,42),(12,21),(20,1) (0,42),(16,21),(64,1)
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Table D.2: Number of resilient and PC functions in RM(3, 6)/RM(1, 6)

Representative NR(1) NR(2) NPC(1)(×128) NPC(2)(×128)

f1 12 51 800 14 840 121 0
14+23 569 696 0 13 440 4 900
16+25+34 0 0 13 888 13 888

f2 0 532 480 44 800 0 0
14 19 914 720 826 560 17 240 0
24+15 49 257 600 268 800 1 249 440 52 080
16+25+34 0 0 1 874 880 1 874 880
45 0 0 929 280 0
16+45 0 0 18 744 320 1 881 600

f3 0 0 0 0 0
13 416 604 160 5 174 400 0 0
14 0 0 0 0
16 0 0 21 396 480 0
26 0 0 33 152 0
26+13 264 627 040 1 411 200 4 659 200 47 040
26+14 0 0 14 058 240 1 411 200
13+15+26+34 0 0 10 499 328 10 499 328
34+16 0 0 0 0
34+13+15 1 89807·1010 82 897 920 1 250 304 0

f4 0 0 0 0 0
14 0 0 2 486 400 0
15+24 0 0 572 315 · 1010 0
34+25+16 0 0 505 258 · 1010 1 290 240

f5 0 0 0 0 0
12+13 0 0 3 609 586 0
15 0 0 60 211 200 0
12+13+25 3 287 027 200 8 601 600 0 0
14+25 0 0 75 018 240 0
35+26+25+12+13+14 0 0 6 719 569 920 6 719 569 920
25+15+16 0 0 1 434 240 0

f6 0 0 0 1 326 080 0
12+13 0 0 7 956 480 0
23+15+14 0 0 37 079 040 0
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Appendix E

Classification of
RM(3, 7)/RM(1, 7)

Denote ν(r, n, f) as the number of cosets in the orbit containing f ⊕ RM(r −
1, n). The values of ν(3, 7, fi) for the twelve representatives fi, 1 ≤ i ≤ 12 of
RM(3, 7)/RM(2, 7), as computed in [23], are represented in Table E.1:

The orders of the sizes, the Walsh spectrum and autocorrelation spectrum of the
179 affine equivalence classes of RM(3, 7)/RM(1, 7) can be found in the next table.

Table E.1: Representatives of RM(3, 7)/RM(2, 7) together with lengths of orbits
Class Representative ν(3, 7, f)

f1 0 1
f2 123 11 811
f3 123+245 2 314 956
f4 123+456 45 354 240
f5 123+245+346 59 527 440
f6 123+145+246+356+456 21 165 440
f7 127+347+567 1 763 776
f8 123+456+147 2 222 357 760
f9 123+245+346+147 238 109 760
f10 123+456+147+257 17 778 862 080
f11 123+145+246+356+456+167 444 471 552
f12 123+145+246+356+456+167+247 13 545 799 680
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Coset of RM(3, 7) # Cosets Walsh transform Autocorrelation Transform
(×ν(7, 3, f))

f1 0 1 (0,127),(128,1) (128,128)
12 2 667 (0,124),(64,4) (0,96),(128,32)
14+23 330 708 (0,112),(32,16) (0,120),(128,32)
16+25+34 1 763 776 (0,64),(16,64) (0,126),(128,2)

f2 0 8 (0,120),(32,7),(96,1) (64,112),(128,16)
14 840 (0,118),(32,8),(64,2) (0,72),(64,48),(128,8)
24+15 11760 (0,112),(32,16) (0,108),(64,16),(128,4)
16+25+34 20 160 (0,64),(16,64) (0,126),(128,2)
45 17920 (0,96),(16,28),(48,2) (0,96),(64,28),(128,4)
16+45 3766320 (0,88),(16,32),(32,8) (0,114),(64,12),(128,2)
45+17+26 752 640 (0,64),(16,64) (0,123),(64,4),(128,1)
47+56 917 504 (8,112),(24,16) (0,120),(64,7),(128,1)

f3 0 32 (0,96),(16,30),(48,1),(80,1) (32,64),(64,60),(128,4)
13 320 (0,115),(32,12),(64,1) (0,36),(32,64),(64,24),(128,4)
14 480 (0,92),(16,28),(48,4) (0,48),(32,64),(64,12),(128,4)
16 23040 (0,92),(16,30),(32,4),(48,2) (0,78),(32,32),(64,16),(128,2)
26 96 (0,94),(16,32),(64,2) (0,66),(64,60),(128,4)
26+13 960 (0,112),(32,16) (0,102),(64,24),(128,2)
26+14 1440 (0,88),(16,32),(32,8) (0,114),(64,12),(128,2)
26+17 23 040 (0,88),(16,32),(32,8) (0,60),(32,64),(128,1)
34+13+15 192 (0,112),(32,16) (0,60),(32,64),(128,4)
34+16 69120 (0,88),(16,32),(32,8) (0,90),(32,32),(128,2)
13+15+26+34 576 (0,64),(16,64) (0,126),(128,2)
34+26+17 69 120 (0,64),(16,64) (0,123),(64,4),(128,1)
36+17 983 040 (8,112),(24,16) (0,108),(32,16),(64,3),(128,1)
46+17 491 520 (0,76),(16,48),(32,4) (0,105),(32,16),(64,6),(128,1)
46+35+17 184 320 (0,64),(16,64) (0,111),(32,16),(128,1)
67 184 320 (8,120),(24,4),(40,4) (0,96),(32,16),(64,15),(128,1)
67+13 327 680 (0,64),(16,64) (0,111),(32,16),(128,1)
67+14 491 520 (0,76),(16,48),(32,4) (0,105),(32,16),(64,6),(128,1)
67+34+15+13 196 608 (8,120),(24,4),(40,4) (0,96),(32,16),(64,15),(128,1)

f4 0 64 (0,64),(8,49),(24,14),(72,1) (32,98),(64,28),(128,2)
14 3, 136 (0,64),(8,49),(24,12),(40,2),(56,1) (0,48),(32,66),(64,12),(128,2)
17 7 168 (0,48),(8,56),(16,14),(24,8),(48,2) (0,72),(32,42),(64,13),(128,1)
15+24 18816 (0,64),(8,46),(24,15),(40,3) (0,72),(32,50),(64,4),(128,2)
24+17 150 528 (0,44),(8,56),(16,16),(24,8),(32,4) (0,96),(32,26),(64,5),(128,1)
34+25+16 10752 (0,64),(8,42),(24,21),(40,1) (0,84),(32,42),(128,2)
34+25+17 301 056 (0,32),(8,56),(16,32),(24,8) (0,108),(32,18),(64,1),(128,1)
47+17 100 352 (0,38),(8,60),(16,24),(24,2),(32,2),(40,2) (0,87),(32,34),(64,6),(128,1)
47+25+17 131 360 (0,38),(8,56),(16,24),(24,8),(32,2) (0,99),(32,26),(64,2),(128,1)
47+35+26+16 602 112 (0,32),(8,56),(16,32),(24,8) (0,105),(32,22),(128,1)

f5 0 448 (0,91),(16,32),(32,4),(64,1) (0,18),(32,96),(64,12),(128,2)
12+13 1792 (0,92),(16,30),(32,4),(48,2) (0,54),(32,64),(64,8),(128,2)
15 14336 (0,90),(16,31),(32,6),(48,1) (0,60),(32,64),(64,2),(128,2)
17 114 688 (8,116),(24,10),(40,2) (0,84),(32,40),(64,3),(128,1)
12+13+25 448 (0,112),(32,16) (0,54),(32,64),(64,8),(128,2)
14+25 1344 (0,88),(16,32),(32,8) (0,90),(32,32),(64,4),(128,2)
25+15+16 14336 (0,88),(16,32),(32,8) (0,78),(32,48),(128,2)
25+17 344 064 (0,76),(16,48),(32,4) (0,93),(32,32),(64,2),(128,1)
26+17 344 064 (8,112),(24,16) (0,102),(32,24),(64,1),(128,1)
27 3 584 (0,80),(16,46),(48,2) (0,69),(32,48),(64,10),(128,1)
27+13 10 752 (0,88),(16,32),(32,8) (0,87),(32,32),(64,8),(128,1)
27+14 10 752 (0,76),(16,48),(32,4) (0,105),(32,16),(64,6),(128,1)
27+15 114 688 (8,112),(24,16) (0,102),(32,24),(64,1),(128,1)
27+16 43 008 (0,76),(16,48),(32,4) (0,93),(32,32),(64,2),(128,1)
35+26+25+12+13+14 64 (0,64),(16,64) (0,126),(128,2)
35+26+25+17 114 688 (0,64),(16,64) (0,111),(32,16),(128,1)
35+27+13+14 3 584 (0,64),(16,64) (0,123),(64,4),(128,1)
35+27+16 43 008 (0,64),(16,64) (0,111),(32,16),(128,1)
56+17 458 752 (8,112),(24,16) (0,99),(32,28),(128,1)
56+25+17 458 752 (0,70),(16,56),(32,2) (0,99),(32,28),(128,1)

f6 0 3584 (0,64),(8,45),(24,18),(56,1) (0,36),(32,90),(128,2)
12+13 21504 (0,64),(8,46),(24,15),(40,3) (0,60),(32,66),(128,2)
17 129 024 (0,32),(8,60),(16,32),(24,2),(40,2) (0,81),(32,46),(128,1)
23+15+14 7680 (0,64),(8,42),(24,21),(40,1) (0,84),(32,42),(128,2)
23+16 1 290 240 (0,38),(8,56),(16,24),(24,8),(32,2) (0,93),(32,34),(128,1)
25+17 645 120 (0,32),(8,56),(16,32),(24,8) (0,105),(32,22),(128,1)

f7 0 128 (8,126), (56,1), (72,1) (16,64), (64,63), (128,1)
12 43 008 (0,90), (16,31), (32,6), (48,1) (0,45), (16,64), (64,18), (128,1)
13 40 320 (8,120), (24,4), (40,4) (0,48), (16,64), (64,15), (128,1)
23+14 645 120 (0,76),(16,48), (32,4) (0,57), (16,64), (64,6), (128,1)
23+14+12 516 096 (8,112), (24,16) (0,60), (16,64), (64,3), (128,1)
23+15 483 840 (8,112), (24,16) (0,60), (16,64), (64,3), (128,1)
34+25+23+16+14 368 640 (0,64), (16,64) (0,63), (16,64), (128,1)

f8 0 128 (0,37),(8,64),(16,24),(32,2),(64,1) (16,32),(32,82),(64,13),(128,1)
15 768 (0,38),(8,64),(16,22),(32,2),(48,2) (0,36),(16,32),(32,50),(64,9),(128,1)
17 1 024 (0,48),(8,55),(16,16),(24,7),(40,1),(56,1) (0,27),(16,32),(32,58),(64,10),(128,1)
15+23 3 072 (0,48),(8,52),(16,16),(24,10),(40,2) (0,63),(16,32),(32,26),(64,6),(128,1)
23+17 2 048 (0,60),(8,50),(24,13),(32,4),(40,1) (0,54),(16,32),(32,34),(64,7),(128,1)
15+24 1 152 (0,34),(8,64),(16,24),(32,6) (0,72),(16,32),(32,18),(64,5),(128,1)
25 4608 (0,36),(8,64),(16,23),(32,4),(48,1) (0,48),(16,32),(32,42),(64,5),(128,1)
25+16 9 216 (0,34),(8,64),(16,24),(32,6) (0,66),(16,32),(32,26),(64,3),(128,1)
25+17 18 432 (0,48),(8,52),(16,16),(24,10),(40,2) (0,57),(16,32),(32,34),(64,4),(128,1)
25+23+16 18 432 (0,48),(8,48),(16,16),(24,16) (0,75),(16,32),(32,18),(64,2),(128,1)
25+23+17 18 423 (0,48),(8,50),(16,16),(24,13),(40,1) (0,66),(16,32),(32,26),(64,3),(128,1)
27 24 576 (0,38),(8,60),(16,24),(24,2),(32,2),(40,2) (0,57),(16,32),(32,34),(64,4),(128,1)
27+15 73 728 (0,38),(8,56),(16,24),(24,8),(32,2) (0,75),(16,32),(32,18),(64,2),(128,1)
27+23 12 288 (0,46),(8,56),(16,15),(24,8),(32,2),(48,1) (0,48),(16,32),(32,42),(64,5),(128,1)
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27+15+23 36 684 (0,44),(8,56),(16,16),(24,8),(32,4) (0,66),(16,32),(32,26),(64,3),(128,1)
34+25+16 4608 (0,22),(8,64),(16,40),(32,2) (0,84),(16,32),(32,10),(64,1),(128,1)
34+27+23 12 288 (0,44),(8,56),(16,16),(24,8),(32,4) (0,66),(16,32),(32,26),(64,3),(128,1)
34+27+23+15 36 864 (0,32),(8,56),(16,32),(24,8) (0,84),(16,32),(32,10),(64,1),(128,1)
35+26 12 288 (0,48),(8,48),(16,16),(24,16) (0,72),(16,32),(32,22),(64,1),(128,1)
35+26+17 36 864 (0,28),(8,64),(16,32),(32,4) (0,72),(16,32),(32,22),(64,1),(128,1)
35+26+23+17 12 288 (0,28),(8,64),(16,32),(32,4) (0,72),(16,32),(32,22),(64,1),(128,1)
27+35 147 456 (0,38),(8,56),(16,24),(24,8),(32,2) (0,72),(16,32),(32,22),(64,1),(128,1)
35+27+16 147 456 (0,32),(8,56),(16,32),(24,8) (0,81),(16,32),(32,14),(128,1)
35+27+34 147 456 (0,38),(8,56),(16,24),(24,8),(32,2) (0,72),(16,32),(32,22),(64,1),(128,1)
35+27+23+16 147 456 (0,32),(8,56),(16,32),(24,8) (0,81),(16,32),(32,14),(128,1)
57+27 147 456 (0,38),(8,58),(16,24),(24,5),(32,2),(40,1) (0,63),(16,32),(32,30),(64,2),(128,1)
57+27+16 294 912 (0,38),(8,56),(16,24),(24,8),(32,2) (0,72),(16,32),(32,22),(64,1),(128,1)
57+34+27+16 147 456 (0,32),(8,56),(16,32),(24,8) (0,81),(16,32),(32,14),(128,1)
57+36+27 589 824 (0,35),(8,56),(16,28),(24,8),(32,1) (0,75),(16,32),(32,20),(128,1)

f9 0 1 024 (8,119),(24,7),(40,1),(56,1) (16,64),(32,56),(64,7),(128,1)
15 21 504 (8,116),(24,10),(40,2) (0,36),(16,64),(32,24),(64,3),(128,1)
17 14 336 (0,78),(16,47),(32,2),(48,1) (0,27),(16,64),(32,32),(64,4),(128,1)
23+17 14 336 (0,88),(16,32),(32,8) (0,27),(16,64),(32,32),(64,4),(128,1)
25+16 86 016 (0,76),(16,48),(32,4) (0,45),(16,64),(32,16),(64,2),(128,1)
26+15 43 008 (8,112),(24,16) (0,54),(16,64),(32,8),(64,1),(128,1)
27+17+15 57 344 (8,112),(24,16) (0,54),(16,64),(32,8),(64,1),(128,1)
35+27+16+15 24 576 (0,64),(16,64) (0,63),(16,64),(128,1)
56 229 376 (0,76),(16,48),(32,4) (0,42),(16,64),(32,20),(64,1),(128,1)
56+17 229 376 (8,114),(24,13),(40,1) (0,42),(16,64),(32,20),(64,1),(128,1)
56+16+15 688 128 (0,76),(16,48),(32,4) (0,42),(16,64),(32,20),(64,1),(128,1)
56+27+15 688 128 (8,112),(24,16) (0,51),(16,64),(32,12),(128,1)

f10 0 768 (0,40),(8,57),(16,24),(24,6),(56,1) (0,12),(16,48),(32,64),(64,3),(128,1)
13 9216 (0,38),(8,60),(16,23),(24,4),(32,2),(48,1) (0,33),(16,48),(32,44),(64,2),(128,1)
15 1 536 (0,40),(8,58),(16,24),(24,3),(40,3) (0,36),(16,48),(32,40),(64,3),(128,1)
16 9 216 (0,40),(8,56),(16,24),(24,6),(40,2) (0,42),(16,48),(32,36),(64,1),(128,1)
23+14 18 432 (0,46),(8,54),(16,16),(24,9),(32,2),(40,1) (0,45),(16,48),(32,32),(64,2),(128,1)
15+23 9 216 (0,36),(8,60),(16,24),(24,4),(32,4) (0,57),(16,48),(32,20),(64,2),(128,1)
23+16 36 864 (0,36),(8,60),(16,24),(24,4),(32,4) (0,54),(16,48),(32,24),(64,1),(128,1)
23+16+13 18 432 (0,46),(8,52),(16,16),(24,12),(32,2) (0,54),(16,48),(32,24),(64,1),(128,1)
24+15 768 (0,40),(8,54),(16,24),(24,9),(40,1) (0,60),(16,48),(32,16),(64,3),(128,1)
24+16 9 216 (0,40),(8,52),(16,24),(24,12) (0,66),(16,48),(32,12),(64,1),(128,1)
26+16 9 216 (0,40),(8,54),(16,24),(24,9),(40,1) (0,54),(16,48),(32,24),(64,1),(128,1)
27+17+16 18 432 (0,40),(8,54),(16,24),(24,9),(40,1) (0,54),(16,48),(32,24),(64,1),(128,1)
27+23+17+13 512 (0,48),(8,52),(16,15),(24,12),(48,1) (0,36),(16,48),(32,40),(64,3),(128,1)
27+23+17+13 512 (0,58),(8,52),(24,12),(32,6) (0,36),(16,48),(32,40),(64,3),(128,1)
27+23+17+16+13 9 216 (0,46),(8,52),(16,16),(24,12),(32,2) (0,54),(16,48),(32,24),(64,1),(128,1)
34+16 6 144 (0,30),(8,60),(16,32),(24,4),(32,2) (0,63),(16,48),(32,16),(128,1)
34+16+13 36 864 (0,40),(8,52),(16,24),(24,12) (0,63),(16,48),(32,16),(128,1)
34+17+16+13 18 432 (0,30),(8,60),(16,32),(24,4),(32,2) (0,63),(16,48),(32,16),(128,1)
34+23+17+16+13 36 864 (0,30),(8,60),(16,32),(24,4),(32,2) (0,63),(16,48),(32,16),(128,1)
34+26+23 3 072 (0,36),(8,60),(16,24),(24,4),(32,4) (0,51),(16,48),(32,28),(128,1)
34+26+23+14 3 072 (0,24),(8,60),(16,40),(24,4) (0,75),(16,48),(32,4),(128,1)
34+26+23+17+13 6 144 (0,40),(8,52),(16,24),(24,12) (0,63),(16,48),(32,16),(128,1)
36 98 304 (0,33),(8,60),(16,28),(24,4),(32,3) (0,57),(16,48),(32,22),(128,1)
36+13 32 768 (0,40),(8,54),(16,24),(24,9),(40,1) (0,51),(16,48),(32,28),(128,1)
36+15+13 98 304 (0,40),(8,52),(16,24),(24,12) (0,63),(16,48),(32,16),(128,1)
36+24+15 32 768 (0,27),(8,60),(16,36),(24,4),(32,1) (0,69),(16,48),(32,10),(128,1)
37 73 728 (0,38),(8,58),(16,24),(24,5),(32,2),(40,1) (0,48),(16,48),(32,30),(64,1),(128,1)
37+14 73 728 (0,38),(8,56),(16,24),(24,8),(32,2) (0,60),(16,48),(32,18),(64,1),(128,1)
37+16 294 912 (0,35),(8,56),(16,28),(24,8),(32,1) (0,63),(16,48),(32,16),(128,1)
37+25+13 6 144 (0,40),(8,56),(16,23),(24,8),(48,1) (0,36),(16,48),(32,42),(64,1),(128,1)
37+25+13+14 18 432 (0,44),(8,56),(16,16),(24,8),(32,4) (0,48),(16,48),(32,30),(64,1),(128,1)
37+23+15+13 18 432 (0,38),(8,56),(16,24),(24,8),(32,2) (0,60),(16,48),(32,18),(64,1),(128,1)
37+23+16 147 456 (0,38),(8,56),(16,24),(24,8),(32,2) (0,57),(16,48),(32,22),(128,1)
37+25+24+15+14+13 6 144 (0,32),(8,56),(16,32),(24,8) (0,72),(16,48),(32,6),(64,1),(128,1)
37+24+23+16 147 456 (0,32),(8,56),(16,32),(24,8) (0,69),(16,48),(32,10),(128,1)
37+36 98304 (0,35),(8,58),(16,28),(24,5),(32,1),(40,1) (0,51),(16,48),(32,28),(128,1)
37+36+13 294 912 (0,38),(8,56),(16,24),(24,8),(32,2) (0,57),(16,48),(32,22),(128,1)
37+36+15 294 912 (0,35),(8,56),(16,28),(24,8),(32,1) (0,63),(16,48),(32,16),(128,1)
37+36+24+15+13 98 304 (0,32),(8,56),(16,32),(24,8) (0,69),(16,48),(32,10),(128,1)

f11 0 6 144 (0,30),(8,64),(16,31),(32,2),(48,1) (16,96),(32,30),(64,1),(128,1)
23 5 120 (0,24),(8,64),(16,39),(48,1) (0,12),(16,96),(32,18),(64,1),(128,1)
23+12 15 360 (0,34),(8,64),(16,24),(32,6) (0,12),(16,96),(32,18),(64,1),(128,1)
23+17 61 440 (0,48),(8,50),(16,16),(24,13),(40,1) (0,12),(16,96),(32,18),(64,1),(128,1)
25 30 720 (0,28),(8,64),(16,32),(32,4) (0,24),(16,96),(32,6),(64,1),(128,1)
27 737 280 (0,38),(8,56),(16,24),(24,8),(32,2) (0,21),(16,96),(32,10),(128,1)
27+14 245 760 (0,32),(8,58),(16,32),(24,5),(40,1) (0,21),(16,96),(32,10),(128,1)
34+25+17+16+14 10 240 (0,48),(8,48),(16,16),(24,16) (0,24),(16,96),(32,6),(64,1),(128,1)
27+34 983 040 (0,35),(8,56),(16,28),(24,8),(32,1) (0,27),(16,96),(32,4),(128,1)
27+23+24 2 048 (0,60),(8,48),(24,16),(32,4) (16,96),(32,30),(64,1),(128,1)

f12 0 129 024 (0,39),(8,56),(16,24),(24,7),(32,1),(40,1) (0,36),(16,64),(32,27),(128,1)
12 16 128 (0,36),(8,58),(16,27),(24,6),(48,1) (0,24),(16,64),(32,39),(128,1)
16+15+13 32 256 (0,34),(8,60),(16,28),(24,3),(32,2),(40,1) (0,36),(16,64),(32,27),(128,1)
17+15+13+12 128 (0,28),(8,63),(16,36),(56,1) (16,64),(32,63),(128,1)
23 110 592 (0,36),(8,56),(16,28),(24,7),(40,1) (0,42),(16,64),(32,21),(128,1)
23+12 258 048 (0,37),(8,58),(16,24),(24,6),(32,3) (0,42),(16,64),(32,21),(128,1)
23+12+13 129 024 (0,39),(8,54),(16,24),(24,10),(32,1) (0,48),(16,64),(32,15),(128,1)
23+15 387 072 (0,34),(8,58),(16,28),(24,6),(32,2) (0,48),(16,64),(32,15),(128,1)
23+15+13 387 072 (0,39),(8,54),(16,24),(24,10),(32,1) (0,48),(16,64),(32,15),(128,1)
23+15+13+12 43 008 (0,45),(8,54),(16,16),(24,10),(32,3) (0,36),(16,64),(32,27),(128,1)
25+16+13 48 384 (0,34),(8,58),(16,28),(24,6),(32,2) (0,48),(16,64),(32,15),(128,1)
25+17+15+12+13 8 064 (0,28),(8,60),(16,36),(24,3),(40,1) (0,48),(16,64),(32,15),(128,1)
34+25+12 258 048 (0,36),(8,54),(16,28),(24,10) (0,54),(16,64),(32,9),(128,1)
34+25+16+12 258 048 (0,31),(8,58),(16,32),(24,6),(32,1) (0,54),(16,64),(32,9),(128,1)
34+26+17+15+14+13+12 32 256 (0,28),(8,58),(16,36),(24,6) (0,60),(16,64),(32,3),(128,1)





Nederlandse Samenvatting:
Cryptografische
Eigenschappen van
Booleaanse Functies en
S-Boxen

1. Inleiding

Cryptologie kan opgesplitst worden in twee onderdelen: cryptografie en cryptana-
lyse. In cryptografie worden geheime codes ontwikkeld en in cryptanalyse worden
deze codes gebroken. Reeds 4000 jaar geleden, in de tijd van de Egyptenaren met de
hiëroglieven werd cryptografie gebruikt. Aanvankelijk vond cryptologie zijn toepas-
sing in het beschermen van diplomatieke en militaire geheimen. Sinds begin jaren
zeventig zijn de toepassingsgebieden enorm uitgebreid. Naast het oorspronkelijke
doel in cryptologie, namelijk het verzekeren of verhinderen van het vertrouwen in
communicatie, zijn ook nieuwe vereisten zoals bijvoorbeeld authentisering, data in-
tegriteit en onweerlegbaarheid aan het licht gekomen.

In het algemeen zijn er drie soorten van cryptografische systemen gekend die
aan deze veiligheidsvereisten voldoen: geheime sleutel of symmetrische cryptogra-
fie, publieke sleutel of asymmetrische cryptografie en hashfuncties. In elk van deze
systemen wordt de initiële boodschap de klaartekst genoemd. De klaartekst wordt
geëncrypteerd in cijfertekst die op zijn beurt terug gedecodeerd wordt om de klaartekst
opnieuw te verkrijgen. In asymmetrische cryptografie bezitten de zender en ontvanger
een eigen geheime sleutel, terwijl in symmetrische cryptografie beiden dezelfde sleutel
gebruiken. Symmetrische cryptografie wordt op zijn beurt opgesplitst in blokcijfers en
stroomcijfers. Blokcijfers transformeren met een vaste operatie grote blokken data
en stroomcijfers vercijferen met een tijdsvariërende transformatie kleinere stukken
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klaartekst (bits). Hashfuncties zijn algoritmen die in principe geen geheime sleutel
gebruiken. Ze berekenen echter een hashwaarde van vaste lengte uit de oorspronke-
lijke tekst zodanig dat het onmogelijk is om enige informatie over de inhoud of lengte
van de oorspronkelijke tekst te achterhalen.

In deze thesis bestuderen wij de bouwblokken van cryptosystemen die gebruikt
worden in symmetrische cryptografie. Algoritmen in symmetrische cryptografie zijn
aanwezig in onder andere GSM, WLAN communicatie, kredietkaarten,... De bouw-
blokken van deze algoritmen kunnen gezien worden als Booleaanse functies (af-
beeldingen van n bits naar 1 bit) en vector Booleaanse functies ook S(ubstitutie)-
boxen genoemd (afbeeldingen van n bits naar m bits met m ≥ 2).

De studie van deze objecten is zeer belangrijk omwille van de sterke relatie die er
heerst tussen het ontwerpen en het breken van een algoritme. In veel situaties, kan
de weerstand van een cryptografisch systeem tegen een bepaalde klasse van aanvallen
gemeten worden door middel van de aanwezigheid van een bepaalde eigenschap bij de
Booleaanse functie of S-box. Onderzoek in de cryptanalyse leidt tot de ontdekking
van nieuwe relevante structurele eigenschappen voor deze objecten. Maar langs de
andere kant is het ook mogelijk dat bestaande en goed bestudeerde eigenschappen
plots kunnen uitgebuit worden in een aanval. Daarom is communicatie tussen deze
twee onderzoeksdomeinen, ontwerpen van bouwblokken en cryptanalyse, zeer belang-
rijk. Deze thesis is als volgt opgebouwd.

Na het geven van een algemene inleiding en wat achtergrond in de theorie van
Booleaanse functies en S-boxen met betrekking tot cryptografie, starten we in het
derde hoofdstuk met een expliciet voorbeeld van de relatie tussen cryptanalyse en
cryptografie. Door middel van een veiligheidsanalyse voor de filtergenerator en de
combinatiegenerator t.o.v. alle reeds gekende aanvallen, leiden we de minimale vereis-
ten voor de bouwblokken van deze generatoren af. In het bijzonder bepalen we voor
de Booleaanse functie in de generator de grootte-orde van de parameters die de cryp-
tografische eigenschappen definiëren.

In hoofdstuk 4 bestuderen we het bestaan van een filterfunctie die aan de vereis-
ten bepaald in hoofstuk 3 voldoet en tegelijkertijd een efficiënte implementatie in
hardware bezit. Daartoe concentreren we ons op de symmetrische functies en de
Booleaanse functies die afgeleid worden van de sterk niet-lineaire bijectieve macht-
functies. We sluiten het hoofdstuk af met enkele voorstellen voor een efficiënte filter-
generator.

Om het gebruik van Booleaanse functies en S-boxen te bestuderen in meer al-
gemene cryptografische systemen, is het belangrijk om de grenzen en relaties tussen
de parameters die de cryptografische eigenschappen bepalen, te begrijpen. Op die
manier krijgen we een inzicht in de mogelijkheden voor het bestaan van een functie die
aan verschillende eigenschappen gelijktijdig voldoet. Als startpunt hiervoor ordenen
we in hoofdstuk 5 alle Booleaanse functies in 5 variabelen en in 6 en 7 variablen met
graad kleiner of gelijk aan 3 in affiene equivalentieklassen. We bepalen ook het aantal
functies in elke klasse die voldoet aan één of meerdere cryptografische eigenschappen.



Met behulp van deze classificatie, leiden we verscheidene nieuwe theoretische resul-
taten af: nieuwe eigenschappen voor de maximaal resiliënte Booleaanse functies van
graad 3, nieuwe grenzen en exacte waarden voor de afstand tussen resiliënte functies
van bepaalde orde en functies met lagere graad, en ook het feit dat alle maximaal
niet-lineaire (bent) functies in dimensie kleiner of gelijk aan 8 en graad kleiner of
gelijk aan 3 tot de Maiorana-McFarland klasse behoren.

Een vaak toegepaste methode in cryptanalyse bestaat erin de verschillende bouw-
blokken van een algoritme één voor één te analyzeren. In hoofdstuk 6 bepalen we
daarom de algebräısche vergelijkingen van de niet-lineaire combinaties van de uit-
gangscomponenten van optelling en vermenigvuldiging in het eindig veld. Optelling
en vermenigvuldiging modulo 2n zijn immers twee operaties die zeer vaak voor-
komen in een cryptografisch algoritme omwille van hun elegante implementatie-
eigenschappen. Deze vergelijkingen kunnen dan gebruikt worden in de algebräısche
aanval op onder andere de sommatiegenerator en op het E0 encryptiesysteem in
Bluetooth.

Tenslotte in hoofdstuk 7, veralgemenen we een belangrijke klasse van cryptografi-
sche eigenschappen door ze in een ruimer kader te plaatsen. Het basisidee achter deze
veralgemening is dat de eigenschappen niet meer worden uitgedrukt in getallen, maar
vervangen worden door monotoon dalende verzamelingen. Deze aanpak leidt tot meer
flexibiliteit en maakt het mogelijk om tradeoffs te omzeilen tussen belangrijke eigen-
schappen. Ook andere combinatorische objecten zoals bijvoorbeeld foutverbeterende
codes en orthogonale rijen kunnen veralgemeend worden volgens dezelfde principes.
Dit hoofdstuk kan gezien worden als een min of meer volledige uitbreiding van de
“state of the art” uit de klassieke theorie voor de nieuwe theorie die gebaseerd is op
monotoon dalende verzamelingen.

We eindigen met een korte samenvatting van de belangrijkste resultaten in deze
thesis. Tevens worden enkele open problemen voorgesteld die interessant zijn voor
toekomstig onderzoek.

We geven nu kort uitleg bij de verschillende hoofdstukken in deze thesis.

2. Booleaanse Functies en S-Boxen

Dit hoofdstuk bestaat uit twee delen. Naast het geven van enkele opmerkingen
over de notatie die gebruikt wordt in de thesis, starten we het hoofdstuk met de
basistheorie over Booleaanse functies. Booleaanse functies zijn afbeeldingen van
n bits naar 1 bit. We beschrijven de verschillende manieren voor het voorstellen
van een Booleaanse functie die relevant zijn in cryptografie. Hiertoe behoren de
waarheidstabel, de algebräısche normaalvorm, de numerieke normaalvorm en de
spoorvoorstelling. Daarnaast bespreken we ook de Walsh- en autocorrelatiefunc-
tie, die twee belangrijke hulpmiddelen zijn in de studie van de Booleaanse functie
m.b.t. cryptografie. Eigenschappen van Booleaanse functies die afgeleid zijn uit het
Walshspectrum, het spectrum van de autocorrelatiefunctie en de structuur van de



waarheidstabel worden gedefinieerd. We tonen de belangrijkste relaties aan tussen
de waarden uit het Walshspectrum, het autocorrelatiespectrum en de coëfficiënten
van de algebräısche normaalvorm door middel van matrixvermenigvuldigingen. Deze
benadering is nieuw en laat ons toe om heel wat oude bewijzen drastisch te ver-
korten. De verkregen relaties worden dan gebruikt om grenzen en tradeoffs tussen
verschillende eigenschappen uit te drukken. We bespreken ook de vaak voorkomende
constructies van Booleaanse functies zoals de directe som, de aaneenschakeling en de
Maiorana-McFarland constructie.

Vervolgens, in het tweede deel van het hoofdstuk, leggen we de nadruk op de
vector Booleaanse functies die ook S-boxen (Substitutie-boxen) genoemd worden. S-
boxen zijn afbeeldingen van n bits naar m bits waarbij m ≥ 2. De belangrijkste
eigenschappen en definities voor S-boxen worden herhaald. In het bijzonder stellen
we een elegante methode voor die gebruikt wordt om het Walsh- en autocorrelatie
spectrum samen met de coëfficiënten van de algebräısche normaalvorm te berekenen
voor niet-lineaire combinaties van de uitgangsfuncties. Deze methode is eveneens
gebaseerd op matrixvermenigvuldiging.

3. Veiligheidsanalyse van de Filter- en Combinatie-
generator

De twee meest bekende en bestudeerde stroomcijfers in de literatuur zijn de niet-
lineaire filter- en combinatiegenerator. Beide stroomcijfers zijn gebaseerd op lineaire
doorschuifregisters (LFSRs). De ingang van de combinatiegenerator bestaat uit de
uitgangen gegenereerd door verschillende LFSRs in parallel, terwijl de ingang van
een filtergenerator bepaald wordt door enkele inwendige geheugenbits van precies
één LFSR. De uitgang van de generator wordt de sleutelstroom genoemd en wordt
opgeteld modulo 2 (geXORd) met de klaartekst om de cijfertekst te bekomen.

Tot nu toe zijn enkel afzonderlijke aanvallen, die gebaseerd zijn op verschillende
ideeën, voorgesteld op deze generatoren. We bestuderen in dit hoofdstuk de geza-
melijke impact van de sterkste en meest belangrijke aanvallen op deze systemen.
Hiertoe veronderstellen we een veiligheidsniveau van 280. Dit houdt in dat de lengte
van de sleutel 80 bits is en dat elke aanval complexiteit groter of gelijk aan 280 heeft,
corresponderend met de complexiteit van een brute kracht zoektocht naar de sleutel.
We bekijken het scenario van een bekende-klaartekst aanval. In dit scenario heeft de
aanvaller kennis van de klaartekst en de cijfertekst en dus ook van de sleutelstroom.
In reële toepassingen van de filter- en combinatiegenerator, wordt de sleutel samen
met een initialisatievector gebruikt om de inwendige geheugen bits van de LFSR(s) te
definiëren. We veronderstellen in deze thesis dat deze operatie, ook resynchronizatie
genoemd, op een veilige manier gebeurt. In de aanvallen die we bespreken, trachten
we dan de begintoestand van de LFSR voor de filter generator en de LFSRs voor
de combinatiegenerator terug te vinden aangezien deze de volledige sleutelstroom
bepaalt.



De belangrijkste aanvallen die we behandeld hebben, zijn de tijd-geheugen-data
tradeoff aanval, de Berlekamp-Massey aanval, de onderscheidingsaanval, de (snelle)
correlatie-aanval en de (snelle) algebräısche aanval. In het bijzonder hebben we com-
pacte en overzichtelijke definities voorgesteld voor de onderscheidingsaanval en de
snelle algebräısche aanval. We hebben tevens een nieuwe eigenschap voor Booleaanse
functies ingevoerd die de sterkte van de generator meet tegen een grote klasse van
snelle algebräısche aanvallen. Op basis van onze analyse, hebben we de minimale
vereisten bepaald die moeten gelden voor de LFSR(s) en de eigenschappen van de
Booleaanse functie in de generator. In het bijzonder voor een LFSR (som van de
LFSRs) van lengte 256, merken we op dat we het aantal uitgangsbits (lengte van de
sleutelstroom) moeten beperken tot 240, welke een praktische restrictie is, indien we
enige vorm van haalbare veiligheid willen verkrijgen tegen de onderscheidingsaanval-
len en snelle algebräısche aanvallen.

De belangrijkste minimale vereisten die veiligheid garanderen voor de filter- en
combinatiegenerator m.b.t. de geanalyseerde aanvallen (de sterkste gekende aan-
vallen) zijn nu als volgt. De terugkopppelingspolynomen van de LFSRs moeten
primitief zijn en een hoog gewicht bezitten. De Booleaanse functie in de filter- en
combinatiegenerator moet algebräısche immuniteit groter of gelijk aan 10 bezitten.
Indien de algebräısche immuniteit tussen 6 en 9 ligt, dan moeten de extra voorwaar-
den gecontroleerd worden die ervoor zorgen dat geen snelle algebräısche aanvallen
kunnen optreden. De parameter ε in p = 1/2 + ε, de waarschijnlijkheid dat de
Booleaanse functie kan benaderd worden door een affiene functie (corresponderend
met de notie van niet-lineairiteit), moet kleiner dan of gelijk aan 2−8 zijn. Voor een
gebalanceerde filterfunctie betekent dit dat het aantal ingangsvariabelen ten minste
14 is. De vereisten voor de combinatiegenerator zijn veel sterker. Naast een hoge
niet-lineairiteit, moet ook een hoge graad van resiliëntie aanwezig zijn. Het aantal
ingangsvariabelen van de Booleaanse functie in de combinatiegenerator zal steeds
groter dan of gelijk aan 18 zijn.

Uit deze analyse blijkt dat we de filtergenerator verkiezen boven de combinatie-
generator, aangezien dezelfde veiligheid kan verkregen worden d.m.v. een veel com-
pactere en meer effiënte implementatie.

4. Constructie van Veilige en Efficiënte Filterfunctie

In dit hoofdstuk onderzoeken we het bestaan van een filterfunctie die de eigenschap-
pen vermeld in het vorige hoofdstuk bezit (gebalanceerd, hoge niet-lineairiteit en
hoge algebräısche immuniteit) en die ook efficiënt gëımplementeerd kan worden. De
algebräısche immuniteit van een Booleaanse functie f wordt gedefinieerd als de min-
imum graad van de functies g waarvoor f · g = 0 of (f ⊕ 1) · g = 0, waarbij 0 en 1 de
constante 0-functie en constante 1-functie voorstellen. Indien f · g = 0, dan wordt g
een annihilator van f genoemd. Men kan aantonen dat de algebräısche immuniteit
van een functie in n variabelen naar boven begrensd is door dn/2e.



De eerste klasse van functies, die we hiertoe analyseren, zijn de symmetrische
functies. Een symmetrische functie heeft de eigenschap dat alle ingangsvectoren met
hetzelfde gewicht dezelfde uitgang definiëren. Hieruit volgt dat deze functies met
zeer weinig geheugen kunnen gëımplementeerd worden in software en een klein aan-
tal poorten in hardware implementatie bezitten (beide implementatie-complexiteiten
zijn lineair in functie van het aantal ingangsvariabelen terwijl voor een willekeurige
Booleaanse functie de complexiteiten exponentieel zijn). We bepalen een verzameling
van annihilatoren voor de symmetrische functies, die veel kleiner is dan de verzame-
ling van annihilatoren voor een willekeurige functie. Dit heeft tot gevolg dat we
over een zeer efficiënt algoritme beschikken om een bovengrens voor de algebräısche
immuniteit van symmetrische functies te bestuderen. Deze bovengrens komt in alle
experimenten die we uitgevoerd hebben ook overeen met de werkelijke algebräısche
immuniteit. We identificeren verschillende klassen van symmetrische functies die
optimale algebräısche immuniteit bezitten (zie ook appendix). Spijtig genoeg is de
niet-lineairiteit van deze functies te laag. Ook binnen de symmetrische functies met
suboptimale algebräısche immuniteit blijkt geen enkele functie te bestaan die een vol-
doende hoge niet-lineairiteit bezit om de onderscheidingsaanvallen te weerstaan. Een
ander nadeel voor het gebruik van een symmetrische functie is dat deze functies heel
veel inwendige structuur hebben. Maar, deze eigenschap is tot nog toe niet uitgebuit
in één of andere aanval.

De tweede klasse van functies, die we bestuderen, zijn de Booleaanse functies die
affien equivalent zijn met de spoorfunctie van hoge niet-lineaire bijectieve machtfunc-
ties. De niet-lineairiteit van dergelijke functies met meer dan 14 variabelen is hoog
genoeg om de onderscheidingsaanvallen te voorkomen. We berekenen de algebräısche
immuniteit voor de functies, die bepaald kunnen worden d.m.v. een minimum aantal
vermenigvuldigingen in de normale basis (en dus meest efficiënt implementeerbaar
zijn). Functies in dimensies 16, 17 en 19 voldoen aan deze implementatievereisten en
hebben algebräısche immuniteit groter dan of gelijk aan 7.

Tenslotte geven we een kort overzicht van de reeds voorgestelde constructies van
Booleaanse functies in de literatuur die trachten de algebräısche immuniteit te op-
timalizeren. Helaas, de niet-lineairiteit van deze functies is niet hoog genoeg om de
onderscheidingsaanvallen te weerstaan.

We besluiten dat de Booleaanse functies die afgeleid zijn van de machtfuncties
tot de beste kandidaten leiden. Om de algebräısche immuniteit te verhogen of om de
inwendige structuur van de machtfunctie te verbergen met minimale kost, kan men
gebruik maken van de directe som constructie met een symmetrische functie.

5. Classificatie van Booleaanse Functies

De volledige verzameling van Booleaanse functies in n variabelen bestaat uit 22n

ele-
menten. De meeste interessante eigenschappen m.b.t. cryptografie van Booleaanse
functies zijn invariant onder een bepaalde verzameling van transformaties zoals bij-



voorbeeld lineaire of affiene transformaties. Daardoor kan men de volledige ver-
zameling van Booleaanse functies opsplitsen in verschillende klassen, ook equivalen-
tieklassen genoemd. Bijgevolg volstaat het om zich te beperken tot de representanten
van deze equivalentieklassen.

We starten het hoofdstuk met het geven van een overzicht van gekende en nieuwe
eigenschappen die invariant blijven onder een bepaalde verzameling van transfor-
maties. Dan bepalen we alle affiene equivalentieklassen samen met het aantal functies
in elke klasse voor de verzameling van Booleaanse functies in 6 en 7 variabelen met
graad kleiner of gelijk aan 3. Voor de equivalentieklassen in 5 variabelen en 6 varia-
belen met graad kleiner of gelijk aan 3, stellen we een algoritme voor die het aantal
functies detecteert in elke klasse dat voldoet aan één of meerdere eigenschappen ge-
lijktijdig die relevant zijn in cryptografie. De resultaten hiervan worden voorgesteld
in appendices C, D en E.

De classificatie wordt dan gebruikt om nieuwe theoretische resultaten af te leiden
voor de maximaal resiliënte functies van graad 3. Deze verzameling van functies kan
opgedeeld worden in 4 verschillende groepen op basis van hun Walshspectrum en
dimensie van de lineaire ruimte. We bepalen de algebräısche normaalvorm en het
autocorrelatiespectrum voor alle representanten van de affiene equivalentieklassen
in elke groep. Tevens lossen we het open probleem op, voorgesteld door Carlet en
Charpin, dat de lineaire dimensie van plateaued (groep 4) maximaal resiliënte functies
met graad 3 gelijk is aan n− 5 of n− 6, waarbij n het aantal variabelen is.

We gebruiken de classificatie ook voor het verbeteren van nieuwe grenzen en het
definiëren van nieuwe exacte waarden voor de afstand van een functie die een bepaalde
orde van resiliëntie bezit en de verzameling van Booleaanse functies met lagere graad.

Tenslotte tonen we met behulp van de classificatie aan dat alle Booleaanse max-
imaal niet-lineaire functies in 6 variabelen en 8 variabelen met graad kleiner of
gelijk aan 3 tot de belangrijke klasse van Maiorana-McFarland functies behoren.
We bepalen hiervoor de 10 affiene equivalentieklassen van de maximaal niet-lineaire
functies in dimensie 8 en met graad kleiner of gelijk aan 3.

6. Optelling en Vermenigvuldiging in een Eindig
Veld

Optelling en vermenigvuldiging modulo 2n zijn twee bouwblokken die vaak voorko-
men in cryptografische algoritmen aangezien ze zeer efficiënt implementeerbaar zijn.
In dit hoofdstuk bestuderen we de sterkte van deze operaties door het bepalen van
een compacte vergelijking voor de algebräısche normaalvorm van de functies f(x + a
mod 2n), f(x × a mod 2n) en f(x × a + b mod 2n). Deze functies kunnen ook
gëınterpreteerd worden als de niet-lineaire combinaties van de uitgangsfuncties van
de corresponderende S-box (optelling, vermeningvuldiging of een combinatie van bei-
den). Naast het afleiden van de vergelijkingen, berekenen we ook het aantal termen
en de graad van de vergelijkingen. Deze laatste twee parameters zijn sterk afhankelijk



van de constante a ∈ Fn
2 die opgeteld of vermenigvuldigd wordt. We bewijzen tevens

dat alle componenten van de optelling in het veld algebräısche immuniteit kleiner of
gelijk aan 2 hebben.

Door gebruik te maken van de formule voor de optelling in het eindig veld, tonen
we aan hoe we de vergelijkingen van laagste graad verkrijgen die gebruikt worden
in een algebräısche aanval voor de cryptografische systemen sommatiegenerator en
het E0 stroomcijfer in Bluetooth. Deze aanval is de meest efficiënte voor beide
stroomcijfers.

7. Een Algemeen Kader

In dit hoofdstuk werken we in de metriek die bepaald wordt door δ(x, y) = {i : xi 6=
yi} en bijhorende norm sup(x) = {i : xi 6= 0}, waarbij x, y twee willekeurige vectoren
zijn van Fn

2 . Merk op dat de klassieke theorie gebaseerd is op de Hammingafstand
en Hamminggewicht. Dit betekent dus dat de numerieke waarden uit de klassieke
theorie vervangen worden door monotoon dalende verzamelingen. Een verzameling
∆ wordt monotoon dalend genoemd indien elke deelverzameling van een verzameling
uit ∆ ook tot ∆ behoort.

Zoals reeds eerder is aangetoond kan deze metriek gebruikt worden om noties
in codeertheorie bv. minimum afstand, minimum codewoord, generator en pariteits-
matrix,... te veralgemenen. Bovendien worden monotone (stijgend en dalend) verza-
melingen ook zeer vaak gebruikt in systemen voor het delen van een geheim om de
verzameling van deelnemers te beschrijven die de toestemming (niet) hebben om het
geheim (niet) te reconstrueren. In 2002 is tevens aangetoond dat de veiligheid van
dergelijke systemen kan uitgedrukt worden d.m.v. eigenschappen van deze ruimte.

In dit hoofdstuk, na het geven van de noodzakelijke definities in de theorie van
toegangsstructuren, concentreren we ons hoofdzakelijk op Booleaanse functies en de
combinatorische objecten die hiermee in verband staan. Eerst veralgemenen we de
definitie van een t-resiliënte functie tot een functie die resiliënt is m.b.t. een mono-
toon dalende verzameling ∆. Voor deze functies veralgemenen we de noties alge-
bräısche graad, numerieke graad en deelbaarheid van de Walshcoëfficiënten. Vervol-
gens definiëren we de veralgemeende versies van de basisconstructies aaneenschake-
ling, directe som en Maiorana-McFarland constructie. Hieruit kunnen ook de eigen-
schappen van andere meer ingewikkelde constructies afgeleid worden, aangezien deze
kunnen gezien worden als een toepassing van één of meerdere basisconstructies. Dan
tonen we de verbanden aan die gelden tussen resiliënte functies, fout-verbeterende
codes, orthogonale rijen, monotone span programma’s en matröıden. Vervolgens, ter
motivatie van de nieuw ingevoerde definities, geven we twee concrete voorbeelden
van ∆-resiliënte functies die een betere tradeoff bezitten tussen enerzijds resiliëntie
en anderzijds graad en niet-lineairiteit in vergelijking met functies uit de klassieke
theorie.

Op dezelfde manier worden de parameters die de propagatiekarakteristieken van



de functies bepalen, vervangen door monotoon dalende verzamelingen. Voor deze
functies bestuderen we de graad en het verband met de resiliënte functies en bepalen
we de voorwaarden voor de aanwezigheid van lineaire structuren. Ook worden ver-
scheidene constructies die gekend zijn uit de literatuur veralgemeend.
Ter afronding merken we op dat het belangrijkste voordeel van het werken met verza-
melingen i.p.v. getallen is dat we meer flexibiliteit verkrijgen hetgeen ons toelaat om
onverenigbare vereisten toch te doen gelden. Wanneer immers een tradeoff bereikt
moet worden tussen parameters van een functie kunnen we zeer eenvoudig een verza-
meling verkleinen door enkele van zijn elementen te verwijderen. Indien men eigen-
schappen uitdrukt d.m.v. getallen moeten meteen alle verzamelingen met vaste car-
dinaliteit verworpen worden. Deze benadering geeft ook meer inzicht en laat ons toe
het gedrag van Booleaanse functies beter te begrijpen. In het bijzonder kunnen we
op die manier de structurele eigenschappen erkennen die bijdragen tot verschillende
resultaten.

8. Besluit en Open Problemen

Booleaanse functies zijn interessante combinatorische objecten. Toepassingen er-
van kunnen gevonden worden in cryptografie, fout-verbeterende codes (Reed-Muller
code), grafen theorie, design theorie,... In deze thesis hebben we ons voornamelijk
geconcentreerd op de cryptografische eigenschappen van Booleaanse functies. Deze
studie is immers van groot belang aangezien ze een brug legt tussen cryptografie en
cryptanalyse. Het ontwerpen van een veilig cryptografisch systeem vraagt immers
een grondig inzicht in het verloop van gekende aanvallen. Deze aanvallen definiëren
verschillende eigenschappen op de bouwblokken van dergelijk systeem. De studie van
deze eigenschappen met betrekking tot onder andere hun bestaan en hun onderlinge
relaties is daarom zeer belangrijk.

In deze thesis hebben we de volgende resultaten aangetoond. We hebben een gede-
tailleerde veiligheidsanalyse gemaakt voor de niet-lineaire LFSR-gebaseerde filter- en
combinatiegenerator. Hieruit hebben we de minimale vereisten afgeleid waaraan
de LFSRs en Booleaanse functie in deze generatoren moeten voldoen. Deze veilig-
heidsanalyse is geldig enkel en alleen indien geen nieuwe en meer efficiënte aanvallen
voor de filter- en combinatiegenerator gevonden worden. Dit kan zowel een volledig
nieuwe aanval gebaseerd op een nieuw principe inhouden (bv. in 2002 vond de laat-
ste ontwikkeling hierin plaats met de ontdekking van de algebräısche aanval) of een
drastische verbetering van bestaande aanvallen zoals bv. in de algoritmen die niet-
lineaire vergelijkingen oplossen. Een aansluitend interessant probleem hierbij is het
opstellen van een gelijkaardige veiligheidsanalyse voor meer complexe stroomcijfers
zoals bv. de combinatie-of filtergenerator met inwendig geheugen of met niet-lineaire
doorschuifregisters. Men kan zich dan de vraag stellen of het mogelijk is dergelijke
systemen te ontwerpen die veiliger en/of sneller zijn dan de filter- of combinatiege-
nerator.



We hebben het bestaan van een filterfunctie bestudeerd die voldoet aan de voor-
opgestelde veiligheidsanalyse en die tegelijkertijd een efficiënte implementatie bezit.
Daartoe hebben we de algebräısche immuniteit bepaald van de symmetrische functie
en de Booleaanse functie die afgeleid is van de bijectieve sterk niet-lineaire machts-
functies. Er bestaan symmetrische functies die een hoge algebräısche immuniteit
bezitten, maar de niet-lineairiteit van deze functies is laag. Langs de andere kant
bestaan er Booleaanse functies die afgeleid zijn van de bijectieve sterk niet-lineaire
machtsfuncties met een efficiënte implementatie maar met niet optimale algebräısche
immuniteit. Men kan zich hierbij twee relevante vragen stellen. Op de eerste plaats
of het mogelijk zou zijn om de inwendige structuur van specifieke functies zoals bv. de
symmetrische functies of functies afgeleid van een machtfunctie uit te buiten in een
aanval. Op de tweede plaats is het nuttig om te kijken of er recursieve constructies
van functies bestaan die efficiënt implementeerbaar zijn, een bewijsbare ondergrens
bezitten voor de algebräısche immuniteit en een betere niet-lineairiteit hebben dan
de reeds bestaande constructie in de literatuur (bij voorkeur een niet-lineairiteit die
van dezelfde orde is als de sterk niet-lineaire machtfuncties).

We hebben in deze thesis ook nieuwe verbanden aangetoond tussen verschillende
cryptografische eigenschappen. Daarvoor zijn we gestart met een volledige ordening
van alle Booleaanse functies in dimensie 5 en dimensie 6 en 7 met graad kleiner of
gelijk aan 3 m.b.t. affiene equivalentie. Voor elke klasse is het aantal functies bere-
kend die één bepaalde of meerdere cryptografische eigenschappen gelijktijdig bezitten.
Gebaseerd op deze classificatie hebben we verschillende nieuwe en algemene resultaten
bewezen: nieuwe eigenschappen voor de maximaal resiliënte Booleaanse functies van
graad 3, nieuwe exacte waarden en grenzen voor de afstand van resiliënte Booleaanse
functies tot functies met lagere graad en het basis resultaat dat alle maximaal niet-
lineaire functies in minder dan 8 variabelen en met graad kleiner of gelijk aan 3 tot de
Maiorana-McFarland klasse behoren. We denken dat het uitvoeren van classificaties
van functies voor hogere dimensies verder zal leiden tot nieuwe resultaten. Bv. Meng
et al. [201] hebben de eerste stap gezet in de classificatie van RM(4, 7)/RM(2, 7)
(353 van de 69 433 klassen ontbreken). Toekomstig onderzoek zal moeten uitmaken
of er een meer en efficiënte manier bestaat om alle klassen terug te vinden.

Naast het bestuderen van eigenschappen, is ook de analyse van bestaande bouw-
blokken belangrijk. Wij hebben ons hiervoor geconcentreerd op de optelling en ver-
menigvuldiging in een eindig veld aangezien deze zeer frequent voorkomen in crypto-
grafische systemen omwille van hun efficiënte implementatie. We hebben compacte
formules afgeleid voor de algebräısche vergelijkingen die de niet-lineaire combinaties
van de uitgangscomponenten uitdrukken. Deze formules zijn efficiënt gebleken voor
het bepalen van de algebräısche vergelijkingen in de sommatiegenerator en het E0

stroomcijfer. Toepassingen voor andere cijfer systemen die gebruik maken van de
optelling in het eindig veld moeten verder ontwikkeld worden.

Tenslotte, hebben we verschillende belangrijke cryptografische eigenschappen van
Booleaanse functies bestudeerd in een algemeen kader waarin we getallen vervangen
door verzamelingen. Verbanden zijn aangetoond met foutverbeterende codes, ortho-



gonale rijen, monotoon span programma’s en matröıden. Toch zijn er nog verschil-
lende problemen m.b.t. deze benadering onopgelost. Bijvoorbeeld, het is niet dui-
delijk voor welke monotoon dalende verzameling een corresponderende ∆-resiliënte
functie bestaat. Bovendien is het ook interessant om deze benadering toe te passen
op de studie van S-boxen. Hier hebben we zelfs meer vrijheid aangezien we monotoon
dalende verzamelingen in de ingang en uitgang kunnen beschouwen.


