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A Quantitative Approach to Eavesdrop Video
Display Systems Exploiting Multiple
Electromagnetic Leakage Channels

Pieterjan De Meulemeester

Abstract—This paper proposes a method that reconstructs the
original video data signal from leaking electromagnetic emana-
tions of multiple video signal sources using a software-defined radio
(SDR). The results of the method give valuable insights into the po-
tential risk of this threat of obtaining sensitive information in an
everyday situation. The leaking emanations of co-located identical
high definition liquid crystal displays are analyzed for possible data
reconstruction using a SDR of a small form factor. It is proven that
the leaked emanations of multiple identical active video display
units (VDUs) can be separated from each other and that their sep-
arate video images can be reconstructed individually from one data
acquisition. Moreover, this is done by recovering the synchroniza-
tion frequencies and the image resolution by exploiting multiple
leakage channels without having any foreknowledge of the VDU’s
properties. A multitude of leakage channels is investigated and an-
alyzed for their radiation pattern and their signal-to-noise ratio,
and is exploited to increase the quality of the reconstructed im-
ages employing multiple-input multiple-output based techniques.
As far as we can see, our results and new insights in the nature and
mechanisms of multiple compromising emanations are crucial for
improving video data security.

Index Terms—Compromising emanations, digital video inter-
face (DVI), high-definition multimedia interface (HDMI), informa-
tion emission security, liquid crystal display (L.CD), multiple-input
multiple-output (MIMO), quantitative analysis, radiation pattern,
side-channel attacks, signal-to-noise ratio (SNR), TEMPEST.

1. INTRODUCTION

IDEO display units (VDUs) make an inherent part of
V today’s digital processing systems, much of the digital
processed information is in some way displayed on the VDU.
Processed video data is not encrypted rendering the information
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security of the VDU vulnerable for side-channel attacks [1].
To keep data secure, much research is invested in side-channel
attacks to mitigate threats that can potentially breach data in-
tegrity [2]. Like all electronic systems, a VDU inevitably leaks
electromagnetic (EM) energy into the far-field resulting in elec-
tromagnetic compatibility (EMC) and electromagnetic interfer-
ence (EMI) problems. By capturing these leaking emanations,
different research works [3]-[8] have revealed that it is possi-
ble to recover the original video signal even if the emanations
do not exceed the emission standard limits, such as the CISPR
standards [9]. Today, this type of side-channel attack still poses
a serious threat to data security. Mostly because it is still not
quantitatively well understood and documented.

This specific threat has caught the attention of the research
community in the last 35 years. However, the threat has been
studied before by defense institutions that established different
emission standards, such as emission security (EMSEC) and
TEMPEST [10]. Their works have not been made public due
to the confidentiality and the sensitivity of this information. It
is not until 1985, when Van Eck published his work about com-
promising emanations of cathode ray tube (CRT) screens [3], in
which Van Eck succeeded in reconstructing the image displayed
on a CRT screen by using an antenna, amplitude demodulation
(AM) receiver and a signal generator. This sparked the interest
of other researchers, such as P. Smulders who published his
work [11] on RS-232 cables and Kuhn [4] who extended the
research to flat panel displays. Kuhn discovered that not only
emanations originating from analog video signals could be
reconstructed, but also from digital video signals more specifi-
cally from the low-voltage differential signaling (LVDS ) cable
or the front panel display link. This implied that not only analog
data based systems, such as video graphics array (VGA) cables
and CRT screens suffer from the eavesdropping threat, but also
digital data based systems. Kuhn realized his experiment using a
super-heterodyne receiver, a waveform generator and a directive
antenna. Tanaka et al. [5] extended and reproduced Kuhn’s
work on liquid crystal displays (LCDs) using more or less the
same instrumentation. They investigated the near- and far-field
of the LCD emanations and also the coupling effect of the LCD
onto the power cables. Tanaka et al. were able to reconstruct
the display from the leaked emanations in the far-field up to a
distance of 6 m. A couple of years later, Sekiguchi and Seto [6]
made a more quantitative analysis of the emanations originating
from a VDU using the same methods and instrumentation as
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previous works on this topic, however, the type of VDU was not
mentioned. More recently, Lee et al. [7] proposed a method that
recovers leaked video information from a distance of 10 m and
includes a synchronization detection method. Independently
from our work, they have also decided to use a software-defined
radio (SDR) for data acquisition and signal processing.

In previous mentioned works, the tested VDUs are relatively
outdated compared to today’s VDU standards and some phe-
nomenon or occurrences, such as multiple path signal distortion
or the characterization of the multiple emanations sources are
not sufficiently addressed or accentuated. The former observa-
tion regards the fact that the VDUs used today are more advanced
in the sense that the resolution of the displays, or in other words
the data bandwidth, has increased considerably. Furthermore, all
VDUs now strictly apply the EMC standards. Many new video
technologies have come to the forefront, such as LED TVs, 4K
video resolution displays and DP/eDP (display port/embedded
display port) cables [12]. In terms of information security, it is
of utmost importance to determine each data leak. The ability
to acquire and analyze the emanations of all leakage sources
forms an effective tool to determine the level of data security in
the terms of compromising emanations and EMC/EMI. Some
of the different video processing stages inside a VDU utilize
different synchronization frequencies that do not interfere in the
far-field [13], [14] when leaked. This in turn increases the risk of
video data transmissions being compromised. The ability to de-
tect various leakage sources opens up the possibility to employ
multiple-input multiple-output (MIMO) techniques that can ex-
ploit different leakage channels to reconstruct the target image.

This research paper proposes a method that captures and re-
constructs the original video data from leaking emanations of
multiple co-located identical VDUs that are displaying differ-
ent video images while having no a-priori knowledge of the
VDU'’s synchronization frequency and image’s pixel resolution.
The latter implies that the proposed method does not focus on
synchronization standards, such as the VESA standards [15],
but that it instead scans the frequency spectrum to detect carrier
frequencies containing leaked processed video information and
then extracts the synchronization information from one data cap-
ture tuned to one of these carrier frequencies. It also investigates
the use of MIMO methods by deploying two directive anten-
nas to increase the detected signal-to-noise ratio (SNR) and the
quality of the reconstructed image. An SDR showed to be an
effective tool to realize this, according to our previous research
work [13] and the work of Lee et al. [7], whereby SDRs are
used to reconstruct the original video data from leaking emana-
tions. However, the proposed method in this paper significantly
improves the SNR of the reconstructed images and effectively
exploits the various leakage channels originating from a multi-
tude of identical VDUs. In addition to that the feasibility and
the scalability is inspected of a low-cost measurement system
of a small form factor. The tested VDU type is a high definition
format thin-film-transistor (TFT) LCD display, which is promi-
nently present in most offices and households. The tests are done
in a semi-anechoic chamber to emphasize the leakage response
of multiple VDUs.

Section II describes the method of video leakage channel
detection and video image reconstruction exploiting multiple
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Fig. 1. Simplified architecture of the VDU system. The black dots located
on the video raster of the front panel display represent all the pixels. The dots
located inside the blue box are the visible pixels, the other located outside are
the blanked pixels.

leakage channels. Section III discusses and examines the results
obtained by the proposed method for the different experimental
setups. This section is structured as follows: Image reconstruc-
tion of one VDU is given in Section III-A. Additional technique
exploiting the various leakage channels to increase image re-
construction quality has been elaborated in Section III-B. Image
reconstruction of three identical active VDUs has been detailed
in Section III-C. The consequences and implications of the re-
sults given in Section III-D and Section IV concludes the paper.

II. METHOD OF VIDEO LEAKAGE CHANNEL DETECTION AND
VIDEO IMAGE RECONSTRUCTION

A. Compromising Emanations of a VDU

To fully understand this emanations phenomenon of leaked
video data, a general picture needs to be conceptualized of the
possible leakage sources and the nature of the leaking emis-
sions. The processed video signal is transmitted through many
signaling interfaces before being displayed on the display itself
as depicted in Fig. 1. These different transmission stages need
to be considered when analyzing the leakage characteristics of
the VDU because each stage has the potential to leak into the
far-field and will have its own leakage characteristics [13], [14].
The video signal contains processed video data and video syn-
chronization signals. This applies for all types of video signaling
technologies ranging from analog VGA cables to digital Display
Port cables [15], [16]. The video synchronization signals consist
out of the time period of one image, one video line, and one video
pixel, which will be represented in this paper as the image fre-
quency, line frequency, and pixel frequency, respectively. Fig. 1
depicts a simplified VDU architecture containing the different
video signal cables, signaling interfaces, and the timing periods
of the video display. It should be noted that the video data signal
consist out of visible and blanked pixels. These blanked pixels
are not displayed on the front panel display, but contain zero-
valued pixel information to introduce a time interval to refresh
the data buffers.

The video data are transmitted serially over the video sig-
nal cable except for the data of the pixels color and the syn-
chronization that are transmitted in parallel resulting in inter-
ference when leaked in the EM spectrum. The synchronization
signals, especially the pixel frequency, play a significant role
in understanding the data leakage mechanisms. The pixel fre-
quency corresponds to the frequency of the clock signal inside
the VDU that contains many high-frequency harmonics due to
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Fig. 2. Measurement signal chain.

the employed square wave signaling. The higher frequencies are
more susceptible to leaking into the far-field and will act as a
carrier frequency for processed data leaks [4], [13], [17], [18].
The processed video signal is induced on a multitude of carrier
frequencies all correlated to the harmonics of clock/pixel fre-
quency. The fortuitous emitters dimension will determine the
emission efficiency of the compromising emanations. Account-
ing for the different signaling interfaces/stages [8], [14], [17]
as displayed in Fig. 1, the fortuitous emitters dimension will
change with respect to that. This will result in an EM frequency
spectrum containing multiple compromising carrier frequencies
determined by the harmonics of the pixel/clock frequency and
the dimensions of the emitter. The leakage sources include the
signal output port of the graphics processing unit (GPU), the
video transmission cables (VGA, HDMI, digital video interface
(DVI), Display port, etc) and the internal cables of the display
(LVDS and embedded displayport (eDP)) [4], [6], [8], [16], [17],
[19].

B. Measurement Setups

The goal of this research paper is to have both a quantitative
understanding of this threat and a risk analysis of this method
becoming conventional for data theft. To address the latter, the
instrumentation consists out of two log-periodic dipole array
antennas (LPDAs), low-noise amplifiers (LNAs) and an SDR
linked to a personal computer. Opting for an SDR makes the
measurement setup significantly more practical and feasible for
eavesdropping, due to its small form factor and the image pro-
cessing capabilities of a digital environment, compared to the
used measurement setups in other research works concerning
this side-channel attack [3]-[6], [20].

The LPDA antennas both cover a broad frequency range from
380 MHz to 8 GHz and have a directive gain of 45 dBi for fre-
quencies up to 1 GHz. Each antenna is connected to an individual
signal chain that consists out of two LNAs and a radio frequency
(RF) front-end of the SDR as depicted in Fig. 2. The signal is
sent to a an Ettus USRP x310 that has two integrated RF front-
ends covering a frequency range of direct current (DC) to 6 GHz,
it has an RF bandwidth of 160 MHz and is able to sample the
signal at 200 MSps. The SDR processes the signal and feeds the
IQ samples into a computer using a high-speed Ethernet cable
of 10 Gb/s. More specifications of the instrumentation are stated
in Table I.

In the measurement setups, a single type of VDU is used,
which relies on TFT LCD technology and displays a high-
definition image with a 1680x 1050 pixel resolution. The video
signal is generated by a Raspberry Pi model B rev. 2, which

TABLE I
SPECIFICATIONS OF INSTRUMENTATION

Device H Product model Specifications ‘
LPDA Aaronia Hyper- | ¢ Frequency range: 380 MHz-8 GHz
Log 3080x e Directive gain: 45 dBi (DC-1 GHz)
LNA ZX60- e Gain: 18 dB
P103LN+ * Noise Figure: 0.5 dB
(Mini-Circuits)
SDR Ettus USRP | ¢ 2 RX channels
x310 * RF front end range: DC to 6 GHz
* RF front-end bandwidth: 160 MHz
e Max. sampling rate: 200 Msps
* Form factor: 27.7 cm x 21.8 cm x
3.9 cm
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Fig. 3. (a) VDU under test in previous work [13]. (b) Test image. (c) Image
reconstruction of the leaking emanations originating from the VDU at a distance
of 5m.

transmits it through a HDMI-to-DVI conversion cable and a
DVI cable to the LCD display. Both the HDMI and the DVI ca-
ble have a ferrite bead in place that suppresses high-frequency
noise to prevent EML. In this paper, the measurement setups are
deployed in a semi-anechoic chamber to emphasize the leakage
response of the VDU. It has been confirmed in our previous and
other works [7], [13], [21] that leaked emissions of electronic
devices in realistic environments can be captured and compro-
mise processed information. In our previous work [13], three
different types of VDUs were placed in an uncontrolled envi-
ronment with other electronic equipment present and were ex-
amined for their leakage response. Fig. 3 depicts the results of
the image reconstruction method applied on one of the tested
VDUs. The VDU displayed a test image with a pixel resolution
of 800x600 and employed a VGA cable for video signaling.
Regarding the influence of other emitting electronic devices on
the captured emanations, it could be concluded that the emis-
sions of electronic devices always occupied a specific band of
the frequency spectrum. In contrast with leaking VDUs, which
cover a very broad spectrum from 100 MHz to 1 GHz. Conse-
quently, the probability that leaked emanations are situated in
a relative quiet frequency band is significant. It should also be
noted that the leaked emanations located at a frequency band
occupied by a telecommunication systems become almost un-
detectable. Nevertheless, the occupation of these bands depends
on the region where the measurements are conducted. Based on
these conclusions, we opted to do the measurements inside an
anechoic chamber making them independent from their environ-
ment, and thus enabling us to capture the full leakage response
of the VDUs. This helps us to gain new insights in the video
leaking phenomenon in a more quantitative manner.
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Fig. 4. (a) Side view of the first measurement setup of one VDU in the ane-

choic chamber. (b) Birdseye view of the second measurement setup examining
three VDUs. (c) Picture of the first measurement setup. (d) Picture of second
measurement setup.

In Fig. 4 the first setup is depicted in which two vertically po-
larized antennas are placed 5 m from the target VDU on which
a test image is displayed. The test image is shown in Fig. 5(a).
Subsequently, the proposed image reconstruction method is ap-
plied to different detected video leakage channels originating
from the VDU. The reconstructed images are thoroughly an-
alyzed and discussed further in Section III. In addition to the
image reconstruction, the radiation pattern and SNR are ana-
lyzed for each video leakage channel. The second setup is dis-
played in Fig. 4(b) in which the environment is kept constant
aside from the placement of three identical target VDUs. The
test images used are depicted in Fig. 5. This setup investigates
the impact of the interference originating from the VDUs upon
the reconstructed image’s SNR. Hence, it examines the possi-
bility to differentiate the leakage channels of one VDU from
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the other and its interference impact on the SNR of the detected
leaking video signal. By displaying a different image on each
VDU, it simultaneously helps confirming that the reconstructed
image originates from one specific VDU and represents a real-
istic office situation. It has to be emphasized that this extension
to multiple screens is of huge practical importance, since this is
the situation widely seen in daily life. Also, this setup represents
the worst-case scenario for an eavesdropper due to the fact that
each VDU will emanates through the same leakage channels and
will operate at the same synchronization frequencies, making it
harder to differentiate the leaking emanations from each other
due to the interference in the far-field.

C. Method of Image Reconstruction

First, the EM spectrum is acquired ranging from DC to 1 GHz
by the SDR. Due to the periodic nature of the leaked video sig-
nal, averaging and correlation techniques become strong tools
to determine which carrier frequency comprise leaked the video
data. Therefore, multiple acquisitions are made to average out
the received spectrum. The technique used to detect a carrier fre-
quency containing the leaked video information exploits the fact
that the image frequency or the refresh rate is a very distinctive
frequency. Thus, if the synchronization retrieval method applied
upon a specific carrier frequency results in an image frequency
of 60 Hz, the probability is very high that it contains leaked
video information. This video detection technique is applied
to every detected peak in the frequency spectrum. It should be
noted that the frequency, the intensity, and the bandwidth of the
compromising data carrier is strongly influenced by the leaking
mechanism as discussed previously. When selecting a carrier fre-
quency containing potentially leaked video data, the bandwidth
of the SDR needs to be carefully considered. Having a too low
of a bandwidth, the quality of the reconstructed image will be
significantly reduced. A too high of a bandwidth can result in a
high intake of noise due to frequency overlap of other occupied
frequency bands. The bandwidth is limited by the RF front-end
and the sample rate of the analog-to-digital converter (ADC).

When the detected carrier frequency and a well-considered
bandwidth is selected, one data acquisition is made for ev-
ery leakage channel. The acquired sampled data are AM-
demodulated before video synchronization methods are applied.
The demodulation is based on a digital envelope detection. The
video leakage mechanisms inside the VDU are determined by
the sharp rises and falls of the differential changes in the trans-
mitted video signal [4], [17], [19]. These sharp rises and falls
contain many high frequencies and are intensely emitted into
the far-field. Hence, the detected leaked video emissions con-
tain the information of the change in amplitude of the video
signal. Therefore, the leaked signal will have amplitude mod-
ulated properties. The analysis of the exact mechanisms is out
of scope for this research paper and will be investigated in fu-
ture research. It should be noted that the leaking emanations of
some signaling cables have been examined in more details in the
works of Kuhn [4], [8], Song et al. [19], and Zhang et al. [17].

The envelope detection is a crucial step in demodulating
the leaked video signal, therefore, several digital envelope
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detection techniques were investigated, i.e. synchronous and
asynchronous detection, full-wave and half-wave detection, and
real and complex detection [22]. Due to inevitable distorted
clock oscillation of the leaked signal synchronous detection
would to be difficult to apply, hence asynchronous detection
proved to be more stable and more feasible. Real and half-wave
detection could be opted for if computational resources are
strained and if performance is not crucial. Different tests showed
that an asynchronous complex square-law envelope detection
had the best performance and that by omitting the low-pass filter
the computation resources could be kept at a reasonable level.

Video synchronization retrieval methods are applied after the
envelope detection. The synchronization depends on three fre-
quencies, more specifically the image, the line, and the pixel
frequency. To reconstruct the video image, these frequencies
need to be exactly determined in accordance with the leaked
video signal. A VDU can emanate many leaked video signals
and each leaked channel will have its own specific synchroniza-
tion frequencies [13]. The synchronization frequencies are ob-
tained using autocorrelation techniques that are based upon the
Wiener—Khintchine theorem [23]. The theorem can only be ap-
plied if a wide-sense stationary signal can be assumed, which is
the case due to the periodic nature of the leaked emanations. Due
to the signal sampling of the SDR, the autocorrelation equation
is applied in the discrete time domain.

To filter out each specific synchronization frequency, the auto-
correlation method is applied to specific frequency scopes corre-
sponding to the synchronization needed. For instance, the pixel
frequency is in the order of megahertz, the line frequency in
the order of kilohertz and the image frequency in the order of
hertz. Due to the periodic nature of the video signal, the output
of the autocorrelation is averaged out to obtain a higher SNR.
The pixel frequency can be extracted from the carrier frequency
as discussed in Section II-A or it can be deduced from the line
frequency as explained next. Consequently, the line and image
frequency do need to be extracted precisely. The synchroniza-
tion frequencies or the synchronization time periods (e.g. Tine
= 1/4..) have the following relationship with the number of
horizontal nperizontar and vertical Nyertical pixels:

Tiine = pixel * Thorizontal (D

Timage = Tiine * Nvertical ()
The frequencies are presented in terms of time periods, be-

cause it states more clearly that the line and image time period
govern the synchronization of the image. The other parameters

MMM@
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Video test images. (a) Test image for the setup of one VDU. (a), (b), and (c) Test images used for the setup with three VDUs.

can be arbitrarily chosen if the above relations hold true. In prac-
tice, the Timage and Tjiye are determined by the synchronization
retrieval method and 7perizontal 18 set to 2000. Consequently, Tpixel
and Nyerical can be deduced.

In the final processing stage, the data stream is resampled
to the retrieved pixel frequency. The resampling stage forms a
crucial step in the reconstruction method because it needs high
precision and flexibility. The resampling algorithm applied en-
ables precision of one-tenth of hertz and has a fast response time.
In practice, the former is definitely needed to prevent frame drift.
The resulting data stream after resampling is then displayed us-
ing the determined 7horizontal AN Nyertical- However, due to the
arbitrary chosen nporizontal, the aspect ratio of the reconstructed
image will slightly differ from the original. To effectively im-
prove the SNR of the reconstructed image, moving average tech-
niques are applied. If memory resources are constrained, a single
pole infinite impulse response filter can be applied, which alle-
viates memory constraints due to the fact that only one image
needs to be buffered. The length of the moving average (MA)
corresponds to the number of images. When averaging, a com-
promise needs to be made between the time resolution of the
image and the SNR of the image. In practice, the effective MA
length ranges from 25 to 200. Most of the VDUs operate at an
image frequency or refresh rate of 60 Hz, therefore, having a
MA length of 200 will result in an update time of ca. 3 s. If the
MA length is short, the image can be reconstructed in real-time,
otherwise it needs to be processed offline.

The SNR can also be improved by adding a second antenna to
the measurement setup as described in Section II-C. In theory, an
additional antenna will provide a 3 dB SNR improvement. This
increase in SNR is also confirmed in the measurements. How-
ever, adding antennas to the measurement system introduces
some more complexity, such as synchronizing the two signal
channels. Nonetheless, the advantages outweigh the disadvan-
tages. The antennas are deployed as a phased-array, whereby the
distance between the antennas is 25 cm. A phased-array makes
beamforming possible and also allows for usage of a technique
based on spatial multiplexing. It addresses the fact that each
antenna can acquire separate data leakage channels carried on
different frequencies. This method is tested and discussed fur-
ther in Section III-B.

III. RESULTS

In this section, the results of the different setups are discussed.
First the compromising emanations of one VDU are thoroughly
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Fig. 6. RF spectrum covering 0—1 GHz of one VDU placed in a noiseless
environment. Cross marks indicate the leakage channels with the highest SNR
containing compromised video data.

TABLE II
SNR OF THE DETECTED LEAKAGE CHANNELS ORIGINATING FROM ONE VDU

Center frequency One amplification | Two amplification
stage stages

440 MHz 0.2 dB 22.2 dB

730 MHz 5.5dB 24.4 dB

795 MHz 0 dB 10.5 dB

examined as depicted in Fig. 4(a) and analyzed by applying the
proposed image reconstruction method and by determining the
radiation pattern and the SNR of the detected signal. An addi-
tional technique is proposed to increase the image reconstruc-
tion quality by exploiting the various leakage channels of the
VDU. The second setup in Fig. 4(b) examines the effect of three
co-located active identical VDUs on the leakage spectrum. The
proposed reconstruction method is again tested to see whether
each VDU’s leakage channel can be individually detected and
its video data content can be reconstructed. Also, the effect of
the multiple active VDUs on the SNR of the detected signal is
examined.

A. Image Reconstruction of One VDU

The measurement system, discussed in Section II-C, is de-
ployed to apply the video leakage detection and reconstruction
methods on the test setup depicted in Fig. 4(a). The result of EM
spectrum acquisition from DC to 1 GHz is displayed in Fig. 6.
The spectrum acquisition contained three leakage channels at
440, 730, and 795 MHz and is plotted in Fig. 6. It should be
taken into account that the acquisition contains some non-linear
amplification due to the double amplification that results in some
distorted frequency bands and in an increase of noise. The SNRs
of the detected leakage channels for the acquisitions are stated in
Table II. The SNRs are calculated with a bandwidth resolution
of 5 MHz and by averaging the detected signal and noise. The
bandwidth resolution of 5 MHz is the absolute minimal band-
width needed to determine if the carrier frequency holds any
leaked video data.

The radiation pattern of the VDU, relative to the above men-
tioned leakage channels, is investigated for a horizontal and ver-
tical polarization. The antennas are placed 5 m from the VDU,
one vertically polarized and the other horizontally. The aver-
aged radiation pattern is acquired for a 360° angle at a center
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Fig. 7. Averaged radiation pattern of one VDU as a function of magnitude
[dB] at carrier frequencies 440, 730, and 795 MHz. (a) Horizontal polarization.
(b) Vertical polarization.
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Fig. 8. PSD plots and correlograms of the emanations from one VDU tuned
to the center frequency of 730 MHz. (a) Correlogram of the line frequency at
a sample rate of 4 Msps. (b) Correlogram of the image frequency at a sample
rate of 25 kSps. (c) PSD plot of the line frequency. (d) PSD plot of the image
frequency.

frequency of 440, 730, and 795 MHz with a bandwidth reso-
lution of 5 MHz. The radiation pattern is displayed in Fig. 7
for both polarizations. The vertically and horizontally polarized
radiation have overall the same radiation strength, but the verti-
cally polarized radiation results in a more omnidirectional pat-
tern. It is decided to polarize the antennas vertically for all the
tests throughout this paper because of the more omnidirectional
radiation pattern and for practical reasons.

After the video leakage channels are determined by the pre-
vious leakage channel detection step. One acquisition is made
for each leakage channel. The synchronization retrieval method
is applied on each leakage channel of center frequencies 440,
730, and 795 MHz. The results of the synchronization retrieval
method for the line frequencies and image frequencies for the
carrier frequency 730 MHz are depicted in Fig. 8 as correlograms
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TABLE III
IMAGES RECONSTRUCTED AT CARRIER FREQUENCIES 440, 730, AND 795 MHZz

440 MHz

730 MHz

795 MHz

The first row displays the full reconstructed images. The second and third row depict enlarged parts of the reconstructed images. More specifically the areas defined by the
dashed rectangles with the corresponding colors of the original backgrounds. Moving average lengths of 50, 25, and 25 are applied, respectively, to the images reconstructed

from the three carrier frequencies.

and power spectral density plots. The line and image frequency
are clearly represented in the plots and have a distinctive pattern,
such as the harmonics at specific frequencies that facilitate the
detection of a leaking video data channels. The pixel frequency
is indirectly determined as explained in Section II-C by using
(1) and (2). After determining the synchronization frequencies
and the image’s resolution according to the synchronization
relations, the image is reconstructed after resampling the data
stream corresponding to the recovered pixel frequency and set-
ting the correct number of pixels in the horizontal and vertical
direction of the image. Subsequently when perfect synchro-
nization is achieved, moving average techniques are applied to
increase the SNR of the reconstructed image. The same method
is analogously applied for the other two leakage channels and
their resulting reconstructed image are displayed in Table III.
The first observation when analyzing the reconstructed im-
ages is that the leaked data induced on each carrier frequency do
not result in identical images. For instance, the color informa-
tion that is translated into grayscale values during the emanation
process is notably different between the leakage channels. En-
larged parts of the reconstructed images in Table III help to give
a clearer visualization of the differences and similarities. The
grayscale values of the reconstructed image obtained from the
795 MHz channel seem to be inverted compared to the image
obtained from the 440 MHz channel. The 795 MHz channel’s
image also suffers more from pixel “trailing” than the 440 MHz
channel’s image. This is clearly seen in the enlarged images of
the small alphas with their corresponding colored background
indicated by the dot. Furthermore, the colored backgrounds of
the 730 and 795 MHz channels also have a considerable rip-
ple in their grayscale value. This effect is less pronounced for
the 440 MHz channel. However, the image reconstructed from

the 795 MHz channel has the highest SNR, and therefore, the
sharpest images compared to the others. These indications reveal
that each leakage channel is probably generated by a different
source or leakage mechanisms.

B. Additional Technique Exploiting the Various Leakage
Channels to Increase Image Reconstruction Quality

Due to the multiple video data leakage channels, a MIMO
technique involving spatial multiplexing can be employed to
improve the quality of the reconstructed image. According to
previous observations, each video data leakage channel results
in its own distinctive reconstructed image. Therefore, it would
be interesting to combine these channels to optimize the re-
constructed image. For instance, the leaked data induced on
the 440 MHz carrier frequency suffers less from pixel “trail-
ing” as discussed previously than the leaked data induced on
the 795 MHz carrier frequency. However, the reconstructed im-
ages based on the 795 MHz channel are noticeably sharper in
detail. By capturing a different leakage channel for each an-
tenna and applying the image reconstruction for each channel
individually and combining them at the end, the quality of the re-
constructed image can be improved due to a higher leaked infor-
mation throughput. This technique is closely related to MIMO
techniques involving spatial multiplexing, but in this case the
channels are carried on different carrier frequencies instead of
one [24]. In Fig. 9 the image is reconstructed combining the in-
duced leaked data on carrier frequencies 440 and 795 MHz and
for the carrier frequencies 730 and 795 MHz. The same image re-
construction method is applied as in previous sections. Fig. 9(a)
shows that by combining the channels of 440 and 795 MHz
the color properties specifically have changed in respect to the
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(b)

Fig. 9. Reconstructed images using a spatial multiplexing technique. For
both images a moving average length of 25 is applied. (a) Frequency channels
440 MHz and 795 MHz. (b) Frequency channels 730 MHz and 795 MHz.

reconstructed images in Table III. However, the ripple effect
inherent to the 795 MHz leakage channel is still very present.
This is not the case for the resulting image when combining the
channels of 730 and 795 MHz Fig. 9(b). The combination of
these two channels does show an improvement with respect to
the individual channels. The smaller alpha letters are more dis-
tinguishable from each other and the “trailing” and ripple effect
discussed in previous results is mitigated.

C. Image Reconstruction of Three Identical Active VDUs

The next test investigates whether the video images can still
be reconstructed if other identical VDUs are active in the near
vicinity. The exact setup is depicted in Fig. 4(b), whereby each
VDU displays a different test image as depicted in Fig. 5. The
RF spectrum is again scanned for compromising emanations at
specific carrier frequencies. As expected, the same carrier fre-
quencies containing leaking video data are detected. Tuning to
the center frequency of 795 MHz, the image reconstruction re-
sults in Fig. 10. It is seen that the VDUs clearly interfere with
each other’s leakage channels. However, it is discovered that
each VDU has a small offset A fpi in pixel frequency. This
offset ranges from 1 to 100 Hz. By averaging out the recon-
structed image to its exact fpixl, €ach individual VDU can be
separated from each other as seen in Fig. 11. This shows that
even though the received leaked signal contains many other RF
signals on approximately the same carrier frequency, one can
lock onto one channel by exploiting the periodicity of the video
signal. For the other leakage channels the same method can be
applied to obtain the same results aside from the different color

IEEE TRANSACTIONS ON ELECTROMAGNETIC COMPATIBILITY

Fig. 10.

Image reconstruction of the leakage channel at 795 MHz.

TABLE IV
SNR MEASUREMENTS OF THE DETECTED COMPROMISING VIDEO EMANATIONS
ORIGINATING FOR TESTED SETUPS OF ONE VDU AND THREE VDUS

Center Frequency H One VDU Setup Three VDU Setup

440 MHz 222 dB 18.0 dB
730 MHz 24.4 dB 21.9 dB
795 MHz 10.5 dB 10.0 dB

For both measurement, the two LNA stages are used.

pattern and image distortion inherent to the leakage channel as
discussed in Section III-A.

The cause of this frequency offset is the small variation in
the quartz crystal oscillation that generates the clock frequency.
The crystal is susceptible to small temperature differences and
small physical property differences compared to other crystals
[25]. Also during the tests, it is revealed that these oscillations
change in time due to the increasing temperature of the turned
ON VDUs. Therefore, the synchronization frequencies need to
be constantly updated. The SNR measurements are done for
this setup and are compared with the SNR measurements for
one VDU as shown in Table IV. The SNR measurements are
performed with a resolution bandwidth of 5 MHz and with two
amplification stages. The measurements indicate that the global
SNR for the three VDU setup has decreased. In general, one can
conclude that constructive and destructive interference of the
various emanations originating from the VDUs have a relative
small effect on the SNR.

D. Consequences and Implications of the Results

The results of the different examined setups reveal that the
video eavesdropping risk of modern day video equipment is ex-
istent. Due to the small form factor of the used instrumentation,
the relative low-cost and the effectiveness, the proposed system
can be deployed in many different environments. This can act
as an opportunistic incentive to deploy such a system for people
who are interested in data theft. Also, it has to be taken into
account that the effective SNR of the reconstructed image can
be improved by employing more than two antennas in a phased-
array constellation with beamforming or spatial multiplexing
capabilities. Besides improvement on hardware level, various
signal processing techniques can also realize improvements
in the reconstruction quality. For instance, letter recognitions
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(a)

Fig. 11.

©)

Image reconstructed using the leakage channel at 795 MHz and with an applied moving average length of 50. (a) Image reconstruction of the test display

a by locking onto its exact pixel frequency of 65292283 Hz. (b) Image reconstruction of the test display /3 with a pixel frequency of 65292283 Hz + A fpixel-
(c) Image reconstruction of the test display v with a pixel frequency of 65292283 Hz + A fpixel.

algorithms as proposed in [26] can be applied to enhance the
reconstruction of leaked video signals containing text.

Other works that investigate methods to reduce the eaves-
dropping risk propose active jamming techniques. The method
proposed in [27] is based on jamming the leaked video emana-
tions by generating a strong RF signal that is synchronized to the
leaked video signal. It proofs to be effective against averaging
techniques, however, it should take into account multiple sig-
nal processing stages that might employ other synchronization
frequencies [13], [14] to be fully effective.

IV. CONCLUSION

The proposed image reconstruction method demonstrated that
even for weak emanating high definition VDU, the video leak-
age channels can be detected and the original video data can be
reconstructed resulting into a readable video image. The pro-
posed method was able to obtain the exact synchronization fre-
quencies and the image resolution of the leaked video data with-
out any foreknowledge of the system. The addition of a second
LPDA antenna results in an increase of the SNR and enables
a new method based on a MIMO technique that exploits the
different leakage channels. Subsequently, the image reconstruc-
tion method was tested in an environment having multiple active
identical VDUs, which revealed that it is possible to reconstruct
the leaked video data of each VDU individually. For all tests,
SNR measurements were performed to act as reference to other
leaking VDUs and the radiation patterns of the VDU are deter-
mined. The feasibility and the practicality aspects of the mea-
surement technique are fully taken into account. The measure-
ment system has a small form factor and low-cost that is made
possible by the utilization of an SDR and two directive antennas.
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