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Abstract— With the advent of the Internet of Things (IoT), 
many electronic devices (e.g., smart meters, surveillance cameras, 
mobile devices, and multiple sensors) are interconnected. Each 
device gathers data and uploads it to servers via communication 
networks. Servers store the large volumes of received data in 
databases. Applications analyze this data and extract valuable 
information. Finally, based on this information, new services (in 
domains such as smart cities, public safety, e-commerce, medical, 
healthcare, or automobile) are provided. In this data flow, 
systems and applications in the upper layer trust the hardware in 
the lower layer, which includes data-gathering devices. If the 
collected information is intentionally modified by adversaries, 
services in the upper layer could be disrupted. Therefore, to 
ensure service continuity in the IoT, it is important to secure the 
hardware layer in which data are harvested and transmitted. In 
this paper, we focus on hardware-level security in IoT systems 
and classify the schemes proposed for physical security of IoT 
into three categories. We also provide examples for each of these 
and explain threats and countermeasures. 
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I.  INTRODUCTION 

Rapid developments in information and communication 
technologies have resulted in the generation of vast amounts of 
sensing information from computers and sensors. This data is 
transmitted over networks, and stored as big data on clouds. 
These so-called Internet of Things (IoT) systems have led to a 
new information age, where information about people and 
things in real space is integrated and used to create new 
services for everyday use and socioeconomic, educational, and 
administrative purposes. Numerous people use these services 
as a social infrastructure. The services created in this manner 
are offered on the assumption that the vast amount of sensing 
information collected by computers and sensors is accurate. In 
other words, high-end terminals that control the terminal nodes 
of the IoT system must operate as intended. In this system, 
each layer consists of terminals that operate by trusting the 
information coming from the layer below them (Fig. 1).  

Any vulnerability of hardware at the bottom of an 
information system could critically decrease its security. 
Consequently, ensuring the security of the physical layer is a 

critical issue in IoT systems. This paper focuses on a virtually 
non-traceable and undetectable vulnerability in the physical 
layer, namely, that caused by electromagnetic waves. 

The vulnerability due to electromagnetic waves can be 
largely classified into three categories: (1) electromagnetic 
emanation resulting from information processing within 
devices, (2) intentional electromagnetic interference to devices, 
and (3) intentional modification of system circuit configuration 
(Fig. 1). Ensuring the security of the physical layer can help 
build a highly reliable infrastructure as the functioning of the 
IoT relies on the security of the physical layer. This paper uses 
published studies to summarize threats by classifying them into 
categories (1) through (3) and introduces countermeasures 
against these threats. 

II. UNINTENTIONAL ELECTROMAGNETIC EMISSION 

Data processing in electronic devices results in the 
propagation and transmission of electrical signals. Time 
variations in these signals cause electromagnetic radiation, and 
ultimately, electromagnetic emanation. The level of 
electromagnetic radiation emitted by information and 
communication equipment is generally regulated from the 
viewpoint of electromagnetic compatibility (EMC). 
Electromagnetic emanation, however, is attributed to the 
radiated electromagnetic waves that vary with time according 
to data. Therefore, this could occur even if the strength of the 
electromagnetic wave signals is less than the regulated level. 
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Fig. 1 Trust model and EM information security threats 



 

 

Fig. 2 schematically illustrates the mechanism of 
electromagnetic emanation. When an integrated circuit (IC), a 
source of leakage, performs data processing, the signals 
containing the information have frequency components that 
change as a function of time. The high-frequency components 
are propagated by electromagnetic coupling to device elements 
that act as antennas. Subsequently, they are emitted into space 
depending on the frequency characteristics of the antennas. 

Examples of the aforementioned elements that act as 
antennas include wiring patterns on printed circuit boards, 
conductors, and lines connected to equipment. These act as 
unintentional antennas that propagate electromagnetic radiation 
by mechanisms such as radiation and conduction. Attackers 
can measure this electromagnetic emanation and obtain the 
desired information from by statistically processing the 
measured data. Threats from electromagnetic emanation 
include theft of  monitor screen information from desktops and 
laptops [1-3], screen information and keystroke information 
from tablets and smartphones [4], computing information from 
commercial central processing units inside personal computers 
[5], printing information from printers [6], input key 
information from keyboards [7], and secret key information 
from within the encryption processing devices [8,9]. In 
particular, information leakage through electromagnetic waves 
from cryptographic modules is called side-channel attacks. 

A possible countermeasure proposed for such threats made 
electromagnetic emanations from the internal processing 
constant [10, 11]. Another involved applying random numbers 
to processed information to scramble the information contained 
in the radiated electromagnetic waves [12]. Controlling the 
impedance between the IC and circuit board to prevent 
information leakage outside an IC was proposed in [13], as 
another countermeasure. 

III. INTENTIONAL ELECTROMAGNETIC INTERFERENCE 

Intentional electromagnetic interference (IEMI) is another 
threat that disables information and communication equipment 
by stopping functionality or destroying circuit elements. IEMI 
uses high-power electromagnetic (HPEM) environments far 
exceeding the normal tolerance of electronic devices (e.g., 
EMC immunity levels). In the past, the threat of intentional 
electromagnetic interference to electronic devices by HPEM 
was limited to some organizations, such as the military. In 
recent years, however, compact high-power transmitting 
devices have been available on the market. This has made the 
threat of IEMI a reality for the commercial information and 
communication equipment widely used by consumers. To 
address this threat, the IEEE Electromagnetic Compatibility 
Society is actively discussing mechanisms and 
countermeasures [14, 15], and the International 
Electrotechnical Commission and International 
Telecommunication Union are working to establish standards. 

Further, a non-invasive threat that creates electromagnetic 
interference with a much smaller amplitude field or voltage as 
compared to that of the HPEM has been reported. The attack’s 
effect on devices such as cryptographic modules [16, 17], 
pacemakers [18], and smartphones [19] has been evaluated. In 
particular, IEMI against cryptographic module is called fault 
attack. This type of attack intentionally sends electromagnetic 

waves to trigger a temporary malfunction. The attacker takes 
advantage of this to reduce the confidentiality and integrity of 
the equipment by obtaining confidential information, falsifying 
the data transmitted within the equipment, and issuing random 
commands. 

Effective techniques to counter this type of attack include 
implementing of a circuit that detects the propagation of 
unintentional electromagnetic waves inside equipment [20], 
and achieving EMC within and outside the equipment to 
prevent propagation of electromagnetic waves [13, 21]. 

IV. INTENTIONAL MODIFICATION OF ELECTRONIC CIRCUITS 

In this section, vulnerabilities arising from change in the 
electromagnetic environment caused by intentional 
modification of chips and equipment are described. 

For reasons such as cost reduction, hardware manufacturers 
might use third-party foundries where IC chips designed by 
manufacturers can be produced cheaply. Under such an 
arrangement, functions not intended by the chip designers 
could be added during the manufacturing process, and ICs 
could be destroyed or their security could be made vulnerable 
to certain attacks. A circuit added against the intentions of the 
designer is called a Hardware Trojan (HT) and is considered an 
emerging security threat. Government-level warnings have 
been issued about this threat, which is a critical security issue. 

HTs can be characterized by changed functionality, reduced 
reliability, information leak, and denial-of-service [22, 23]. 
HTs leak internal information of equipment by actions not 
intended by designers (e.g., [24-28]), and therefore, it is 
important that they be detected. The detection methods 
considered so far include physical inspection, built-in tests [29], 
functional testing [30-34], and side channel analyses [35-38]. 
Especially, the last technique makes good use of EM leakage 
for detecting HT. The above-mentioned threats and detection 
methods target the HTs introduced within ICs. 

Furthermore, the possibility of HTs being introduced into 
peripheral circuits has been suggested in recent years [39]. 
Unlike those on ICs, these HTs do not require installation 
during the manufacturing stage. Instead, they may be mounted 
on the electrical circuits of existing parts. A lot of 

Fig. 2 Mechanism of electromagnetic emanation 



 

 

commercially available equipment could be targeted using this 
threat, and the range of equipment susceptible to this is more 
expansive. References indicate that it is possible to measure 
information leakage using compromising emanations from a 
distance, even when the strength of emission causing the 
information leakage is low, and an HT is installed and an 
electromagnetic wave is directed towards the equipment. In 
future work, in addition to passive information leaks, 
vulnerabilities caused by active leaks will also need to be 
addressed. 

V. SUMMARY 

This paper classifies hardware security schemes for the IoT 
into three categories. The threat of electromagnetic emanation 
is expected to grow with the decrease in price and increase in 
performance of measurement instruments and computers, as 
well as the development of analysis technology. To control 
vulnerabilities due to electromagnetic waves, measures that 
combine the counteracting technologies in the EMC field with 
applicability across layers could be effective in supplementing 
conventional hardware and software countermeasures. 

Further, it is expected that IoT system designers will 
supervise the entire system and its form of usage, examine the 
degree of security risk at the hardware level, and devise 
appropriate countermeasures as necessary. In some cases, a 
countermeasure that could theoretically leak information may 
be realistically sufficient. Users must also be aware of whether 
such measures are in place in the products that they use. 
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