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Abstract— True random number generators (TRNGs) based 
on ring oscillators (ROs) are employed in many devices because 
they can be constructed with a simple circuit structure. Many 
systems are affected if an RO-based TRNG is attacked, and its 
security is degraded. Conventional attacks against RO-based 
TRNGs reduce randomness using direct physical access to the 
target device and/or modification/invasion of the device or the 
equipment on which it is implemented. However, depending on 
the physical location of the device and its tamper resistance 
measures, directly accessing the device or operating/modifying 
the implementation may not be easy. This study introduces a 
noninvasive attack against RO-based TRNGs. In this attack, we 
intentionally induce sinusoidal electromagnetic waves in a TRNG 
and estimate the change in its randomness under this 
interference by observing the signal leaked from the TRNG from 
a distance. We also consider countermeasures against non-
invasive attacks on TRNGs. 

Keywords— true random number generator, intentional 
electromagnetic interference, EM information leakage 

I. INTRODUCTION 
True random number generators (TRNGs) generate random 

numbers based on a random physical phenomenon. The bit 
stream of independent bits generated by a TRNG does not 
reproduce the same sequence (non-repeatability); hence, 
TRNGs are in demand in the security field. Therefore, any 
degradation in TRNG randomness is a real threat to security [1]. 
TRNGs based on ring oscillators (ROs) are particularly used in 
many devices because their circ1uit structure is simple. Many 
systems are affected when RO-based TRNGs are attacked, and 
the randomness is reduced. 
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A physical attack against RO-based TRNGs using 
frequency injection was proposed by Markettos and Moore [1]. 
By injecting a continuous wave directly into the power line of 
the device, they were able to suppress jitter (i.e., the 
randomness source of the TRNG) and degrade its output. 
Subsequently, the randomness of the TRNG could be degraded 
by injecting a continuous wave to the vicinity of the circuit [2], 
[3]. Likewise, a TERO-based TRNG analogous to an RO-
based TRNG degraded the randomness by introducing a 
continuous wave from the vicinity of the circuit [4]. These 
methods implicitly assume that implementing a direct physical 
attack that modifies or invades the target device is possible. 
However, many cryptographic devices are equipped with 
tamper-resistance features (for instance, a case or a mechanism 
that detects modification) that make it difficult to physically 
access or modify the target modules. In addition, some devices 
are installed in places, where physical access is difficult, and it 
is difficult to apply this attack method under such 
circumstances. 

A method for intentional electromagnetic interference 
(IEMI) fault injection from a distance was presented [5]. Using 
this technique, faults were noninvasively injected to a target 
device from outside its close environment. Temporal faults can 
be remotely injected into the target device through the insertion 
of sinusoidal electromagnetic (EM) waves via power or 
communication cables attached to the target device. Thus, by 
employing this method, attacks could be performed even if 
direct access to the target device is difficult. 

This study investigates the possibility of an attack that 
degrades the randomness of TRNGs when close physical 
access to them is difficult. Sinusoidal waves are specifically 
induced in the TRNG via power or communication cables from 
a distance through frequency sweeping. At the same time, the 
signal leaked during the TRNG operation is remotely measured, 
thereby allowing the observation of the fluctuation pattern of 
the jitter (the source of randomness) and the estimation of 
whether the randomness of the TRNG has been degraded. 

The proposed noninvasive frequency injection method 
based on IEMI can be performed through any external cable, 
such as a power or communication cable, and thus, has the 
potential to be used to attack a wide variety of devices 
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equipped with TRNGs. Consequently, countermeasures that 
account for these types of remote attack should be devised. 
Unconventional countermeasures that do not assume an 
intrusive attack must be taken to counter attacks using the 
proposed method. We also consider countermeasures against 
non-invasive attacks on TRNGs. 

II. NONINVASIVE FREQUENCY INJECTION ATTACK 
In a frequency injection attack aimed to degrade the 

randomness of a TRNG, an injection frequency that can 
suppress the jitter as a source of randomness must first be 
selected, then sinusoidal waves must be induced at that 
frequency in the target TRNG [1]. Analytically obtaining the 
appropriate frequency is difficult. In the conventional method 
[1], the frequency is selected by observing the operation of the 
ROs or obtaining the bit stream generated by the TRNG 
directly. However, when noninvasively attacking from a 
distance, finding an appropriate injection frequency is not easy 
because of the difficulty of observing RO operations or TRNG 
outputs from outside the device. In addition, when considering 
attacks on actual devices, an appropriate injection frequency 
may depend on the individual device because the operation of 
the ROs is determined by the manufacturing variations of each 
individual inverter. Even if we could obtain a device that was 
the same product as the target device and profiled the injection 
frequency, it would be ineffective to use this profiled injection 
frequency to attack the target device. Therefore, a method to 
estimate the randomness of the TRNG using information 
obtained from a distance is necessary for noninvasive remote 
frequency injection attacks. Some changes occur in the RO 
operations when the TRNG randomness is degraded, if these 
changes can be observed from outside the device; hence, 
estimating an appropriate injection frequency that degrades this 
randomness is possible. 

As shown in Fig. 1, we propose a noninvasive frequency 
injection attack against RO-based TRNGs. Potential impedance 
mismatches are generally in electrical devices; thus, these 
impedance mismatches will result in degraded immunity and 
increased emissions at certain frequencies. Therefore, we focus 
on these frequencies, perform intentional interference and 
emission measurement on the system, and execute the attack. 
The sinusoidal EM waves at a specific frequency are 
introduced into a connection line, such as a power or 
communication cable attached to the device. The changes in 
the internal states of the ROs can be measured and the 
frequency at which the randomness of the TRNG is degraded 
can be determined by measuring the side-channel information 
generated by the TRNG at a distance. 

This section presents a mechanism to decrease the 
randomness of the RO-based TRNGs under a frequency 
injection attack and describe how to estimate the degradation of 
the randomness using side-channel information. 

A. Suppression of jitter in a frequency injection attack 
The basic principle of the widely used RO-based TRNGs 

was proposed by Sunar et al. [7]. This RO-based TRNG is 
composed of r distinct ROs consisting of n1, ..., nr inverters 
(taking arbitrary odd values), an XOR gate, and D flip-flops 
(Fig. 2). The output signals of each RO are exclusive-ORed, 

and the resulting signal is sampled at some uncorrelated 
frequency 𝑓𝑓𝑠𝑠  to produce a stream of bits. The randomness of 
the bit stream generated by an RO-based TRNG comes from 
jitter, which is the random noise of the RO. In the time domain, 
jitter appears as variations in the transition timing of an RO 
caused by its uncertainty, which causes the transitions to occur 
before or after the expected switching time. Jitter is 
cumulative over time, and the accumulated jitter increases the 
uncertainty in the transition timing; thus, the output fluctuates 
(Fig. 3(a)). As the jitter accumulates, the output of each RO 
increases in randomness in a way that is unrelated to the 
outputs of the other ROs. Consequently, the exclusive-ORed 
output of all ROs becomes random. 

Fig. 1. Noninvasive frequency injection attack flow against an RO-based 
TRNG 

Fig. 2. Basic RO-based TRNG 

Fig. 3. RO waveforms in (a) unlocked and (b) locked states 



In a frequency injection attack, a resonator with a certain 
natural frequency will lock to it when driven by a specific 
frequency, similar to the resonance phenomenon of a 
pendulum. Hence, the jitter of each RO becomes locked to the 
jitter of the injected sinusoidal wave, and the jitter between the 
ROs becomes synchronized [8]. The synchronization of the 
jitter suppresses the transition timing variability of each RO, 
causing the fluctuation of the ROs to decrease (Fig. 3(b)). This 
fluctuation decreases; hence, the output of each RO correlates 
with that of the other ROs, causing the randomness of their 
output pattern to reduce and the randomness of the TRNG to 
degraded. 

B. Observation of common-mode current as signal leakage 
This section outlined the side-channel information that 

contains information about the RO states and examines the 
method used to estimate the randomness of a TRNG by 
observing the common-mode current as the side-channel 
information noninvasively. First, we explain how the 
common-mode current can be observed from outside the 
device to reveal information about the RO states. Next, we 
outline the method for estimating the reduced randomness of 
the TRNG. 

Unintentional information leakage is well known to occur 
in the common-mode current, which reflects the internal 
processing of the devices [9–12]. The transient current caused 
by the changes in the ROs’ internal processing is transformed 
into a voltage fluctuation through inductance in the circuit. 
This voltage fluctuation is propagated as a common-mode 
current to peripheral circuits, for instance, through circuits 
with a common ground to a power cable. A previous work 
[13] reported that the common-mode current observed via a 
power cable can be exploited for EM analysis attacks. The 
internal processing of the ROs is assumed to generate a 
common-mode current because of the same principle; hence, 
there is a high possibility of acquiring information related to 
the RO states from a power cable. 

Figure 4 shows the outline of the proposed method in this 
study. First, a continuous sinusoidal EM wave at frequency 
𝑓𝑓𝑖𝑖𝑖𝑖𝑖𝑖1 is introduced to a device equipped with a TRNG by an 
injection probe clamped to a power cable. Subsequently, the 
common-mode current is measured using a current probe also 
clamped to the power cable. We can estimate the degradation 
of the randomness if we are able to acquire the information 
related to the RO internal state changes caused by the locking 
of the ROs (Fig. 3) from the common-mode current. 

III. EXPERIMENT 
This section shows the feasibility to inject the attack 

signals locking the ROs from a distance. The RO states are 
observed from the side-channel information using the method 
shown in the previous section. Furthermore, we demonstrate 
that the randomness of the TRNG can be estimated using only 
side-channel information. 

The injection probe used to induce the sinusoidal waves is 
commonly used for testing the immunity of various devices, 
such as in bulk current injection tests [14]. Specifically, when 

Fig. 4. Noninvasive frequency injection attack on an RO-based TRNG 
from a distance 

Fig. 5. RO-based TRNG that consists of an 11- and a 9-element RO 

Fig. 6. Experimental setup 

Table 1 Equipment used in the experiment. 
 Inverter 74HCU04AP 

Injection probe FCC F-140 
(100 kHz to 1.3 GHz) 

Current probe FCC F-2000 
(10 MHz to 3 GHz) 

Oscilloscope Keysight DSOS204A 
Signal generator Keysight N5181B 
Logic analyzer Zeroplus LAP-B 702000X 

 



the injection probe is applied to a cable attached to the target 
device, disturbance waves can be generated in the cable by the 
electromagnetic coupling between the injection probe and the 
cable. In our experiment, a current probe is also clamped to 
the power cable to observe the side-channel information. In 
addition, the common-mode current is measured via the power 
cable using an oscilloscope and a current probe attached to the 
power cable to confirm the changes in the RO states. 
Furthermore, an exclusive OR of the RO outputs is taken 
using the XOR gate implemented in the FPGA, and the output 
of the exclusive OR is sampled at an arbitrary frequency by 
the logic analyzer, such that random numbers are generated. 
We lastly evaluate the randomness of the TRNG. 

A. Experimental Setup 
We evaluated an RO-based TRNG that consisted of 11- and 

9-element RO as the target device (Fig. 5). We employed the 
74HCU04AP inverter chip to construct the rings, and the 
supply voltage was 4.0 V. The natural frequencies of the 11- 
and 9-stage ROs were approximately 16.27 MHz and 18.67 
MHz, respectively. In the experiment, we attacked the TRNG 
by injecting disturbance waves and estimating the randomness 
of the TRNG using side-channel information from outside the 
device. 

Figure 6 and Table 1 show our experimental setup and 
equipment used in the experiment, respectively. Attack signals 
that impair the randomness of TRNG were introduced through 
IEMI. The continuous sinusoidal waves generated by a signal 
generator were induced by an injection probe into a power 
cable attached to the TRNG. We observed the common-mode 
current caused by the internal processing of the ROs using a 
current probe clamped to the power cable to estimate the 
randomness of the TRNG. The obtained waveforms were 
observed with an oscilloscope. We observed the oscilloscope 
signal to evaluate the locking of the ROs. We obtained the bit 
stream generated by the TRNG by taking the exclusive OR of 
the RO outputs from the FPGA and sampling it at 1 kHz with 
a logic analyzer to obtain the TRNG randomness. 

As shown in Fig. 6, the current probe and the injection 
probe were located approximately 35 and 40 cm away from the 
TRNG, respectively. 

B. Spectrum change of the common-mode current at 
frequency injection 

A significant difference in the common-mode current was 
observed when the amplitude of the injected sinusoidal waves 
was 25.2 dBm, and the injected frequencies were set to 32.3 
and 57.0 MHz. 

Figure 7 shows the RO outputs on the oscilloscope. In the 
time domain traces, we obtained the RO outputs triggered by 
the 11-stage RO (black line) and showed 100 overlaid 
waveforms. The gray line in the background of the plot shows 
the 9-stage RO outputs. Figure 7(a) shows the result of 
injecting 32.3 MHz, where the 9-stage RO outputs had many 
patterns with respect to the 11-stage RO, and the waveforms 
substantially fluctuated. This result indicated that the 
transition timings of the 9-stage RO varied with respect to the 
11-stage RO, as suggested in Fig. 3(a). Accordingly, the ROs 

were not locked when the sinusoidal waves were injected at 
32.3 MHz. In contrast, when 57.0 MHz was injected (Fig. 
7(b)), the 9-stage RO outputs clearly had a few patterns with 
respect to the 11-stage RO, and the fluctuation of waveforms 
was small. This finding suggested that the variation in the 
transition timing was reduced by locking the ROs. Hence, 
these results demonstrated that we can remotely inject attack 
signals (approximately 40 cm from the device) and lock the 
ROs at a certain frequency. 

Fig. 7. Changes in outputs and frequency spectrums of RO’s outputs when 
under attack 

Fig. 8. EM information leakage Changes in outputs and frequency 
spectrums of EM information leakage signal when under attack 



Next, we consider how to observe the changes in the 
internal processing of RO from the common-mode current. In 
the time domain waveform of Fig. 8, the common-mode 
current (red lines) was overlaid on Fig. 7. Each common-mode 
current oscillated at the same frequency as the injection 
frequency. In other words, the common-mode current largely 
reflected the influence of the injected sinusoidal waves in the 
time domain. Therefore, it is effective to observe the injection 
frequency and other frequency bands separately in the 
frequency domain to suppress the influence of the injection 
frequency and more clearly observe the operation of TRNG. 

Next, we consider the changes in the frequency spectra 
when the ROs were locked. The graphs on the right sides of 
Fig. 7(a) and (b) illustrate the frequency spectra on the left 
side. Figures 7(a) and (b) can be clearly distinguished, similar 
to the left figures. A large number of peaks were observed 
when the ROs were unlocked (Fig. 7(a)) because of the noise 
caused by the jitter and the RO interactions. In contrast, the 
noise was reduced, and the number of peaks decreased when 
the ROs were locked (Fig. 7(b)). Therefore, the changes in the 
RO states clearly appeared in the frequency domain. Figure 8 
shows that these changes can be measured in the same way 
even in the common-mode current. The difference between the 
unlocked (Fig. 8 (a)) and locked (Fig. 8 (b)) states was clearly 
observed for the range of 100 to 150 MHz. 

This experiment confirmed that the ROs were locked in a 
narrow frequency range, including 57.0 MHz. The ROs can be 
locked in the range of 10–100 MHz in four frequency ranges 
(i.e., 56–59 MHz, 77–79 MHz, 90–91 MHz, and 97–98 MHz). 
These frequency ranges were discontinuous with each other. 
Thus, a slight frequency range that can lock the ROs must be 
searched for to lock the ROs. However, the manufacturing 
variation of the inverter and the circuit structure of the device 
affect the requirement to lock the ROs; hence, the frequency at 
which the ROs can be locked is unique to the device. Because 

of this problem, determining the requirement for locking of 
RO is difficult without knowing the contents of the device or 
the output of ROs or TRNG. 

In contrast, these experimental results demonstrated that the 
changes in the internal processing of the ROs can be observed 
from the common-mode current. Using these results, attacks 
are possible even if the attacker does not know the 
requirement to lock the ROs. Presumably, using these changes, 
we can estimate the state in which the randomness of the 
TRNG is reduced. 

C.  Estimation of the randomness based on common-mode 
current observation 

This section shows that the degradation of the randomness 
of the TRNG can be estimated using the common-mode 
current as the side-channel information based on the previous 
experimental result. 

In this experiment, assuming that the frequency that locks 
the RO is unknown, sinusoidal waves in the range of 10 to 100 
MHz were induced in the power cable attached to the TRNG. 
At this time, we observed the common-mode current from the 
current probe and obtained the waveform in the frequency 
domain. We estimated that the randomness of the TRNG 
would be degraded when the obtained waveform in the 
frequency domain was similar to the waveform shown in Fig. 
8(b). We also observed the bit stream generated by the TRNG 
to evaluate the actual degradation of the randomness. 

Figure 9 illustrates the waveform of the common-mode 
current in the frequency domain, the estimated randomness 
result, and the bit stream generated by TRNG. This bit stream 
is displayed as a two-dimensional black and white image 
corresponding to ones and zeros, respectively, raster scanning 
left-to-right, then bottom-to-top. The DFT test in the National 
Institute of Standards and Technology (NIST) test suite [15] 
was used to evaluate the bit-stream randomness. The statistics 

Fig. 9. Randomness estimation using side-channel information 
 



were analyzed using 6.5 × 104 bits, and the level of 
significance was set to 0.1%. The randomness of the bit 
stream was rejected if a P-value is lower than 0.001. 

Figures 9(a) to (c) show the estimated randomness 
reduction results. Under these experimental conditions, 
periodicity was observed in the bit stream generated by the 
TRNG. Moreover, the DFT test rejected the randomness of the 
generated bit streams. These injection frequencies were 
included in the frequency ranges (i.e., 56–59 MHz, 77–79 
MHz, and 90–91 MHz) that can lock the ROs described in 
Section 3.B. Similar common-mode current characteristics and 
degradation of randomness were also observed in the other 
range (i.e., 97–98 MHz). 

In contrast, more peaks were observed in Fig. 9(d) than in 
Figs. 9(a) to (c); hence, the randomness was presumed to be 
moderate. The P-value calculated in the DFT test exceeded 
0.001 in this condition; thus, the randomness was not rejected. 

Finally, for the waveforms shown in Figs. 9(e) and (f), we 
estimated that the randomness was not degraded. The 
randomness was not rejected because the P-value was 
considerably higher than 0.001. These results confirmed that 
we can use the common-mode current to estimate the states in 
which the randomness is greatly degraded. In addition to the 
injection frequencies shown in Fig. 9, the common-mode 
currents shown in Fig. 8(b) were found at several injection 
frequencies; however, the ROs were locked in each case. 

In this experiment, we demonstrated that estimating the 
randomness of the TRNG was possible using the common-
mode current as side-channel information. Moreover, the 
randomness of the TRNG can be noninvasively reduced by 
injecting sinusoidal waves from a distance. 

IV. COUNTERMEASURES 
This section describes the possible countermeasures against 

the proposed attack. 
In the attack on the RO-based TRNG conducted in Section 

3, the attack degraded the randomness of the TRNG because it 
introduced the sinusoidal EM waves at specific frequencies. 
Unlike a fault injection attack on a cryptographic module, one 
countermeasure could be to suppress the specific frequencies 
capable of locking the ROs because this frequency injection 
attack is effective only at specific frequencies. 

For example, it is conceivable that the disturbance 
frequency that degrades the randomness could be kept out of 
the IC by dynamically controlling the impedance between it 
and the board on which the TRNG is mounted [16]. In 
addition to these countermeasures, a combination of 
conventional EMC countermeasures, such as ferrite cores, 
may be able to prevent interference from the multiple 
frequencies that could be used for the attacks. 

V. CONCLUSION 
This study presented a noninvasive frequency injection 

attack for degrading the randomness of an RO-based TRNG 
from a distance using IEMI-based EM wave injection and 
estimating the randomness from the common-mode current. 

In this experiment, the disturbance waves injection and the 
measurements of the common-mode current, including 

information, was done approximately 40 and 35 cm away 
from the circuit. In contrast, information can be acquired by 
measuring the emission from equipment at several meters to 
several tens of meters from the previous research [17–19]. 
Therefore, leakage information can be acquired at a distance 
even in device-implemented TRNGs. Moreover, injecting EM 
waves from a distance is possible based on the results of 
conventional studies [20–21]. 

We extracted only the RO-based TRNG and evaluated it to 
demonstrate the possibility of a remote noninvasive frequency 
injection attack. However, in an actual device, an RO-based 
TRNG is mounted in the device as part of the system. A 
frequency injection attack can be performed from the vicinity 
of the RO-based TRNG mounted on the smart card [1]. In 
addition, fault injection using IEMI [5] and electromagnetic 
analysis using information leakage conducted to external 
wiring [13] against a cryptographic core mounted on the 
FPGA has already been presented. Therefore, based on the 
results obtained earlier, we consider that this method will be 
effective against an RO-based TRNG, which is part of the 
system. We also will investigate faster and more accurate 
estimation methods to estimate the TRNG randomness. 
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