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Abstract Since the introduction of the concept of grouping proofs bglg, which
permit RFID tags to generate evidence that they have beemadaimultaneously,
various new schemes have been proposed. Their common fyrapehe use of
symmetric-key primitives. However, it has been shown thahschemes often entail
scalability, security and/or privacy problems. In thiScde, we extend the notion of
public-key RFID authentication protocols, and proposeigapy-preserving multi-
party grouping-proof protocol which relies exclusively thre use of Elliptic Curve
Cryptography (ECC). It allows to generate a proof which isfiable by a trusted ver-
ifier in an offline setting, even when readers or tags are piatgnhuntrusted, and it
is privacy-preserving in the setting of a narrow-strongekter. We also demonstrate
that our RFID grouping-proof protocol can easily be extehibeuse cases with more
than two tags, without any additional cost for an RFID tag.lllstrate the imple-
mentation feasibility of our proposed solutions, we présenovel ECC hardware
architecture designed for RFID.
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1 Introduction

Radio Frequency Identification systems are rapidly expanttieir applications to
many areas: inventory systems, supply chains, accessotorghicle tracking, toll
payments, e-ticketing, pharmaceutiet¢ The advantage of RFID over bar-code
technology is that it does not require direct line-of-sigiding and that tags can
be interrogated at greater distances. The technology aloles the automation of
some control processes, which results in a significant gaierms of time and cost.

However, due to wide spread of tags and its cheap implemensathese appli-
cations risk the security and privacy of a tag carrier. Thedrfer privacy-preserving
RFID protocaols is evident even in these extremely resoassetnvironments. In par-
ticular, RFID tags have severe limitations with respecteaapower and energy.
Nevertheless, it is generally assumed that these deviecalde to perform basic
cryptographic operations. Even more, nowadays even plblicprotocols found
their way in RFID applications [10,17,15].

In most RFID systems, there is a clear demand for identi6ioatf the tag and/or
the reader. Recently, Juels [11] extended this notion amsiened the concept of
grouping proofs (also denoted by yoking proofs), whichvaldwo or more tags to
provide evidence that they were scanned simultaneouslyrésder within its broad-
cast range. There are various practical scenarios where ithan explicit need for
such protocols [6,11,24]. For example, there could be d tegairement that certain
medication should be distributed together with a brochesedbing its side-effects.
A technical solution to this problem is to attach RFID tagbath the medication and
the brochures, and create grouping proofs when they arsnedasimultaneously.
The pharmacist then stores these grouping proofs as ewdémtransmit them to
the government for verification. Another practical scem#siaircraft security, when
a certain piece of a plane can only leave a factory accomgéyia security cap. By
using grouping proofs, one can also couple a physical parsonis passport to his
boarding pass, or — in the military context — only enablingap@nry or equipment
when an appropriate group of entities is present. Otherasesdnclude governmen-
tal administration, to check that a specific form is encloggtth its corresponding
stamp, or scenarios when one wants to generate eviden@dhaup of people were
present at a particular location.

Various grouping proofs have been proposed in the litegatumlike these schemes,
our solutions are based on public-key cryptography andritiqodar on Elliptic Curve
Cryptography (ECC) [14,20]. This feature makes the prdwtightweight enough
to be considered suitable even for passive tags, as will b@rshater in the article.

An abridged, short version of this paper has been publigh§?].i Our contribu-
tions can be summarized as follows:

— We extend the ID-transfer protocol of Lext al. [15] to a secure ECC-based
privacy-preserving two-party grouping-proof protocol.

— We prove the concept is easily extendable to the case witle than two tags,
without any additional cost for the tags.

— We show how the complexity can be reduced in scenarios wheredlluding
tags attack is not relevant.
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— We describe a novel architecture that is optimized on perémce, showing that
our solutions are suitable for RFID technology.

The remainder of this article is organized as follows. IntS2ave list previous
related work in the area of grouping proofs and show thahak¢ schemes are based
on symmetric-key primitives. In contrast, our solutionieelexclusively on the use
of ECC and extends the notion of public-key-based RFID auib&tion protocols,
which are briefly discussed in Sect. 3. Next, in Sect. 4 we ritBs©ur assump-
tions and adversarial model. Our ECC-based multi-partyipirg-proof protocols
are given in Sect. 5 and Sect. 6. A novel architecture for a@ Bfdcessor suitable
for RFID is outlined in Sect. 7. We also give performance féguior the new proto-
cols proving that our solutions are feasible for passivelRiags. We conclude our
work in Sect. 8.

2 Related work

The idea of grouping proofs originates from Juels [11]. Ttativation comes from
any application that requires the combined presence of twanpre entities). His
proposal for this type of identification protocol, so-cdlligking proof, relies on in-
terleaving MACs of two tags using a reading device as a coniwation medium. The
grouping proof generated in Juels’ yoking-proof protoéslyerifiable by a trusted
party, even when readers are potentially untrusted.

Saito and Sakurai [26] were the first to point out weaknegsteei work of Juels.
They showed that the minimalist version of Juels is subjeateplay attacks and
they proposed a new solution using time stamps. They alsergkred the concept
for a group of tags and introduced the corresponding graupinofs. However, Pi-
ramuthu [25] demonstrated that this new proof is also valbker to replay attacks
and he proposed a modification. His ideas include addinghensandom variable
sent from the verifier to the tags (through the reader) andatlsemption that no
proof should be generated without including the secretesliobtained by a one-
way function) from all the tags. Bolotnyy and Robins [3] pospd a new solution for
the grouping proofs and addressed the requirements orcprivhe new protocol is
called anonymous yoking and each tag is supposed to compated hash function
and a MAC. The main drawback of the scheme is the computdtemmaplexity on
the side of the verifier bein@(n?). Peris-Lopezt al.[23] proposed an improvement,
so-called clumping proofs, that are privacy-preserving the verification take®(n)
steps. Burmestaat al. present a security model based on the Universal Compagabili
framework for this so-called group-scanning problem [GjeTequirements consid-
ered include privacy and forward security. As a result thyeriping proofs are pro-
posed that require only pseudo-random functions. Stafttorg the first one without
anonymity each protocol adds a new property to the previogsice. anonymity
and forward secrecy. Lieet al.[19] proposed an order-independent protocol, which
should improve the efficiency and reduce the failure ratég. reason for improved
efficiency is the fact that there is no requirement on preddfieading order. Finally,
Leng et al. [18] proposed a variant of the grouping protobat ts actively choosing
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the tag to be verified. Their solution is rather similar to¢bacept of an RFID search
protocol.

The common property for all the schemes proposed so far issthef symmetric-
key primitives:e.g, hash functions, MACs, pseudo-random functietesSuch schemes
are however often not scalable, and entail several sec(gity, cloning attacks)
and/or privacy problemse(g, it is proven that one needs public-key cryptography
to achieve a certain level of privacy protection [30]). Imtast to this, we propose
to rely exclusively on the use of public-key cryptographyrilin particular, we show
how to extend the ECC-based ID-transfer protocol proposeldele et al. [15] to a
privacy-preserving multi-party grouping-proof protocol

3 Public-key-based RFID authentication protocols

Most attempts to design RFID authentication protocols oelyhe use of symmetric-
key cryptography. Of the many notable designs, we mentioe theeHB™ protocol
of Juels and Weis [12], which was one of the first solutionppsed in the litera-
ture. The main reason why most RFID authentication protoase symmetric-key
primitives, lies in the common perception of public-keymtiggraphy being too slow,
power-hungry and too complicated for such low-cost envirents.

However, recent works proved this concept to be wrong, asfample the small-
est published ECC implementations [17,10] consume less then the candidate
cryptographic hash algorithms proposed in the SHA-3 coitipet[29]). This has
led to the introduction of public-key based RFID autheritgraprotocols. This ap-
proach solves the scalability issues that often burden sstnierkey solutions, pre-
vents cloning attacks and offers advanced privacy pratecti

Leeet al.[16] proposed the EC-RAC (Elliptic Curve Based Randomizedédss
Control) protocol, based on the conventional public-kegdohauthentication proto-
col of Schnorr [27]. However, in [5, 8], it is shown that EC-RAs vulnerable to track-
ing attacks and replay attacks, and in addition [5], the oamded Schnorr protocol
has been proposed. Later, the EC-RAC protocol has beenajhadevised to counter
the the known attacks. This resulted in the ID-transfergaol [15], which is resis-
tant against active impersonation attacks, and is nartmmg privacy-preserving.
This protocol will be the basic building block in the consttion of our grouping
proofs.

3.1 Notation

Let us first introduce the notation used in this work. We deRas the base point on
a Elliptic Curve, andy andY (= yP) are the trusted verifier's private-key and public-
key pair, whereg/P denotes the point derived by the point multiplication ofieraon
the Elliptic Curve group. We use the notati®{T ) to denote thex-coordinate of the
pointT on the elliptic curve, ands to denote the non-linear mappirg sP), with P
the base point of the elliptic curve. The valieeandS (= sP) are tag’s private-key
and public-key. One should note, although the name sugtiesté can be publicly
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known, that a tag should not reveal its public-key duringetkecution of the protocol,
as this would cause tracking attacks.

3.2 ID-transfer protocol

The ID-transfer protocol [15] is shown in Fig. 1. A tag firsingeates a random num-
berr¢, and computes and transmits the corresponding me3sdgé¢he reader. After
receiving a challenge; from the reader, a tag first checks that it is not equal to zero
or the order of the poinP and then computes the resporisausing its private-key

s1, the random numbest, and the non-linear mapping of the challenges. The EC
point multiplication in this operation acts as a one-wayction. The responsé is
sent to the reader. Then, the reader derives the tag’s gkdi€; (= s1P) and checks

if it is registered in the database. Note that only the re&leapable of performing
this verification, as this operation requires knowledgehefprivate-keyy.

Fig. 1 ID-transfer protocol of Leet al.[15].
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4 Assumptions and adversarial model

The aim of constructing a grouping proof is to enable a setrtdbRags to generate a
proof that they have been scanned simultaneously by a rgddirice. In this setting,
there are three distinct parties involved: the set of tdgsréader, and a trusted ver-
ifier. The former two will engage in a protocol run which restih the construction
of the grouping proof. This proof is then verifiable by thestad verifier in an offline
setting. The verifier hence, does not need to be involvedtlirduring the execution
of the protocol.

Due to the “simultaneously scanned” requirement, the natictime is very im-
portant, as already pointed out by Juels [11]. The corrastoé this claim relies on
a timeout assumption. We assume that the reader measurnesititetrip-time,i.e.
the time between sending a message to a tag and receivinggpense, during the
execution of the protocol. If this round-trip-time exceedparticular threshold, the
reader aborts and the protocol fails. Using a very tightshoéd limits the power of
an adversary, but also increases the false rejection Beisides the reader, also the
RFID tags are assumed to have a timeout mechanism. Howhigtjrheout does
not need to be very precise and/or smally( it can be in the order of seconds or
even larger). Due to this timeout assumption, the protodbkiways terminate. The
accuracy of the grouping proofs with respect to timing, aejseon the precision of
the timeouts.

We assume that the verifier is trusted by all devices in theesysFurthermore,
we assume that the public-k&yof the verifier is a system parameter, known by all
the devices that are involved in the construction of a gnogipiroof. Only the verifier
knows the corresponding private-kgyKnowledge ofy is a necessary requirement to
check the correctness of a grouping proof. The result of éicetion claim is failure
(if the grouping proof was not correct), or it gives the idées of the tags that were
scanned simultaneously. In this case the verifier storegrtheing proof and adds a
timestamp to it. This enables temporal ordering of the girggproofs.

The task of the reader is to coordinate the execution of thepol with the set of
tags (.e., query the tags), collect the grouping proof and forward the verifier. The
reader does not have to check the correctness of the respanskis not necessarily
trusted by the tags and/or the verifier.

Besides operational and computational requirements, $mthrity and privacy
are important when employing the concept of grouping praofsn RFID setting.
From a security point of view, the grouping proofs must befiaile even if the
RFID tags were scanned by an adversarial reader or if thewags compromised
by the adversary. Without loss of generality, let us now assthat there are only
two tags that are scanned simultaneously. To avoid an a@lyeirapersonating tags
that were not present during the execution of the protocdlarconstructing fake
grouping proofs (i.e. that not reflect the correct situgtiame needs to prevent the
following five potential attack scenarios:

Compromised tag: One of the tags involved in the protocol, is compromised lay th
adversary. The reader is assumed to be non-compromised.

Man-in-the-middle attack: In this attack scenario, both tags are assumed to be non-
compromised, but the reader is compromised by the adversary
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Colluding reader and tag: Both the reader and one of the tags are compromised by
the adversary, the other tag is assumed to be non-comprdmise

Colluding tags: In this attack scenario, both tags are compromised by theradry.
They can exchange some messages in advange\ia another reader), but do
not know each other’s private keg.(, it cannot be extracted from the tag). The
reader is assumed to be non-compromised.

Replay attack performed by eavesdropper:In this attack scenario, an eavesdrop-
ping outsider scans two non-compromised tags simultamedtsa later time, it
replays the copied message-flow in the presence of a nonroomiged reader to
impersonate the two tags, with none of these tags beinglpcprasent.

tagA | tagB | Reader| Eavesdroppe
Compromised tag X
Man-in-the-middle X
Colluding reader and tag X X
Colluding tags X X
Replay attack by eavesdropper X

Table 1 Five attack scenarios

The attack scenarios are summarized in table 1. For eacke afcénarios, aX
denotes that the corresponding entity is compromised inghgicular attack sce-
nario. Note that we do not consider the scenario where bgthdad the reader are
compromised by the adversary, as this would allow comprediiags to construct a
valid grouping proof, even if they were not scanned simdtarsly. We also do not
consider the attack where a compromised reader scans twoamopromised tags,
and forwards the grouping proof at a later time to the verf{fierto have an incorrect
timestamp being added to the grouping proof). To avoid this,verifier needs to
actively participate in the protocol, or one needs to inooage the exact time in the
protocol in a verifiable way (e.g., use a challenge that depem the time, in such
a way that the verifier can check this). Note that if only nempromised readers
can communicate directly to the verifier, this attack is enatically prevented. Also
note that we only consider protocols on the logical leveh®eet al.[7] have shown
that one can also identify RFID tags based on their phys$égadr fingerprints. This
is however outside the scope of this article.

In the design of our protocol, we also want to achiewgraceability in which
the (in)equality of two tags must be impossible to determ®ay the trusted verifier
should be able to check which particular tags were scannadltsineously. To evalu-
ate the privacy of RFID systems, several theoretical mdule been proposed in the
literature [1,13, 22, 30]. We particularly focus on two caeristics of attackers from
the theoretical framework of Vaudenay [3®}ide (or narrow) attackers andtrong
(or weak attackers. If an attacker has access to the result of thiicetion of the
grouping proof (accept or reject) in the verifier, he iside attacker. Otherwise he is
anarrowattacker. If an attacker is able to extract a tag’s secreteusk it to construct
a grouping proof, he is strongattacker. Otherwise he isveeakattacker. Vaudenay
demonstrated that one needs to to employ public-key cryapbty to achieve strong
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privacy requirements [30]. Because of this observationwierely on public-key
cryptography to construct a narrow-strong privacy-pnasgrgrouping-proof proto-
col. For efficiency reasons, we will particularly use ECC.

Note that the grouping proofs that are proposed in thislariio not prove that the
tags are located in physical proximity to one another. Areaslry can use multiple
readers, and forward messages between these devicespttasieously scan tags at
remote locations. Besides the large effort and cost, tleeedif this attack is limited
due to the timeout mechanism. It can be completely prevemesmploying RFID
distance bounding protocols.@, [4,9]). This is however outside the scope of this
article.

5 ECC-based grouping-proof protocol with colluding tag prevention

Starting from the ID-transfer protocol, which we brieflynoduced in Sect. 3.2, we
can construct a privacy-preserving ECC-based groupingfgsrotocol which pre-

vents all the five attack scenarios discussed in Sect. 4. Hieidea is to intermingle
runs of the ID-transfer protocol with multiple tags into agle grouping-proof pro-

tocol, which we will denote as th@TP protocol (“colluding tag prevention”).

5.1 Protocol description

The two-party CTP protocol, which allows a pair of RFID taderfoted by tag and

B) to prove that they have been scanned simultaneously, wrshoFig. 2. During
the entire execution of the protocol, the tags and/or thdereabort when a timeout
occurs, or when they receive the EC point at infinity. The geot works as follows.
The reader first sends the messatpart left” and“start right” to indicate the role
of the tags in the protocol. Next, ta#ggenerates a random numbygrand the corre-
sponding EC poinT, 1. This message is then forwarded to &gJpon receptionB
will first generate a random numbgy and compute the corresponding message
Next, it also computes the resporikg using its private-key,, the random number
I'n, thex-coordinate of the challendk 1, and a random challengggenerated by the
reader. Bothl, 1 and T, are then transmitted to the reader. In the next stage of the
protocol, the reader forwards, » to tagA. This tag will then compute the response
Taz2 using its private-ke,, the random numbet, and thex-coordinate of the chal-
lengeTy 2. The result is forwarded to the reader. The grouping pramfected by the
reader, consists of the following tuple:

(Ta,la Ta,27 fs, Tb,la Tb,2)

To verify the grouping proof constructed by tAgandB, the verifier first checks
that the proof was not used before (to detect replay attaankd)then performs the
following computations:

P = (Y a2~ Ta1)x(Th2) *
P = (Y To2— Toa)X(rsTaz) 2
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Fig. 2 Two-party grouping-proof protocol with colluding tag pestion (CTP).

Sa, Y %, Y
TagA Reader TagB
“start left”
A €ERZ
Ta.]_ =raP
Ta,l

“start right”, Ta1, r's

h ERZ
Tb.]_ = er
To2 = (b +X(rsTa1)s)Y

Tho2 Th1, Th2

Ta2 = (fa+X(Th2)%a)Y

Ta2

If the public keys ofA andB (S, andS, respectively) are registered in the database of
the verifier, the grouping proof is accepted and a timestanaplded.

5.2 Extension ta > 2 parties

The two-party CTP grouping-proof protocol shown in Fig. 2 te easily extended
to multiple tagsit > 2). The output of each tag is then used as input for the “next” t
in the chain, as shown in Fig. 3. This procedure is repeatébalitags are scanned.
The last tag in the chain (denoted by #&gsendsT;, to tagA, which then computes
its responsd, 2. The grouping proof consists of the following tuple:

(Ta,l7Ta,27 rSa s 7-ri.la-ri,27 s 7TZ.17TZ,2)
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T(l2 /—\
OnOmmOmn
(11 Tb2

Fig. 3 Chain of grouping proofs.

To check the correctness of the grouping proof, the verifegfgopms similar opera-
tions as with the two-party CTP grouping-proof protocol.

As an example, let us illustrate this with a three-party ging proof (constructed
by tagsA, B andC). In this case, the respon3g, is sent to tagc. Upon receptionC
will generate a random numbgyand perform the following two computations:

Tea =1rcP
Te2 = (re+X(To2)s)Y
The outputT 1 and T is sent to the reader, which forwards it to tagThe latter

can then compute the resporike = (ra+X(Tc2)Sa)Y. To check the correctness of
the grouping proof, the verifier needs to perform the follagwcomputations:

= (yilTa,Z —Ta1) (X(Tc.,z))71
P=(y T2~ Toa)X(rsTa1)*
P=(y 'Te2—Te1) X(Th2)) *

5.3 Analysis
5.3.1 Impersonation resistance

The two-party CTP grouping-proof protocol is constructgdemtangling two in-
stances of the ID-transfer protocol [15]. Due to this cangion, the CTP grouping-
proof protocol inherits the security properties of the Hrisfer protocol. The latter is
designed to provide secure entity authentication in thiingedf an active adversary,
and can be shown to be equivalent to the Schnorr protocolrfjJdrding imperson-
ation resistance. One can demonstrate that to impersotegdraeither of our attack
scenarios, the adversary needs to know the private-keyadfpdrticular tag (or be
able to solve the Decisional Diffie-Hellman (DDH) problen8[R

5.3.2 “Grouping” security

In the context of grouping proofs, it is not sufficient to havgersonation resistance.
Itis also important to have assurance that all tags tookipére CTP grouping-proof
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protocol at some point in timeThis is realized by the interconnection of the ID-
transfer protocol instances. All participating tags us&@rpoint that was generated
by another participating tag in their execution of the |BrAsfer protocol. Each of
the responses computed by the tags hence depend on the afugpother tag in the
chain. This entanglement proofs that all tags participatede protocol.

The use of a timeout mechanism assures that all tags weraestsimultane-
ously as the reader or a tag aborts the protocol if a timeout woetdo

Finally, the values is randomly generated by the reader for each protocol run it
initiates. The responsk, » will depend on this value, and cannot be computed in ad-
vance. Due to the interconnection of the ID-transfer prototstances, the responses
of the other participating tags will depend on the respdpseand consequently also
on the random values. This makes it impossible for a set of tags to run the protocol
“offline” (i.e., without the presence of the reader), reéogdall the generated values,
and at at later time using the generated values to misleateter into believing
that they are being scanned while in reality only one of themresent. Similarly,
this also prevents an eavesdropping outsider to scan a sehetompromised tags,
and replay the flows at a later time to an authorized readdewlbin of the scanned
tags is present. As already discussed in this article, weada@onsider the attack
where a reader forwards the grouping proof to the verifieh aitarge delay.

There is however one particular attack scenario where timesdanisms are not
sufficient. When closely observing fig. 2, one notices thatAdgpth starts and ends
the protocol. Because of this, tAgand the reader can collude to generate a valid proof
with any set of victim tags. In order to do this, tAgnd the reader ignore the timeout
mechanism during the run of the protocol. The attack startsupA generatingla 1
and giving this value to the reader. Next, at a later time,pite¢ocol is carried out
with all the victim tags, but without tag being present. Finally, again at some time
later, the reader finishes the protocol with #agTo prevent this attack, one has to
extend the protocol by performing a second round of the pudtm reverse order
using the final output of taé (T, 2) as initial input for first tag in the reverse loop.
Since this extension increases the computational conplexé will not discuss it
further in the rest of this article. Note that this securitgidem does not occur when
tagB (or any of the other tags) and the reader collude.

5.3.3 Privacy analysis

The same argumentation as above can be used to demonstraté/tty properties
of the CTP grouping-proof protocol. It was a specific desigatdire of our proto-
cols that only the trusted verifier can check the correctoésise grouping proofs,
and hence obtain any information on the tags that have beemed simultaneously.
Since the ID-transfer protocol offers privacy protectiggaimst a narrow-strong ad-
versary, untraceability can even be guaranteed if the etgédls of the ID-transfer
protocol are controlled by the adversary. The responsegpuetad by the tags do
not leak any information about the tags’ identities to arniydtiparty that does not
know the private key. As a direct consequence, one can demonstrate that our CTP
grouping-proof protocol inherits the privacy propertidsioe ID-transfer protocol,
and is hence also narrow-strong privacy-preserving.
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5.3.4 Cost analysis

The protocol uses the following operations: modular miittgsion, addition, and
point multiplication on an elliptic curve, of which the lattis the most complex
operation and its use hence needs to be minimized.

In our protocol, each taghas to perform two EC point multiplications to create
the outpufT; 1 andT; ». The workload of a tag is independent of the number of tags
involved in the protocol. Another interesting observatisthat ann-party grouping
proof exactly contains2 EC points. The bitlength of the grouping proof is thus
linearly dependent on the number of tagsNote however that there is a practical
upper limit on the number of tagsthat can be scanned simultaneoushyn 1§ very
large, a timeout could occur in tagbefore the protocol has terminated. This should
be taken into account when deploying the grouping-proofomal.

6 Grouping-proof protocol without CTP

It is interesting to note that one can reduce the complexitthe CTP grouping-
proof protocol in scenarios where the last two attack séesaescribed in Sect. 4
(colluding tags and replay attacks where an eavesdropgmrsonates tags which it
has scanned before) are not relevant. In this case, one deddmcheck that the tags
are “online” during the run of the protocol and there is henodonger a need for a
fresh random values. Instead of the reader generating the random challeggme
can replace it by the value 1. Note that since this value iglfiteshould no longer be
sent to tagB. By performing this modification, the efficiency can be iraged. The
resulting protocol still prevents the first three attacknsges described in Sect. 4,
and all other security and privacy properties are simildhése of the CTP grouping-
proof protocol.

6.1 Protocol description

The reduced two-party grouping-proof protocol without GERBhown in Fig. 4. It
works similar to the CTP grouping-proof protocol descrilie&ect. 5.1. The result
of the protocol is a grouping proof that consists of the fwiloy tuple:

(Ta1, Ta2, To,1, Th2)

To verify the grouping proof constructed by tAgndB, the verifier first checks if the
proof was not already sent before (this would indicate thaipday attack has taken
place). Next, it performs the following computations:

SaP = (Y 1Taz2— Ta1) (X(Tp2)) *
$P = (Y Moo~ o) (X(Taz)) ™+

If the public keys ofA andB (S, andS, respectively) are registered in the database of
the verifier, the grouping proof is accepted and a timestanaplded.

The two-party grouping-proof protocol without CTP can bsilyaextended to
multiple tags ( > 2) by using the same principle as described in Sect. 5.2.
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Fig. 4 Two-party grouping-proof protocol without CTP.

Sa, Y S, Y
TagA Reader TagB
“start left”
A €ERZ
Ta.]_ = raP
Taa “start right”, Ta 1
h ERZ
Tb,l = er
To2 = (b +X(Ta1)S0)Y
To2 To1, To2
Ta2 = (fa+X(Th2)%a)Y
Ta32
| | |

6.2 Analysis
6.2.1 Impersonation resistance

As discussed in Sect. 5.3, the CTP grouping-proof protacdésigned to provide se-
cure entity authentication in the setting of an active ast¥gr, and is equivalent to the
Schnorr protocol [27] regarding impersonation resistafitese security properties
are independent of the choice of the vatyeBy selecting the value 1, the CTP pro-
tocol can be transformed to the reduced grouping-proofopadtwithout CTP, and
consequently the latter hence also offers impersonatgistesce.

6.2.2 “Grouping” security

It is rather trivial to see that the protocol shown in Fig. £dmot offer resistance
to colluding tags, or to an eavesdropper that impersonases af tags which it has
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scanned before. By fixing the valugto 1, all input needed to compute the tags’s re-
sponses depends on the tags’ data andom numbers, private keys, and challenges
generated by other tags), and not on any input from the reliiehence impossible

to determine if the grouping proof collected by a non-compised reader is fresh
data, or is replayed from an earlier protocol flow.

The grouping-proof protocol without CTP still provides igtance to compro-
mised tags, compromised readers, or a colluding tag ancerebdeach of these
attack scenarios, it is impossible to impersonate a norpcomised tag, since its
private key is needed to compute the response. The impdizomasistance com-
bined with the timeout mechanism hence guarantees the ggrgusecurity.

6.2.3 Privacy analysis

The privacy properties of the CTP protocol are independgtieochoice of the value
rs. The grouping-proof protocol without CTP is hence also marstrong privacy-
preserving.

6.2.4 Cost analysis

By fixing the valuers to 1, tagB does not need to compute the EC point multiplication
rsTa1. The number of EC point multiplications is reduced to 2 (canggl to 3 in the
case of the CTP grouping-proof protocol. All other obsdorat regarding the cost
of the protocol remain valid.

7 Implementation

In order to show the feasibility of the proposed protocolsR&ID tags, we analyze
a hardware implementation of our solutions. The EC proceasopresent in this

article has a novel architecture that features the most aobgnd at the same time
the fastest solution when compared to previous work.

7.1 Overall architecture

The overall architecture is shown in Fig. 5. The process@ormmposed of a micro
controller, a bus manager and an EC processor (ECP). It isected with a front-
end module, a random number generater (RNG), ROM and RAM @srsin the
overall architecture (Fig. 5). The solid arrows are for datehange, the dash arrows
are for addressing, and control signals are omitted in titisie. The ROM stores
program codes and data. The program is executed by the noatooder and the
data may include a tag’s private key, the server’s publicdesy system parameters.
The program is basically a grouping proof for a tag or an atbation protocol. The
micro controller is able to perform general modular arittimeperations (additions
and multiplications) in a byte-serial fashion. It also gi®mmands for the execution
of the ECP via the bus manager. The ECP loads a Jaled an EC poinP from
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Fig. 5 RFID Processor Architecture.

ROM or RAM and executes the EC scalar multiplicatidh After finishing the scalar
multiplication, it stores the results in RAM.

7.2 New design characteristics

The new ECP architecture is similar to the one presented7ih Further optimiza-
tions are performed in the register file and the Modular ALUAM). The EC pro-
cessor presented in [17] uses a MALU which performs moduddition and mul-
tiplications, and it reuses the logic of modular multiptioas for modular squaring
operations. On the other hand, the new MALU we designed dedwa specialized
squarer logic. Since the modular squaring can be complatede cycle on a dedi-
cated squarer, the performance can be substantially sexesith an overhead of the
square logic. Moreover, in the new architecture the sizegister file is reduced to
5 x 163 bits from 6x 163 bits as we are using ECC ov@F (216%). This reduction is
possible since the specialized squarer requires only oamepg as input. As a result,
the overall circuit area can be reduced even further aftduding the squarer in the
MALU while achieving a much higher performance.

Here we give more details on the new MALU architecture antiaiate on dif-
ferences with previous works. In this work, instead of dei&ig and combining a
squarer with the MALU in a straightforward way, we merge tl@arer with the
original MALU to minimize the hardware cost.

The squaring formula over the extended binary fiel&&1(215%), where the used
irreducible polynomial is (x) = x163+ x” +x8 +x3+ 1, can be derived as follows:

162\ 2
AZ = %aixl =Ti+T+Ts 1)
i=
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Addition & Multiplication Squaring

Bi C Tz T3

| 168 1637L 89
A A<T T = .
ool Liss )Lwes \1—/

Fig. 6 MALU before integration. Fig. 7 MALU after integration.

where
gL 80 ”
Ti= 3 ax '+ 2 %o ,
i= i=
77 . .
T, = Zjai+82(x2'+8+x2'+7) +a16008 +X* + X3 +x+ 1) + ay61(0C +x°),
=

79 _
T3 = Zjawszxz' i

i=

+a160¢€ + a161(X0+ X8 438 +33) + aga(xH2 + X104 x° 4 ).

Note thatT; andT, are whole 163-bit words ant} has 89 terms, and that, T, and
Tz can be derived by only wiring, without any logic operatiors we perform the
operation ag\? = (T2 + T3) + Ty, the first addition requires an 89-bit XOR array and
the second addition requires a 163-bit XOR array.

Based on the derived equation, we can implement the squgiendementing
two XOR arrays as shown in Fig. 7. Actually, we integrate tvaddbXOR arrays
shown in Fig. 6. As a result of integrating the squarer, a liB%OR array and a
two-input 163-bit MUX are replaced with a three-input 168MUX. In Table 2,
the new MALU is compared with the previous versions in terihgaie area, whose
measurements are performed by synthesizing with a UMC atdndMOS library.
The cost for the merged squarer is 558 gates.

Table 2 Comparison of MALUSs of the digit size 1.

Operations| Gate Area(d = 1) Comment
+, X 913 Gates No squarer
+, x, "2 1,636 Gates With a squarer not sharing XOR array
+,%,72 1,471 Gates With a squarer sharing XOR array

Although in the proposed MALU, the word size and the irretleipolynomi-
als are fixed, this designing method can be applied to anyrarpiword size and
irreducible polynomial.
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The MALU operation can be described as the following Eq. (2).

A(X) = A?(x) modP(x) if cmd=2
A(X) = B(x) - C(x) modP(x) if cmd=1, 2
A(X) = A(X) +C(x) mod P(x) if cmd=0,
whereA(x) = Zax, B(x) = Zbix, C(x) = ZiX andP(x) = x163 4 x7 +x8 +x3 + 1.

|
P Reg A |<—>I> Reg B ‘—»I> Reg C ‘—:-P Reg D |—>I> Reg E ‘

<d
163 163
— — J
Bieg cell 0 ]
Bl
Bisi Il Multiplication
Bies-a+1 : -
. Multiplication
cmd~——H cell d-1 Squaring
2 | Addition
163

MALU
Fig. 8 MALU architecture with register file.

The architecture of MALU with the required registers is shawFig. 8. Here the
registers in the MALU are combined with the external regsste reduce the number
of registers. At the completion of each operation, onlystgiRegA is updated while
registers RegB and RegC hold the same data as at the begofithegoperations (we
make the shift ofl-bits of RegB a circular shift so the value goes back to thgioai
after finishing a multiplication). Therefore, RegB and RemD be used not only to
store field operands but also to store some intermediatevalu

7.3 Performance evaluation

The performance comparison is made with the work in [17] lier digit size of 4 in
the MALU for both architectures. This work achieves abo2detter performance
with a smaller circuit area, and the energy consumption istnamaller. In particu-
lar, the size of our ECP processor is estimated to 14,56Gkg#fe used a 0.18n
CMOS technology, and the gate area does not include RNG, R@MRAM which
are required to store or run programmed protocols. The geaifies a complete
EC processor with required registers. The required numbeyabes for scalar mul-
tiplication is 78544. Assuming an operating frequency 0dKI8z expected power
consumption is around 133uW per point multiplication, which is a promising fig-
ure for the targeted applications. Table 3 gives the perdmce results for the two
proposed protocols.
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Moreover, this work includes the coordinate conversiorffin@coordinates from
Z-coordinates while the work of [17] gives output in Z-comrates. This is very im-
portant as it was shown that representations with projeacdordinates imply some
weaknesses with respect to side-channel security [21].

Table 3 Performance results of our protocols.

Protocols #PMitagt | Cycles -I(-:Tr%e
Grouping proof without CTP (Fig. 4 2 157088 224
Grouping proof with CTP (Fig. 2) 3 235632 295

(* PM denotes the number of point multiplications.)

8 Conclusions

Various grouping-proof protocols have been proposed ititdrature to enable mul-
tiple tags to generate a proof that they were scanned (llirjiamultaneously. The
common property for all the schemes proposed so far is thefusgmmetric-key
primitives. However, this often results into scalabiligsiies, and several security
and/or privacy problems. In this article, we have shown thatiD-transfer protocol
of Leeet al. can be extended to an efficient multi-party privacy-preisgrgrouping-
proof protocol for RFID that is based solely on ECC. The ordynplex operations
required from the tags are the generation of a random nunmzbtveo EC point
multiplications. Next to this basic protocol we show how tdemd the protocol to
multiple (h > 2) tags and how to reduce the complexity in the scenario wags t
cannot collude or when an adversarial reader cannot impats@ set of tags it has
scanned before.

In addition, we presented a hardware architecture that ealize the proposed
grouping-proof protocols. The performance results shavfdasibility of the proto-
cols even for a passive tag and outperforms other EC-baséatpis proposed in the
literature.
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