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THE RIGHT TO BE FORGOTTEN ACROSS THE POND 
BY MEG LETA AMBROSE AND JEF AUSLOOS† 

 
 

Are you unclear about the European Commission’s 2012 draft Data Protection 
Regulation proposing a qualified “right to be forgotten?” That’s not surprising, say 
Meg Ambrose and Jef Ausloos. Their in-depth analysis finds a bifurcated social and 
legal history, divergent conceptions of the “right,” and alternative options for 
implementation. They contrast a right to “oblivion” (full deletion of certain public 
data) with a “right to erasure” (removal of personal data provided for automated 
processing) and find them conflated in the “right to be forgotten” in the EU’s 
proposed data regulation. The two should be separated, they argue, with support for 
the right to erasure while more study is needed on the less clear “right to oblivion.” 

 
 

INTRODUCTION 

The European Commission’s proposal for a new Data Protection Regulation, released in January 
2012,1 has caused quite a bit of criticism, support, and skepticism around the world. The so-called 
“right to be forgotten” has elicited impassioned responses, particularly from the American media.2 
Taking a closer look at this right uncovers a rich social and legal history, divergent conceptions of 
the right, and numerous possibilities for its scope and application. 

Two versions of the right to be forgotten result in muddled conceptions and rhetoric when not 
distinguished. The much older droit à l’oubli (right to oblivion) has historically been applied in 
exceptional cases involving an individual who has served a criminal sentence and wishes to no 
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1 European Commission, Proposal for a Regulation of the European Parliament and of the Council on the Protection of 
Individuals with Regard to the Processing of Personal Data and on the Free Movement of Such Data (General Data 
Protection Regulation), COM(2012) 11 final.  
2 See for example Adam Thierer, “Europe’s ‘Right to Be Forgotten’: Privacy as Internet Censorship,” The Technology 
Liberation Front, Jan. 23, 2012, accessed Feb. 13, 2013, http://techliberation.com/2012/01/23/europes-right-to-be-
forgotten-privacy-as-internet-censorship; Jerry Brito, “Your Right to Be Forgotten and My Right to Speak,” blog post, 
June 7, 2012, accessed Feb. 13, 2013, http://jerrybrito.org/post/24629517011/your-right-to-be-forgotten-and-my-right-
to-speak; Jeffrey Rosen, “The Right to Be Forgotten,” Stanford Law Review Online 64, Feb. 13, 2012, accessed Feb. 13, 
2013, http://www.stanfordlawreview.org/online/privacy-paradox/right-to-be-forgotten; Jane Yakowitz, “More Bad 
Ideas from the E.U.,” Forbes, Jan. 25, 2012, accessed Feb. 13, 2013, 
http://www.forbes.com/sites/kashmirhill/2012/01/25/more-bad-ideas-from-the-e-u. There was also criticism in the 
European media; see for example Joris van Hoboken, “9 Reasons Why a ‘Right to Be Forgotten’ Is Really Wrong,” blog 
post, Dec. 8, 2011, accessed Feb. 13, 2013, http://www.jorisvanhoboken.nl/?m=201112; Kelly Fiveash, “Reding’s 
‘Right to Be Forgotten’ Bill Polarises Euro Biz World,” The Register, Jan. 25, 2012, accessed Feb. 13, 2013, 
http://www.theregister.co.uk/2012/01/25/europe_data_protection_proposal/. 
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longer be associated with the criminal actions. The right of the individual to prevent others from 
communicating his association with his criminal past is balanced against the public’s right to access 
the information, which may or may not remain newsworthy. Oblivion finds its rationale in privacy as 
a human/fundamental right (related to human dignity, reputation, etc.). A second version of the 
right is one offering deletion or erasure of information that a data subject has disclosed passively. In 
such a context, in which data is collected and processed by third parties, a more accurate description 
would be a “right to erasure.” The exact scope and rationale behind the right to be forgotten as 
proposed in the European Data Protection Regulation framework is not entirely clear. Although 
some fear that the regulation will embrace both deletion and oblivion, at a minimum the regulation 
proposes granting more control to data subjects over personal data in the form of erasure. 

This article discusses the rich but different legal and cultural backgrounds that create a foundation 
for the right to be forgotten on both sides of the Atlantic. Efforts in both regions to address the 
potential harms derived from numerous collections of digital pasts are analyzed; specifically the 
proposed language in the European Union’s Data Protection Regulation and the United States’ 
proposed Do Not Track Kids legislation, as well as the international Fair Information Practices 
Principles. These developments have resulted in inappropriate conceptual convergence, particularly 
the combination of the “droit à l’oubli” and the “right to erasure” under the title of “right to be 
forgotten.” This article outlines possible applications of the right, based on the proposed E.U. 
language, to illustrate the very different circumstances that the right to be forgotten attempts to take 
on and supports an argument for conceptual separation. Finally this article focuses on the erasure 
aspect of the right and argues for its clear distinction from the concept of oblivion, as well as 
different regulatory treatment based on the difference in burdens proffered and interests affected by 
the two. 

 

REACTIONS TO DATA PERSISTENCE 

In an age when “You are what Google says you are,”3  expecting parents search prospective names 
to help their children retrieve top search results. Only a few rare parents hope their children can be 
“lost in a virtual crowd,” even in light of the pressure that comes with the accepted notion that 
“Life, it seems, begins not at birth but with online conception… and a child’s name is the link to 
that permanent record.” 4  In short, the search results for an individual’s name have significant 
ramifications. One’s digital history may impact the opportunities offered, the reputation one 
maintains, and the self one embodies. Former CEO (now Chairman) Eric Schmidt of Google 
quipped that “every young person… will be entitled automatically to change his or her name on 

                                                           
3 Megan Angelo, “You Are What Google Says You Are,” Wired, Feb. 11, 2009, accessed Feb. 13, 2013, 
http://www.wired.com/business/2009/02/you-are-what-go/. 
4 Allen Salkin, “What’s in a Name? Ask Google,” New York Times, Nov. 25, 2011, accessed Feb. 13, 2013, 
http://www.nytimes.com/2011/11/27/fashion/google-searches-help-parents-narrow-down-baby-names.html. 
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reaching adulthood in order to disown youthful hijinks stored on their friends’ social media sites.”5 
Jonathan Zittrain takes the idea more seriously and foresees a “whole-person” reputation rating 
system developing and promotes a system of “reputation bankruptcy.”6 In The Atlantic, John Hendel 
explained that “We live naked on the Internet… in a brave new world where our data lives 
forever.”7 

In 1990, Wolfgang Werle and Manfred Lauber brutally murdered actor Walter Sedlmayr, resulting in 
a conviction that is a matter of public record and, because of the actor’s fame, a Wikipedia entry. In 
Fall 2009, a cease and desist letter was sent to Wikipedia demanding the name of one of the guilty 
parties be removed from the page, citing German law that protects the name and likeness of a 
private person from unwanted publicity.8 In 2009 Nathalie Kosciusko-Morizet, the French Secretary 
of State and Prospective Development of the Digital Economy, launched a campaign to ensure a 
droit à l’oubli in the online environment as well.9 Codes of conduct were drafted, one for behavioral 
advertising and one for social networks and search engines, to be signed by industry leaders.10 

Backed by over 80% of its population, Spain has most recently pushed a controversial enhancement 
of the right to be forgotten.11 More than 90 citizens filed formal complaints with the Spanish Data 
Protection Agency, among them complaints about a domestic violence victim’s address and an old 
college arrest.12 After assessing the privacy concerns of each complainant and failing to persuade the 
source of the content to take action, the agency ordered Google to stop indexing the information. 
Google challenged five of the decisions in the Spanish National Court saying that editing the index 
“would have a profound chilling effect on free expression without protecting people’s privacy” and 
would violate the “objectivity” of the Internet. 13  The Court referred the question – whether 
individuals have the right to force a search engine to remove data related to them that has been 

                                                           
5 Holman W. Jenkins Jr., “Google and the Search for the Future,” Wall Street Journal, Aug. 14, 2010, accessed Feb. 13, 
2013, http://online.wsj.com/article/SB10001424052748704901104575423294099527212.html. 
6 Jonathan Zittrain, The Future of the Internet – And How to Stop It (Harrisonburg, Va.: R.R. Donnelley, 2008), 228-229. 
7 John Hendel, “In Europe, a Right to Be Forgotten Trumps the Memory of the Internet,” The Atlantic, Feb. 3, 2011, 
accessed Feb. 13, 2013, http://www.theatlantic.com/technology/archive/2011/02/in-europe-a-right-to-be-forgotten-
trumps-the-memory-of-the-internet/70643/. 
8 Cease and desist letter on behalf of Mr. Wolfgang Werle to the Wikimedia Foundation, Inc., Oct. 27, 2009, accessed 
Feb. 13, 2013, http://www.wired.com/images_blogs/threatlevel/2009/11/stopp.pdf. 
9 Hunton & Williams LLP, “French Government Secures ‘Right to Be Forgotten’ on the Internet,” Privacy and 
Information Security Law Blog, Oct. 21, 2010, accessed Feb. 13, 2013, 
http://www.huntonprivacyblog.com/2010/10/articles/french-government-secures-right-to-be-forgotten-on-the-
internet/. 
10 Ibid. 
11 Comments by Jose Luis Rodriguez, Director of the Spanish Data Protection Agency, at 33rd International Conference 
of Data Protection and Privacy Commissioners in Mexico City, Mexico, Nov. 2, 2011. 
12 Suzanne Daley, “On Its Own, Europe Backs Web Privacy Fights,” New York Times, Aug. 9, 2011, accessed Feb. 13, 
2013, http://www.nytimes.com/2011/08/10/world/europe/10spain.html. 
13 Elizabeth Flock, “Should We Have a Right to be Forgotten Online?” Washington Post, April 20, 2011, accessed Feb. 13, 
2013, http://www.washingtonpost.com/blogs/blogpost/post/should-we-have-a-right-to-be-forgotten-
online/2011/04/20/AF2iOPCE_blog.html. 
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stored by a third party and published on the Internet – to the Court of Justice of the European 
Union on March 2, 2012.14  

Privacy issues have a tendency to manifest themselves only when it is already too late. It is practically 
impossible to predict (all) consequences – negative or otherwise – of the use of personal data, 
especially in today’s information society.15 And even if one can foresee a few, they are very abstract, 
distant and uncertain. 16  They are abstract because privacy harms often concern societal and 
psychological issues and the like.17 They are distant because many of the consequences will only 
reveal themselves after a series of reactions. And they are uncertain because they might never occur, 
or at least not in a foreseeable way. So, although an individual may be aware of the fact that the use 
of her information could have negative consequences, this is not going to result in a dramatic change 
in her behavior. Confusing the circumstances further, personal data is often collected and used 
outside the individual’s control or even knowledge. Our search history,18 location data,19 browsing 
habits,20 reading behavior,21 and soon even our emotions22 can be harvested and/or used to a degree 

                                                           
14 “EU: Spain Consults CJEU on Extent of the Right to be Forgotten,” Data Guidance, Mar. 3, 2012, accessed Feb. 13, 
2013, http://www.dataguidance.com/news.asp?id=1745. At the time of writing, hearings have not yet been scheduled. 
15 A survey by Microsoft found that 75% of United States employment recruiters and human resources professionals are 
ordered to do online research about candidates, and 70% reported having rejected candidates because of information 
that was found online. Jeffrey Rosen, “The Web Means the End of Forgetting,” New York Times, July 21, 2010, accessed 
Feb. 13, 2013, http://www.nytimes.com/2010/07/25/magazine/25privacy-t2.html. 
16 One could make a parallel with smoking or eating unhealthy food. Even if a person is well aware of the (potential) 
consequences, these products are still widely consumed. 
17 An example of this phenomenon is known as the panopticon effect. See for example Oscar H. Gandy, The Panoptic 
Sort: A Political Economy of Personal Information (Boulder, Colo.: Westview, 1993). Others claim that comprehensive and 
permanent digital “remembering” can undermine human reasoning, by preventing people from generalizing and 
conceptualizing. See for example Viktor Mayer-Schonberger, Delete: The Virtue of Forgetting in the Digital Age (Princeton, 
N.J.: Princeton University Press, 2009), 118–119. Put very briefly, Mayer-Schönberger explains in his book that digital 
memory denies time and context. In turn, contextual integrity was proposed in Helen Nissenbaum, Privacy in Context: 
Technology, Policy, and the Integrity of Social Life (Stanford, Cal.: Stanford University Press, 2010). 
18 Daniel C. Howe and Helen Nissenbaum, “Trackmenot: Resisting Surveillance in Web Search,” in Lessons from the 
Identity Trail: Anonymity, Privacy and Identity in a Networked Society, ed. Ian Kerr, Valerie Steeves, and Carole Lucock (New 
York: Oxford University Press, 2009), 417-436. Beyond traditional web search tracking, Apple’s recently implemented 
mobile “personal assistant,” Siri, will be directly connected to the company’s servers. 
19 Patrick Beuth, “Vorratsdatenspeicherung Findet Bei Der Telekom Weiter Statt,” Die Zeit, Jan. 26, 2012, accessed Fab. 
13, 2013, http://www.zeit.de/digital/datenschutz/2012-01/malte-spitz-vorratsdatenspeicherung-lebt. 
20 This data is often tracked for behavioral advertising purposes, through the use of flash (or resurrecting) cookies or via 
deep packet inspection. Ralf Bendrath and Milton Mueller, “The End of the Net as We Know It? Deep Packet 
Inspection and Internet Governance,” white paper, Aug. 4, 2010, accessed Feb. 13, 2013, 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1653259; Christopher Williams, “ISP Data Deal with Former 
‘Spyware’ Boss Triggers Privacy Fears,” The Register, Feb. 25, 2008, accessed Feb. 13, 2013, 
http://www.theregister.co.uk/2008/02/25/phorm_isp_advertising/. Two companies (NebuAd in the U.S. and Phorm 
in the U.K.) have tried to implement this type of data tracking on a large, commercial scale but have failed so far. See 
also “Beware the Cookie Monster,” The Economist, Aug. 22, 2011, accessed Feb. 13, 2013, 
http://www.economist.com/blogs/babbage/2011/08/online-privacy. Tracking browsing behavior can have other 
purposes too. Literally all of your Internet browsing on Amazon’s new mobile browser Silk, which is used by the Kindle 
Fire device, will go through the company’s servers to allow a faster and smoother web experience. 
21 Tracking people’s reading behavior on e-readers, companies argue, is justified as to keep different devices 
synchronized. 
22 Microsoft has filed patents to monitor users’ emotions in order to better match advertisements and search results. 
Stephanie Findlay, “Microsoft Files Emotion Monitoring Patent, Will Match Ads with User’s Moods,” The Toronto Star, 
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we can barely imagine. Technology allows for unprecedented forms of data matching, 23  de-
anonymization,24 and data mining,25 all contributing to extensive “digital dossiers.”26 Additionally, 
the few efforts people can make to protect their privacy online are often ignored or easily 
circumvented.27 With all of this in mind, it may be increasingly unfair to put the onus of privacy 
protection wholly on the data subject. Major international privacy fiascos in the last few years have 
driven many to call for more control over their personal data, which the current “consent” regime 
fails to offer. 28  Combined with education and privacy-enhancing technologies, a “right to be 
forgotten” (subject to conditions, as discussed below) could arguably contribute to solving the issue 
without applying dramatic burdens to the data controller.   

In 2010, the European Commission, spearheaded by Viviane Reding, declared the right to be 
forgotten a pillar of the Data Protection Regulation (DP Regulation) the group was redrafting.29 But 

                                                                                                                                                                                           
June 11, 2012, accessed Feb. 13, 2013, http://www.thestar.com/business/article/1209483--microsoft-files-emotion-
monitoring-patent-will-match-ads-with-user-s-moods. 
23 Jonathan Mayer of the Stanford Center for Internet and Society has demonstrated that dating site OkCupid is sharing 
all kinds of (very) personal information with data providers such as BlueKai and Lotame. Jonathan Mayer, “Tracking the 
Trackers: Where Everybody Knows Your Username,” The Center for Internet and Society, Oct. 11, 2011, accessed Feb. 
13, 2013, http://cyberlaw.stanford.edu/node/6740. 
24 This technique has been clearly demonstrated by AOL and Netflix. In the former, researchers quickly retrieved the 
real identities behind the unique numbers AOL had attributed to the published search queries of over half a million of 
its users. The same thing happened with movie ratings attached to unique numbers that Netflix had posted. Paul Ohm, 
“Broken Promises of Privacy: Responding to the Surprising Failure of Anonymization,” UCLA Law Review 57 (2010): 
1717-1719. Netflix even had to settle a legal challenge related to this practice. Ryan Singel, “NetFlix Cancels 
Recommendation Contest after Privacy Lawsuit,” Wired, March 12, 2010, accessed Feb. 13, 2013, 
http://www.wired.com/threatlevel/2010/03/netflix-cancels-contest/. 
25 Jason Millar, “A Problem of Predictive Data Mining,” in Lessons from the Identity Trail: Anonymity, Privacy and Identity in a 
Networked Society, ed. Ian Kerr, Valerie Steeves, and Carole Lucock (New York: Oxford University Press, 2009), 103-119. 
26 The combination of a variety of relatively innocuous data bits might have far-reaching privacy implications, as U.S. 
Supreme Court Justice Scalia clearly experienced in 2009. Daniel J. Solove, “Justice Scalia’s Dossier: Interesting Issues 
about Privacy and Ethics,” Concurring Opinions, Apr. 29, 2009, accessed Feb. 13, 2013, 
http://www.concurringopinions.com/archives/2009/04/justice_scalias_2.html. See also Daniel J. Solove, Understanding 
Privacy (Cambridge, Mass.: Harvard University Press, 2010), 70. 
27 The controversy surrounding so-called “super-cookies” or “respawning cookies” offers a great example in this regard. 
Mika Ayenson, Dietrich James Wambach, Ashkan Soltani, Nathan Good, and Chris Jay Hoofnagle, “Flash Cookies and 
Privacy II: Now with HTML5 and ETag Respawning,” white paper, July 29, 2011, accessed Feb. 13, 2013, 
http://ssrn.com/abstract=1898390. The lack of companies’ interest in protecting their users’ privacy was demonstrated 
in a recent study pointing out that most of the top 185 U.S. websites are (un)intentionally leaking personal data to third 
parties, despite privacy policies claiming the opposite. See Mayer, n.8. 
28 Riva Richmond, “As ‘Like’ Buttons Spread, So Do Facebook’s Tentacles,” New York Times, Sept. 27, 2011, accessed 
Feb. 13, 2013, http://bits.blogs.nytimes.com/2011/09/27/as-like-buttons-spread-so-do-facebooks-tentacles/; Lisa 
Vaas, “Microsoft and Yahoo Are Selling Us to Politicians, Facebook and Google Are Keeping Out of It,” Naked 
Security, June 13, 2012, accessed Feb. 13, 2013, http://nakedsecurity.sophos.com/2012/06/13/microsoft-and-yahoo-
are-selling-us-to-politicians-facebook-and-google-are-keeping-out-of-it/; Cassandra Vinograd and Raphael Satter, 
“Google: Didn’t Delete Street View Data After All,” The Sydney Morning Herald, June 28, 2012, accessed Feb. 13, 
2013, http://news.smh.com.au/breaking-news-technology/google-didnt-delete-street-view-data-after-all-20120728-
230vw.html; “Hong Kong Banks Sold Personal Data: Watchdog,” The China Post, June 21, 2011, accessed Feb. 13, 
2013, http://www.chinapost.com.tw/china/local-news/hong-kong/2011/06/21/307011/Hong-Kong.htm; “New 
Google’s Service Raises Privacy Concerns,” EDRi-gram, Feb. 24, 2010, accessed Feb. 13, 2013, 
www.edri.org/edrigram/number8.4/privacy-google-buzz-service. 
29 Viviane Reding, “Why the EU Needs New Personal Data Protection Rules,” speech at the European Data Protection 
and Privacy Conference, Brussels, Belgium, Nov. 30, 2010, accessed Feb. 14, 2013, europa.eu/rapid/press-
release_SPEECH-10-700_en.htm. 
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the right to be forgotten is not exclusively a European concept. In the United States, Congressman 
Ed Markey has proposed right to be forgotten-like amendments to the Children’s Online Privacy 
Protection Act. 30 It is an opportune time to thoroughly and thoughtfully analyze the goals and 
means of a right to be forgotten and strike an appropriate balance between personal privacy, 
identity, and integrity and accountability, expression, and knowledge. As the right gains traction, its 
definition and scope need thoughtful input from researchers, governmental entities, and industry. 

 

LEGAL FOUNDATIONS AND BACKGROUND 

Europe 

Europe has a long history of privacy regulations, several of which are relevant to the debate on the 
right to be forgotten and/or droit à l’oubli. The over 60 year-old European Convention on Human 
Rights, in Article 8, explicitly introduced the right to respect for private and family life. Article 7 of 
the Charter of Fundamental Rights of the European Union, as well, protects respect for private and 
family life. Additionally, at Article 8 the Charter explicitly mentions the protection of personal data. 
Convention 108 of the Council of Europe31 dates from 1981 and specifically targets the automatic 
processing of personal data. At the core of the European data protection framework is the 1995 
Data Protection Directive32 (DP Directive) and more recently, the so-called ePrivacy Directive.33 
After more than three years of reflection, consultation, and debates,34 the European Commission 
finally published its proposal for a new European Data Protection Regulation (DP Regulation) in 
January 2012 (to be discussed in more detail below).35 All of these regulations are relevant to the so-
called right to be forgotten in one way or another, but the DP Regulation contains elements of a 
formalized and mechanical right to be forgotten. 

                                                           
30 Do Not Track Kids Act, H.R.1895 (112th Congress, 1st Session, 2011). 
31 Council of Europe, Convention for the Protection of Individuals with Regard to Automatic Processing of Personal 
Data, No. 108, Jan. 28, 1981. In late 2010 the Council initiated a process to modernize this convention. See Council of 
Europe, “Modernization of Convention No. 108,” accessed Feb, 14, 2013, 
http://www.coe.int/t/dghl/standardsetting/dataprotection/modernisation_en.asp. 
32 Council of Europe, Council Directive 95/46/EC of 24 October 1995 on the Protection of Individuals with Regard to 
the Processing of Personal Data and on the Free Movement of Such Data, [1995] OJ L281 (DP Directive). 
33 Council of Europe, Council Directive 2002/58/EC of 12 July 2002 Concerning the Processing of Personal Data and 
the Protection of Privacy in the Electronic Communications Sector (Directive on Privacy and Electronic 
Communications), [2002] OJ L201 (ePrivacy Directive). This Directive was amended by Council Directive 
2009/136/EC Amending Directive 2002/22/EC on Universal Service and Users’ Rights Relating to Electronic 
Communications Networks and Services; Directive 2002/58/EC Concerning the Processing of Personal Data and the 
Protection of Privacy in the Electronic Communications Sector; and Regulation (EC) No. 2006/2004 on Cooperation 
Between National Authorities Responsible for the Enforcement of Consumer Protection Laws [2009] OJ L337 (Cookie 
Directive). 
34 For an overview, see European Commission, “Commission Proposes a Comprehensive Reform of the Data 
Protection Rules,” Jan. 25, 2012, accessed Feb. 14, 2013, http://ec.europa.eu/justice/newsroom/data-
protection/news/120125_en.htm. 
35 European Commission, Proposal for a Regulation of the European Parliament and of the Council on the Protection 
of Individuals with Regard to the Processing of Personal Data and on the Free Movement of Such Data (General Data 
Protection Regulation) COM(2012) 11 final. 
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Currently, the European Union’s legal framework, the DP Directive, does not provide for a general 
and explicit “right to be forgotten.” Nevertheless, some existing provisions in the data protection 
framework can be interpreted as diluted right to be forgotten provisions.36 Article 6(1)(e) of the DP 
Directive, for example, declares that personal data can be kept “for no longer than is necessary for 
the purposes for which the data were collected or for which they are further processed.” However, 
besides some exceptional cases,37 on the Internet personal data is collected, processed, and stored 
for indeterminate lengths of time and for myriad purposes, rendering the purpose limitation 
principle quite toothless in practice. Moreover, the consent requirement in Article 7 remains silent 
on what should happen to personal data when an individual withdraws his/her consent. The Article 
29 Working Party’s recent Opinion on Consent has emphasized that individuals should always be 
allowed to withdraw their consent.38 However, this withdrawal only affects data processing in the 
future, i.e., after the objection has been made, and would thus be ineffective for acts of data 
processing that occurred before. 

The most relevant provisions with regard to the right to be forgotten in the current DP Directive 
seem to be Article 12(b) and Article 14. The former proclaims that each data subject has the right to 
“obtain from the controller... erasure or blocking of data.”39 The provision’s scope of application, 
however, is heavily limited, as it only applies “when the processing does not comply with the 
provisions of this Directive, in particular because of the incomplete or inaccurate nature of the 
data.”40 Article 14, subsequently, provides the data subject with a general right to object to data 
processing, but also has a limited scope. The article only requires member states to provide a right to 
object in cases referred to elsewhere in the Directive at Articles 7(e) and (f),41 and if they are based 
on “compelling and legitimate grounds.” 42  This means that member states are not bound to 
introduce a right of objection in cases for which the data subject has given unambiguous consent, 
where the processing is necessary to perform a contract, meet a legal obligation, or protect a vital 
interest of the data subject, as stated at Articles 7(a) through 7(d). Nevertheless, if the data will be 
used for direct marketing purposes or will be shared with third parties, the individual always has the 
right to object without having to give any justification, as stated at Article 14(b). 

 

 

                                                           
36 The data protection framework should not be confused with the broader protection of privacy in Article 8 of the 
European Convention on Human Rights. The right to be forgotten necessarily refers to specific data. 
37 For example, in 2008 Google was deleting search history after nine months. Miguel Helft, “Google Tightens Data 
Retention Policy – Again,” New York Times, Sept. 9, 2008, accessed Feb. 14, 2013, 
http://bits.blogs.nytimes.com/2008/09/09/google-tightens-data-retention-policy-again/. 
38 Article 29 Data Protection Working Party, Opinion 15/2011 on the Definition of Consent, July 13, 2011, accessed Feb. 14, 
2013, http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2011/wp187_en.pdf, 9, 13. 
39 Council of Europe, Council Directive 95/46/EC of 24 October 1995 on the Protection of Individuals with Regard to 
the Processing of Personal Data and on the Free Movement of Such Data [1995] OJ L281 (DP Directive). 
40 Ibid. 
41 Article 7(e) covers processing for “tasks of public interest” and Article 7(f) covers processing “necessary for the 
legitimate interests of the data controller.” 
42 Ibid. 
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United States  

While a number of state constitutions expressly provide for a right to information privacy,43 the 
United States Constitution does not explicitly address information privacy. Instead, the U.S. 
regulates information privacy through situational regulations based on the type of information, 
industry, and use. So while the European Union has embraced a horizontal approach to legislating 
data privacy, the U.S. addresses the issue with subject-specific rules, market-based approaches, and 
voluntary codes of conduct.44 

The U.S. does, however, have an interesting intersection of laws, interests, and values related to a 
right to be forgotten. Part of patriotic lore is the notion that the country was built by those seeking a 
second chance and hoping for reinvention. A long history of “going West” has resulted in 
appreciation for loosening the shackles of one’s past. Reputation is actively protected through 
mechanisms like defamation and the privacy torts of false light, public disclosure of private facts, 
intrusion upon seclusion, and misappropriation. Information flow is controlled through legal 
mechanisms like intellectual property laws and non-disclosure agreements. These options do leave a 
hole for personal information from the past to slip through, so long as the information has been 
appropriately disclosed and is true.45 

Defamation creates a cause of action to protect one’s reputation from false claims. Intrusion upon 
seclusion protects one from the “intentional invasion of solitude or seclusion of another through 
either physical or nonphysical means” including “eavesdropping, peeping through windows or 
surreptitiously opening another’s mail.” 46 Public disclosure of private facts is a cause of action 
against one that disseminates generally unknown private information, even if it is true.47 One may 
also be sued for misappropriation, which is using another’s name, likeness, or other personal 
attributes without permission for exploitative purposes.48 In states that still recognize it, a claim for 
false light can be brought if a defendant publishes information that places the subject in a highly 
offensive light. 49  This claim addresses false impressions as opposed to false statements. These 
privacy torts, many of which are not relevant to oblivion of personal data as they address false or 
undisclosed information, have been significantly restricted to protect free speech. Copyright is very 
effective at controlling content created by the subject, but will not extend to non-creative uses of the 
work, fair use exceptions, or works created by someone else. And, contract arrangements do not 
bind those that are not privy to the contract. Often the disclosure of information online is covered 
by the terms of service of the website, which are rarely read and even less often understood. 

                                                           
43 Such rights are found in the state constitutions of Alaska, Arizona, California, Florida, Hawaii, Illinois, Louisiana, 
Montana, South Carolina, and Washington. 
44 Joel R. Reidenberg, “Resolving Conflicting International Data Privacy Rules in Cyberspace,” Stanford Law Review 52 
(2000): 1354-1366. 
45 See Florida Star v. BJF (U.S. Supreme Court, 1989). 
46 Rodney A. Smolla, Smolla and Nimmer on Freedom of Speech (New York: Clark Boardman Callaghan, 2010), §24:1. 
47 American Law Institute, Restatements of Torts, Second (St. Paul, Minn.: American Law Institute, 1965), §652D. 
48 William L. Prosser, “Privacy,” California Law Review 48, no. 3 (1960): 383-423. 
49 American Law Institute, §652E. 
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While U.S. law may not be prepared to address old, truthful, public information, it has some 
experience with legal forgiveness.50 Financial restoration in the form of bankruptcy involves the 
forgiveness of a portion of existing debt in order to restore the debtor to economic productivity.51 
The Bankruptcy Code further limits the effect or stigma of bankruptcy information by prohibiting 
public and private actors to limit opportunities because of the information.52 Reinvention in the 
criminal context is even more serious. Because a reputation as a criminal can be particularly 
damaging and prevent future productivity, pardons and statutes of limitations allow for an individual 
to officially move on. Similarly, the disclosure and use of criminal records are managed by sealing 
and expungement policies, which are particularly relevant to juvenile criminal records. Some states 
prohibit the denial of employment based on the fact an applicant has a criminal record53 and others 
are experimenting with schemes to postpone background checks until after the preliminary hiring 
decisions.54 The Fair Credit Reporting Act applies to privacy background screeners, among others,55 
and seeks to protect individuals’ reputations 56 by mitigating the dissemination of inaccurate 
information57 and preventing unwarranted invasions of privacy.58   

International 

Additionally, Fair Information Practice Principles (FIPPs) lay some foundation in which a right to 
be forgotten may find footing. The principles have gone through many iterations and vary by sector. 
In 1980 the Organization for Economic Co-operation and Development (OECD) proposed privacy 
guidelines59 similar to those developed by the Council of Europe, also in 1980.60 The principles in 
the OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data are as follows: 

��Collection Limitation Principle: There should be limits to the collection of personal data 
and any such data should be obtained by lawful and fair means and, where appropriate, with 
the knowledge or consent of the data subject. 

� Data Quality Principle: Personal data should be relevant to the purposes for which they are 
to be used and, to the extent necessary for those purposes, should be accurate, complete, 
and kept up-to-date. 

                                                           
50 For an in depth analysis of U.S. law related to forgiveness, see Meg Leta Ambrose, Nicole Friess, and Jill Van Matre, 
“Seeking Digital Redemption: The Future of Forgiveness in the Digital Age,” Santa Clara Computer & High Technology Law 
Journal 29, no. 1 (2012): 99-163. 
51 Rafael I. Prado and Michelle R. Lacey, “Undue Hardship in the Bankruptcy Courts: An Empirical Assessment of the 
Discharge of Educational Debt,” University of Cincinnati Law Review 74 (2005): 405-529. 
52 11 U.S.C. § 525(a); for an exemplary court case see In re Professional Sales Corp. (Northern District, Illinois, 1985). 
53 See for example N.Y. Correction Law §752 (2010); Hawaii Revised Statute §378-2 (2010); Wisconsin Statute §111.321 
(2010). 
54 See for example New Mexico Statue Annotated §28-2-3(B) (2010); Minnesota Statute §364.021 (2009); 2010 
Massachusetts Acts, Ch. 256; Connecticut General Statute §10-142 (2010); Hawaii Revised Statute §378-2 (2010). 
55 15 U.S.C. §§1681 et seq. 
56 Ackerley v. Credit Bureau of Sheridan, Inc. (District, Wyoming, 1974).  
57 Treadway v. Gateway Chevrolet Oldsmobile Inc. (7th Circuit, 2004).  
58 In re Grand Jury Subpoena to Credit Bureau of Greater Harrisburg (Middle District, Pennsylvania, 1984).  
59 Organization for Economic Co-operation and Development, O.E.C.D. Doc. (C 58 final) (Oct. 1, 1980). 
60 Council of Europe, Convention for the Protection of Individuals with Regard to Automatic Processing of Personal 
Data, ETS No, 108 (1981). 
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� Purpose Specifications Principle: The purposes for which personal data are collected 
should be specified not later than at the time of data collection and the subsequent use 
limited to the fulfillment of those purposes or such others as are not incompatible with 
those purposes and as are specified on each occasion of change of purpose. 

� Use Limitation Principle: Personal data should not be disclosed, made available or 
otherwise used for purposes other than those specified in accordance with [the Purpose 
Specification Principle] except: a) with the consent of the data subject; or b) by the authority 
of law. 

� Security Safeguards Principle: Personal data should be protected by reasonable security 
safeguards against such risks as loss or unauthorized access, destruction, use, modification or 
disclosure of data. 

� Openness Principle: There should be a general policy of openness about developments, 
practices and policies with respect to personal data. Means should be readily available of 
establishing the existence and nature of personal data, and the main purposes of their use, as 
well as the identity and usual residence of the data controller. 

� Individual Participation Principle: An individual should have the right: a) to obtain from a 
data controller, or otherwise, confirmation of whether or not the data controller has data 
relating to him; b) to have communicated to him, data relating to him within a reasonable 
time; at a charge, if any, that is not excessive; in a reasonable manner; and in a form that is 
readily intelligible to him; c) to be given reasons if a request made under subparagraphs (a) 
and (b) is denied, and to be able to challenge such denial; and d) to challenge data relating to 
him and, if the challenge is successful to have the data erased, rectified, completed or 
amended. 

� Accountability Principle: A data controller should be accountable for complying with 
measures, which give effect to the principles stated above.   

This version of FIPPs explicitly gives the individual user a right to delete personal data, but only 
when denial of a request is successfully challenged. FIPPs were most recently utilized by the Obama 
White House in a report by the National Strategy for Trusted Identities in Cyberspace (NSTIC).61 
Similarly, the NSTIC set of FIPPs does not include user-initiated deletion in the individual 
participation or data minimization principles, but the combination may offer users a tenuous right to 
delete data that has fulfilled its original purpose. 

 

 

                                                           
61 United States, The White House, National Strategy for Trusted Identities in Cyberspace, Enhancing Online Choice, Efficiency, 
Security, and Privacy, Apr. 2011, accessed Feb. 14, 2013, 
http://www.whitehouse.gov/sites/default/files/rss_viewer/NSTICstrategy_041511.pdf, Appendix A. 
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PROPOSED REGULATIONS 

Scope of the European Union Proposal 

As mentioned, the European Commission has proposed its long-expected draft revision of the 
European data protection legal framework.62 Although a final version is not expected to become law 
until 2014,63 it is useful to evaluate the current DP Regulation proposal, which already represents 
three years of reflection, consultation, and debates, in order to assess how it matches up against the 
concerns outlined above. 

The DP Regulation’s objectives can largely be divided into two main categories: 1) the proposal tries 
to strengthen the individual’s control over his/her personal data, and 2) it tries to provide legal 
certainty and to minimize administrative burdens for businesses. One of the things that was included 
to achieve this first objective is the introduction of an explicit “right to be forgotten and to erasure,” 
building on the existing – but more limited – right of erasure in Article 12(b) of the DP Directive (as 
discussed above). In the Commission’s words, this provision is intended “to ensure that when an 
individual no longer wants its [sic] personal data to be processed, and if there is no legitimate reason 
for an organisation to keep it, it should be removed.”64 

First, it is important to consider the overall scope of application of the DP Regulation itself. The 
right does not create obligations for activities that fall within the “household” exception, which is 
defined as “a natural person without any gainful interest in the course of its own exclusively personal 
or household activity” (Article 2(d)). Besides this personal use or household exemption, the 
Regulation is also not applicable to data processing in the context of national security issues or 
criminal investigations. Secondly, the actual article itself (currently Article 17) limits the scope even 
further. The first paragraph describes four situations in which the data subject has “the right to 
obtain from the controller the erasure of personal data relating to them and the abstention from 
further dissemination of such data”:  

(a) the data are no longer necessary in relation to the purposes for which they were 
collected or otherwise processed; (b) the data subject withdraws consent on which 
the processing is based…, or when the storage period consented to has expired, and 
where there is no other legal ground for the processing of the data; (c) the data 
subject objects to the processing of personal data pursuant to Article 19 (right to 
object); (d) the processing of the data does not comply with this Regulation for other 
reasons. 

                                                           
62 For a complete overview of the Commission’s work, see European Commission. “Commission Proposes a 
Comprehensive Reform of the Data Protection Rules.” 
63 Christopher Kuner, “The European Commission’s Proposed Data Protection Regulation: A Copernican Revolution in 
European Data Protection Law,” white paper, Feb. 6, 2012, accessed Feb. 14, 2013, 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2162781, 2. Note that Viviane Reding (the responsible E.U. 
Commissioner) has stressed the importance of passing this Regulation as soon as possible on several occasions. 
64 Viviane Reding, “EU Data Protection Reform and Social Media: Encouraging Citizens’ Trust and Creating New 
Opportunities,” speech at the New Frontiers for Social Media Marketing conference, Paris, France, Nov. 29, 2011, 
accessed Feb. 14, 2013, http://europa.eu/rapid/press-release_SPEECH-11-827_en.htm. 
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Thus, the right can be invoked whenever (a) the purpose limitation principle is breached; (b) consent 
is withdrawn or the legitimate storage period has been exceeded; (c) the right to object to data 
processing has been legally exercised; (d) the processing of data is illegal (i.e., does not comply with 
the Regulation). 

The purpose limitation principle is not a new concept and can already be found in the current DP 
Directive (Article 6). The third and fourth ground, too, can be found in the current framework. 
Obviously, when data is processed illegally, the controller should remove it and when an individual 
exercises his/her right to object, this renders further processing illegal (and thus removable) as well. 
However, the second ground is more novel: consent withdrawal and expiration. 

As mentioned, the existing consent regime has failed to meet the demanding landscape presented by 
the World Wide Web.65 A right to be forgotten might help to cure the shortcomings of the consent 
regime. The new Regulation tries to de-emphasize the importance of this one-time consent 
framework, for example by explicitly allowing for its withdrawal (Article 7(3)). The proposed right to 
erasure also follows this trend, seeking to establish a balanced environment where individuals can 
permanently and effectively re-evaluate their consent.66 

The second paragraph,67 however, is the source of significant dispute, bringing to the forefront 
drastic differences between European and American legal and cultural treatment of information 
privacy. This paragraph grants a right to the data subject that extends to circumstances in which the 
data controller has disclosed the personally identifiable information to the public (e.g., by publishing 
it on a website) or when publication is delegated to a third party. The present article is not an 
analysis of international freedom of expression jurisprudence, and so will only flag the issue as one 
of considerable and fundamental difference between the regions. However, a discussion of 
obligations to third parties is in order. 

The vagueness of a generic obligation to take “all reasonable steps… to inform” third parties when 
such a right is exercised is worrisome, particularly because of the Regulation’s new, sterner 
penalties.68 Similarly, the simple statement that data controllers “shall be considered responsible” for 
the publication of personal data by a third party, when they have authorized it at the end of the 
second paragraph, belies the complexity of the underlying mechanisms. When will a publication be 
“authorized?” And what precisely does being “responsible” entail in terms of duties or liabilities? On 
these points, the current draft of the regulation leaves a great deal open to interpretation. 

                                                           
65 On April Fool’s Day 2010, the failure of the consent regime was jokingly demonstrated when Gamestation.co.uk 
introduced an “immortal soul clause” in its Terms of Service. James Temple, “Privacy Policies That Don’t Work – And 
Some That Might,” Sidney Morning Herald, Jan. 30, 2012, accessed Feb. 14, 2013, 
http://www.smh.com.au/technology/technology-news/privacy-policies-that-dont-work--and-some-that-might-
20120130-1qp4m.html. 
66 The Proposal, at Recitals 47-48, also requires that data subjects be informed of their right to erasure and that 
modalities should be provided to exercise it. 
67 See also Recital 54, which is nearly identical. 
68 Rosen, “The Right to Be Forgotten,” 88. 
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The second paragraph is also puzzling when read in conjunction with Article 13 of the proposed 
Regulation. That article already provides for a more general rule on how data subjects can follow 
their data. The provision states that the controller has to communicate erasure requests to all 
recipients to whom the personal data was disclosed, unless this proves to be impossible or 
disproportionate. To avoid disputes over the relationship between the scope of Article 13 and 
Article 17(2), the Regulation might benefit from a more explicit alignment of these provisions. 

Finally, it is worth mentioning that the European Commission reserves the right to adopt “delegated 
acts” in order to specify criteria and requirements for the application of the right in specific sectors 
and situations, but also to specify conditions with regard to the enigmatic second paragraph (Article 
17(9)). The possible impact of this competence is, of course, hard to judge at the present stage. 

Exceptions: To prevent harms to the public and data controller, exceptions are provided for in 
Article 17(3) of the proposed DP Regulation. In cases for which the erasure request is based on a 
withdrawal of consent, personal data should not be erased when other legal grounds for processing 
the data exist. Furthermore, paragraph 3 determines that the data controller has to retain the data if 
this is necessary (a) to protect the right of freedom of expression; (b) for reasons of public interest in 
the area of public health; (c) for historical, statistical, and scientific research purposes; and (d) for 
compliance with a legal obligation to retain the personal data by Union or Member State law.69 

Personal data can also be retained – although the controller does have to restrict the processing of 
it70 – when (a) their accuracy is contested by the data subject (for a period enabling the controller to 
verify the accuracy of the data); (b) for purposes of proof; (c) the data subject opposes the erasure 
(even though the processing is unlawful) and requests the restriction of their use instead); and (d) for 
data portability purposes. Although the applications of all these exceptions are not clear, they are 
absolutely necessary to balance the right to be forgotten with other fundamental rights, as argued 
under Recital 139 of the Proposal. 

Scope of the United States Proposal 

The proposed legislation in both the E.U. and U.S. specifically calls attention to children.71 In the 
U.S., the right to be forgotten is the “right to develop” according to Congressman Ed Markey,72 
author of the bill designed to update the Children’s Online Privacy Protection Act. 73 Markey is 

                                                           
69 Such laws should, however, “meet an objective of public interest, respect the essence of the right to the protection of 
personal data and be proportionate to the legitimate aim pursued”. 
70 Use, in these cases, should be restricted to processing “for purposes of proof, or with the data subject’s consent, or for 
the protection of the rights of another natural or legal person or for an objective of public interest” (Article 17, ¶¶ 4-5). 
71 International Association for Privacy Protection, “European Commission Sends Draft Regulation Out for Review,” 
Dec. 8, 2011, accessed Feb. 14, 2013, 
https://www.privacyassociation.org/publications/european_commission_sends_draft_regulation_out_for_review/; 
Congressman Ed Markey, “Children and Teen Online Privacy,” unknown date, accessed Feb. 14, 2013, 
http://markey.house.gov/issues/children-and-teen-online-privacy. 
72 Congressman Ed Markey, speech at EU-US Conference on Privacy and Protection of Personal Data, Washington, 
DC, Mar. 19, 2012, accessed Feb. 14, 2013, http://www.youtube.com/watch?v=mdD07BVBZbo. 
73 Do Not Track Kids Act, H.R.1895 (112th Congress, 1st Session, 2011). 
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insistent that we must “free the future selves” of children.74 In order to do so, The Do Not Track 
Kids Act would require the operator of a website, online service, online application, or mobile 
application “to the extent technologically feasible, to implement mechanisms that permit users of 
the website, service, or application of the operator to erase or otherwise eliminate content that is 
publicly available through the website, service, or application and contains or displays personal 
information of children or minors” (Section 7) – also known as the eraser button. Backed by 94% of 
parents and 94% of adults in the U.S. (as claimed in Section 2), exceptions to the eraser button read: 
“the regulations promulgated under paragraph (1) may not require an operator to erase or otherwise 
eliminate information that the operator is required to maintain under any other provision of Federal 
or State law” (Section 7). Markey stated that “kids should have a right to be forgotten” but also that 
the right is for everyone, explaining that children 15 and under need to be immediately protected 
and are the best place to start.75 The Do Not Track Kids Act has not undergone the development 
that the proposed European Union regulation’s language has undergone, and so the following 
discussion focuses mainly on the language of the DP Regulation. 

 

A TALE OF TWO RIGHTS 

The right to be forgotten has been conceived as a legal right and as a value or interest worthy of 
legal protection. The right has been categorized as a privacy claim even though it applies to 
information that is, at least to some degree, public. It represents the “informational self-
determination” as well as the control-based definition of privacy76 and attempts to migrate personal 
information from a public sphere to a private sphere. Being forgotten (the right to have third parties 
forget your past) and forgetting (the right to avoid being confronted with your own past) are 
embraced by the French concept of oubli, or oblivion, and denote a negative right ensuring that 
others abstain from remembering one’s past as well as a subjective right of the individual to control 
his past and future.  

Two interpretations of the right to be forgotten result as the right migrates online: the right to 
oblivion and the right to erasure. The two have led to much confusion. Oblivion is founded upon 
protections against harm to dignity, personality, reputation, and identity but has the potential to 
collide with other fundamental rights. However, oblivion may be relatively easy to exercise in 
practice, because a user can locate information she would like the public to forget by utilizing similar 
search practices. The second is a mechanical right, allowing a data subject to remove the personal 
data she has released for automated processing. 

According to the Center for Democracy & Technology, the difference between oblivion and erasure 
is “passive or transactional data sharing – when a service collects and uses personal data in the 
                                                           
74 Congressman Ed Markey, speech at EU-US Conference on Privacy and Protection of Personal Data. 
75 Ibid. 
76 Antoinette Rouvroy and Yves Poullet, “The Right to Informational Self-Determination and the Value of Self-
Development: Reassessing the Importance of Privacy for Democracy,” in Reinventing Data Protection?, ed. Serge Gutwirth, 
Yves Poullet, Paul de Hert, Cécile de Terwangne, and Sjaak Nouwt (New York: Springer, 2009), 45-76. 
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context of a commercial transaction, [vs.] active or expressive data sharing – when content is 
authored or disseminated by users themselves.” 77 A right to oblivion would protect against the 
reputation, identity, and dignity harms suffered by a user whose information has landed online and 
lingered longer than appropriate. A right to erasure, on the other hand, is meant to shift the power 
between data users and controllers. Because real consent is so difficult to achieve, the argument is 
that users should have the right to revoke consent to the processing of their personal data at any 
time. Erasure seems intended to be narrower and not intended to apply to content created by others. 
Finally, an important element that separates the two is time. Oblivion allows information to be less 
accessible with time, for information that would be forgotten in an analog to being forgotten 
digitally. Erasure does not necessarily include an element of time. 

The following chart represents all of the possible situations in which a right to be forgotten, as 
currently proposed, could apply.   

 

 

 

The chart headings should be read as follows: Data is passively created by a user (automated 
“clickstream” data), while Content is actively-created information (non-automated “expressive” 
content). Internal designates information that is derived from the data subject, whose personal 
information is at issue. External information is that which is produced about the user by someone 
else. The Initial location is where the content was originally created or collected, while Downstream is 
where it may end up (i.e., retweets, data broker operations). Because one user generally cannot create 

                                                           
77 Center for Democracy & Technology, Comments to the European Commission in the Matter of Consultation on the 
Commission’s Comprehensive Approach on Personal Data Protection in the European Union, Jan. 15, 2011, accessed 
Feb. 14, 2013, https://www.cdt.org/files/pdfs/CDT_DPD_Comments.pdf. 
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passive data about another, those are not possible instances in which the right to be forgotten could 
apply. 

Fair Information Practice Principles (FIPPs) that include a right to erasure as one of the user 
participation principles fall within the right to erasure concept, applying to data held by the initial 
data controller and likely downstream data controllers. The U.S. “eraser button” falls squarely within 
the oblivion conception of the right to be forgotten, focusing on reputation and development by 
offering a right to delete damaging content. The E.U. DP Regulation combines oblivion and erasure. 
In the following section it is argued that the combination is problematic. 

Generally though, the right “is based on the autonomy of an individual becoming a rightholder in 
respect to personal information on a time scale; the longer the origin of the information goes back, 
the more likely personal interests prevail over public interests.” 78 These proposals focus on the 
individual’s rights (used loosely) that remain with a piece of information after it leaves the 
individual’s control. Like many data privacy concepts, more abstract principles are often agreed 
upon, but the implementation specifics often cause a great deal of dispute and inefficiency. Breaking 
down the concepts and applications within the right to be forgotten help to focus these inevitable 
issues. 

 

SEPARATING AND IMPLEMENTING ERASURE 

Although the right to oblivion has been declared much more controversial (for example, Rosen 
called deletion that falls under the concept of erasure a “non-issue”79), many difficult questions still 
surround the right to erasure. Because the right to erasure put forth by the European Union’s DP 
Regulation seems to be the most imminent, we focus on the importance of distinguishing it from 
oblivion and the logistics of implementation. 

Conceptual Issues 

The way in which the DP Regulation proposes the right merges the concepts of erasure and oblivion 
and treats all data in the above matrix the same way. This is particularly problematic in two 
circumstances: when an individual creates content (externally created content, both on initial and 
downstream sites), and when information has been made public (all four forms of content). Interest 
in and circumstances surrounding data created passively – which is collected, processed, and stored 
with consent and privately held – are very different and deserve different treatment. The language is 
clunky, referring to data collected for specific purposes that have expired in Paragraph 1 (conjuring 
up notions of data traders and behavioral advertising) and then includes information that has been 
made public in Paragraph 2 (suggesting a blog entry that identifies the data subject must also be 
erased upon request). 
                                                           
78 Rolf H. Weber, “The Right to Be Forgotten More Than a Pandora’s Box?” white paper (2011), accessed Feb. 14, 
2013, http://www.jipitec.eu/issues/jipitec-2-2-2011/3084/jipitec%202%20-%20a%20-%20weber.pdf. 
79 Rosen, “The Right to Be Forgotten.” 
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Based on the distinctions drawn above, the right to erasure could be applied to data passively created 
internally by the data subject that is held by the initial controller or passed downstream without 
initiating the troubling act of deleting publicly available information from the Internet. This 
separation relies on who has access to the information – whether it has been disclosed to the public 
– but would prevent data subjects that have actively authored content from utilizing the right to 
delete it. The right to delete internally created content falls within both the concept of erasure (based 
on information privacy as a control) and oblivion (based on information privacy as a personality, 
identity, and self-determination). In order to encompass this type of information, the right to erasure 
could be one that relies on a consent relationship between the data controller and the data subject, 
but that relationship does not exist for passively created data that is traded, which is also a target of 
legislation. The language of the right to be forgotten would be well-served by delineating clear 
conceptual bases in order to anticipate the way in which the right and exceptions will be applied. 

Separating erasure from oblivion is only an initial step. There are still many conceptual issues to be 
sorted out. Whether the “right” to be forgotten will be an actual right, an interest, or policy goal will 
need to be debated, as will clearly outlining the right’s social goals (control, forgiveness, reputation, 
identity, etc.). 

The Burdens of Erasure 

Burdens on the data subject, the data controller, and the public also help to distinguish erasure from 
oblivion and support distinct treatment. The right to erasure, as one limited by its distinction from 
oblivion, would not create dramatic additional operational burdens on the data controller, because 
the DP Directive of 1995 already required rectification, correction, and deletion under certain 
circumstances. Certainly the right to erasure increases the data subject’s participation rights but the 
increased burden on data controllers would not be overwhelming, assuming they had mechanisms in 
place to comply with the DP Directive. Many are in agreement that data subjects should have the 
“right” to know that their data is being processed and how, have access to it, and be able to correct 
and/or request deletion. This notion is complimented by other operational requirements introduced 
by the DP Regulation, such as the right to data portability (Article 18). “Citizens will also be able to 
transfer their data from one service provider, such as a social network, to another – just as they are 
able to keep their mobile number when changing telecoms operators.”80 Granting users the ability to 
leave a service provider, pack up their data, and transfer it to another similarly retracts consent 
followed by deletion. 

While operational and informational burdens on the data controller caused by a right to erasure may 
be minimal, there are added accountability burdens. Data deletion or decommissioning (the 
destruction of data upon a project’s closure) may be very exciting for data minimalists and other 
privacy advocates, but there is a caveat.81 When data is deleted there is no proof of actions taken 

                                                           
80 Ibid. 
81 Jeff Jonas, “Data Decommissioning – Destruction of Accountability,” blog post, Jan. 5, 2008, accessed Feb. 14, 2013, 
http://jeffjonas.typepad.com/jeff_jonas/2008/01/data-decommissi.html. 
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with or involving the data. Systems that require strong accountability and repeatability will be in 
conflict with decommissioning or deleting data.82 

By granting additional user participation rights, increased burdens may be placed on the user. Data 
minimization, although not regularly practiced, is a sort of automatic erasure principle, but the right 
to erasure asks data subjects to take an active role in initiating data minimization. Also, the individual 
may be forced to combat the argument that “the subject had the right to delete” when harms derive 
from the data, even if it is quite difficult to exercise. 

Finally, there are burdens on the public to consider. Data that is stored, traded, and processed 
beyond the sight of the user is done so in the aggregate.83 If a user were to request access to their 
data and then the deletion of some or all of it, the impact on the knowledge created by the 
processing of the data should be minimal. When data is published online, transparency and access 
are easier to grant to the data subject, but the impact on the knowledge or future uses of that 
specific piece of data is more difficult to assess. 

Feasibility 

How should this right deal with ubiquitous and opaque cross-platform data transfers? One could 
request “personal data” to be deleted on one site, but meanwhile the information might have been 
copied and/or “anonymized” already and sent downstream. All these potential third-party uses 
(and/or “secondary uses”) are quite difficult to trace and do not necessarily take into account 
deletion of the primary material.84 Relatedly, the right raises some technical implementation issues. 

Deleting personal information from an initial system and those downstream is no simple task. 
Records are overwritten because of updates and corrections, but systems can rarely distinguish 
between the two. Overwriting a record generally deletes the earlier version of the record. As the data 
moves downstream the accountability issues travel with and grow in complexity. Data tethering is an 
important design element for data moving downstream to secondary organizations. “Data tethering 
means when data changes at its source, the change is reflected through the entire food chain. Every 
copied piece of data is virtually ‘tethered’ to its master copy,” explains Jeff Jonas, Chief Scientist of 
the IBM Entity Analytics group.85 A system that is not tethered will likely contain many errors, at 
least until the database is reloaded.86 In addition to conceptual and jurisdictional issues, the technical 
                                                           
82 Ibid. 
83 “Challenges and Opportunities with Big Data: A Community White Paper Developed by Leading Researchers Across 
the United States,” white paper (2012), accessed Feb. 14, 2013, http://cra.org/ccc/docs/init/bigdatawhitepaper.pdf. 
84 The personal data might have been used, for example, for data-mining practices to adapt the individual’s profile. The 
complexity of the situation is clearly illustrated by the recent sale of personal data by some major Facebook apps to 
advertisers. Even if one expresses his/her will to be forgotten on a platform that provides such an option, there is 
absolutely no guarantee that the individual’s data is also “forgotten” by the third parties (app providers) and even fourth 
parties (advertisers). Emily Steel and Geoffrey A. Fowler, “Facebook in Privacy Breach,” Wall Street Journal, Oct. 17, 
2010, accessed Feb. 14, 2013, http://online.wsj.com/article/SB10001424052702304772804575558484075236968.html. 
See also Zittrain, 229. 
85 Jeff Jonas, “Data Tethering: Managing the Echo,” blog post, Sept. 21, 2006, accessed Feb. 14, 2013, 
http://jeffjonas.typepad.com/jeff_jonas/2006/09/data_tethering_.html. 
86 Ibid. 
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implementation of an effective right to be forgotten raises the need for corporate and design 
advancements. 

 

CONCLUSION 

The notion of a right to be forgotten has stirred substantial controversy, particularly after the 
European Commission released its proposal for a new Data Protection Regulation in January 2012. 
This right has a rich cultural and legal history, but is much more nuanced in the digital age than the 
way in which it is often discussed. A distinction can and should be made between the “right to 
erasure” and the droit à l’oubli. Whereas the former is intended to grant individual control over 
his/her personal data more effectively in light of the “big data” phenomenon, the latter finds its 
roots in the protection of reputation, identity, and personality in light of the “search engine society” 
phenomenon.87 Both have become particularly relevant in the current information society, but need 
not be conflated or treated identically. Different interests are at stake when information is authored 
by an individual or when made public than when collected as a passive exchange between user and 
data controller or related third parties. Although there are still issues with implementing a right to 
erasure, the right, if clearly distinguished, creates minimal additional burdens, implicates fewer 
fundamental rights, and does little to alter the nature of Internet communication. 

 

  

                                                           
87 This term was coined by Halavais while exploring the social and cultural implications of search engines as a vital part 
of everyday life. See Alexander Halavais, Search Engine Society (Cambridge, Mass.; Polity, 2009).  
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