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Abstract. The dynamic nature of operations in organizations has led
to an interest in roles and permissions delegation to enable a seamless
continuity of business. Delegation involves assigning a given set of access
rights from one user to another. In existing role delegation models, dele-
gation is often authorized and controlled by a relation that specifies who
can delegate to whom. The usage of such relations in delegation mod-
els has some disadvantages; such as complexity of maintenance, error
proneness, inconsistencies and inabilities to define some organizational
policies related to delegation. In this paper, we propose a new delega-
tion model that depends on organizational lines of authority to authorize
and control delegation. The main advantages of this approach are that
it simplifies the management of delegation authorization and complies
with organizational behavior. Furthermore, it eliminates inconsistencies
related to changes to roles and permissions.
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1 Introduction

Role-based access control (RBAC)[1] has become the dominant authorization
mechanism used in a wide range of organizations. RBAC has gained wide ac-
ceptance since it greatly simplifies the management of access rights. Moreover,
RBAC attempts to simulate organizational structures at a high level by its hi-
erarchical model. In RBAC, roles are assigned to users and permissions are as-
sociated to roles. Users represent staff in organizations. Roles represent the job
functions of the users or sub-functions in some cases. Permissions are privileges
for accessing objects or performing activities.

High dependability of organizations on access control systems and the dy-
namic nature of operations have shown a demand for dynamism in the access
control systems in place. RBAC supports the principle of least privilege [16],
which entails that users are assigned the minimum privileges required for achiev-
ing their functions. However, this has led to situations where some specific priv-
ileges are assigned only to very few users. Despite the clear advantages of this
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approach, it restrains access to important resources to a small closed group. At
times, none of those users maybe available. This may hamper certain activities
within the organization at stake. These situations have led to requirements of
increased dynamism of the access control systems in place.

Role delegation is a mechanism of performing a takeover on a user’s access
rights. Delegation gives authority of a user on another user’s access privileges to
perform functions of the user originally assigned to the delegated access rights.
Existing delegation models suggest that delegation can take two forms: adminis-
trative delegation and user delegation. In administrative delegation, an admin-
istrative user assigns access rights to a user while the administrative user is not
necessarily assigned to the delegated role. In user delegation, a user assigns a
subset of his available rights to another user [2].

Most of the existing delegation models [3][4][5][6][7] use a relation to authorize
delegation, that is used to determine which user can delegate to whom. The
delegation relation often takes the form can-delegate(R, some conditions), where
R is the role to be delegated, the conditions specify who can delegate the role, in
addition to other parameters such as depth of delegation. The conditions often
take the form: a user who has role x can delegate role y. The delegation relation
(can-delegate) brings some disadvantages to the delegation model:

1. The delegation relations in existing delegation models add complexity to
the access control model. Large organizations typically have a rather large
number of roles. By adding delegation relations for most of these roles, the
entire system may explode. This is blocking for large organizations since they
require huge efforts for defining a huge number of relations.

2. The delegation relations cannot express precise conditions on who can dele-
gate a specific role. As an example, consider a delegation relation that states
that a professor can delegate the teaching assistant role. This means that a
professor in the faculty of arts can delegate the teaching assistant role to a
user in the computer science department.

3. The delegation relations may become inconsistent if updates to RBAC rela-
tions are allowed such as updates to the role hierarchy [2]. Such updates may
occur when new activities are deployed in the organization. This adds huge
efforts for the maintenance of the relations, specifically in cases of updates to
roles such as adding or removing roles, as well as updates to the hierarchies
of roles. Such updates are likely to happen in organizations.

4. User delegation models suggest that a user who is delegating an access right
has to be assigned to it [2]. This is not necessarily valid, since it is possible
that the user possessing the access right to be delegated is absent. Further-
more, it is not guaranteed that another user who possesses the same access
right is available, especially in case of emergency.

In this paper we propose a novel form of delegation, called the organizational
supervised delegation model (OSDM). The idea came after surveying some ac-
cess control models and policies in some organizations. Our surveys included one
of the largest European banks, a European university and a software provider.
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We have discussed the applicability of the delegation authorization relations pro-
vided in existing delegation models [3][4][5][6][7]. All the surveyed organizations
commented negatively on these relations, and mainly regarding complexity and
the huge number of relations to be defined which makes managing them ex-
tremely hard. Furthermore, organizations often adapt a different approach for
authorizing delegation. We have found that any user-role assignment or role (or
permissions) delegation must be approved by the line managers of the users.
When roles are delegated, the delegation request is initiated by a user, then ap-
proved by another user then executed by a user or a process. No user can delegate
a role assigned to himself without approval. The user who approves delegation is
not necessarily assigned to the role or to the permissions to be delegated. OSDM
depends on organizational hierarchies to find users who must approve delegation,
according to lines of authority defined in the organizational structure. OSDM
addresses the above mentioned limitations of existing role delegation models.

The remainder of this paper is organized as follows: In the second section
we show an overview of organizational structures. In the third section we review
existing role delegation models. The fourth section presents our proposed delega-
tion model. Section five is a discussion on OSDM. Finally, section six concludes
our work.

2 Overview of Organizational Structures

Organizational structures outline the planned pattern of positions of individuals,
job duties and activities to be achieved. They also describe the lines of authority
among different parts of the organization [8]. Organizational structures are mod-
eled using organizational charts that depict the relationships between different
positions and the hierarchy that represents authority depending on the rank of
users. Organizational structures can take several forms. Most of structures used
are hierarchical, matrix, and the flat organizational structures. In a flat struc-
ture, all employees report directly to a single manager. In hierarchical structures,
each individual reports to one and only one manager at the next higher level
[9]. Authority is clear in hierarchical organizations, and managers have absolute
authority on their teams.

The matrix structure involves dual authorities, where individuals can report
to two managers. Employees often have a functional manager and participate in
projects that have a project manager. Users report some activities to the project
manager and some activities to their functional manager. Authority of functional
managers and project managers in the matrix structure varies according to the
type of the matrix. Resource assignment is normally controlled by the functional
manager. Therefore, we are interested in functional managers for our delegation
model, since we care about who has the power to approve resource assignment
and therefore delegation.

We have developed an example users hierarchy to be used for explanation
throughout the rest of the paper. Fig. 1 depicts the users hierarchy of a software
development department in a technology department of a hierarchical organiza-
tional structure.
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Fig. 1. Software development department users hierarchy of the organizational
structure

3 Related Work

In the last few years, several role delegation models [3][4][5][6][7] studying delega-
tion in the context of role based access control have emerged. However, delegation
was studied before RBAC was proposed, and there were some predecessors of
RBAC delegation such as: the access matrix models which introduced the con-
cept of copy flag, which allows users to delegate rights [10]. Wood and Fernandez
[11] introduced the idea of reverting the rights to the upper level after revoking
a low-level delegation. Graph-based delegation was introduced in [12]. A variety
of delegation approaches were also introduced in [13]. In this paper, we focus
on delegation in the context of RBAC. Delegation in RBAC can have several
characteristics depending on the requirements of the environment where delega-
tion is applied. The main characteristics of delegation were explained by Barka
et al. [14]. These key characteristics include permanence, monotonicity, total-
ity, administration, levels of delegation, multiple delegation, lateral agreements,
cascading revocation, and grant-dependency revocation [14].

The first work that studied delegation in RBAC was achieved by Barka and
Sandhu [3][14]. They proposed the RBDM0 delegation model [3] which stud-
ied delegation in flat roles structure. RBDM0 focused on grant total delegation
which means that the delegator keeps the power to use the role after delegation
and covers only the delegation of roles. RBDM0 does not support partial role
permissions delegations. RBDM0 controls user-user delegation by means of the
can-delegate relation. The can-delegate relation takes the form of (a, b) ∈ can-
delegate. It means that a user who is an original member of the role a can delegate
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his role to a user who is an original member of role b. Revocation in RBDM0
can happen in two ways: firstly, by time outs. Delegations are revoked when the
delegation period expires. Secondly, any original member of the delegated role
can revoke the membership of any delegate member in that role.

RDM2000 [5][15] was the first delegation model to address delegation with hi-
erarchical roles. It also supports multi-step delegation. The can-delegate relation
in RDM2000 takes the form: can-delegate ⊆ R × CR × N, where R are sets of
roles, CR are prerequisite conditions, and N is the maximum delegation depth.
The meaning of (r, cr, n)∈ can-delegate is that a user who is a member of role
r (or a role senior to r) can delegate role r (or a role junior to r) to any user
whose current entitlements in roles satisfy the prerequisite condition cr without
exceeding the maximum delegation depth n.

The permission-based delegation model (PBDM) [6] was the first to address
permission delegation (partial delegation). PBDM supports role as well as per-
mission delegations with features of multi-step delegation and multi-option re-
vocation. PBDM comprises in two models; PBDM0 and PBDM1. In PBDM0,
permission delegation involves three steps. Firstly, a temporary delegation role is
created by the delegator. Secondly, the permissions to be delegated are assigned
to the temporary role with permission-role assignment. Thirdly, the delegator
assigns the temporary role to the delegatee by user-role assignment. Revocation
in PBDM0 includes three cases: by revoking the delegated role, by removing
one or more pieces of permissions from the delegated role, or by revoking the
user-delegation role assignment.

PBDM1 extends PBDM0 with two main features. Firstly, it adds support for
role-role delegation, which supports delegating specific permissions of a role to
another role rather than to another user. Secondly, it adds means for controlling
delegation; to restrict delegation only to authorized users. This is achieved by
the can-delegate relation, which takes the form: can-delegate ⊆ DBR × Pre-con
× P-Range × M, where DBR are sets of delegable roles, Pre-con are prerequisite
conditions, P-Range is the delegation range that specifies which permissions can
be delegated, and M is the maximum delegation depth.

Crampton et al. [2] proposed a new model for dealing with transfer delega-
tion. In transfer delegation, the delegator loses the power of using the access
right after delegation is completed. They also have proposed two relations for
controlling delegation. The can-delegate and the can-receive relations. The ad-
vantages of using different relations for controlling delegations include flexibility,
greater control, ease of management and is less error prone. They also included
constraints on the can-delegate and can-receive relations to ensure that the re-
lations do not give the authority to a delegator to delegate a right that is not
available to him.

The capability based delegation model [7] is an interesting work based on
the capability based access control model (CRBAC) presented in the same pa-
per. The CRBAC model integrates a capability-based access control mechanism
into the RBAC96 model. Roles and permissions are assigned to capabilities,
and capabilities are assigned to users. Delegation is achieved by creating a new
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capability, then by assigning delegable authority (roles or permissions) to the
capability, then the delegator sends the capability to the delegatee. Unlike the
other delegation models, delegation is authorized by a permission that the dele-
gator must possess for creating the capability.

We discuss the drawbacks of the reviewed models and how OSDM addresses
them in section 5.

4 The Organizational Supervised Delegation Model

We have shown in the previous sections that existing delegation models depend
on the delegation relation for determining who can delegate a given role or a
set of permissions. We have also shown the drawbacks of using the delegation
relation for authorizing delegation. Our surveys of different organizations have
revealed that no user is directly allowed to delegate his role to another user
without the approval of the direct line managers of both users. Another problem
with existing role delegation models is that they require that the user performing
the delegation to possess the role to be delegated. This conflicts with one of the
major reasons for using delegation; which is when the user is absent without early
notification due to an emergency situation, and hence, blocks urgent activities
usually performed by that user.

In this section, we provide our delegation model that aims at addressing issues
of existing delegation models. We start by extending RBAC to enable the user
hierarchy feature, that is used to find the users who must approve the delegation.
Then we provide a detailed description of the delegation model followed by the
formal model of the organizational supervised delegation model (OSDM). The
last subsection explains how revocation is performed in OSDM.

4.1 Extensions to RBAC

In RBAC, roles are assigned to users and permissions are assigned to roles. Roles
represent job functions or sub-functions in organizations, while permissions are
privileges to access objects or execute operations. The main advantage of RBAC
is that it simplifies the management of access rights, since users can be reassigned
from one role to another. New permissions can be assigned to roles as new
applications and systems are incorporated, and permissions can be revoked from
roles as needed [16].

RBAC has paid attention to simulating organizational structures after the
concept was originally proposed for user group structures in [17]. RBAC imple-
ments role hierarchies that are a natural means of structuring roles in organiza-
tions [18]. Role hierarchies are partial orders that express inheritance relations
among roles. Although role hierarchies in RBAC can reflect some points from
organizational structures, the functional role hierarchy constructed through the
existing role engineering approaches does not reflect organizational structures,
because they do not take into account the structural characteristics of orga-
nizations [19]. Hierarchies in RBAC implement the is-a relationships between
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hierarchical roles. In most organizations, superiors do not need full access on
permissions of their inferiors. It is not necessary that a manager inherits from
his inferiors since managers are often performing completely different tasks from
their subordinates. In consequence, the application of the is-a inheritance in
these situations results in the assignment of undesired and unnecessary privileges
to superiors. This conflicts with the least privilege concept. In many situations,
senior users have supervision relationships with junior users. Organizations are
seeking flexibility when defining hierarchies in the access control model that can
reflect these nuances [20]. More so, in organizational hierarchies, lines in the
hierarchy mean different levels in the structure. While in RBAC it is possible
that hierarchical roles are assigned to users in the same level in the hierarchy.
For example, in the users structure depicted in Fig. 1, the senior developer role
might inherit from the role of the junior developer, although both are in the
same level in the hierarchy.

From the description above, it is clear that the role hierarchies in RBAC
cannot reflect organizational structures, and therefore, we cannot take the role
hierarchies as basis for modeling the organizational hierarchies. Our delegation
model depends on the organizational structure in order to find the user who must
approve the delegation request. It is impossible to know the manager of a given
user in RBAC, since the organizational structure is not available or is misleading
in RBAC. Therefore, we propose an extension to RBAC to define hierarchies over
users. The hierarchy of users must respect the user hierarchies in organizational
structures. In our proposed extension, users hierarchies are represented as a
general tree, where each user has one parent node corresponding to his direct
responsible (line manager). As an example, the structure depicted in Fig. 1 can
be represented by the tree model shown in Fig. 2.

Modeling users hierarchies in RBAC with general trees makes it easier for
finding the responsible (line manager) of any user, who is in charge of approving
the delegation request. The direct line manager is the parent node of the user
node, while the next level manager is the parent node of the direct manager
node. This complies with hierarchies in organizational structures. Even in the
matrix structure, the functional managers are responsible for approving task
assignments to their employees. Therefore, the parent nodes in matrix structures
represent functional managers.

The proposed model incurs some amendments on the administrative RBAC
model [18]. The AddUser command now has an extra parameter called Parent
that corresponds to the user’s direct responsible. If the node to be added is a
parent node (responsible), then the children nodes can be attached to this parent
node as sub-trees. The DeleteUser is also modified. If the user node to be deleted
has no children, it means that the user is not responsible for other users, then it
can be deleted outright. If the user to be deleted is a parent of some other nodes,
which means that he is a responsible of some other users. Then we promote the
children users and attach them to the parent of the deleted node. The root node
can only be replaced and cannot be deleted. Other administrative commands
remain unchanged.
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Fig. 2. Modeling the hierarchy of users of an organization structure by a general tree
data structure

The extended RBAC model is composed from the following elements and
relations:

- U,R, P : are sets of users, sets of roles and sets of permissions, respectively.

- PA ⊆ P ×R, a many-to-many permissions to roles association.

- RA ⊆ U ×R, a many-to-many users to roles assignments.

- RH ⊆ R × R, a partial order on R. Also represented by ≥. If r, r′ ∈ R,
then r ≥ r′ means r is higher in hierarchy than r′ and that r inherits all
permissions of r′.

- UH ⊆ U × U , a partial order on U . Also represented by > . If u, u′ ∈ U ,
then u > u′ means u is higher in hierarchy than u′ and that u has authority
on u′.

4.2 Delegation in OSDM

The central notion of OSDM is that delegation must be approved by the line
managers of the delegator and the delegatee. OSDM supports both role dele-
gation and permission delegation. More so, OSDM supports delegation in both
flat and hierarchical roles. In general, the delegation process in OSDM is accom-
plished in three main steps: firstly, a delegation request is initiated, secondly, the
delegation request is sent for approval, and finally, the delegated access rights
are assigned to the delegatee.
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There are three types of situations in which delegation takes place. Firstly,
backup of roles. When the user is absent, the function needs to be achieved
by others. Secondly, centralization of authority. When an organization needs to
reorganize functions and distribute functions from higher job positions to lower
job positions in the organizational structure. Thirdly, collaboration of work.
Users need to collaborate with others to achieve specific tasks [6]. However, user
delegation models discussed in the literature requires that the user performing
the delegation must possess the ability to use the access right [2]. This is not
valid in all cases, since in the backup of role case, the user is absent and cannot
initiate the delegation. Therefore, we enable different users to initiate the request.
Specifically, the delegation request can be initiated by three different users:

- By the delegator (the user that delegates the role). The delegator asks to
delegate his role or permissions to another user.

- By the delegatee (the user that is to be delegated the access right). The
delegatee asks to acquire an access right from another user.

- By the line manager of the delegator, either by the direct line manager or
by a higher level line manager.

Consider the hierarchy depicted in Fig. 1, if Alice needs to delegate one of her
access rights to Bob, then the delegation request can be initiated either by Alice
herself, by Bob, or by one of Alice’s line managers, usually Ted. In case of absence
of Ted, the request can be initiated by Brian, Tim or Steve.

Once the delegation request is initiated, the delegation request becomes pend-
ing for approval. The request must be approved by a line manager of the delegator
and a line manager of the delegatee. The reason for this is that the line manager
of the delegator is responsible for achievement of his tasks. The approval of the
line manager of the delegatee is required because he is responsible for assign-
ing the resources to the tasks. The line managers entitled for approval receive
a request to approve the delegation. This means that the delegation authoriza-
tion is performed by the parent nodes of the delegator and the delegatee. Once
both of them have sent their approvals, the delegation operation step can be
accomplished; in which the delegated access rights are assigned to the delegatee.
Usually, the delegation request is sent to the first line managers of the delegator
and the delegatee, but in case of their absence, the request can be redirected on
demand to the higher level line managers of the delegator or the delegatee. In
case that the delegator and the delegatee are supervised directly by the same
first line manager, then only one delegation request is sent to the line manager.
If a user’s access right is to be delegated to his direct line manager, then one
approval request is sent to the line manager of the delegatee. The steps of the
delegation process in OSDM are depicted in the activity diagram shown in Fig. 3.

To explain the approval step of delegation, we continue our example. When
the delegation request is initiated for delegating some access rights from Alice to
Bob, the request for approval is sent to both Ted and Marc. In case of absence of
either Ted or Marc the delegation request can be sent to Brian, Tim or Steve. If
Ted asks to acquire an access right from Alice, then only one request is sent to
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Fig. 3. The activity diagram of the delegation process

Brian for approval. If Alice needs to delegate some access rights to Tony, then
only one approval request is sent to Ted.

Once the delegation request is approved, then the third step of delegation can
be executed. The delegation operation step depends on the characteristics of del-
egation to be implemented. The identified characteristics of delegation comprise
totality, permanence, monotonicity, administration, levels of delegation, multi-
ple delegation, lateral agreements, cascading revocation, and grant-dependency
revocation [14]. The delegation operation using these characteristics has been de-
scribed by several papers [3][4][5][6][14]. In OSDM, we focus on total and partial
grant delegation with flat and hierarchical roles.

We adapted the approach discussed in [3][5][6] for the delegation operation.
We start with delegation operations on flat roles then we move to hierarchical
roles.

Delegation in Flat Roles:

1. Grant total delegation: In this case, the delegator delegates a role with all
its permissions to the delgatee. The delegatee must not be a member in that
role before delegation. The delegated role is assigned to the delegatee with
delegation relation instead of the original role assignment relation. This is im-
portant to identify delegated roles from roles that where originally assigned
to users by the system administrators. The delegatee can start using the role
after this step, and the delegator retains the power to use the delegated role.
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2. Grant partial delegation: In this case, the delegator only grants a subset of
permissions of a given role to the delgatee. A temporary role is created and
is assigned to the permissions to be delegated. The temporary role is then
assigned to the delegatee with delgation. The delegatee can start using the
delegated permissions after this step, and the delegator retains the power to
use the delegated permissions.

Delegation in Hierarchical Roles:

1. Grant total delegation: In this case, the delegator delegates a role with all
its permissions to the delegatee. The delegatee then has the power to use
the role plus all the roles in the hierarchy junior to the delegated role. The
delegator is explicitly assigned to the roles junior to the delegated role. The
delegated role is assigned to the delegatee with delgation and the delegator
retains the power to use the delegated role.

2. Grant partial delegation: This case is exactly the same as the grant partial
delegation in flat roles structure.

4.3 A UML/OCL Formal Model of OSDM

In this subsection, we include the formal model of OSDM for completeness.
We use the Unified Modeling Language (UML) [21] and the Object Constraint
Language (OCL) [22] to formalize the definitions of OSDM. Fig. 4. shows the
UML class diagram of OSDM. The diagram projects the relationships between
the different classes of the extended RBAC model according to the definitions in
section 4.1. Furthermore, the diagram depicts the classes required for delegation.
The DelegationRequest class represents the initiated delegation request. The Ap-
provalRequest represents the requests for approving the delegation request and
then assigning the delegated role to the user by delegation. The diagram also de-
picts the two types of role assignments; the original and delegation assignments.

The following definitions formalize OSDM constraints in OCL:

Definition 1:
In OSDM, the line manager of a user is the user higher in the hierarchy (parent
node). In case of absence of the direct line manager, then the line manager is
the next level manager.

context::User:getLineManager()

post: if self.Manager.Absent = false

then result = self.Manager

else result = self.Manager.getLineManager()

endif

Definition 2:
Self delegation is not allowed in OSDM; the delegator and delegatee cannot be
the same user.
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Fig. 4. The class diagram of OSDM

context::Delegation

inv: no_self_delegation: self.User <> OriginatingRole.User

Definition 3:
The role assigned to the user by the delegation relation must be exactly the
role in the delegation request; which is the delegated role.

context::Delegation

inv: same_role: self.Role = OriginatingRole.Role

Definition 4:
The delegation request is initialized by the delegator, the delegatee or the line
manager of the delegator.

context::DelegationRequest

inv: InitiatorRule: self.Initiator = self.Delegatee or

self.Initiator = OriginatingRole.User.getLineManager()

or self.Initiator = OriginatingRole.user

Definition 5:
The delegation request can be initialized only if the delegatee is not assigned
to the delegated role.

context::DelegationRequest

inv: Delegator_not_member_in_delegated_role:

self.delegatee.role ->asSet() ->excludes(OriginatingRole.role)
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Definition 6:
Proper delegation requests must have been forwarded to a manager of both
users involved in a delegation request.

context::DelegationRequest

inv: requests_initiated:

ApprovalRequest.Manager ->

forSome(manages(self.Delegatee)) and

ApprovalRequest.Manager ->

forSome(manages(self.Delegation.User))

Definition 7:
The role must be assigned to the user once the delegation Request is approved.

context::DelegationRequest

inv: delegate_role: if ApprovalRequest.Approved = true

then delegation ->allInstances ->

includes(delegation|delegation.role = self.OriginatingRole

and delegation.user = self.delegatee)

endif

If multi-step delegation is not allowed, then the link between DelegationRequest
and UserRoleAssignment in Fig. 4 must be changed to be between Delegation-
Request and Original class. The link between UserRoleAssignment and Delega-
tionRequest indicates that the delegation request can only be initiated if the role
to be delegated is assigned to the delegator.

4.4 Revocation in OSDM

Revocation is the step that ends delegation and deassigns the previously dele-
gated access rights from the delegatee. Revocation can be performed when the
reason for delegation becomes invalid. For example, if the delegation was per-
formed because of user absence and the user returns back to duty. Revocation
in OSDM is achieved as follows:

- In case of grant total delegation, the revocation is simply achieved by deas-
signing the delegated role from the delegatee.

- In case of grant partial delegation, revocation is achieved either by deassign-
ing the delegated temporary role, or by revoking one or more permissions
from the temporary role.

In both cases, revocation must be initiated by the delegator, the delegatee or the
line manager of the delegator. The revocation must also be approved by the line
manager of the delegator. The approval of the line manager of the delegatee is not
necessary for revocation, since the line manager of the delegator is responsible
for the accomplishment of his tasks, whereas the line manager of the delegatee
is involved in cases where tasks are to be assigned to his employees.
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5 Discussion

Controlling delegation is the mechanism in delegation models that determine
the security of the delegation model. Although the proposed delegation control
relations in existing role delegation models provide a means for authorizing del-
egation, they still suffer from disadvantages that will turn organizations away
from using them. Defining such relations introduces complexities and is prone to
error. If the definition of a relation is missing then it prevents delegating a role,
while an erroneous relation enables delegation to none entitled entities. More so,
relations complicate updates to RBAC, organizations need to revise the relations
after each update. Even if organizations can tolerate this great overhead caused
by relations, they will not be able to express some constraints on delegation such
as specifying that manager m should approve delegation of role r of user u. This
is due to the fact that conditions in delegation relations depend on roles. This
could create inconsistencies, given it is possible that two managers having the
same role becomes able to delegate a specific role. Other models such as CRBAC
[7] uses a permission to authorize delegation. This eliminates complications in-
troduced by the can-delegate relation, but it opens security breaches since any
user that has a permission to create a capability can delegate his roles and per-
missions. Furthermore, role hierarchies in RBAC does not reflect organizations
structures as shown in [19][20][23]. This has led to the idea of OSDM, which
models organizational structures in RBAC and then utilizes them in controlling
and authorizing delegation.

The advantages of OSDM other than addressing the above limitations of
existing delegations, are that it complies with organizational policies towards
delegation authorization. OSDM also provides a means for reflecting the organi-
zational hierarchies and lines of authority in RBAC. In organizational structures,
the functional line managers of users are responsible for resource allocation.
Which means that roles are assigned to users based on the agreement of their
line managers. This is also valid for delegation.

The implementation of the model is straightforward once the organizational
chart is available to be projected and maintained in the access control system of
the organization.

6 Conclusion

The central contribution of this paper is a new roles and permissions delegation
model for role based access control, the organizational supervised role delegation
model (OSDM). This model provides a new means for controlling and autho-
rizing delegation based on the organizational hierarchy. The development of the
OSDM model was motivated by surveying some organizations and verifying their
delegation and role assignment mechanisms in place. The survey has concluded
that such actions are usually approved by managers according to lines of author-
ity in the organization.
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The model starts by extending RBAC to adopt changes required for imple-
menting organizational hierarchies. Mainly by adding support for users hierar-
chies. This enables implementing authority relations among different users by
modeling the hierarchy using a general tree data structure. The users hierarchy
helps in finding users who need to approve delegations and revocations according
the lines of authority in the organization. In existing delegation models, delega-
tion is authorized by using a delegation relation that define who can delegate a
given role. We have explained disadvantages of this approach that could prevent
organizations from using delegation models based on such relations.

The delegation request can be initiated by three different parties, the dele-
gator, the delegatee, or the line manager of the delegator. Once the request is
initiated, the delegation request is sent for approval to the line managers of the
delegator and the delegatee. The delegation operation is performed when both
approvals are received. OSDM supports both role and permission delegations, as
well as flat and hierarchical role structures. Revocation in OSDM takes similar
steps to delegation. Firstly, a request for revocation is to be initiated by the
delegator, the delegatee or the line manager of the delegator. Afterwards, the
revocation request needs to be approved by the line manager of the delegator,
before the revocation operation is performed.

The future work on OSDM will focus on defining API classes for the model,
and validation on a case study or by implementing our approach at one of the
surveyed organizations. More so, we will be looking at extending the model to
support parametrized roles delegation. We will be also looking at more efficient
modeling of users hierarchies that can implement special lines of authorities and
constraints.
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