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Abstract. The Data Encryption Standard (DES) is a 64-bit block ci-
pher. Despite its short key size of 56 bits, DES continues to be used to
protect financial transactions valued at billions of Euros. In this paper,
we investigate the strength of DES against attacks that use a limited
number of plaintexts and ciphertexts. By mounting meet-in-the-middle
attacks on reduced-round DES, we find that up to 6-round DES is sus-
ceptible to this kind of attacks. The results of this paper lead to a better
understanding on the way DES can be used.

1 Introduction

The Data Encryption Standard (DES) is a well known and widely deployed
cipher since its standardization in 1977. Its wide deployment, even today, makes
it a target for repeated analyses, as the security of many electronic transactions
still relies on DES. The cipher is a Feistel block cipher with 16 rounds, 64-bit
block and 56-bit key.

Due to its importance, DES has received a great deal of cryptanalytic at-
tention. However, besides using the complementation property, there were no
short-cut attacks against the cipher until differential cryptanalysis was applied
to the full DES in 1991 [2–4].

In [5], Chaum and Evertse presented several meet-in-the-middle attacks on
reduced variants of DES. They showed that the first six round of DES are sus-
ceptible to meet-in-the-middle attacks, such as rounds 2–8. They also showed
that their approach cannot be extended to more than seven rounds of DES.

In 1987 Davies described a known plaintext attack on DES [8]. The attack
obtains 16 linear equations of the key bits given sufficiently many known plain-
texts by examining the bits that are shared by neighboring S-boxes. Davies’ on
the full DES requires more plaintexts than the entire code book. For 8-round
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DES, the attack requires about 240 known plaintexts. In [9] these results were
slightly improved but still could not attack the full DES faster than exhaustive
key search. In 1994 Biham and Biryukov [1] improved the attack to be applica-
ble to the full DES. Their variant of the attack requires 250 known plaintexts
and has a running time of 249 encryptions on an average. A chosen ciphertext
variant of the attack is presented in [15]; it has a data complexity of 245 chosen
plaintexts.

The first attack on DES that is faster than exhaustive key search was pre-
sented in [4]. The attack, differential cryptanalysis, requires 247 chosen plain-
texts. The attack examines pairs of plaintexts and ciphertexts, trying to find
a pair that satisfies some differential (i.e., given some input difference between
the two plaintexts, the output difference of the two ciphertexts is as predicted).
Once such a pair is found, the key can be deduced.

In [16] another attack on DES is presented, linear cryptanalysis. The lin-
ear attack on DES uses 243 known plaintexts and deduces the key by checking
whether some linear relation between the plaintext and the ciphertext is sat-
isfied. This attack was later improved in [21] by exploiting nonlinear relations
as well. The improved attack has a data complexity of 242.6 known plaintexts.
Using chosen plaintexts, Knudsen and Mathiassen reduced the data complexity
in [16] by a factor of 2.

Even after DES was theoretically broken, it was claimed that DES was still
secure, as it was not possible to mount these attacks in practice. As a response,
RSA Data Security Inc. has issued several “DES Challenges” during the mid ’90s.
In each such challenge, RSA published a plaintext and its ciphertext encrypted
using DES under some unknown key, and offered a prize of several thousand
US dollars for whoever finds the secret key [6]. The first exhaustive key search
took about 75 days and the key was found using 14,000–80,000 computers over
the Internet [22]. Ever since, the time required for each new DES challenge has
been reduced. In 1997 the Electronic Frontier Foundation (EFF) built a special
purpose machine that costs 250,000 US dollars which retrieved the key in 56
hours by means of exhaustive key search [11]. Today, using a COPACOBANA
machine an exhaustive key search of DES can be performed in 17 days for the
cost of less than 9000 Euros [14].

Recently, a new approach was presented by Raddum and Semaev for solving
sparse systems of non-linear equations and used them to attack up to 4 rounds
of DES [19]. With 16 known plaintext-ciphertext pairs, their techniques produce
an equation system with 1080 variables and 2048 non-linear equations from 4-
round DES. While their methods work on 5 or more rounds of DES, they are
too complex to be considered in practice.

The approach of treating reduced-round DES as an algebraic equation was
also suggested in [7]. The attack described here represents DES as a system
of multivariate equations with the key bits as unknowns and tries to solve the
system using SAT solvers. This technique can find the key with up to six rounds
of DES faster than exhaustive key search.
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Motivation behind our work: Despite the well known weaknesses of DES,
the cipher is still widely deployed and used. In addition, DES-like ciphers are
being suggested as a solution for encryption in RFID systems [18].

All the existing attacks on DES either use a long time (exhaustive key search)
or use a very large number of plaintexts. This motivated us to investigate how
many rounds of DES can be broken using the meet-in-the-middle technique,
using one (or very few) plaintexts. We aimed at finding the best attacks on
reduced-round DES. The results of this paper shed more light on the security of
DES, leading to a better understanding on the way DES can be used.

Contribution of this paper: We have devised a new approach to meet-
in-the-middle attacks. Rather than guessing all the key bits that are required
to produce some value, our approach guesses actual intermediate encryption
values, thus saving the need to guess many key bits to obtain the value of an
intermediate encryption bit. This improves greatly on the previous attacks on
reduced-round DES by Chaum and Evertse [5].

The new approach reduces the time complexity of the meet-in-the-middle at-
tacks, as it allows for guessing significantly less number of key bits. Moreover, by
obtaining several known plaintexts, one can increase the number of intermediate
encryption bits that are guessed while decreasing the total time complexity of
the attack. This follows from the fact that even if with only one of the known
plaintexts, a specific key guess has no possible intermediate encryption value
which fits the meet-in-the-middle condition, then the key guess is necessarily
wrong.

Another possible use of our approach is in the chosen text scenario, where
by fixing some bits of the plaintext (or the ciphertext), it is possible to force
the intermediate values of several plaintext/ciphertext pairs to a specific value.
This leads to a reduction in the number of bits that the attacker needs to guess
(across several plaintext/ciphertext pairs).

This approach may also be used to improve other meet-in-the-middle attacks.
To the best of our knowledge this is the first case where the attacker guesses
intermediate encryption values rather than keys in a meet-in-the-middle attack.
In this paper, we also provide insights into how our attacks might be extended
to attack DES with more than 6 consecutive rounds using a similar approach as
described above.

We compare the results of our attack with other attacks in in Table 1. We
note that for differential and linear cryptanalysis we used a lower bound based
on a linear attack with one active S-box in the round before and a round after the
approximation is used. We used a similar lower bound for a differential attack
on DES (taking into consideration a 3R attack). We also note that these attacks
have two properties which make them inferior to our results: first of all, these
attacks are statistical, i.e., while our approach ensures finding the key, statistical
attacks may fail. In the table we mentioned the complexities of these attacks
with at least 90% success rate. The second property is that the mentioned time
complexities for these attacks is the time complexity required to retrieve several
key bits, while our complexities are mentioned for finding the entire key.
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Rounds Attack Data Complexity Time Complexity

4 Differential 16 CP Negligible†

Linear 52 KP > 213.7 †

Algebraic ([7]) 1 KP 246

MitM ([5]) 1 KP 235 †

MitM (Section 4.1) 1 KP 232.0

MitM (Section 4.2) 15 KP 220.0

MitM (Section 4.3) 6 CC 219.3

5 Differential 64 CP > 211.7 †

Linear 72 KP > 213.8 †

Algebraic ([7]) 3 KP 254.3

MitM ([5]) 1 KP 245.5 †

MitM (Section 5) 51 KP 235.5

MitM (Section 5) 28 KP 237.9

MitM (Section 5.1) 8 CP 230

6 Differential 256 CP 213.7

Linear > 104 KP 213.9 †

Algebraic ([7]) N/A 250.1

MitM ([5]) 1 KP 252.9 †

MitM (Section 6) 1 KP 251.8

KP — Known Plaintexts, CP — Chosen Plaintexts,
CC — Chosen Ciphertexts, N/A — Not Available
Time complexity is given in full encryption units.
† — The attack retrieves only parts of the key.

Table 1. Comparison of Attacks on Reduced-Round DES

The paper is organized as follows: Sect. 2 describes DES. In Sect. 3 we give
an alternative description of DES and give the notations used in this paper. Our
attack on 4-round DES is described in Sect. 4. Our results on 5-round and 6-
round DES are described in Sect. 5 and Sect. 6, respectively. Finally, we present
our conclusions and a few open problems in Sect. 7.

2 Description of DES

The Data Encryption Standard (DES) was accepted as the American standard
in 1977 and became a de-facto standard for most protocols around the world [17].
DES is a 16-round Feistel block cipher, which accepts a 64-bit block and encrypts
it under a 56-bit key. The input is divided into two halves, left and right, each
consisting of 32 bits. The round function is applied 16 times to the two halves. In
each round, the right half enters the F -function of DES along with the round’s
subkey. The output of F is XORed to the left half. Then, the two halves are
swapped. We give the outline of DES in Figure 1.

Let IP (x) be the operation of permuting a vector x ∈ {0, 1}64 according to
the initial permutation, and let FP (x) be the final permutation. These permu-
tations satisfy FP = IP−1. As both IP (·) and FP (·) have no cryptographic
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Fig. 1. An alternative description of the general structure of the Data Encryption
Standard

effect, we disregard their existence. Let Lin, Rin be the left and right halves,
respectively, entering the round, and let Lout, Rout be the left and right halves
that the round outputs. Then, the round function is denoted by (Lout, Rout) =
RoundKr

(Lin, Rin) and Kr ∈ {0, 1}48 is the round subkey. Given this setting,
one round of DES (without the swap of the Feistel construction) is represented
by Rout = Rin, Lout = Lin ⊕ F (Rin,Kr).

The F -function of DES accepts an input of 32 bits along with a 48-bit subkey.
The input is expanded into 48 bits (by duplicating 16 of the 32 input bits), and
the expanded input is XORed with the subkey. The 48-bit outcome is divided
into eight groups of six bits each. Each group enters a 6x4 S-box which is a
nonlinear look up table. The same eight S-boxes S1, S2, . . . , S8 are applied in
the same order in each round. The output of the S-boxes is permuted according
to some permutation table P , and becomes the output of F . The outline of F is
given in Fig. 2.

The key schedule algorithm of DES takes as an input the 56-bit user supplied
key, K, and produces 16 subkeys, K1, . . . ,K16, where each subkey is 48 bits
long. The algorithm uses two tables namely, Permuted Choice-1 (PC-1 ) and
Permuted Choice-2 (PC-2 ). For most applications discussed in this paper, the
details of how the subkeys are derived are not important, therefore, we omit its
full description and refer the reader to [17].
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Fig. 3. An alternative description of DES’ F -function

3 An Alternative Description of DES and Notations Used

Since this paper is based on [5], we retain the same alternative description of DES
used by Chaum and Evertse. In their alternative description of DES, IP , FP ,
PC-1 are not used and E, P are combined into one table EP . This model makes
the description of the results more clear, while not affecting the correctness of
the result. The F -function of the alternative description is illustrated in Fig. 3

Let K denote the full 56-bit user supplied key. Following [17], we use the big
endian notations, i.e., ‘bit 1’ is the most significant bit of the key, and ‘bit 56’ is
the least significant bit of the key. We denote the i-th subkey by Ki. Finally, let
Y be some variable (an intermediate encryption value or a key). We use Y [a–b]
to denote bits a, . . . , b of Y .
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4 Meet-in-the-Middle Attack on 4-round DES

We now describe our attack on 4-round DES. First, we start with a short de-
scription of meet-in-the-middle attacks. Let M denote the message space and
K denote the key space. Suppose that GK , HK : M × K → M are two block
ciphers and let FK = HK ◦ GK . In a meet-in-the-middle attack, the attacker
tries to deduce K from a given plaintext ciphertext pair c = FK(p) by trying to
solve

GK(p) = H−1

K
(c). (1)

In some of the cases, the equation is not tested for all the bits of the intermediate
encryption value, but rather to only some of them.

Let d′[1–m] = GK(p) and d′′[1–m] = H−1

K
(c). In our attack on 4-round DES,

as in attack by Chaum and Evertse, GK consists of the first 2 rounds of DES
and HK contains of rounds 3 and 4. Let us consider d′[9–12] and d′′[9–12] as
illustrated in Fig. 4.

It was observed in [5] that in order to compute d′[9–12] and d′′[9–12], it is
sufficient to guess only 37 key bits. Thus, if for a key guess the computed values
of d′[9–12] and d′′[9–12] disagree, then the key guess cannot be correct (as it
leads to contradiction) and can be discarded.

Our main observation is the fact that the values of d′[9–12] and d′′[9–12] can
be computed by guessing less key bits in exchange for guessing internal bits.
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Consider d′[9–12], this value is equal to:

d′[9–12] = L0[9–12] ⊕ S3[EP (R0)[13–18] ⊕ K1[13–18]] (2)

and d′′[9–12] is equal to

d′′[9–12] = L4[9–12] ⊕ S3[EP (L3)[13–18] ⊕ K3[13–18]]. (3)

Let L3 = [α1–α32], then

EP (L3)[13–18] = [α17α1α15α23α26α5]. (4)

If we guess K1[13–18] and K3[13–18], the only remaining unknowns in the com-
putation of d′′[9–12] are [α17α1α15α23α26α5].

Consider α17. In order to compute this bit we can either guess key bits
K4[25–30] or guess α17 directly. Thus, a different attack algorithm for the meet-
in-the-middle attack would be to guess all the 37 key bits suggested by Chaum
and Evertse, besides the 6 bits which compose K4[25–30]. For each guess of the
31 key bits, the attacker tries the two possibilities of α17. If for both values
the equality d′[9–12] = d′′[9–12] is not achieved, then the guess of the 31 bits
is necessarily wrong. As for a specific (wrong) guess of the key and of α17 the
probability of equality is 1/16, the probability that a wrong 31-bit key guess
has at least one α17 for which the equality is satisfied is 1 − (15/16)2 ≈ 1/8.
Hence, the attacker can guess 31 bits, and by trying the two possibilities of α17

reduce the number of remaining candidates to 228. From this point, the attacker
can either repeat Chaum and Evertse’s original attack or use a more advanced
approach. In Table 3 we list the required key bits for determining d′[9–12] and
d′′[9–12] and note which of the key bits are used only once in the computations
of d′ and d′′.

An attacker can guess several αi values simultaneously, thus reducing the
number of possible keys (in exchange for increasing the probability that a wrong
key remains). For example, if the attacker guesses two intermediate encryption
bits, the probability that a key remains is 1−(15/16)4 ≈ 2−2.1. For three and four
intermediate bits the remaining probabilities are 2−1.3 and 2−0.6, respectively.
This approach can lead, in the extreme, to the following meet-in-the-middle
attack:

4.1 A Meet-in-the-Middle Attack with One Known Plaintext

We first define a procedure to analyze a meet-in-the-middle attack on a specific
S-box. Attacking Sx in round 2 means that we guess the key which enters this
S-box, as well as Sx in round 4 (in order to determine their outputs). We also
need to know the 6 bits which enter this S-box, i.e., we need to know the output
of 6 S-boxes in round 1. For example, performing a meet-in-the-middle on S3
of round 3 involves guessing K1[1–12], K1[19–24], K2[13–18], K4[13–18] (a total
of 19 bits), and guessing 3 intermediate encryption values (δ17, δ23, δ26; where
L2 = [δ1–δ32]). Thus, it is expected that after such an analysis, of the 219 possible
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Round S-box Number of Guessed Number of Remaining
Key Bits Intermediate Bits Key Guess

3 S3 19 3 219 · 2−1.3 = 217.7

3 S2 +3 4 217.7 · 23 · 2−0.6 = 220.1

2 S1 +2 4 220.1 · 22 · 2−0.6 = 221.5

3 S4 +3 3 221.5 · 23 · 2−1.3 = 223.2

2† S4 +1 3 223.2 · 21 · 2−1.3 = 222.9

3 S3 - 3 222.9 · 2−1.3 = 221.6

2 S2 - 4 221.6 · 2−0.6 = 221.0

3 S1 - 4 221.0 · 2−0.6 = 220.4

2 S8 +9 2 (-2)‡ 220.4 · 29 · 2−4 = 225.4

3 S5 +5 1 (-5)‡ 225.4 · 25 · 2−8 = 222.4

3 S6 +4 2 (-5)‡ 222.4 · 24 · 2−7 = 219.4

2 S7 +4 1 (-4)‡ 219.4 · 24 · 2−7 = 216.4

3 S7 +3 2 (-5)‡ 216.4 · 23 · 2−7 = 212.4

3 S8 +2 1 (-9)‡ 212.4 · 22 · 2−12 = 22.4

Exhaustively search the remaining 23.4 keys.
† — At this point the entire half of the key is known.
‡ — The (−i) means that there i bits that were earlier guessed and are
now known (and can be used to discard wrong inconsistent guesses).

Table 2. Meet-in-the-middle on 4-round DES with one known plaintext

values for the 19-bit key, only 217.7 values remain. Similarly, one can define a
meet-in-the-middle attack on Sx in round 3 (while guessing the key of Sx in
round 1, and the output of 6 S-boxes in round 4).

To describe the attack algorithm, we give the sequence of attacked S-boxes.
For each step, we give the number of additional key bits to be guessed, along
with the number of intermediate bits that the attacker has to guess, and the
number of remaining key guesses after the S-box is attacked. The attacker can
retrieve the full key using about 232.0 4-round DES encryptions by attacking the
sequence of S-boxes given in Table 2.

4.2 Using Multiple Known Plaintexts

If several plaintext/ciphertext pairs are at the disposal of the attacker, they can
be used to deduce the value of the first 19 guessed bits in a more efficient way.
The attacker uses the first plaintext/ciphertext pair to reduce the number of
possible keys to 217.7. Then, using the next plaintext/ciphertext pair, he repeats
the analysis (with less candidates for the 19 bits of the key). As the probability
that a key remains after each iteration of the analysis is 1− (15/16)8 ≈ 0.4, the
number of trials t required for discarding all the wrong keys satisfies: 219·0.4t < 1.
Thus, after 15 plaintext/ciphertext pairs, we expect to have only the right value
for 19 key bits, which can then be used to retrieve the remaining key bits in a
similar manner.
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Round/S-box Key bits Bit determined Bits appearing once †

1/3 5, 9, 13, 20, 24, 27 24
3/3 2, 8, 12, 16, 23, 27
4/1 2, 7, 11, 17, 20, 23 α1 7, 11, 17
4/2 6, 9, 12, 16, 21, 27 α5 6, 21
4/4 5, 8, 13, 19, 22, 26 α15 19, 22, 26
4/5 30, 33, 37, 43, 47, 53 α17 30, 33, 37, 43, 47, 53
4/6 29, 36, 39, 46, 51, 54 α23 29, 36, 39, 46, 51, 54
4/7 31, 34, 40, 45, 50, 55 α26 31, 34, 40, 45, 50, 55

Bits of K

not affecting (1) 1,3,4,10,14,15,18,25,28,32,35,38,41,42,44,48,49,52,56
† — These bits appear only once in computing d′ and d′′.

Table 3. Key bits determining the ‘middle’ bits of 4-round DES

The time complexity of the attack in this case is about 220 full 4-round DES
encryptions (there are 219 keys, and 23 intermediate values to check for each of
them).

4.3 Using Chosen Ciphertexts

It is also possible to use chosen ciphertexts to improve the data complexity of the
known plaintext attack. If we choose the ciphertexts in such a way that the inter-
mediate encryption bits which are guessed are the same for all the ciphertexts,
we actually improve the filtering each new plaintext/ciphertext pair offers. This
follows the fact that in the known plaintext scenario, each plaintext/ciphertext
pair may “allow” a key guess to pass due to a different value in the intermediate
encryption values. In the chosen ciphertext scenario, the attacker guesses the 19
key bits. A key which is not discarded, but has less than 8 possible interme-
diate encryption values (which is the case for most of the keys), is tested with
the next plaintext/ciphertext pair only with the intermediate encryption values
which satisfied the meet-in-the-middle condition earlier.

Thus, a given key has probability 0.6 to be discarded with the first plain-
text/ciphertext pair, probability 0.32 to pass to the next pair with only one
candidate value for the intermediate encryption bits, probability 0.074 to pass
to the next pair with two possible values in the intermediate encryption values,
and so forth. Thus, it is expected that the next pair discards 15 out of 16 re-
maining keys with one value, and about 14 out of 16 keys remaining with one
value (while reducing the number of possible intermediate encryption values of
most of them to 1). We conclude that 6 chosen ciphertexts are sufficient to find
the first 19 key bits (from where by repeating the previous attacks we can find
the rest of the key). The running time of the attack is 219.3 encryptions.
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5 Attack on 5-round DES

The attack on 5-round DES proceeds along the same lines as the attack on
4-round DES. Let d′[1–m] = GK(p) and d′′[1–m] = H−1

K
(c). In our attack on 5-

round DES, as in attack by Chaum and Evertse, GK consists of the first 2 rounds
of DES and HK contains of rounds 3, 4 and 5. Let us consider the intermediary
bits d′[41–44] and d′′[41–44].

We present the results of our analysis of 5-round DES in Table 4. It was
observed in [5] that in order to compute d′[41–44] and d′′[41–44], it is sufficient
to guess only 47 key bits. Thus, if for a key guess the computed values of d′[41–44]
and d′′[41–44] disagree, then the key is necessarily wrong, and can be discarded.

Again, the values of d′[41–44] and d′′[41–44] can be computed by guessing
less key bits in exchange for guessing the values of intermediate bits. Consider
d′[41–44], this value is equal to:

d′[41–44] = R0[9–12] ⊕ S3[EP (R1)[13–18] ⊕ K2[13–18]] (5)

and d′′[41–44] is equal to

d′′[41–44] = L5[9–12] ⊕ S3[EP (L4)[13–18] ⊕ K4[13–18]]. (6)

Let R1 = [β1–β32], L4 = [γ1–γ32]. Then,

EP (R1)[13–18] = [β17β1β15β23β26β5], (7)

EP (L4)[13–18] = [γ17γ1γ15γ23γ26γ5]. (8)

If we guess K2[13–18] and K4[13–18], the only unknowns left in the computations
of d′[41–44] and d′′[41–44] are [β17β1β15β23β26β5] and [γ17γ1γ15γ23γ26γ5].

Consider β1. In order to compute this bit we can either guess 2 key bits
(of K1[1–6]) or guess β1 directly. Thus, a different attack algorithm for the
meet-in-the-middle attack would be to guess all the 47 key bits suggested by
Chaum and Evertse, besides the 2 key bits. For each guess of the 45 key bits,
the attacker tries the two possibilities of β1. If for both values the equality
d′[41–44] = d′′[41–44] is not achieved, then the guess of the 45 bits is necessarily
wrong. As for a specific (wrong) guess of the key and of β1 the probability of
equality is 1/16, the probability that a wrong 45-bit key has at least one β1 for
which the equality is satisfied is 1 − (15/16)2 ≈ 1/8. Hence, the attacker can
guess the 45 bits, and by trying the two possibilities of β1 reduce the number
of remaining candidates to 242. From this point, the attacker can either repeat
Chaum and Evertse’s original attack or use a more advanced approach along
similar lines as the method described in Sect. 4.2.

However, a more efficient attack exists. We note that there are many key bits
which are used twice in determining the values of β17, β23, β26 and γ17, γ23, and
γ26. Thus, it is still more efficient to guess the values of β23, β26, γ17, and γ26

than guessing these key bits directly. More precisely, to determine β17 and γ23
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Round/S-box Key bits Bit determined Bits appearing once †

1/1 2,6,12,15,18,25 β1 2, 12
1/2 1,4,7,11,16,22 β5 16
1/4 3,8,14,17,21,28 β15 3, 17
1/5 32,38,42,48,53,56 β17

1/6 31,34,41,46,49,52 β23 34, 46
1/7 29,35,40,45,50,54 β26 40, 50, 54
2/3 6,10,14,21,25,28
4/3 1,4,10,14,18,25
5/1 4,9,13,19,22,25 γ1 9, 13, 19
5/2 1,8,11,14,18,23 γ5 23
5/4 7,10,15,21,24,28 γ15 24
5/5 32,35,39,45,49,55 γ17 39,55
5/6 31,38,41,48,53,56 γ23

5/7 29,33,36,42,47,52 γ26 33, 36, 47

Bits of K

not affecting (1) 5,20,26,27,30,37,43,44,51
† — These bits appear only once in the computation of d′ and d′′.

Table 4. Key bits determining the ‘middle’ bits of 5-round DES

it is sufficient to guess 8 key bits, that along with the 24 bits required for the
S-boxes affected by bits 1–28 of the key, are sufficient to determine the values of
d′[41–44] and d′′[41–44] up to the value of the four intermediate bits - β23, β26

and γ17, γ26,.

Therefore, we can optimize the known plaintext attack to guess 32 bits of
the key, along with 4 intermediate encryption bits. The data complexity of the
attack in that case is 51 known plaintexts, with time complexity of about 235.5

5-round DES encryptions. It is possible to guess 4 more key bits in order to
determine the value of β23, thus reducing the data complexity of the attack to
28 known plaintexts while the time complexity is increased to 237.9.

5.1 Using Chosen Plaintexts

The attacker can choose the plaintexts such that the values of β17, β23 and β26

are the same for all the plaintexts. Then, the attacker guesses these intermediate
bits as part of the key, but can now correlate between the various plaintexts in
a much stronger way.

By guessing for each possible guess of the 24 key bits affecting S-boxes
S1,S2,S3, and S4, and of the three fixed bits β17, β23 and β26, the attacker
tries the 8 possibilities for the unknown γ bits. The data complexity of this
attack is 8 chosen plaintexts, and the time complexity is about 230 5-round DES
encryptions.
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6 Attack on 6-round DES

Let d′[1–m] = GK(p) and d′′[1–m] = H−1

K
(c). In our attack on 6-round DES, as

in attack by Chaum and Evertse, GK consists of the first 3 rounds of DES and
HK contains of rounds 4, 5 and 6. Let us consider the intermediary bits d′[5–8]
and d′′[5–8].

The analysis of 6-round DES proceeds along the same lines as the analysis
of 4-round DES presented in Sect. 4. We present the results of our analysis of
6-round DES in Table 5.

It was observed in [5] that in order to compute d′[5–8] and d′′[5–8], it is
sufficient to guess 54 key bits. Thus, if for a key guess the computed values
of d′[5–8] and d′′[5–8] disagree, then the key is necessarily wrong, and can be
discarded.

Here again, the values of d′[5–8] and d′′[5–8] can be computed by guessing
less key bits in exchange for guessing internal bits. We have,

d′[5–8] = R0[5–8] ⊕ S2[EP (R1)[7–12] ⊕ K2[7–12]] (9)

and d′′[5–8] is equal to

d′′[5–8] = R6[5–8] ⊕ S2[EP (L4)[7–12] ⊕ K4[7–12]]

⊕ S2[EP (L6)[7–12] ⊕ K6[7–12]]. (10)

We have,

EP (R1)[7–12] = [β21β29β12β28β17β1], (11)

EP (L4)[7–12] = [γ21γ29γ12γ28γ17γ1]. (12)

If we guess K2[7–12], K4[7–12] and K6[7–12], the unknowns left in the compu-
tations of d′[5–8] and d′′[5–8] are [β21β29β12β28β17β1] and [γ21γ29γ12γ28γ17γ1].

Consider γ1. In order to compute this bit we can either guess 2 key bits (of
K5[1–6]) or guess γ1 directly. Thus, a different attack algorithm for the meet-in-
the-middle attack would be to guess all the 54 key bits suggested by Chaum and
Evertse, besides the 2 key bits. For each guess of the 52 key bits, the attacker
tries the two possibilities of γ1. If for both values the equality d′[5–8] = d′′[5–8]
is not achieved, then the guess of the 52 bits is necessarily wrong. As for a
specific (wrong) guess of the key and of γ1 the probability of equality is 1/16,
the probability that a wrong 52-bit key has at least one γ1 for which the equality
is satisfied is 1− (15/16)2 ≈ 1/8. Hence, the attacker can guess the 52 bits, and
by trying the two possibilities of γ1 reduce the number of remaining candidates
to 249. Now, using similar techniques as in Sect. 4.1, the number of 6-round DES
encryptions to retrieve the full key can be calculated to be 251.8.
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Round/S-box Key bits Bit determined Bits appearing once †

1/1 2,6,12,15,18,25 β1

1/3 5,9,13,20,24,27 β12

1/5 32,38,42,48,53,56 β17

1/6 31,34,41,46,49,52 β21

1/7 29,35,40,45,50,54 β28

1/8 30,33,37,43,47,51 β29

2/2 2,5,8,12,17,23
4/2 6,9,12,16,21,27
5/1 4,9,13,19,22,25 γ1 4, 19
5/3 3,6,12,16,20,27 γ12

5/5 32,35,39,45,49,55 γ17

5/6 31,38,41,48,53,56 γ21

5/7 29,33,36,42,47,52 γ28 36
5/8 30,37,40,44,50,54 γ29

There are no key bits of round 6 that appear only once in computing d′ and d′′.

Bits of K

not affecting (1) 7,28
† — These bits appear only once in computing d′ and d′′.

Table 5. Key bits determining the ‘middle’ bits of 6-round DES

7 Conclusions and Open Problems

In this paper, we have found hitherto unknown weaknesses in block ciphers with
up to 6 rounds of DES. We use the meet-in-the-middle technique and improve
the time complexities (at the cost of few plaintexts) of similar attacks on DES by
Chaum and Evertse [5]. We obtained that the time complexities for key search
in the case of 4, 5 and 6-round DES are 220, 235.5 and 251.8 using 15, 51 and 1
known plaintexts respectively. With 6 chosen ciphertexts and 8 chosen plaintexts
the time complexities in the case of 4-round and 5-round attacks are 219.3 and
230 respectively.

Our research leaves room for alluring open problems. It can be seen from
Table 3, Table 4 and Table 5 that Chaum and Evertse have considered bits
of the key K that do not appear in the first columns of these tables; we have
considered bits of K that appear only once (and sometimes twice) in the first
columns. Hence, a natural extension will be to experiment with bits which appear
more times in the first columns of these tables. This technique could be tried on
DES with higher number of rounds. Another extension of the attacks described
in this paper follows a suggestion in [5] by which one may try to change the
tables defining the S-boxes. By either of these methods, it could be possible to
cryptanalyse DES variants consisting of 8 or more rounds.
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