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Abstract. Location information can be used to enhance mutual entity
authentication protocols in wireless ad-hoc networks. More specifically,
distance bounding protocols have been introduced by Brands and Chaum
at Eurocrypt’93 to preclude distance fraud and mafia fraud attacks, in
which a local impersonator exploits a remote honest user. Hancke and
Kuhn have proposed a solution to cope with noisy channels. This paper
presents an improved distance bounding protocol for noisy channels that
offers a substantial reduction (about 50%) in the number of communica-
tion rounds compared to the Hancke and Kuhn protocol. The main idea
is to use binary codes to correct bit errors occurring during the fast bit
exchanges. Our protocol is perfectly suitable to be employed in low-cost,
noisy wireless environments.
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1 Introduction

1.1 Proximity based authentication

In mobile networks, location information can be used to enhance mutual entity
authentication protocols. Entities which are in a specific location or within a
certain range of a device (“the verifier”) are granted some privileges, in contrast
to all other entities. In most scenarios, one would like to determine an upper
bound on the distance to another entity. For instance, one could conduct a
cryptographic identification protocol at the entrance to a building. Only entities
with the correct credentials and who are not more than a few meters away are
granted access to the building.

The concept of proximity based authentication is graphically depicted in
Fig. 1. Authentication requests originating from devices that are located within
the range d of the verifier V are accepted, all other requests are rejected. So in
Fig. 1, authentication requests originating from device A are accepted (and as a
consequence, A is granted some privileges), while the requests of B are rejected.
Contactless smart cards and RFID tokens are often used for proximity-based
authentication (see Bardram et al. [1]). Such mobile devices have very limited
processing power. Therefore, one has to employ low-cost cryptographic primi-
tives to authenticate the mobile devices, and verify the distance between both
parties.
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Fig. 1. Proximity based authentication

How can one securely verify if a certain device is within a specific range?
There are several methods to accomplish this; one of them is to apply distance
bounding protocols. These protocols enable the verifying party to determine an
upper bound on the distance between itself and a prover, who claims to be
within a certain range. Distance bounding protocols combine physical and cryp-
tographic properties to determine an upper bound on the distance between ver-
ifier and prover. They allow the prover to authenticate itself to the verifier, and
in the same time enable the verifying party to check if the prover is located
within a certain range. Distance bounding techniques can measure the received
signal strength (RSS) [2], the angle of arrival (AoA), or the time of flight (ToF)
to estimate an upper bound on the distance. The first two techniques (RSS and
AoA) are typically discarded because of security reasons: e.g., an attacker can
construct a directional antenna to substantially increase the sending or receiving
range [3]. This only leaves measuring the time of flight as a possible technique
for secure distance bounding protocols.

1.2 Organization of the paper

This paper is organized as follows. In the introduction, we briefly discussed the
idea of proximity based authentication in mobile ad-hoc networks. We put for-
ward the idea of employing distance bounding protocols. The general principles
of these protocols are discussed more in detail in Sect. 2. Section 3 and 4 de-
scribe two important distance bounding protocols: the protocol of Brands and
Chaum protocol, and the protocol of Hancke and Kuhn protocol respectively.
In Sect. 5, we show how to adapt the Mutual Authentication with Distance
Bounding (MAD) protocol of Čapkun et al. (extended version of the Brands
and Chaum protocol) to make it noise resilient. This protocol requires about
half of the number of communication rounds compared to other noise resilient
distance bounding protocols, as will be shown in Sect. 6. Section 7 concludes the
paper.



2 Background

2.1 How do distance bounding protocols work?

Secure distance bounding protocols measure the time of flight to determine an
upper bound on the distance between prover and verifier. This measurement
is typically performed during a challenge-response protocol, the main building
block of the distance bounding protocol. During n fast bit exchanges, the time
between sending a challenge and receiving the response is measured. Multiplying
the time of flight with the propagation speed of the communication medium gives
the distance between prover and verifier.

One should however take into account some important details. It should be
impossible for the prover to send the response before receiving the challenge [4].
This implies that the response should be dependent on the (random) challenge.
A second remark is that a challenge-response protocol is not sufficient. After
execution of this protocol, the verifier only knows that some party is close. But
how does one know that this entity is the prover? This problem arises for example
in the Echo protocol [5]. That is why the prover has to identify itself somewhere
in the scheme (not necessarily in the challenge-response protocol itself). Finally,
one should notice that the round trip time is not equal to the propagation time.
It takes some time to compute and transmit the response. This processing delay
should be as small as possible compared to the propagation time, because we
are only interested in the latter. We consider two communication technologies:
(ultra-)sound and electromagnetic signals.

Ultra-sound: (Ultra-)sound is interesting to measure distances because it is
relatively slow. The processing delay can hence be neglected compared to the
propagation time and the accuracy of the measurements is not very critical.
An example of a protocol using this technique is described by Kindberg and
Zhang [6]. There are however some security problems. (Ultra-)sound is not
resistant to physically present attackers. Such an attacker can modify the
medium (e.g., sound travels faster through metal than through the air) or use
wormholes (e.g., by retransmitting the signal using electromagnetic waves)
to claim that he is closer than he really is. By delaying the response, he can
also claim to be further away.

Electromagnetic signals: An active attacker can not use wormholes since the
signals travel with the speed of light and nothing propagates faster. This
means that an attacker can only claim to be further away than he really is (by
delaying the response). There are however some practical issues. The verifier
has to be able to measure the round trip time with very high precision. A
small deviation of the time of flight has a strong influence on the estimated
distance. A similar problem is estimating the processing delay. One has to
design the distance bounding protocol in such a way that the processing
delay can be neglected to the (very small) time of flight.



2.2 Attack scenarios

By employing the principle of distance bounding attacks in a clever way, one can
preclude one or more fundamental attacks.

One wants to prevent a dishonest prover claiming to be closer than he really
is. This attack is called distance fraud attack. It is relatively easy to design a
distance bounding protocol which prevents this type of attack. Bussard presents
in [7] an overview of location mechanisms that are resistant or partially resistant
to distance fraud attacks.

Mafia fraud attacks, also called relay attacks, were first described by
Desmedt [8]. In this attack scenario, both prover and verifier are honest, but
a malicious intruder is performing the fraud. It is a man-in-the-middle attack
where the intruder I is modeled as a malicious prover P̄ and verifier V̄ that
cooperate, as shown in Fig. 2. The malicious verifier V̄ interacts with the honest
prover P and the malicious prover P̄ interacts with the honest verifier V. The
physical distance between the intruder and the verifier is small. This attack en-
ables the intruder to identify itself to V as P being close to V, without any of
P and V noticing the attack.

Prover Verifier

Intruder

V P

Fig. 2. Mafia fraud attack

Terrorist fraud attacks [8] are an interesting extension of the mafia fraud
attack. The intruder and the prover will collaborate in this attack. This implies
that a protocol which is resistant to terrorist fraud attacks, also prevents mafia
fraud attacks. The terrorist fraud attack is shown in Fig. 3. The dishonest prover
uses the intruder to convince the honest verifier that he is close, while in fact
he is located at a large distance. The intruder does not know the private or
secret key. This certainly has to be emphasized: if the intruder would know this
private key, then it is impossible to make a distinction between the intruder and
the prover, since distance bounding protocols only check if a party which knows
the private key is close to the verifier. Several distance bounding protocols are
resistant to terrorist fraud attacks [7, 9, 10].

2.3 Design principles for secure distance bounding protocols

Without going in too many details, one can formulate the following (simplified)
cryptographic design principles of distance bounding protocols:

– In at least one of the messages of the distance bounding protocol, the prover
has to “identify” itself (e.g., by proving knowledge of a shared secret key).
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Fig. 3. Terrorist fraud attack

– To prevent mafia fraud attacks, the distance bounding protocol should con-
tain a challenge-response protocol that consists of a series of rapid bit ex-
changes (n rounds in total) [4]. By measuring the round trip time in each
of the n rounds, the verifier can determine an upper bound on the distance
between verifier and prover. To prevent the prover sending the response too
soon, the challenge has to be random and unpredictable, and the response
has to depend on this challenge.

– To avoid terrorist fraud attacks, one has to make sure that the fast bit ex-
changes and the phase in which the prover identifies itself, are intermingled
in a cryptographic way. It has to be impossible to split the distance bound-
ing protocol into these two distinct phases. There are at least two ways to
accomplish this: either one uses the private (or symmetric) key during the
fast bit exchanges, or one uses trusted hardware. For more details, we refer
to [9].

The design principles described above are not sufficient. Clulow et al. show
that one has to optimize the choice of communication medium and transmission
format according to the following four principles [11], if one wants to prevent
certain “physical” attacks:

– Use a communication medium with a propagation speed as close as possible
to the physical limit for propagating information through space-time.

– Use a communication format in which the recipient can instantly react on
each single transmitted bit.

– Minimize the length of the symbol used to represent this single bit.
– Design the distance bounding protocol to cope with bit errors taking place

during the rapid bit exchanges.

3 The Distance Bounding Protocol of Brands and Chaum

In 1993, Brands and Chaum presented their distance bounding protocol [4]. This
clever protocol prevents mafia fraud attacks and embodies a series of n rounds
(n is a security parameter). Each round consists of a single bit challenge and a
rapid single bit response. The delay time for receiving the responses enables the
verifier to compute an upper bound on the distance. After correct execution of
the distance bounding protocol, the verifier knows that an entity in possession
of a certain secret is in the vicinity.

The protocol is carried out as follows. It contains three phases. First, the
prover sends out a commitment to n random bits mi. Next, a series of n fast bit



exchanges is performed. The verifier sends a random challenge αi to the prover.
This challenge is XOR’ed with the bit mi and the result (βi) is sent back to the
verifier. After the n fast bit exchanges, the prover opens the commitment and
signs the string y, which embodies the concatenation of the challenges αi and
the responses βi. If the signature is correct, the protocol is successful. In each of
the n rounds, an attacker has a probability of 1

2 to send a correct response [4].
Note that in every of the n rounds, the prover has to compute the XOR of two
bits. This can be done very efficiently in hardware.

Čapkun et al. extended the protocol to MAD, a mutual authentication pro-
tocol using distance bounding [12]. This protocol has the advantage that both
parties can estimate an upper bound on the distance between themselves, and
learn each other’s identity, which is not the case in the original protocol of Brands
and Chaum. From all other points of view, both protocols are very similar. In the
rest of this paper, we will assume that mutual entity authentication is required,
and use the MAD protocol.

4 The RFID Protocol of Hancke and Kuhn

Both the distance bounding protocol of Brands and Chaum [4] and the MAD
protocol [12] were not designed to cope with bit errors during the fast bit ex-
changes. A single bit error causes the protocol to fail. This can be an important
problem in noisy environments such RFID. That is why Hancke and Kuhn pro-
posed a distance bounding protocol [13] that can easily be extended to deal with
bit errors.

The protocol is carried out as follows. First, prover and verifier exchange a
random nonce (NP and NV respectively). Both parties then use a pseudorandom
function (typically a MAC algorithm such as CBC-MAC and HMAC is used since
these have been shown to be pseudo-random functions [14]) to compute two n-
bit sequences v(0) and v(1) (more in detail: MACK(NV , NP ) = v(0)|v(1)). Next,
a series of n fast bit exchanges is performed. In each round, the verifier sends a
random single bit challenge Ci to the prover. If this challenge equals 0, then the
prover responds with the i-th bit of v(0). If the challenge equals 1, then the prover
sends the i-th bit of v(1). If all responses are correct, the protocol succeeds. In
each round, an attacker has a probability of 3

4 to send a correct response. After
correct execution of the distance bounding protocol, the verifier knows that
with probability 1 −

(

3
4

)n
an entity in possession of the secret key K is in the

vicinity.

If we compare the Hancke and Kuhn distance bounding protocol with the
Brands and Chaum protocol, we notice that the latter requires a signature to
be sent at the end of the protocol, while the former stops after the execution
of the n fast bit exchanges. So the Brands and Chaum protocol requires more
bits to be interchanged on the slower communication channel, while the Hancke
and Kuhn protocol needs more rounds of rapid single-bit exchanges. Munilla
et al. proposed to use “void challenges” in the Hancke and Kuhn protocol [15]



to improve the security. However the disadvantage of their solution is that is
requires three (physical) states: 0, 1 and void.

The Hancke and Kuhn protocol can easily be adapted to make it noise re-
silient. First one has to select a security parameter x. This parameter denotes
the number of bit errors that are allowed during the n fast bit exchanges; it de-
pends on the bit error rate. The distance bounding protocol succeeds if at least
(n − x) of the responses sent by the prover are correct. The security parameter
x has to be chosen very carefully. Incrementing the number of allowed errors x
increases the false acceptance ratio dramatically. A more detailed discussion on
the influence of the different security parameters will be presented in Sect. 6.

5 Noise Resilient Mutual Authentication with Distance

Bounding

As discussed in Sect. 3, the MAD protocol of Čapkun et al. has the nice property
that in each of the n rounds of the fast bit exchanges, an attacker only has a
1
2 probability of replying to the verifier with a correct response. It also offers
mutual entity authentication. On the other hand, the distance bounding protocol
of Hancke and Kuhn can be easily made resilient to bit errors during the fast bit
exchanges, which is a very desirable feature. It would be ideal to combine the
good properties of both distance bounding protocols.

A trivial way of making the MAD protocol noise resilient, is exchanging all
challenges and responses again on a slower communication channel with error
correction (of course, this has to be done after the fast bit exchanges). However,
this is not very efficient. We will now present an efficient modification of the
MAD protocol, which is also resilient to some bit errors (we allow x bit errors
in total) during the fast bit exchanges. Our protocol, in which the two parties
(denoted by Alice and Bob) will authenticate each other, is shown in Fig. 4.

The protocol is carried out as follows. First, both parties agree on an (n, k)
Error Correcting Code (ECC). In order to correct at least x bit errors during the
fast bit exchanges, this binary code should have a minimal Hamming distance
dmin such that x = ⌊dmin−1

2 ⌋. More information on which (n, k) error correcting
code to use for a given distance dmin can be found in [16–19]. Note that we
consider both linear and non-linear codes.

Next, Alice and Bob generate k random bits (r1, . . . , rk and s1, . . . , sk re-
spectively). These k bits are extended to n-bit strings (r1, . . . , rn and s1, . . . , sn)
by applying the error correcting code described above and a commitment to this
string is sent to the other party. Several secure commitment schemes can be used
in our distance bounding protocol. E.g., one could first generate a 128-bit ran-
dom string, then concatenate it with the n-bit string r1, . . . , rn or s1, . . . , sn and
apply a cryptographic hash function to the resulting string of bitlength 128 +n.
The output of this function is sent to the other party. To open the commitment,
one should reveal the 128-bit random string. This commitment scheme is un-
conditionally hiding and conditionally binding. More information can be found
in [20].



Alice Bob

r1, . . . , rk ∈R {0, 1} s1, . . . , sk ∈R {0, 1}

Apply (n, k) ECC to obtain:

r1, . . . , rk, rk+1, . . . , rn

Apply (n, k) ECC to obtain:

s1, . . . , sk, sk+1, . . . , sn

commit(r1| . . . |rn)

commit(s1| . . . |sn)

Start of rapid bit exchange

α1 ← r1 α1

β1 ← s1 ⊕ α1β1

. . .

αi ← ri ⊕ βi−1 αi

βi ← si ⊕ αiβi

. . .

αn ← rn ⊕ βn−1 αn

βn ← sn ⊕ αnβn

End of rapid bit exchange

si ← αi ⊕ βi r1 ← α1 and ri ← αi ⊕ βi−1

Use ECC to correct errors:

⇒ s1, . . . , sk

Use ECC to correct errors:

⇒ r1, . . . , rk

yA ← MACK(r1|s1| . . . |rk|sk) yB ← MACK(s1|r1| . . . |sk|rk)
(open commit) , yA

(open commit) , yB

Verify commit

Verify yB

Verify commit

Verify yA

Fig. 4. Noise resilient mutual entity authentication with distance bounding protocol



During the n fast bit exchanges, the following two steps are repeated n times:

– Alice sends the bit αi to Bob where α1 = r1 and αi = ri ⊕ βi−1.
– Bob sends the bit βi to Alice where βi = si ⊕ αi.

In each round, the time between sending αi and receiving βi (or sending βi

and receiving αi+1) is measured. The maximum round trip time is selected and
this measurement determines an upper bound on the estimation of the distance
between Alice and Bob. After the fast bit exchanges, both parties use the (n, k)
ECC to correct bit errors (each party can correct a maximum of x bit failures)
and this way recover the bits s1, . . . , sk and r1, . . . , rk respectively. Finally, Alice
(and Bob) compute a MAC on the concatenation of ri and si (or si and ri)
and open the commitment sent in the beginning of the protocol. If the MAC
and the commitment are correct, the protocol is successful. In each of the first
k rounds, an attacker has a 1

2 probability of sending a correct response. Note
that our protocol only requires low-cost cryptographic primitives, and hence is
perfectly suitable to be employed in resource constrained wireless networks.

6 Performance Analysis

6.1 False rejection and false acceptance ratio

In our analysis, we assume that the fast communication channel used during
the rapid bit exchanges is symmetric. So a bit error is as likely to occur in a
challenge as in a response. We also assume that a bit error is independent of
previous bit errors. The bit error rate is denoted by Pb.

Before numerically analyzing and deriving the statistical properties of our
distance bounding protocol, let us first clearly define the notion of a round (dur-
ing the fast bit exchanges). This definition depends on the distance bounding
protocol that is being used. In the Hancke and Kuhn protocol, we define a round

as a challenge and the corresponding response. In our noise resilient MAD pro-
tocol, a round are two consecutive messages (so αi and βi, or βi and αi+1).

Some of the challenges and/or responses will be corrupted by noise. The
probability that a round fails is denoted by ε. A round fails if the verifying
party receives an incorrect response, or if one of the parties in our noise resilient
MAD protocol gets a corrupted bit ri or si. Let us first have a look to the
Hancke and Kuhn protocol. A bit error can appear in the challenge, or in the
response (both with probability Pb). We neglect the probability that a bit error
occurs in both messages. If the prover receives an incorrect challenge, he still
has a 1

2 probability of sending the correct response (this event happens when
the responses for both the challenges 0 and 1 are equal). If the verifier receives
a corrupted response, the round fails certainly. So one can easily compute the
probability εH that a round fails in the Hancke and Kuhn distance bounding
protocol:

εH =
3

2
Pb . (1)



In our noise resilient MAD protocol, a round fails by definition with 100% prob-
ability when a bit αi or βi is corrupted. The probability εMAD that a round
fails in our noise resilient MAD protocol is equal to

εMAD = 2Pb . (2)

We can now compute the false rejection and false acceptance ratio, two im-
portant parameters to evaluate (noise resilient) distance bounding protocols. An
honest prover is falsely rejected if more than x bit errors occur during the fast
bit exchanges (which consist out of n rounds). The false rejection ratio depends
on the probability ε (equal to εH or εMAD ) and is equal to

PFR =

n−x−1
∑

i=0

(

n

i

)

· (1 − ε)i · ε(n−i) . (3)

This expression is valid for both distance bounding protocols.
An attacker can use the uncertainty of which bits are corrupted by noise, to

its advantage. In the worst case, no bit errors occur, but the (honest) verifier
expects a maximum of x bit errors. As a consequence, an attacker only has
to guess (n − x) responses right in the Hancke and Kuhn distance bounding
protocol to perform a successful attack (without taking into account noise, an
attacker should have to guess all n responses correctly to be successful). The
false acceptance ratio of the Hancke and Kuhn protocol equals

PFA =

n
∑

i=n−x

(

n

i

)

·

(

3

4

)i

·

(

1

4

)(n−i)

. (4)

The situation is slightly different in our noise resilient MAD protocol. Since
the first k bits of ri and si are independent and uniformly distributed in {0,1},
the two sequences αi and βi are independent up to the point where the index
is k (and by consequence, the first k rounds of rapid single-bit exchanges are
also independent). If the commitments sent in the beginning of the protocol
are (un)conditionally hiding and binding, it is infeasible for a computationally
bounded attacker to determine these bits in advance. The last (n− k) bits of ri

and si depend of the first k bits and can be easily computed by applying the
(n, k) error correcting code. In the worst case scenario (no bit errors occur), the
last (n − k) bits of the sequences αi and βi can be computed in advance (from
the moment the first k rounds are conducted) and do not offer extra security.
To be successful, an attacker hence has to correctly guess the first k bits ri (or
si).

1 The false acceptance ratio of our noise resilient MAD protocol equals

PFA =

(

1

2

)k

. (5)

1 Note that the number of allowed errors x is always strictly smaller than the minimal
Hamming distance dmin of the (n, k) error correcting code.



6.2 Numerical results

Both noise resilient distance bounding protocols have some interesting charac-
teristics. We will now compare both protocols, and have a closer look at the
most interesting properties.

An attacker has a major advantage when bit errors due to noise can

appear. In the worst case scenario, an honest verifier expects to receive some
corrupted bits due to noise, while in fact there is no noise at all. As a direct
consequence, an attacker can obtain a major advantage. Whenever he guesses a
response wrongly, he can blame it to the noise. As long as an attacker has a max-
imum of x wrong guesses, the Hancke and Kuhn distance bounding protocol will
be successful (because the verifier believes that the incorrect bits were corrupted
by noise). The more errors that are allowed, the larger the false acceptance ratio.
The same property is also valid for our noise-resilient MAD protocol. For a fixed
number n of rounds, the more errors x have to be corrected, the smaller the
parameter k has to be [16–19]. And because only the first k rounds of the fast
bit exchanges contribute to the security, the false acceptance ratio will increase
with decreasing k. This property is demonstrated for both distance bounding
protocols in Table 1. In this numerical example, n = 37 and the bit error rate
Pb is 0.01. The error correcting codes for our noise resilient MAD protocol have
been selected following [16]. The results in Table 1 clearly show that the false
acceptance ratio increases significantly with the number x of allowed errors.
One can also notice that the false acceptance ratio is remarkably smaller in our
noise resilient MAD protocol (several orders of magnitude). We will discuss this
observation later in this section.

Table 1. Influence of the number of allowed errors x on the false acceptance ratio PFA

for n = 37 and Pb = 0.01

# allowed errors Hancke-Kuhn Noise Resilient MAD

x PFA (n, k) ECC PFA

4 0.0284 (37, 16) 1.5259 · 10−5

3 0.0089 (37, 22) 2.3842 · 10−7

2 0.0021 (37, 26) 1.4901 · 10−8

1 3.1784 · 10−4 (37, 31) 4.6566 · 10−10

0 2.3838 · 10−5 (37, 37) 7.2760 · 10−12

The false rejection ratio is slightly lower in the Hancke and Kuhn

distance bounding protocol. Whereas noise helps an attacker to deceive an
honest verifier, it is disadvantageous for an honest prover behaving correctly. The
higher the bit error rate Pb, the higher the probability that the distance bounding



protocol will fail because of too many bit errors during the fast bit exchanges.
If no bit errors occur during the fast bit exchange phase, an honest prover will
always be able to authenticate itself successfully. To decrease the false rejection
ratio, one has to allow more bit errors to take place (denoted by x ) for a fixed
number n of rounds, or decrease the number of rounds (without changing x ).
The choice of the parameter x has to be in accordance to the expected number
of errors, which depends on the number n of rounds and the bit error rate Pb.

As demonstrated in (1) and (2) in Sect. 6.1, the probability εMAD of a round
to fail in our noise resilient MAD protocol is higher than in the Hancke and Kuhn
distance bounding protocol (εH). A direct consequence of this fact, is that the
false rejection ratio is lower in the Hancke and Kuhn protocol (for equal number
n of rounds and allowed errors x ). This property is demonstrated in Table 2.
In this numerical example, n = 37 and Pb = 0.01. Note that the difference in
false rejection ratio between both distance bounding protocols is relatively small.
When the number n of rounds is larger (e.g., around 50), one should allow one
or two more errors to occur in our MAD resilient to keep the false rejection
ratio comparable in both protocols (e.g., for n = 47: PFR(Hancke, x = 9) =
1.7985 · 10−9 ≈ PFR(MAD,x = 10) = 1.8353 · 10−9).

Table 2. Comparison of the false rejection ratio for n = 37 and Pb = 0.01

# allowed errors x Hancke-Kuhn: PFR Noise Res. MAD: PFR

x = 6 1.1849 · 10−6 7.7770 · 10−6

x = 5 1.7760 · 10−5 8.7314 · 10−5

x = 4 2.2184 · 10−4 8.1806 · 10−4

x = 3 0.0023 0.0062
x = 2 0.0179 0.0375
x = 1 0.1062 0.1689
x = 0 0.4283 0.5265

The false acceptance ratio is significantly higher in the Hancke and

Kuhn distance bounding protocol. As demonstrated above, to decrease the
false acceptance ratio, one has to allow fewer bit errors (denoted by x ) for a fixed
number n of rounds, or increase the number of rounds (without changing x ).

Table 1 shows that the false acceptance ratio is remarkably higher in the
Hancke and Kuhn protocol. The main reason is that an attacker has a 3

4 prob-
ability of guessing a response correctly in the Hancke and Kuhn protocol, but
only a 1

2 probability in our noise resilient MAD protocol. This difference is am-
plified exponentially, and not entirely compensated by the fact that an attacker
has to guess more bits correctly in the Hancke and Kuhn protocol ((n− x) bits,
compared to k bits in our noise resilient MAD protocol). This property is also
demonstrated in Table 3. In this numerical example, n = 63 and Pb = 0.02. The
error correcting codes have been selected based on [17] (some of these codes are
non-linear).



Table 3. Comparison of the false acceptance ratio for n = 63 and Pb = 0.02

# allowed errors Hancke-Kuhn Noise Resilient MAD

x PFA (n, k) ECC PFA

13 0.2611 (63, 12) 2.4414 · 10−4

10 0.0584 (63, 18) 3.8147 · 10−6

7 0.0052 (63, 28) 3.7253 · 10−9

5 5.1111 · 10−4 (63, 37) 7.2760 · 10−12

3 2.3004 · 10−5 (63, 47) 7.1054 · 10−15

1 2.9599 · 10−7 (63, 57) 6.9389 · 10−18

Note that the difference in false acceptance ratio is quite large: even allow-
ing a slightly lower number of errors x in the Hancke and Kuhn protocol does
not really help to remove this inequality (e.g., if we have a look at Table 3:
PFA(Hancke, x = 1) = 2.9599 · 10−7 > PFA(MAD,x = 7) = 3.7253 · 10−9).
One could also fix the number of allowed errors x, but perform more fast bit
exchanges in the Hancke and Kuhn protocol (or in other words, increase the
number n of rounds). This would however make the distance bounding protocol
more expensive, as the cost is directly related to the number n of fast bit ex-
changes. Figure 5 shows the relation between the false acceptance ratio and the
number of rounds n, for a fixed number of allowed errors x. In this example, we
fixed the number x of allowed errors to 5, the bit error rate Pb is 0.005, and the
information on which error correcting code to use (in our noise resilient MAD
protocol) is based on [17]. Figure 5 demonstrates that the Hancke and Kuhn pro-
tocol needs about twice as many rounds n to obtain the same false acceptance
ratio. This largely increases the cost, and also causes the false rejection ratio to
rise several orders of magnitude. If mutual autentication is required, the number
of fast bit exchanges n even needs to be doubled (and becomes the quadruple of
the number of rounds needed in our noise resilient MAD protocol).

7 Conclusion

Location information can be used to enhance mutual entity authentication pro-
tocols in wireless ad-hoc networks. Distance bounding protocols, which have
been introduced by Brands and Chaum at Eurocrypt’93 to preclude distance
fraud and mafia fraud attacks, can be employed in proximity based authentica-
tion schemes to determine an upper bound on the distance to another entity.
Hancke and Kuhn have presented a solution to cope with noisy channels, which
is important in mobile environments.

In this paper, we have extended the mutual authentication distance bound-
ing (MAD) protocol of Čapkun et al. to make it tolerant to bit errors. This is
accomplished by employing binary codes to correct bit errors occurring during
the fast bit exchanges, the main building block of the distance bounding pro-
tocol. The protocol is best used for radio frequency communications, which is
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for x = 5 and Pb = 0.005

more suited for secure applications than ultrasonic. Our noise resilient MAD
protocol requires about half of the number of communication rounds to obtain
the same false acceptance ratio as the Hancke and Kuhn protocol. It also pro-
vides mutual entity authentication and can be made robust to terrorist fraud
attacks by executing the protocol in trusted hardware. Compared to the Hancke
and Kuhn protocol, our noise resilient MAD protocol requires slightly more bits
to be exchanged on the slower communication channel. The exact total cost de-
pends on the technical characteristics of the communication medium and the
required level of security. Our distance bounding protocol is perfectly suitable
to be employed in low-cost, noisy wireless environments.
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