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Abstract 
 
Content publishing and distribution often occurs in a costly and inefficient manner via client/server networks. 
Client/server models exhibit negative network externalities in that each additional user causes additional costs by 
increasingly congesting the system through the consumption of scarce resources. In an era of increasing demand 
for and size of content, the traditional client/server model produces evidence of its restrictions in terms of cost 
efficiency and scalability. Content providers – such as publishers, the media industry and users – are exploring 
new distribution or publishing models that might address the flaws of client/server models. An increasing 
amount of user generated content, open access and open content initiatives offer content for free, in spite of the 
fact that the distribution and storing of this content is not free of charge. This reasoning explains the importance 
of examining innovative distribution models that possibly provide answers to the shortcomings of client/server 
systems. In some cases, peer-to-peer systems might provide solutions for the flaws of client/server models in that 
they are characterized by cost efficiency and scalability. The facts that users spend more time online, have an 
increasing amount of resources (e.g. bandwidth, CPU cycles, content, and storage capacity) at their disposal, 
store and consume more content and bandwidth, is the basis of the viability of peer-to-peer systems. Peer-to-peer 
is still associated with illegal copyright infringing activities, although there are several companies exploring new 
ways for legal and secure content distribution through peer-to-peer networks. In this paper, we try to offer a 
broad analysis of the opportunities and challenges of several peer-to-peer applications and architectures. We 
further elaborate criteria in order to understand when the implementation of a peer-to-peer system might be 
appropriate. These criteria go further than merely technical criteria in that they include social criteria as well, 
which are as important as the technical ones. If peer-to-peer systems turn out to be a success for content 
publishing, it may lead to new business models that change the way content is distributed. 
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1 Introduction 
 
Mass content distribution through the internet often occurs in an inefficient en costly manner. This problem, 
caused by the limited scalability and high costs of the client/server model, leads the internet to be still a medium 
of mainly texts and images. 
 
The internet has been marked by a vivid evolution of commercialization during the last decades in that it has 
become a medium for the masses and it involves more than just information. During the nineties, the internet 
consisted mainly of client/server models which are uncomplicated methods to manage and control the 
distribution of content. Throughout the past years, several evolutions have emerged that enticed consumers into 
wanting more than purely text and images. Several aspects – such as the widespread penetration of broadband 
internet, higher reliability of connections, the evolution of compression technology, more storage capacity, more 
CPU power and a large amount of content residing on the personal computers of end-users – changed the way 
users consume the internet. Internet users are spending more time online and exchange more information and 
files. The combination of these aspects resulted in an increasing demand for multimedia content that contains 
e.g. audio and video. In other words besides text and images, people nowadays consume larger, more bandwidth 
consuming content such as audio and video as well. This shift towards larger content makes it difficult for 
publishers to gain profit via a client/server model. Several measurement studies of peer-to-peer networks provide 
evidence for the large and increasing amount of large files such as video that is being shared [1, 2]. Furthermore, 
users have become more active in a sense that they dispose of an increasing amount of digital tools to create and 
publish content themselves in a relatively easy way. We observe that users have more content stored at their hard 
disks that is not accessible to other users that might be interested in this content. 
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Although compression technologies already offer some possibilities, we still observe multimedia content on the 
internet to be limited and if available it often turns out to be of poor quality. The widespread penetration of the 
internet causes content providers to explore new distribution platforms that provide solutions for the 
disadvantages of the current models. Publishers, the media industry and end users are exploring systems and 
platforms to publish and distribute online services and content. On the one hand, publishers and media 
companies attach great importance to examining new innovative models to distribute their digital content in a 
scalable and cost efficient way. They consider this as a necessity because in the current client/server model, 
every new consumer implies additional costs. On the other hand, users are generating more content themselves 
and want accessible systems to publish their content. Hosting user generated content at little or no costs for the 
users often involves high expenses for the hosts. It is therefore necessary to examine new models to distribute 
user generated content at little costs. 
 
Peer-to-peer is often associated with illegal file sharing because of the popularity of networks such as Napster, 
Gnutella, KaZaA and BitTorrent. Although these networks contain(ed) a significant amount of illegal activities, 
they have demonstrated the opportunities of this disruptive technology. Today, many existing file sharing 
companies are examining new ways for the legal distribution of content. Furthermore, new companies – like 
Kontiki, Qtrax and RawFlow – were established that exploit peer-to-peer characteristics for secure content 
distribution. The question remains whether these peer-to-peer systems will be a viable solution for publishers 
and consumers. This is why it is important that we provide a better understanding of the characteristics, threats 
and prospects of peer-to-peer. We argue that peer-to-peer systems possess the capability of turning the internet 
into a valuable multimedia channel that will provide content providers and users with a rich arsenal of content. 
 
In this paper, we will first explore different types of peer-to-peer applications to provide an overview of the 
capabilities of these models and we will show that different types of applications are merging. Subsequently, 
different peer-to-peer architectures will be analyzed in order to provide a classification based on the degree of 
(de)centralization of the topology and the presence or absence of structured resource location. The 
appropriateness of peer-to-peer as a publishing model will be described in the final section. This includes an 
exploration of the question what criteria must be met for a peer-to-peer system to be a suitable application. 
 
2 Characteristics and Challenges of Peer-to-Peer 
 
It is important to understand the pros and cons of systems in order to be able to evaluate them. It is therefore 
necessary to provide an outline of the characteristics and threats of peer-to-peer systems so that one can 
comprehend the possibilities and advantages peer-to-peer offer in comparison with other models. There is still no 
generally acknowledged unambiguous definition of the concept peer-to-peer which causes a discussion about 
what can(not) be accepted as peer-to-peer. Several authors have tried to formulate their own definitions of peer-
to-peer [e.g. 3-5]. In spite of these definitions, we still belief that the following definition is the most accurate 
and comprehensive: “The term ‘peer-to-peer’ refers to a class of systems and applications that employ 
distributed resources to perform a function in a decentralized manner. The resources encompass computing 
power, data (storage and content), network bandwidth, and presence (computers, humans and other resources)” 
[6]. The following principles lay the foundation of peer-to-peer: (1) resources are being shared within peer-to-
peer systems, (2) the systems are partially or fully decentralized and (3) the systems are self organizing 
depending on the extent of (de)centralization [7]. Peer-to-peer systems make use of the unutilized resources of 
the peers for instance on the level of storage capacity, bandwidth, CPU cycles and content. 
 
Peer-to-peer systems have often been described as the counterpart of client/server networks [8, 9]. In 
client/server systems, centralized servers manage and control the network, provide services and resources 
whereas the clients consume these resources. Several client/server networks can hardly meet the demand for 
resources because of an increasing number of users, higher bandwidth traffic and the arrival of a variety of 
applications. The major drawbacks of client/server systems in comparison with peer-to-peer is that the 
client/server models suffer from inefficient allocation of resources and limited scalability which can result in 
bottlenecks and eventually in single points of failure. Furthermore, additional users stand for additional costs as 
they consume more bandwidth of the system. 
 
Nodes in peer-to-peer networks do not only act as clients, but they exhibit server functions as well. This is why 
nodes or peers have been described as servents (SERVer + cliENTS). As said, client/server networks are not 
scalable and are susceptible to bottlenecks and single points of failure whereas peer-to-peer networks are 
characterized by: scalability, decentralization, transient connectivity, cost efficiency, fault tolerance, self 
organization, sharing of resources and autonomy [10, 11]. Other components that often proof to be important in 
peer-to-peer networks are security, anonymity, resilience and efficiency of resource location [9]. In theory, peer-
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to-peer systems exhibit positive network externalities in a way that additional users add value to peer-to-peer 
networks by introducing extra resources in the system. In this way, users preserve the system and influence the 
functioning, performance and control of the network by making their resources available. Therefore, it is critical 
for a peer-to-peer system to be able to cope with the transient presence of nodes, network/computer failures and 
that the network is able to self organize itself in the absence of centralized coordinating components. 
 
An important challenge for peer-to-peer networks is security [10]. Peer-to-peer systems add risks to the network 
by distributing control to unknown nodes or peers and it therefore requires new security treatments. Further, the 
unstable and transient connectivity of nodes has consequences for the availability of resources [12, 13]. The 
resources of nodes are no longer available to the community if they are offline. Moreover, most users are free 
riders in that they consume resources while not providing anything to the system [14, 15]. The fact that most 
nodes are mostly free riders and are only online for a limited period of time makes resource availability a critical 
factor in the viability of peer-to-peer systems. A reliable peer-to-peer system therefore must be able to detect and 
recover from failures, guarantee content availability and avoid single points of failure. Subsequently, scalability 
stands for both opportunities and threats of peer-to-peer [16, 17]. Scalability reveals itself in the load in terms of 
bandwidth and storage capacity, the number of nodes that can be reached, the number of hops to reach nodes, the 
amount of resources that can be consumed, etc. without interfering the system’s performance. Several file 
sharing systems contain millions of nodes that send terabytes of data across the network. Although peer-to-peer 
systems are theoretically inherently scalable, it often turns out to be a major challenge in real terms as we will 
further explore in the section on architectures. 
 
3 Applications 
 
In this section, we will provide an outline of different existing and new peer-to-peer applications. In this way, we 
gain insight in the fact that peer-to-peer is more than just file sharing. During the last few years, applications are 
becoming more integrated so that it becomes harder to draw a line between different types of applications [18]. 
 
3.1 Communication: Instant Messaging and Telephony 
 
The first category of applications encloses communication systems such as Instant Messaging (IM) and 
telephony. These applications furnish the infrastructure mainly for real time or synchronous communication 
among users [5, 17]. Communication systems try to avoid as much central control as possible in order to reduce 
costs and to improve fault tolerance. These systems often merge into integrated applications that provide 
collaborative tools and file sharing on top of communication. 
 
IM is a type of application that can utilize peer-to-peer aspects for their services, which of course does not mean 
that all IM systems exploit peer-to-peer characteristics. Some IM applications function within a client/server 
model, whereas other systems – e.g. ICQ, AOL instant messaging and Yahoo Messenger – make use of 
centralized peer-to-peer systems. The topology of these systems consists usually of a centralized directory server 
that contains information such as which nodes are online and who might communicate with whom. The 
communication then takes place directly between peers without intervention of the server. 
 
Voice over IP (VoIP) is another application domain of peer-to-peer systems and has become more widely known 
particularly because of Skype [19, 20]. Skype is a peer-to-peer VoIP application that provides telephony, IM and 
audio conferencing via a peer-to-peer system. 
 
3.2 Grid Computing 
 
It has been widely debated whether grid computing can be accepted as peer-to-peer. In either way, grid 
computing and peer-to-peer networks are both distributed systems that are build to share resources [5, 21]. Grid 
computing is the coordinated use of resources – computers, processor capacity, sensors, software, storage 
capacity and data – which is being shared within a dynamic and continuously changing group of individuals, 
institutions and resources [17, 22]. In contrast to peer-to-peer systems, grids stress the standardized, secure and 
coordinated sharing of resources with a better guarantee of Quality of Service (QoS). The philosophy behind 
grids, which is largely the same for peer-to-peer systems, is that we can generate an enormous capacity by 
coupling several computers and their peripheral equipment in a network. The comparison has often been made 
with electric power: it should be as easy to get resources from the internet as it is simple to draw electricity from 
a wall socket [17]. Peer-to-peer and grids might evolve into a convergence in which the benefits of grid 
computing (interoperability, security, QoS, and standardized infrastructures) and of peer-to-peer (fault tolerance, 
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scalability and self organization) will be combined. SETI@home (Search for ExtraTerrestrial Intelligence) is 
probably the most referred project in this area [23]. The processing of the radio signals has been distributed to 
the personal computers of users to save costs. In SETI@home, a central server receives the data, split it into 
small units, distributes these units to the clients and coordinates further transactions. The clients process the data 
using their unused capacity and send the results back to the server. Other similar projects are e.g. 
FightAIDS@home, Distributed.net, Entropia, Genome@home and Folding@home. 
 
3.3 Collaborative Tools 
 
A third application domain, in which peer-to-peer has already proven its usefulness and value, consists of tools 
for users to collaborate on certain tasks within groups [18, 24]. This type of software pursues the collaboration of 
users, even if some of these users find themselves to be outside the corporate LAN. An example of a peer-to-peer 
groupware tool is Groove Virtual Office, which has attributes such as file sharing, document management, chat, 
agenda and discussion groups. Security issues such as integrity, authentication and authorization are more 
critical in a confidential business environment so as to malicious users don’t have the possibility to access, read 
or change the information [25]. It is obvious as well for peer-to-peer groupware applications to have 
opportunities for e-learning purposes. Peer-to-peer groupware integrates several elements like IM and file 
sharing. 
 
3.4 File Sharing and Content Distribution 
 
Peer-to-peer content distribution is the most well-known application area of peer-to-peer systems and it contains 
file sharing systems (e.g. Napster, Gnutella, eDonkey), distributed storage applications (e.g. Freenet) and content 
delivery networks (e.g. Kontiki). These applications offer companies and users the possibility to publish, store 
and exchange files and other content [5, 6]. The hype of peer-to-peer file sharing started in 1999 with the arrival 
of Napster [3]. Napster demonstrated the opportunities of peer-to-peer file sharing which resulted in the 
development of new systems such as Gnutella, Freenet, KaZaA and BitTorrent. Androutsellis-Theotokis and 
Spinellis [5] make a distinction between file exchange systems and content publishing/storage systems. On the 
one hand, file exchange systems are little sophisticated file sharing applications such as the former Napster that 
only contains some basic functionality and mostly doesn’t address issues such as resource availability and 
security. It is mostly this type of applications that appears in the news because of copyright infringements. On 
the other hand content publishing and storage applications are more elaborated systems to publish, distribute and 
store content. These applications focus more on aspects such as security, availability and authorization. 
 
Peer-to-peer streaming is a specific type of content distribution and it probably represents the most successful 
‘legal’ peer-to-peer application. The traditional streaming technologies, such as unicasting and multicasting, are 
characterized by the fact that additional consumers of the streaming imply more costs. High costs, bottlenecks, 
single points of failure, lack of scalability and poor quality of most streaming technologies causes e.g. internet 
television to be still in its infancy. Peer-to-peer streaming, that has some similarities with multicasting, might 
offer some solutions for these problems by providing cost efficiency, scalability and quality of content [26, 27]. 
In peer-to-peer streaming applications, clients act as servers as they send units of the stream to other clients in 
the network. Most commercial peer-to-peer streaming applications integrate centralized components in their 
architecture to control and secure the content distribution. Examples of peer-to-peer video and or audio 
streaming are: Rawflow, Octoshape, Coopnet, Splitstream, Peerstreaming and Abacast. 
 
3.5  Wireless and Ubiquitous Peer-to-Peer 
 
Peer-to-peer systems offer some opportunities for wireless systems, such as MANETs (Mobile Ad hoc 
NETworks), and varies from cellular networks to wireless LANs [28]. Wireless communication networks can be 
considered to be peer-to-peer if the signals are being transferred directly between the appliances. In comparison 
with personal computers, the capacity of wireless equipment – for instance storage capacity, content and 
bandwidth – are increasing as well which offers new opportunities for peer-to-peer systems to be applied on 
mobile phones, Smartphones, PDA and laptops. Wireless peer-to-peer applications evoke other issues than 
‘traditional’ peer-to-peer systems such as the power of batteries and the location of apparatuses when users are 
moving. The mobility of users combined with a transient connectivity of nodes make that self organization is an 
even bigger challenge for wireless peer-to-peer systems. Other challenges are emanating from the following 
characteristics: (1) wireless resources such as storage capacity, bandwidth and processing power are still limited, 
(2) the performance and capacities are fluctuating and (3) the availability of resources is barely guaranteed 
without a centralized component. It is therefore necessary for mobile peer-to-peer systems to develop 
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applications with an efficient search and location infrastructure and routing model as to avoid zigzag 
movements. 
 
Furthermore peer-to-peer systems exhibit characteristics – e.g. self organization, sharing of resources, 
collaborating apparatuses – that seem to be similar to some aspects of ubiquitous computing [29]. Similar to 
peer-to-peer systems, ubiquitous computing architectures must cope with autonomous communicating systems 
that are marked by transient connectivity. The parallel features of peer-to-peer and ubiquitous computing make 
that it doesn’t seem illogical to integrate these systems.  
 
4 Classifying Peer-to-Peer Architectures 
 
Given that peer-to-peer systems have several different features, we endorse the fact that there might be different 
ways to classify peer-to-peer architectures. We argue that most peer-to-peer architectures distinguish themselves 
from each other based on the extent of (de)centralization and on the presence of structure in object location and 
routing. Based on this we distinguish the following combinations: centralized unstructured, pure unstructured, 
hybrid unstructured and pure structured systems. 
 
4.1 Degree of Decentralization 
 
Systems might be considered as peer-to-peer when at least some elements are decentralized. The degree to which 
centralized en decentralized components are applied in the network can vary between systems. In other words, in 
contrast with what has been suggested in some definitions of peer-to-peer, not all peer-to-peer networks are 
completely decentralized. We make a distinction between centralized, pure decentralized and hybrid peer-to-peer 
topologies (Figure 1) [5, 30, 31]. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1: Degree of Decentralization 
 
 
Centralized peer-to-peer architectures, such as the former Napster, contain a central server that executes vital 
functions for the system. This central server is mostly used as a directory server that stores an overview of the 
available nodes and resources in the network. In this way, the central directory server makes it possible for peers 
or nodes to find, locate and share resources with other peers. Peers eventually exchange data directly between 
each other without the intermediation of the server which makes it a simple but quite efficient architecture. This 
type of architecture exhibits the following drawbacks. The whole system stops functioning if the central servers 
cannot be reached for whatever reason. In other words, the major disadvantages of these systems are the risks of 
bottlenecks and single points of failure which imposes limited scalability. The advantage of using central 
directory servers is that if the sought data is available, the search algorithm can mostly guarantee the retrieval of 
the data. 
 
Pure decentralized architectures consist of nodes that perform functions without the intervention of centralized 
components. These types of architectures have theoretically unbounded scalability and a high level of fault 
tolerance. In addition, these systems are autonomous and self organizing in a sense that the peers are responsible 
for the functioning and viability of the network. In practice, a great deal of these systems has limited scalability 
because self organization causes a lot of traffic to keep the network running. Another characteristic is that 
several of these systems have low levels of QoS in the domain of resource location because sometimes only a 

Centralized Decentralized Hybrid 
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limited proportion of the network can be reached. Examples of pure decentralized peer-to-peer networks are 
Gnutella 0.4, Freenet and Chord. 
 
Hybrid systems are often hierarchical networks that adopt elements of both centralized and pure decentralized 
architectures in which they combine the advantages (e.g. efficient resource location, scalability) while avoiding 
the drawbacks (e.g. bottlenecks, limited QoS) of these systems. In hybrid peer-to-peer systems, some peers have 
more capacities than others and therefore these peers are granted with more responsibilities. These nodes, that 
perform more functions in the network, are named super nodes or ultranodes. These super nodes are in fact 
regular nodes that also serve as a kind of directory server, with the difference that these super nodes are dynamic 
and can suddenly disappear from the network. In this way, nodes with better capacities have more 
responsibilities in the organization and functioning of the system whereas nodes with fewer capacities are less 
loaded. This reduces e.g. the possibility of delaying resource location because of links with dial-up connections. 
This leads to a better performance of the system because of less traffic and better search functionalities. The risks 
of bottlenecks and single points of failure are limited because of the use of several super nodes in stead of one 
central directory server. KaZaA and Gnutella 0.6 are some examples of suchlike architectures. Further, we argue 
that BitTorrent can also be regarded as a hybrid system. 
 
4.2 Degree of Structure 
 
Whether a system is structured depends on how nodes and data are positioned in the network [5, 8, 31]. 
 
Unstructured. A system is unstructured when nodes and data are positioned without certain rules and in an ad 
hoc manner in the network. The location of data is not connected with the topology of the network which results 
in cumbersome and little efficient search methodologies – such as the ‘query flooding model’ (cf. Gnutella) – 
that hamper scalability. On the one hand, most unstructured systems are characterized by much consumption of 
bandwidth in the matter of traffic of messages. Unstructured networks cannot guarantee that data, if available, 
can be found because the system is often not capable of reaching the whole network. On the other hand, these 
systems are mostly quite resilient. Another advantage is that these systems – e.g. Napster, Gnutella, KaZaA – 
mostly support keyword-based search. 
 
Structured. In this type of networks, nodes and data are being placed in a structured way in the network as to be 
able to efficiently locate data which increases the possible scalability. The nodes, data or other resources are 
connected to specific locations. Distributed routing tables make it possible to efficiently, i.e. in a smaller number 
of hops, acquire search results. Structured systems are, in comparison with unstructured systems, more scalable, 
more reliable and fault tolerant. On the other hand, these systems have the disadvantage that it is more difficult 
to support keyword-based search because one needs to know the key to be able to locate the associated data. 
Another shortcoming is that these systems laboriously handle the transient connectivity of nodes whereby the 
system needs to reconfigure the structure constantly. Examples of structured systems are Chord, CAN, and 
Tapestry. Freenet is often called a ‘loosely structured’ network because it is not rigidly structured in that the 
location of the data is not totally specified. 
 
4.3 Centralized Unstructured Systems 
 
These peer-to-peer networks (e.g. Napster and Publius) have a centralized topology and display several 
client/server characteristics [16]. This type of peer-to-peer networks contains a central server that functions as a 
directory server [5, 32]. But, this directory server has fewer tasks than servers in client/server networks. In this 
way, a server in peer-to-peer networks is less loaded than servers in client/server networks. How does this 
system function? When peers log in to the system, they announce their presence and give some information (e.g. 
IP address, bandwidth of the connection, number and metadata of files that are being shared, etc.) to the 
directory server. In this way, there is one server that keeps an index of all available resources in the network. If a 
peer is searching for information, it sends a query to the server asking for available peers who share the 
requested information. The server subsequently searches his database and returns the result to the peer who 
initiated the query. Based on these results, the peer can decide to make a direct connection with a peer from the 
search results to download the requested data. In a nutshell, the search process is centralized, via the directory 
server, and the eventual exchange of data or other resources takes place in a peer-to-peer manner. The data is not 
stored on the server but on the hard disks of the peers.  
 
The most important advantages of this type of architectures are that it is easy to implement and that the server is 
less loaded in terms of bandwidth and storage capacity. This is because the directory server doesn’t vouch for the 
sending, distributing or storage of the data. Although this type of architectures use an unstructured search 
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infrastructure, they do provide good performance to be able to find the data if it is available [9, 11]. Another 
advantage of a centralized system is that it gives more opportunities to manage and control the network for 
security. Finally, these systems support keyword-based search which is important to users. 
The disadvantages of the system mainly stem from the possible bottleneck at the server which is also hazardous 
for a single point of failure [11]. This has implications for the scalability of such systems because each additional 
user induces extra load in terms of traffic and storage capacity. 
 
4.4 Pure Decentralized Unstructured Systems 
 
The most striking feature of pure decentralized unstructured systems – e.g. Gnutella 0.4 – is that there is no 
centralized component which means that all nodes are directly connected to each other. Nodes function as 
clients, servers, routers and cache [5, 11]. They act as servers, not only for the storage and transfer of data, but 
also to search for data. Nodes can be involved as routers to help send messages through the network. Peers have 
an index of their own data and not of others’ data. Therefore, to find the demanded data, it is important to be able 
to reach as many peers in the network as possible. 
 
The advantage of this category of peer-to-peer architectures is that there is no single point of failure and that it is 
fault tolerant. The failure of one or even several of the nodes has little impact on the performance of the network. 
It is essential for these systems to be autonomous and self organizing in order to be able to cope with the 
transient connectivity of nodes. In the absence of a central infrastructure, the major challenge is to elaborate an 
efficient search method that is capable of achieving satisfying search results in the presence of transient nodes [9, 
11]. Even if sought data is available in the network, unstructured peer-to-peer systems cannot offer guarantees 
that it would be able to find it. We will explain this with the example of the query flooding model. In the query 
flooding model, a node broadcasts a query to all his neighbors, his neighbors in their turn broadcast the query 
further to their own neighbors and so one. This process runs until a limited number of hops is reached according 
to the TTL (Time-To-Live). This TTL is essential to prevent messages from saturating the network by endlessly 
flooding it. But, this causes as well that the whole network is often impossible to reach which means that 
scalability is limited. Scarce content in a large file sharing network for example might be difficult to find because 
it is too many hops away. Of course several researchers have developed or adapted search methods to address 
these flaws such as: Random Walkers, Adaptive Probabilistic Search, Breadth First Search, etc. [for a more 
profound overview see: 33]. 
 
4.5 Hybrid Unstructured Systems 
 
Hybrid unstructured peer-to-peer networks – such as KaZaA [34], eDonkey and Gnutella 0.6 [32] – have been 
developed with the objective of combining the advantages (e.g. better search results and fault tolerance) and 
circumventing the drawbacks (e.g. scalability and bottlenecks) of centralized and pure decentralized peer-to-peer 
systems [5, 16, 17, 35]. On the one hand, Napster had a centralized topology and they had to pull the plug on the 
server which ended the functioning of the whole network. This demonstrated the danger for bottlenecks and 
single points of failure in centralized topologies. On the other hand, Gnutella 0.4 as a pure decentralized system 
had to contend with an overload of messages because of the query flooding model. Hybrid peer-to-peer systems 
try to cope with these problems by introducing hierarchy in the system via the use of super nodes. Super nodes 
are peers with more capacity, such as bandwidth or storage capacity, than the average peer and therefore they are 
chosen to perform more functionality in the system. Super nodes mostly have the following tasks: 
 

• Keep record of a directory list with information of a part of the peers and their data; 
• Keep record of a directory list with information of some other super nodes; 
• Search through the directory list in case a peer sends him a query; 
• Redirect queries to other super nodes to be able to have better search results. 

 
In other words, the hybrid architecture includes a combination of a centralized and a decentralized topology and 
therefore can be regarded as the convergence of these systems. There is not one central server, but there are 
different servers (super nodes) that all have responsibilities for a part of the node population. The super nodes are 
interrelated in a decentralized manner, whereas the normal nodes are related to their super node in a centralized 
way. The super nodes function as directory servers for a part of the peer-to-peer population. 
 
The use of hierarchy in the system increases the chances for better, more efficient and faster search results 
because these systems utilize the available resources more intelligently [11]. The division of labor is more 
balanced in hybrid systems because nodes with more capacities get more responsibilities so as to nodes with less 
capacity don’t get overloaded. Slow connections are avoided in this way, which results in an overall better 
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performance of the system. Data and nodes are inserted in the network in an unstructured way, so that resource 
location also occurs in an unstructured way. 
 
4.6 Pure Decentralized Structured Systems 
 
Pure structured peer-to-peer systems – e.g. Chord, CAN, Freenet (loosely structured), Kademlia, Pastry – are self 
organizing networks without centralized components to store and retrieve data. If the content or other resources 
are available, unstructured networks offer guarantees that it will be able to find it within a limited number of 
hops [9, 11, 36]. These systems are structured because the resources and nodes are mapped into an address space 
in the network so as to be able to efficiently retrieve them. The indexing of this address space is distributed 
among the nodes in the system which makes every node responsible for a part of the indexing. These systems 
utilize Distributed Hash Tables (DHT) to structure the network: “Distributed Hash Tables provide a global view 
of data distributed among many nodes, independent of the actual location” [36]. DHTs manage the data in the 
system and it contains a routing system. Data can be efficiently retrieved because the DHT provides the system 
with a routing scheme to easily find the node that hosts the sought data. A unique key is created and assigned to 
every data to serve as an ID. The keys are mostly generated using hash functions such as SHA-1 and MD5. Hash 
functions are operations executed on data with a unique key as a result that has a fixed length regardless of the 
size of the data. The peers or nodes are responsible for a part of these keys in the address space. Peers are 
assigned with keys that most closely approach their own ID. It is important to know the unique key of the data to 
be able to retrieve it. During a search, the query is continuously redirected from node to node and it is getting 
closer to its destination or key in every hop. Every node in the system has a routing table of several other nodes 
in the network. A node that receives a query but doesn’t have the sought information locally, routes the query to 
a node that, according to his routing table, is numerically closer to the destination. 
 
There are two options to store and find data in this type of structured systems [36, 37]. In the first option, the 
nodes store only the unique keys of the data which serve as pointers to the actual data that is being stored 
somewhere else. The node that inserted the data is responsible for making the data available. In the second 
option, the nodes do not only store the keys, but the data as well. The second option implies that nodes store 
content that other nodes initiated. In this way, even if the node that initiated the data goes offline, the data 
remains available to other users because another node stores it. 
 
It is a challenge for pure structured systems to maintain and update the routing tables in the transient presence of 
nodes. The updating process of the nodes’ routing tables causes a load on the network. The resilience and 
structure of the network might be harmed if a large amount of the population would suddenly (dis)appear with a 
decreasing performance as a result. Another disadvantage is that these systems don’t support keyword-based 
search because the search method requires the exact key [9, 11]. Further, a problem of load balancing might 
occur because nodes might be responsible for: (1) a big part of the address space, (2) a data rich address space 
and (3) very popular content [36]. Structured peer-to-peer systems exhibit the advantage that they have high 
levels of scalability and that they have an efficient search method that offers high guarantees for search results. 
 
5 Appropriateness of Peer-to-Peer for e-Publishing and Openness 
 
5.1 Peer-to-Peer Criteria 
 
In this section, we try to elaborate some criteria to decide whether a peer-to-peer solution might be appropriate. 
We would first like to remark that these criteria are not meant to be formulas for success. One of the most 
important questions that has been posed is: when and for what types of content are peer-to-peer applications 
appropriate? It is difficult to formulate an unambiguous answer to the first part of the question. The second part 
of the question, which is for what types of content peer-to-peer is appropriate, is simpler to answer. In my 
opinion, peer-to-peer is content independent as it is distribution model and not a content model. Roussopoulos, 
Baker and Rosenthal [38] tried to answer the question when peer-to-peer might be appropriate. They formulated 
several criteria to determine whether the implementation of peer-to-peer aspects is the appropriate method for the 
distribution of a certain kind of content: 
 

• Cost savings: peer-to-peer solutions make it possible for companies and other organizations with 
limited budget to distribute their content to the masses; 

• Relevance of resources: the content must be important to the consumers so that they are more willing to 
participate in helping to distribute the content; 
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• Trust: the indispensable need to have peers cooperating is hard to achieve when peers distrust each 
other; 

• Rate of change and criticality: A peer-to-peer application probably will not succeed if there is a high 
rate of change (peers entering and leaving the system) in an untrustworthy environment. Peer-to-peer 
has more chances for success when the rate of change is low and the criticality of the information is 
low. 

 
These researchers formulated the following conclusion: “(…) the characteristics that motivate a P2P solution 
are limited budget, high relevance of the resource, high trust between nodes, a low rate of system change, and a 
low criticality of the solution” [38]. Although we do agree with the conclusions of these authors, we argue that 
the practice is more complex and that the appropriateness of peer-to-peer depends on technical (e.g. architecture) 
and social aspects. The applicability of peer-to-peer systems is independent of content type. We will first discuss 
the technical aspects to subsequently expand the social aspects. 
 
From a technical perspective, peer-to-peer systems provide solutions for mass content distribution in that they 
are characterized by cost reduction, scalability and performance. Publishers and content providers might 
implement a peer-to-peer solution for cost saving objectives. Every additional consumer in a client/server model 
produces extra costs, whereas this effect is more limited in peer-to-peer networks because additional users mean 
extra resources for the system. Peer-to-peer systems are especially important for scalability solutions. The 
connection of the server in a client/server model becomes silted up little by little in an environment of an 
increasing user population which causes a bottleneck. Peer-to-peer systems can prevent the occurrence of 
bottlenecks by utilizing the available resources in the peer community. Excellent developed peer-to-peer 
applications give evidence of great performance in the presence of mass populations. From this, we can conclude 
that the three main reasons for choosing a peer-to-peer solution are cost of ownership, scalability and 
performance. Furthermore the architecture of peer-to-peer systems has certain aspects that make some topologies 
more suitable for specific applications. We explain this with some examples without having the aim to be 
exhaustive. The larger the consumer mass, the more a decentralized architecture is appropriate in order to avoid 
bottlenecks. Commercial content providers mostly want to preserve control over the distribution of content so 
that they are ensured of payment and they are capable of avoiding copyright infringement. Therefore, most 
commercial and legal peer-to-peer systems have a centralized topology. A centralized topology exposes itself to 
limited risks of bottlenecks and it is therefore suitable for a limited user population. 
 
From a social perspective, a characteristic feature of peer-to-peer networks is that the performance of the system 
is not only dependent on technical functionality, but also on user behavior. A critical mass of active participating 
online peers and content availability are critical to the viability and success of peer-to-peer networks. The 
number of online peers and the number and quality of content these peers share, determine the value other peers 
can derive from the network. These last two sentences contain several features that determine whether a peer-to-
peer solution might be appropriate: 
 

• Critical mass: it is not necessary for all peers to provide the system with there resources, but it is 
necessary to have a sufficient amount of peers that contribute to the system so that the content remains 
available; 

• Online: peers have to stay online after they have downloaded content so that others can download this 
and other content from them; 

• Quantitative availability: it is important to have a sufficient amount of content available; 
• Qualitative availability: it is not sufficient to have large amounts of content available, but it is critical as 

well to have resources available other peers are interested in. 
 
From this analysis, we argue that content is suitable to be distributed via peer-to-peer networks if: (1) the 
distribution of the content is very resource consuming, (2) it is being consumed by a mass, (3) the consuming 
mass is online enough, and (4) there are enough users willing to cooperate in distributing the content. Publishers, 
consumers and media companies might consider using peer-to-peer networks if their content meets these criteria. 
 
Critical readers may now wonder whether peer-to-peer is only appropriate for mass content distribution. The 
answer to that question is no, but there are some important conditions for peer-to-peer to be successful in the 
presence of small user communities. Peer-to-peer solutions might succeed if the population of peers is often 
online simultaneously. It is favorable to have a community of peers with strong ties and with similar interests in 
the sense that they consume the same kind of content. The importance to stimulate users to cooperate via 
incentives increases in small populations of peers in order to ensure content availability. A centralized peer-to-
peer architecture might be an appropriate system for small user communities because the risks for bottlenecks at 
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the server are more limited. A few examples of content that is mostly consumed by small communities are user 
generated content and content that is consumed within organizations (e.g. corporate communication). 

 
5.2 Openness 
 
Openness is a new buzz word that supports philosophies of open access [39, 40], open content and open source 
in which information, knowledge and content is universally available as a public good and is often for free. 
Whereas this content is mostly free to users, it is often expensive to the organizations hosting this content; e.g. 
the Budapest Open Access Initiative recognizes this assumption: “While the peer-reviewed journal literature 
should be accessible online without cost to readers, it is not costless to produce” [39]. Comtella 
(http://bistrica.usask.ca/madmuc/comtella.htm), LionShare (http://lionshare.its.psu.edu/) and Edutella 
(http://edutella.jxta.org/) are three peer-to-peer systems that support open sharing of educational content such as 
papers, articles and other educational and research tools (videos, images, presentations, demos, etc.). All these 
projects have been initiated with the objective of making free and open educational and research material more 
accessible to all interested persons. Why might peer-to-peer be appropriate for open initiatives? In our opinion, 
peer-to-peer might be applicable to ‘open’ environments if it meets several of the above mentioned criteria. The 
storage and distribution of content in open initiatives are often resource and consequently money consuming. 
There is a large simultaneous online population that possesses many unused resources. These two fundamental 
aspects, that are at least necessary for the implementation of a peer-to-peer system, are characteristic for several 
open initiatives. Whether there will be a critical mass of cooperating peers is hard to predict because it depends 
on the complex interaction of several factors. The main raison for using a peer-to-peer system is cost reduction 
on the level of storage capacity and bandwidth. If peer-to-peer systems turn out to be successful applications in 
open environments, it will result in decreasing storage and bandwidth expenses. Decreasing resource expenses 
reduce the barriers for open initiatives which in his turn can lead to more accessible content.  
 
The internet originally displayed peer-to-peer characteristics in that every computer was mutually connected to 
other computers in the network and most computers acted as clients as well as servers [17, 41]. In those days, the 
internet was mainly used for research and military purposes. If the actual open movements will succeed in using 
peer-to-peer systems for research and educational purposes, then it might be regarded as the renaissance of the 
internet. 
 
6 Discussion and Conclusions 
 
Our analysis suggests that peer-to-peer systems in some cases might provide solutions for the flaws of 
client/server systems. Client/server models suffer from limited scalability, bottlenecks, cost inefficiency and 
single points of failure. These characteristics of client/server models set limits for the amount and largeness of 
available content on the internet. In this paper, we have demonstrated that in some cases, peer-to-peer systems 
might provide solutions for the drawbacks of client/server systems in that they have already proven their abilities 
in terms of scalability and cost efficiency. Further, we have shown that peer-to-peer comprises more than file 
sharing, such as communication, collaboration, and grid computing. The importance of characteristics and 
(dis)advantages of peer-to-peer systems varies from architecture to architecture depending on the degree of 
(de)centralization and whether it is structured or not. This can be represented as a pendulum between: (1) risks of 
bottlenecks, possible single point of failure, more control (centralized) and (2) scalability, fault tolerance, self 
organization (decentralized). Whether a peer-to-peer system is structured or not determines the efficiency of 
node and resource location, at which structured systems are more efficient. 
 
One of the major questions of several content providers is when a peer-to-peer solution might be appropriate. 
Therefore, we tried to elaborate criteria to decide whether a peer-to-peer solution might be suitable. We have to 
remark that these criteria are not meant to be rules for success as it does not imply that users will adopt and use 
the system. These criteria imply that peer-to-peer is not always a good solution and that client/server systems 
will sustain. Besides more technical criteria such as scalability, we paid attention to some social criteria as well. 
Peer-to-peer systems are not only dependent on technical criteria, but also on social aspects for it are the users 
that make their resources available and cooperate or free ride in distributing content. More research on social 
aspects is needed because there is little information on user behavior in peer-to-peer systems. Social research is 
necessary because users have never had such a powerful impact on a system as the end users influence the 
performance of peer-to-peer networks by (not) providing their resources to the community. Whether peer-to-peer 
solutions might be appropriate for open initiatives depends on whether the system meets the aforementioned 
criteria. It seems likely that peer-to-peer is suitable in some open access and open content systems because 
scalability, cost efficiency and a large simultaneously online user population are all criteria that are often met in 
these applications. 
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The results of this broad analysis provide a better understanding of the capabilities and application domains of 
peer-to-peer systems. The internet today is being marked by an increasing amount of content and an increasing 
size of this content which causes more loads on the distribution, storage and consequently costs. That is why 
publishers and other media companies are trying to find solutions for scalability and cost problems and therefore 
need to explore innovative platforms such as peer-to-peer systems. 
 
What will the future bring for peer-to-peer? There are several essential issues that need to be remedied in order 
for peer-to-peer to be able to succeed. There is still a lot of work to be done to address problems of 
standardization, security, Digital Rights Management and asymmetric connections with unbalanced 
upload/download ratios. The years 2006 and 2007 might become the turning point for peer-to-peer networks 
because this is the period that new ‘legal’ peer-to-peer services have entered the market [42]. Currently, mainly 
the opportunities of peer-to-peer for video, film and television are being explored by different companies (e.g. 
Joost, RawFlow, Kontiki, BitTorrent, In2Movies, etc.) and in different workshops [e.g. 43, 44]. Peer-to-peer 
television is one of the examples that meet the formulated criteria. But it is not all about video. Peer-to-peer is a 
distribution system in that it is content independent. It is remarkable that almost every ‘legal’ commercial peer-
to-peer system implements centralized components in their architecture. This is probably to ensure control, 
security and QoS. In this way, these commercial peer-to-peer platforms combine the strengths of peer-to-peer 
systems with those of client/server models. A lot of non-technical questions remain unanswered, e.g. are users 
willing to cooperate in a network when they have to pay the consumed content and for what kind of content are 
they willing to pay. To learn more about the possibilities of peer-to-peer networks, it is essential that the research 
community explores new applications, environments, content to experiment with peer-to-peer. Peer-to-peer 
networks have the capacities for a scalable, accessible and cost efficient model for the distribution of content. If 
peer-to-peer systems turn out to be a success for content publishing, it may lead to new business models that 
change the way content is distributed. It is hard to predict whether peer-to-peer will become a success for legal 
purposes. Only the future will tell how peer-to-peer will evolve. 
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